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1 PREFACE

This manual describes the contents and structure of the IMiS’/Client and offers advice on the

technical and operational aspects of its use.

1.1 About the manual

The manual presents the client architecture, user interface, range of actions over entities,
mechanisms for verifying authenticity, report functionalities and the installation, configuring

and management procedures of the IMiS®/Client.

1.2 Target audience

Information presented by this manual is intended for users with at least intermediate

understanding of computer and application use.

1.3 Conventions

The manual employs several font types to convey information. These are explained below:

Font type Used to denote

Regular basic text, images, tables

chapter titles (main chapters 1-6 and
regular bold

subchapters)
ltalic advice, examples, tips, instructions
"inside quotation marks" titles of selectable functions, files or actions
underlined italic see specified chapter for more information
Monospace names of console commands, files, directories, ...
Monospace Bold user input characters

Table 1: Manual font types and their meaning



1.4 Terms and abbreviations

Abbreviations appearing in the text and images of the user manual are explained below

Abbreviation Description

7ZIP 7-Zip open source file archiver and format (extension
».72«)

ACL Access Control List

AES Advanced Encryption Standard

AFM Adobe Font Metrics (extension ».afm«)

AIP Archival Information Package

ANPA American Newspaper Publishers Association news feed
format

ATOM Atom Syndication Format

BMP Bitmap image file format (Windows format — extension
».bmp«)

CA Certificate Authority (trustworthy issuing authority)

CAD Computer Aided Design

CHM CHM Help format (extension ».chm«)

CPIO cpio file archiver and format (Unix format — extension
».cpio«)

CRL Certificate Revocation List (list of revoked certificates)

Csv Comma Separated Value (text file format— extension
».CSV«)

DDR Double data rate (SDRAM memory type)

DLL Dynamic-link library

DMS Document Management System

DWG CAD file format (extension ».dwg«)

ELF Executable and Linkable Format (Linux, Unix, Mac OS X
format)

EML EML format (RFC 822 archive standard — extension
».eml«)

EPUB Electronic Publication Format (extension ».epub«)

ERS Evidence Record Syntax

EXIF Exchangeable image file format (image metadata format)

FB2 FixtionBook format (electronic book format — extension
».fb2«)

FIPS Federal Information Processing Standard

FLV Flash Video file format (Adobe video format — extension
».flv«)

GB Gigabyte (information unit of 2230 or roughly 1079
bytes)

GHz Gigahertz (frequency unit of 1079 hertz)

GIF Graphics Interchange Format (image format — extension
».gif«)

HDF Hierarchical Data Format

HSM Hierarchical Storage Management

HTML HyperText Markup Language

ID Identifier

IPTC International Press Telecommunications Council News

Feed Format



Abbreviation

Description

IPv4
IPvB
ISO
ISDM
JPEG

MAT
MB

MBOX
MIDI
MIME

MP3
MP4
NetCDF
0GG

PE

PDF
PDF/A

PKCS7
PNG

PSD
PST

RFC

RSA
RSS
RTF
S/MIME
SDRAM
SHA
SIGEN-CA
ssL
TAR
TCP/IP
TIFF

TLS
TTF

Internet Protocol version 4

Internet Protocol version 6

International Organization for Standardization
Information system for document management
Joint Photographic Experts Group format (extension
».jpg«)

Matlab data format

Megabyte (information unit of 2220 or roughly 10"6
bytes)

MBox file format (Unix email archive format)

Musical Instrument Digital Interface

Multipurpose Internet Mail Extensions (email
standard)

MP3 format (audio format — extension ».mp3«)

MP4 format (video and audio format — extension ».mp4«)
Network Common Data Form formats

OGG format (open source format — extension ».ogg«)
Portable Executable format (Win library and program
format)

Portable Document Format (extension ».pdf«)
Portable Document Format for archiving electronic
documents

PCKS #7 Cryptographic Message Syntax Standard
Portable Network Graphics (image format — extension
».png«)

Adobe Photoshop file format

Personal Storage Table (email storage format for
Windows)

Request for Comments

(technical and organizational document, specification
intended for the exchange of opinions on the subject)
Ronald Rivest, Adi Shamir, Leonard Adleman

(public key encryption algorithm)

Rich Site Summary / Really Simple Syndication

Rich Text Format

Secure Multipurpose Internet Mail Extensions (secure
MIME)

Synchronous Dynamic Random-access Memory
Secure Hash Algorithm (digital fingerprint algorithm)
Slovenian General Certification Authority

Secure Socket Layer (collection of cryptographic
protocols)

Tape Archive (Unix compression format — extension
».tar«)

Transmission Control Protocol / Internet Protocol
(family of network protocols)

Tagged Image File Format

(document storage format — extension ».tif«)
Transport Layer Security

TrueType Font (Microsoft text format — extension ».ttf«)



Abbreviation

Description

WAV

Wa3C

X.509
XML

XMLDSIG

X8D

ZIP

Waveform Audio File Format

(Win audio format — extension ».wav«)

World Wide Web Consortium

(organization for the standardization of web techniques)
ITU-T standard for public key infrastructure use
Extensible Markup Language

(language for structuring data in the form of a text file)
XML Signature

(specification for XML encoding of electronic signatures)
XML Schema Definition

(W3C recommendations for specifying XML document
structure)

ZIP archive file format

(standard archiving format — extension ».zip«)

Table 2: Definition of abbreviations



Term

Terms used in the text and images of the manual are explained below.

Description

Attribute

Document

Entity

IMiS®/ARChive Server
IMiS®/Scan

IMiS°®/Storage Connector

IMiS®/View
Linux

Mac OS X
Metadata

Microsoft .NET Framework
Microsoft Excel

Class

Template

Unix

Windows
Windows Explorer

The attribute is the basic cell or container of
metadata.

It prescribes the rules and framewaork for the entry,
maintenance and storage of metadata values
belonging to an entity.

The document is the basic unit of archived content on
the IMiS®/ARChive Server, which can store various
kinds of digital content (e.g. text, images, video).
Documents are usually located inside folders, but they
can also be in a class of their own.

The entity is a container of data and content on the
IMiS®/ARChive Server. There are three types of entity:
class, folder, and document.

IMiS®/ARChive Storage Server

(archive server for document storage)

IMiS®/Scan client

(IMiS°® application for scanning paper documents)
IMiS®/Storage Connector interface

(interface for the transfer of archived objects
between applications and archive servers)
IMiS”/View client

(IMiS® client for viewing scanned documents)

Various open source operating systems similar to
Unix.

Apple operating system, based on Unix.

Metadata represents "information about information”
or "data about data" that is the object of storage.
Microsoft environment for the development of web
services and other software components.

Standard MS spreadsheet software that can also be
used to view CSV files.

The class is the basic constituent part of content
organization on the IMiS®/ARChive Server. Classes
can store folders or documents, e.g. according to the
type or the owner of documents stored inside.

The template prescribes the metadata scheme — the
required and allowed attributes for entity creation.
Each template contains built-in and predefined system
attributes.

A family of computer operating systems that are
based on the original Unix OS developed by Bell Labs.
Microsoft operating system.

The Windows file manager application into which the
IMiS®/Client is integrated.

Table 3: List of terms used in the manual



2 INTRODUCTION

2.1 Features

IMiS°®/Client is intended for the capture and management of content of electronic origin or
content digitalized using scan procedures. The client operates directly with the IMiS®/ARChive
Server, which ensures secure long-term storage of documents and archived content along
with the corresponding metadata.

For simple and intuitive use, the IMiS°/Client is integrated into Windows Explorer.

To scan content and classify it appropriately, the IMiS®/Client must be integrated with a

separate application, the IMiS®/Scan client.

Content is structured by the classification scheme, which sorts materials according to their
subject, authority, activity, and the business and expert functions of corresponding personnel
within the company.

Entities follow a hierarchical order (classes, folders, documents), with practically unlimited
sub-levels specified according to need. Each entity in the archive has its own unique

classification code.

Secure authentication is provided by username and password, along with all the current
technological means of protection from unauthorized data access. Content security is ensured
through unique identifiers (ID), which are assigned to each entity and document when it is
being stored on the IMiS®/ARChive Server. The identifiers are encrypted and prevent

unauthorized access, viewing or deletion.

Managing the users' access rights to entities and metadata is a key concept for ensuring the
confidentiality and integrity of archived content, along with appropriate availability.

Users are limited to accessing those entities; they have been authorized to access according
to the security class of the document and the security class level of the user, which are both

dictated by the access control list (ACL).

The IMiS®/Client provide the verification of electronic signatures and digital certificates for all
electronically signed PDF/A, TIFF, XML and EML files, in order to help you ensure the integrity

and authenticity of archived content.

The audit log records all instances of server access, along with all the events and changes
performed on the server. Throughout its entire life cycle it is impervious to maodification and

protected from any interventions, whether authorized or not.



One of the most practical functionalities of the electronic archive is searching by metadata
or searching the full text of stored content. Users may perform search functions on the

complete archive, or on any selected entity.

The IMiS®/Client can be connected to many IMiS®/ARChive Servers, which facilitates the
capture and management of electronic content of several separate organizational units on a

single location.

2.2 Tier placement

In the architectural sense, the IMiS°/Client's place in the multi-tier architecture is in the
Presentation Tier, which normally accommodates archival and document system clients within
multi-tiered systems. In the functional sense, it provides users with secure access and
operation of electronic content archives supported by an audit trail, along with search
functions based on the metadata and full text of stored documents. The IMiS°/ARChive Servers
belong to the Data and Logic tier of architecture, following the standard model of client-server
architecture of the virtual Document Management System (DMS) which consists of:

e On the Data and Logic tier, one or more IMiS°/ARChive Servers in cluster or replication
mode. These accommodate the system logic that controls access, security and
document management processes.

e On the Presentation Tier, archive or document system clients such as the IMiS°/Client,
browser, and applications for various devices (smartphone, tablet, laptop, desktop).
These may optionally control devices used for the capturing and digitizing of physical

content.

Presentation tier Logic and Data tier

Image 1: Example virtual two-tier document system



2.3 Versioning and numbering

The version of the IMiS°/Client can be read from the name of the installation package, which

appears according to this scheme:

IMiS.Client. MAJOR.MINOR.RELEASE ARCHITECURE. TYPE. msi

The scheme consists of the name of the IMiS® module (IMiS.Client) and the following elements:

e MAJOR: marks a major/central version of the IMiS® module, which changes least
frequently. Changes indicate a new generation of module that introduces major
functionality changes compared to the previous version. The identifier has values ranging
from 1-n which grow in successive numbers.

¢ MINOR: marks a minor version of the IMiS® module, which changes more frequently.
Changes indicate fixes and minor changes to functionalities, and fixes to the generation
of module marked by the MAJOR version. The values range from 1-n, are not always
successive and revert back to the base value (1) with each change of the MAJOR version.

e RELEASE: marks the release version. Unlike the other value ranges, the IMiS® module
release date follows a YYMM scheme, where MM marks the release month (range 01-12)

and YY marks the final two digits of the year.
Example: the June 2014 IMIS® module release is represented by 1406 in the RELEASE identifier.

e ARCHITECTURE: marks the target processor architecture. Possible values are "x32" for
32-bit Windows systems, and "x64" for 64-bit systems.

e TYPE: optionally marks the type of installation package. The absence of this designation
means a full version of the IMiS® module is installed. The designation "demo" represents a

demo or test version of the IMiS"/Client module.

Example: full version of IMIS®/Client 8.1.1406 installation package for 64-bit Windows with .NET 4.0

framework:

IMIS.Client.8.1.1406.x64.msi



2.4 Functionalities

The basic functionalities of the IMiS”/Client are as follows:

e Access to any number of IMiS®/ARChive Servers.
e Secure user authentication.
e Access to the records according to a predetermined organization scheme.

e Entry and management of the records metadata according to a predetermined attribute

scheme.
e Storage of archive materials of electronic origin, or digitized using the scanner.
e Streaming-mode access to the records.

e Audit log that records every operation performed over the records stored on the archive
server (includes date and time, user name, name of computer, type of event, reason for

action taken).
e Secure audit log viewing for authorized users.
e Search by metadata and search full text of stored content.
¢ Printing of records and classification schemes.
e Creation of access reports.

e Creation of reports on the total number of folders or documents within classes,
which may be structured according to metadata properties.

e QOverview of reports on the export, transfer and import of the records, accessible to
authorized users.

e QOverview of reports on deleted entities, accessible to authorized users.

e Marking of records as key for holding in the review process or as recommended for

retention or deletion.
e Management of retention policies and disposition holds for the records.
e Support for review processes.
¢ Configuration and administration of IMiS°/ARChive Servers.

e Support for IPv4 and IPvB network communication systems.



3 TECHNICAL DOCUMENTATION

3.1 Client architecture

IMiS°®/Client is the user component of an electronic and physical records management system.
It is integrated into the Windows Explorer and uses its framework to display and enable the
management of records. The client's integration with the Explorer lets users access the
electronic archive in a simple and intuitive manner and requires no additional archive

management applications.

Windows Explorer

Windows Shell Namespace Extension

Windows Shell Namespace Extension

Windows Shell Namespace Extension

IMiS®/Client

IMiS®/Client namespace extension library

IMiS®/Storage Connector

Client Network Service

IMiS®/ARChive servers

Image 2: Client architecture

The basic components of the IMiS°/Client are:

e imisclient.shellex.net.dll; performs integration with the Windows Explorer and the

windows shell namespace extension.

e imisclient.net.dll; provides the business logic that governs the archive.

e /misclient.soap.net.dll adds the business logic for archive configuration.

e /misclient.res.net.dlf contains additional resources for the client.

e storageconnector.net.dll; is used by imisclient.net.dll to connect to the IMiS®/ARChive
Servers.

e converttopdf.dll; a printer driver enabling the conversion of the records into its

long-term storage format (PDF/A).

To digitize (scan) physical records, the client uses the separate module IMiS®/Scan.



3.2 Format of import / export files
The format of the import, export and data transfer files on the IMiS°/ARChive Server is the
XML file, structured according to a partly modified Moreqg2 scheme.
The differences between XML and Moreq2 schemes are as follows:
e Attributes which are required (mandatory) in the Moreg2 scheme and are not supported
by the servers change from required to optional.

e All attributed in the "Custom" part of the XML scheme are newly added.

Moreg2 documentation is thus only a supplemental explanation of the attributes in the data
transfer server scheme. Various types of entities (class, folder, document) are each covered by

their separate scheme.

Since the schemes are derived from the Moreqg2 standard, the following terminology is used:

Item type Moreq2
Class Class
Folder Folder
Item inside folder Sub-File
Document Record

Table 4: Terminology explanation

The description of XML tags uses XPath notation for a clearer overview.

Example:

<?xmlversion="1.0"encoding="utf-8"?>
<Classxmins.xsd="http.//www.w3.org/2001/XMLSchema "xmins.xsi="http://www.w3.0rg/2001/XMLSch
ema-instance 'xmins="http://www.dlm-network.org/moreq2/1.04.01">
<Descriptionxmins="">
<abstract />
<classification>
<classification_code>08</classification_code>
<fully_qualified classification_code>
08
</fully_qualified classification code>
</classification>
<place />
<title>Test document</title>

Image 3: Example XPath notation text

In the above example, the path to a full classification code in XPath notation would be shown by

the following description:

/Class/classification/fully_qualified classification_code.



3.2.1 File structure

Each entity is contained by its own XML file. The filename must be in the following format:
[classlfilelsub-filelrecord]_nnn.xml, where nnn is the sequence number.

The exported audit log file appears in the format audit_nnn.xml (Ehe sequence number is identical
to the sequence number of the entity). When importing data, it is important for all files of a
given entity to be located in the same directory as the entity file.

The names of remaining files are contained in corresponding XML tags (see chapter 3.2.2 List

of XML tags and their meaning).

Example: When exporting a class, the file containing the class is named class_1.xml,

and the audit log file for the class is named audit_1.xml.

3.2.2 List of XML tags and their meaning

The following section lists the supported tags, along with references to server documentation
of the IMiS°/ARChive Server. The meaning of XML tags on the server and their reference to the
Moreg2 code is presented in more detail. Every XML document begins with the root node,
which describes the type (class, folder, sub-folder, document). Since the scheme is derived
from the Moreg2 scheme, it uses the Moreg2 terminology (Class, File, Sub-File, Record) which
is explained in table 4 found above.

For better clarity, the name of the root node in the presentation below is swapped with
»<entity_type>«. In case the user is interested in an entity whose type is class, user can replace

»/<entity_type>« with »/Class« and only view tags that use »Class: YES«.

/<entity_type>

Required: ‘ YES ‘ Number: ‘ 1
Definition: Root node
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: Uses entity types according to MOREQR2 standard (Class, File, Sub-File, Record).
XMLSchema type: | complexType | Reference: ‘ / | MOREQZ2 code: /

/<entity_type>/Description/abstract/description

Required: ‘ NO ‘ Number: ‘ 1
Definition: Entity description
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:NO
Commentary: Optional short description of the entity. This attribute has no influence on the

business logic of the server during operations with entities and is merely an

information carrier.

XMLSchema type: | String Reference: sys:Description MOREQZR2 code: MQo47




/<entity_type>/Description/abstract/keyword

Required: ‘ NO ‘ Number: | Multiple

Definition: Keyword

Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES | Record:YES

Commentary: Optional keywords that define the entity. This attribute has no influence on the
business logic of the server during operations with entities and is merely an
information carrier.

XMLSchema type: | String | Reference: | sys:Keywords | MOREQ2 code: ‘ M004

/<entity_type>/Description/abstract/classification/classification_code

Required: ‘ YES ‘ Number: ‘ 1
Definition: Own classification code
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The own classification code is unique among all entities that are subordinate
(child) to the same entity.
XMLSchema type: | String | Reference: | Classification code | MOREQ2 code: MO11
/<entity_type>/Description/abstract/classification/fully_qualified_classification_code
Required: ‘ YES ‘ Number: ‘ 1
Definition: Full classification code
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The full classification code is unique for the entire archive and consists of the full
classification code of the parent entity, and the entity's own classification code.
XMLSchema type: | String | Reference: | Classification codes | MOREQ2 code: M012
/<entity_type>/Description/copy_recipient/e_mail_address
Required: ‘ YES ‘ Number: ‘ Multiple
Definition: Mail address of email copy recipient
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: Values represent valid email addresses of email copy recipients. They are

forwarded by the messaging client, which usually acquires them from the
message itself, though the precision of the information depends on the client.
Values represent the values of attributes »cc« and »bcc« of the message

according to RFC 2822 specification.

XMLSchema type:

String Reference: eml:ToCC, eml:ToBCC | MOREQGR2 code: M185




/<entity_type>/Description/copy_recipient/name

Required: ‘ YES ‘ Number: ‘ Multiple
Definition: Name of email copy recipient
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: Values represent valid names of email copy recipients. They are forwarded by the
messaging client, which usually acquires them from the message itself, though the
precision of the information depends on the client. Values represent the values of
attributes »cc« and »bcc« of the message according to RFC 2822 specification.
XMLSchema type: | String | Reference: ‘ eml:ToCC, eml:ToBCC | MOREQ2 code: MO0B7
/<entity_type>/Description/date
Required: ‘ NO | Number: | 1
Definition: Message date
Use: Class: NO ‘ Folder: NO | Sub-File:NO | Record:YES
Commentary: The metadata is acquired from the message itself or entered when adding the
message to the document system. It is used only in case of email messages and
is filled out with the »sent« date.
XMLSchema type: | DateTime ‘ Reference: | eml:Date | MOREQ2 code: MO0B5
/<entity_type>/Description/external_identifier/external_system_reference
Required: ‘ NO ‘ Number: ‘ 1
Definition: Unigue message identifier
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: This value represents the unique external identifier of the email message,
assigned by the messaging server upon delivery. The value is forwarded by the
messaging client, which usually acquires it from the message itself, though the
precision of the information depends on the client. Values represent the values of
the attribute »message-id« of the message according to RFC 2822 specification.
XMLSchema type: | String | Reference ‘ eml:Messageld | MOREQ2 code: M195
/<entity_type>/Description/place/current_location
Required: ‘ NO | Number: | 1
Definition: Current location of physical records
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents a description of the current location of physical records,

when this is not a home location or when physical records is checked out or
entrusted to a third party for storage. Enter data that describes the external
location of physical records as precisely as possible (address, room, cabinet, folder
..J. At the same time, make the appropriate modification of the attribute
»prm:Status« into »CheckedOut«.

XMLSchema type:

String Reference: prm:CurrentLocation | MOREQ2 code: MQO86




/<entity_type>/Description/place/home_location

Required: ‘ NO ‘ Number: ‘ 1
Definition: Home location of physical records
Use: Class: NO ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: This value represents a description of the home location of physical records.
Enter data that precisely describes the in-house location where the physical
records is being stored (address, room, cabinet, folder, file ...).
XMLSchema type: | String | Reference: | prm:HomeLocation | MOREQ2 code: m122
/<entity_type>/Description/recipient/e_mail_address
Required: ‘ NO ‘ Number: ‘ Multiple
Definition: Email address of email recipient
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: Values represent the valid email addresses of email recipients. They are forwarded
by the messaging client, which usually acquires them from the message itself,
though the precision of the information depends on the client. Values represent
the values of attributes »to« of the message according to RFC 2822 specification.
XMLSchema type: | String | Reference: | eml:To | MOREQ2 code: M186
/<entity_type>/Description/recipient/name
Required: | NO | Number: | Multiple
Definition: Name of email recipient
Use: Class: NO ‘ Folder: NO | Sub-File:NO | Record:YES
Commentary: Values represent valid names of email recipients. They are forwarded by the
messaging client, which usually acquires them from the message itself, though the
precision of the information depends on the client. Values represent the values of
the attribute »to« of the message according to RFC 2822 specification.
XMLSchema type: | String ‘ Reference: | eml:To | MOREQ2 code: MOB6
/<entity_type>/Description/sender/e_mail_address
Required: ‘ NO ‘ Number: ‘ Multiple
Definition: Email address of email sender
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: This value represents a valid email address of the email sender. It is forwarded by

the messaging client, which usually acquires it from the message itself, though the
precision of the information depends on the client. The value represents the value
of the attribute »from« of the message according to RFC 2822 specification.

XMLSchema type:

String Reference: eml:From MOREQZ2 code: M187




/<entity_type>/Description/sender/name

Required: ‘ NO ‘ Number: ‘ Multiple
Definition: Name of the email sender
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: This value represents the valid name of the email sender. It is forwarded by the
messaging client, which usually acquires it from the message itself, though the
precision of the information depends on the client. The value represents the value
of the attribute »from« of the message according to RFC 2822 specification.
XMLSchema type: | String | Reference: | eml:From | MOREQ2 code: MO075
/<entity_type>/Description/title
Required: ‘ YES | Number: | 1
Definition: Title of the entity
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The mandatory title of the entity being described.
XMLSchema type: | String ‘ Reference: | sys:Title | MOREQZ2 code: MQOQ03
/<entity_type>/Event_history/abstract/reclassification_reason
Required: ‘ NO ‘ Number: ‘ 1
Definition: Commentary stating the reason for moving (reclassifying) an entity
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary:
XMLSchema type: | String | Reference: | sys:MoveReason | MOREQ2 code: MO021
/<entity_type>/Event_history/date/checked_in
Required: ‘ NO | Number: | 1
Definition: Date and time of change of attribute "prm:Status" to "CheckedIn”
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the attribute »prm:Status« of the
entity in guestion received the value »CheckedIn«.
XMLSchema type: | dateTime ‘ Reference: | prm:Status ‘ MOREQ2 code: | MO093
/<entity_type>/Event_history/date/checked_out
Required: ‘ NO | Number: | 1
Definition: Date and time of change of attribute »prm:Status« to »CheckedOut«
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the attribute »prm:Status« of the

entity in guestion received the value »CheckedOut«.

XMLSchema type:

dateTime ‘ Reference: | prm:Status ‘ MOREQ2 code: | MO094




/<entity_type>/Event_history/date/closed

Required: ‘ NO ‘ Number: ‘ 1
Definition: Date and time of change of attribute »sys:Status« to »Closed«
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The value represents the date and time when the attribute »sys:Status« of the
entity in question received the value »Closed«.
XMLSchema type: | dateTime | Reference: | sys:Closed ‘ MOREQ2 code: | MO51
/<entity_type>/Event_history/date/created
Required: ‘ YES | Number: | 1
Definition: Date and time of the entity's creation
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the entity was created.
XMLSchema type: | dateTime ‘ Reference: | sys:Created | MOREQ2 code: | MO048
/<entity_type>/Event_history/date/opened
Required: ‘ YES ‘ Number: ‘ 1

Definition: Date and time of change of attribute »sys:Status« to »Opened«
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The value represents the date and time when the attribute »sys:Status« of the
entity in question received the value »Opened« (see chapter 4.3.1 General
system attributes).
XMLSchema type: | dateTime | Reference: | sys:Opened ‘ MOREQ2 code: | MO050
/<entity_type>/Event_plan/date/return
Required: ‘ NO | Number: | 1
Definition: Return date and time of checked out physical record
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: This value represents the status of physical record according to its current
storage location. It is specified/changed in case physical record is checked out
or transferred to a thirty party that stores it at a remote location.
XMLSchema type: | dateTime ‘ Reference: | prm:ReturnDue ‘ MOREQ2 code: | MO098
/<entity_type>/Event_plan/status/permanent
Required: ‘ YES ‘ Number: ‘ 1
Definition: States this entity should not be deleted
Use: Class: NO ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: This value states the entity should not be deleted, neither through an admin

reguest nor in the review process. The value is merely a warning, and the
administrator can choose to disregard it at their own discretion. The value

»sys:Significance« of the coded entity is »Permanent« or »Vital«.

XMLSchema type:

Boolean Reference: sys:Significance MOREQZ2 code: MO31




/<entity_type>/ldentity/system_identifier

Required: ‘ YES | Number: | 1
Definition: Unique system identifier
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: Assigned by the IMiS°/ARChive Server.
XMLSchema type: String Reference: Internal entity MOREQZ2 code: M020
identifier
/<entity_type>/Relation/agent/custodian
Required: ‘ NO | Number: | 1
Definition: States the current custodian of physical record
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the identity of the current custodian of physical record.
When record is stored at a home location (value of the attribute »prm:Status« is
»CheckedIn«), this is the person safekeeping the physical record. When it is
stored remotely (value of the attribute »prm:Status« is »CheckedOut«), it is the
outside person who was entrusted with safekeeping the checked out record.
XMLSchema type: | String ‘ Reference: | prm:Custodian ‘ MOREQ2 code: | MO002
/<entity_type>/Relation/agent/owner
Required: ‘ YES | Number: | 1
Definition: Person who is the current owner of the entity
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the directory subject (user or group) the entity belongs to
(the owner of the entity).
XMLSchema type: | String | Reference: | sys:Owner ‘ MOREQ2 code: | MO002
/<entity_type>/Relation/is_child_of
Required: ‘ YES ‘ Number: ‘ 1
Definition: Full classification code of the parent entity
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary:
XMLSchema type: | String | Reference: | Classification code ‘ MOREQ2 code: | MO057

/<entity_type>/Relation/retention_and_disposition_schedule

Required: | YES | Number: | Multiple
Definition: Unigue system identifier of the retention policy
Use: Class: YES | Folder: YES | Sub-File:YES | Document:Conditionally
Commentary: A'link to the retention policy is required for the class, folder and document if it is

classified directly under the class.

XMLSchema type:

String | Reference: | Entity binds | MOREQ2 code: | M025




/<entity_type>/Relation/disposal_hold

Required: | NO | Number: ‘ Multiple
Definition: Unique system identifier of the disposition hold
Use: Class: YES | Folder: YES | Sub-File:YES ‘ Record:YES
Commentary:
XMLSchema type: String ‘ Reference: | Entity binds | MOREQZR2 code: M032
/<entity_type>/Use/status/active
Required: ‘ YES ‘ Number: ‘ 1
Definition: Entity is active
Use: Class: YES ‘ Folder: YES ‘ Sub-File:NO ‘ Record:NO
Commentary: »true« when the attribute »sys:Status« of the entity in question has the value
»Opened« (see chapter 4.3.1 General system attributes).
XMLSchema type: | Boolean | Reference: | sys:Status | MOREQ2 code: | MO019
/<entity_type>/Use/status/physical
Required: ‘ NO | Number: | 1
Definition: Physical content tag
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: »true« when this is physical record, »false« or no value when it is not
XMLSchema type: Boolean Reference: Physical records MOREQ2 code: M084
management
attributes
/<entity_type>/Use/status/vital_record
Required: ‘ YES | Number: | 1
Definition: States this entity is of vital importance to the archive owner
Use: Class: NO ‘ Folder: YES | Sub-File:NO | Record:YES
Commentary: States that this entity is of vital importance. Deleting it by administrator's
reqguest or in the review process is prohibited. The entity may also follow a
special data safety regime.
XMLSchema type: | Boolean ‘ Reference: | sys:Significance | MOREQ2 code: | MO05
/<entity_type>/Use/technical_environment/format
Required: ‘ NO ‘ Number: ‘ 1
Definition: Contains a description of physical record
Use: Class: NO ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The value represents a description of the physical record. Enter a precise

description of the phyical record, its format, physical carriers, volume ...

XMLSchema type:

String | Reference: | prm:Description | MOREQ2 code: | MO092




/<entity_type>/Custom/AuditTrail

Required: ‘ NO ‘ Number: ‘ 1

Definition: Name of the audit trail file

Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES

Commentary: The name of the separate file that contains the audit trail. To verify the file's
authenticity, an XML attribute »hash_algorithm« of the type »string« which
contains the name of the hash algorithm, and the XML attribute »hash« which
contains the hash value of the exported audit trail, are added.

XMLSchema type: String | Reference: | Audit trail | MOREQ2 code: /

/<entity_type>/Custom/Content

Required: ‘ NO | Number: ‘ 1

Definition:

Container of attached content (files)

Use:

Class: NO ‘ Folder: NO | Sub-File:NO ‘ Record:YES

Commentary:

The tag »Content« contains the XML attribute »hash_algorithm« of »string« type,
which contains the name of the hash algorithm and at least one »Value« tag that
contains the following attributes:

e Hash: hash value of the exported content.

e Mime: data of the type of content.

e Description: description of the content.

e Accessed: time stamp of last access to the content.

e Created: time stamp of content creation.

e Modified: time stamp of last edit of the content.

e Extension: content extension.

e Size: size of the content.
Each »Value« tag represents exactly one content (file). The value of the »Value«
tag represents the name of the exported content.

XMLSchema type:

complexType | Reference: | sys:Content | MOREQ2 code: /

/<entity_type>/Custom/Property

Required: ‘ NO | Number: | Multiple
Definition: Other attributes (hames and values)
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: List of entity's attributes along with values that are not part of Moreg2

specification. Each »Property« tag contains exactly one »Name« XML tag of
»string« type, which contains the title of the attribute and at least one »Value«
XML tag. Each »Property« tag contains the following XML attributes:
e Hash_algorithm: type »string«, contains name of the hash algorithm.
e Value_db_type: type »string«, contains name of the attribute type in the
database.
e Value_content_type: enumerator that represents the type of the
attribute. Possible values are: STRING, STRINGMAX, BINARY.

XMLSchema type:

complexType | Reference: Attribute MOREQ2 code: /




/<entity_type>/Custom/Property/Value

Required: ‘ YES | Number: | Multiple

Definition:

Value of the attribute described in tag »/<entity_type>/Custom/Property/Value«

Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: When the value of the »value_content_type« enumerator is STRING, the tag does
not contain XML attributes, and the value of the attribute is then written in the
XML tag.
When the value of the »value_content_type« enumerator is STRINGMAX or
BINARY the tag contains the following attributes:
e Hash: hash value of the file with the content of the attribute.
e MIME: data regarding the type of content.
The value of the XML tag contains the name of the file storing the attribute
content.
XMLSchema type: String | Reference: | Attribute | MOREQ2 code: | /

/<entity_type>/Custom/TransferredAuditLog

Required: ‘ NO ‘ Number: ‘ 1
Definition: Previously imported audit log
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: Content of the attribute »trf:AuditLog«. The attribute is created only upon
import to the IMiS°/ARChive Server.
XMLSchema type: String | Reference: | trf:AuditLog | MOREQ2 code: /
/<entity_type>/Custom/Evidence
Required: | NO | Number: | 1
Definition: Evidence of entity's authenticity
Use: Class: NO | Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents an evidence record of the entity's authenticity obtained

from the previous ISDM in case of import. In case of export from ISDM, the data
is exported into a metadata scheme and a third ISDM can again import it into
the attributes of transferred entities. The attribute does not influence the
business logic of the server, it serves merely as a carrier of information.
Two attributes are contained:

e Hash_algorithm: »string« type containing the name of the hash

algorithm.

e Hash: hash value of file with the authenticity evidence.

The value of the XML tag contains the name of the authenticity evidence file.

XMLSchema type:

String Reference: trf:Evidence MOREQ2 code: /




/<entity_type>/Custom/Templateld

Required: ‘ YES ‘ Number: ‘ 1
Definition: Unique template ID
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: Unique template identifier on the IMiS°/ARChive Server.
XMLSchema type: | String | Reference: | Templates | MOREQ2 code: | /

/<entity_type>/Custom/AdditionalMetadata

Required: ‘ NO | Number: | 1

Definition: User entered metadata

Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES

Commentary: User entered metadata necessary for managing the archive. This data is not
prescribed by the IMiS*/ARChive Server and is input by the user according to
requirements. Additional metadata is intended for export only and is ignored in
case of import.

XMLSchema type: any Reference: ETZ: 3.5.3.8 MOREQ2 code: /

MOREQ2: 5.3.17

/<entity_type>/Custom/ACL

Required: | NO | Number: ‘ Multiple

Definition:

List of access rights on the entity (Access Control List)

Use:

Class: YES | Folder: YES | Sub-File:YES ‘ Record:YES

Commentary:

Every »ACL« tag contains the »User« attribute with a name of a directory entity
and one to four sub-tags »Value«, which specify the access rights on the
directory entity according to attributes listed here:

e type: enumerator of the type of access right (see below).

e cr: right to edit access rights list.

e cse: right to create new child entities.

e da: right to delete the entity.

e mv: right to move the entity.

e ra: right to read the entity.

e wa: right to delete the entity.

e date_from: date of current access control list validity ( start / valid

from).
e date_to: date of current access control list validity (end / valid to).

Description of enumerator values for the type of access right:

EXPLICIT_ALLOW: explicit permission.
EXPLICIT_DENY: explicit denial.
INHERITED_ALLOW: inherited permission.
INHERITED_DENY: inherited denial.

XMLScheme type:

complexType

Reference: ACL MOREQZ2 code:




/RDS/Description/abstract/description

Required: NO Number: 1
Definition: Longer description of the retention policy or disposition hold.
Commentary:
XMLScheme String Reference: | sys:ret:pol:DetailedDescription | MOREQ2 M043
type: code:

/RDS/Description/mandate

Required: NO Number: Multiple

Definition: Authorizations, which set the rights of the retention policy.

Commentary: | Name of the file in the file system which stores the authorization in electronic form.

Only the retention policy has authorizations.

XMLScheme String Reference: | sys:Content MOREQ2 MO030
type: code:

/RDS/Description/abstract/reason

Required: NO Number: 1
Definition: Reason for creating a retention palicy or disposition hold.
Commentary:
XMLScheme String Reference: | sys:ret:hold:Reasonsys:ret:pol:Reason | MOREQ2 | MO15
type: code:
/RDS/Description/title

Required: YES Number: 1
Definition: Title of the retention policy or disposition hold.
Commentary:
XMLScheme String Reference: | sys:Title MOREQ2 MO15
type: code:
/RDS/Description/title

Required: YES Number: 1
Definition: Title of the retention policy or disposition hold.
Commentary:
XMLScheme String Reference: | sys:Title MOREQ2 MO015
type: code:

/RDS/Identity/system_identifier/disposal_hold

Required: YES Number: 1
Definition: Unique system identifier of the disposition hold.
Commentary: | Set by IMiS®/ARChive Server.
XMLScheme String Reference: | Internal entity identifier MOREQ2 M137
type: code:




/RDS/Event_plan/event_type/disposition_action

Required: YES Number: 1
Definition: Default action of the retention policy in the implementation phase of the review
process.
Commentary: | Valid values:

e »Dispose«: the default action of the retention policy is the disposition of
entities.

e »Permanent«: the default action of the retention policy is the permanent
retention of entities.

e »Transfer«: the default action of the retention policy is the transfer of entities
to another system and their disposition after confirmation of successful
transfer.

e »Review«: the default action of the retention policy is to leave the entity for the
next review process.

XMLScheme String Reference: | sys:ret:pol:Action MOREQ2 MO14
type: code:

/RDS/ldentity/system_identifier/retention_and_disposition_schedule

Required: YES Number: 1
Definition: Unique system identifier of the retention policy.
Commentary: | Set by IMiS°/ARChive Server.
XMLScheme String Reference: | Internal entity identifier MOREQ2 MQOQ8
type: code:

/RDS/Use/status/inheritance

Required: ‘ NO Number: 1
Definition: Specifies whether the retention policy can be inherited by entities.
Commentary: | The IMiS®/ARChive Server specifies that all retention policies are inherited.
The value is always TRUE.
XMLScheme String Reference: | Internal entity identifier MOREQ2 M197
type: code:

Table 5: Lists of XML tags

3.2.3 Format of the additional metadata export file

The additional (user entered) metadata export file is used for the particular requirements of

the archiving process. Upon export, each entity may optionally be added additional metadata

which is not part of the arhcived entity's own metadata.

The additional metadata is prepared by the archivist, using a premade XML file.

This metadata is not within the framework of the client or server's business logic.
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The format of the file is prescribed with the following XSD scheme:

<?xmlversion="1.0"encoding="UTF-8"?>
<xs.schematargetNamespace="http.//www.dlm-network.org/moreq2/1.04.01"
xmins:xs="http.//www.w3.org/2001/XMLSchema "xmins:moreqP="http.//www.dlm-
network.org/moreq2/1.04.01"elementFormDefault="ungualified"
attributeFormbDefault="unqualified"version="1.04.01">
<xs.elementname="AdditionalMetadataRoot ">

<xs.complexType>

<xs:sequence>

<xs.elementname="Entity ' minOccurs="0"max0Occurs="unbounded">
<xs.complexType>

<xs.sequence>

<xs:anyprocessContents="skip ' maxOccurs="unbounded"/>

</xs.sequence>

<xs.attributename="classification_code'type="xs.string"/>

</xs.complexType>

</xs.element>

</xs.sequence>

</xs.complexType>

</xs.element>

</xs:schema>

Image 4: Example XSD scheme

For each entity to be added user metadata during export, the archivist enters, in an XML file
under the root node with the name »AdditionalMetadataRoot« (prescribed by the Moreqg2
scheme), an »Entity« node with the attribute of the entity's classification code. During export,

the content of this node is copied into the export XML file of the entity.

<moreqgZ:AdditionalMetadataRootxmins:moreql="http.//www.dlm-network.org/moreq2/1.04.07">
<Entityclassification_code="05.01">

</-- add custom XML node entries -->

<A>Metadata A</A>

</Entity>

<Entityclassification_code="03.01/000017">

</Entity>
</moreqZ-AdditionalMetadataRoot>

Image 5: Example additional metadata export file

3.3 Format of the confirmation file during transfer

The format of the confirmation file is a text file containing comma separated values;

abbreviation: CSV.

Each record contains the following values:
¢ C(lassification code of the transferred entity.
e Confirmation value (»true« — if the entity has been successfully transferred to a third
archive system).

e Reference to the transferred entity in the third archive system.
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File Edit Format Wiew Help

ClassificationCode; Transfered;ReferenceId -
C=10;true; 590348

C=10AC=01; true; 797890

C=10AC=01AC=01; true; 457593

C=10AC=01AC=01AC=01;true; (093459

C=10AC=01AC=01AC=01AC=01;true; 095490
C=10AC=01AC=01AC=01AC=01AF=2015-00001;False;

Image 6: Example of a confirmation file after transfer

4 USER MANUAL

4.1 Interface description

The user interface of the IMiS"/Client is integrated into the MS Windows Explorer. Therefore,
managing the archives and entities of the electronic archive is similar to managing regular
folders and files, which makes use simple and familiar. The user interface consists of three main

windows described below.

=N SR ==
@uvh.d v Archives » iarclimissi » 03 - |¢'v, | | Search Libraries g |
File Edit View Tools Help
Organize + ’ New = Open Edit Actions * Search ]E‘ 0 @
a Classification code Title .
* 1% Computer 79 03.01 General
. =l 03.02 Staff Appointments =
- €l 1
B -l 03.03 Employee Records
ﬂ&* e = 03.04 Promation and Tenure
- rchives
‘ iarclimis.si ~a 03.05 Awards and Recognition
Ly iarcl.imis.si
. 01 Administration = 03.06 Pension and Benefits
r=
[ 02 Finance s 0307 Employee Discipline -

a0 iumanifesources Attributes |Security| Retention | Activity Log | System Properties |

» |71 04 Manufacturing
» [ 05 Distribution and Supply Chain Man|=

. . “ System
» |41 06 Customer Relationship §
i . Title Hurman Resources
» 7l 07 Business Intelligence Descrinti
t
» |73 08 Project Management escnption
Status Opened [Inherited]

> |1 09 Point of Sale

» 74 10 Property and Facilities Security class

» = 11 Bxternal Communications Significance
» 7 99 Legacy object containers Owner
> =4 Administration Keywords >

> W iarc2.imis.si

> W iarc3.imis.si -

Found 11 entities

Image 7: User interface of the IMiS®/Client

The left view (number 1 in the image above) shows the »Archives« folder.
This folder contains archives which represent individual IMiS®/ARChive Servers. Under every
archive are shown the root classes according to the classification scheme, as well as a special

»Administration« folder that contains predetermined system folders.



Inside each root class, there are classes or folders that are contained by the root class.

More information on the left view is found in chapter 4.1.1. Classification scheme.

The top right view (number 2 in the image above) shows a list of entities contained by the
archive, class or folder currently selected in the left view. An archive only contains classes,
whereas a class or folder can contain sub-folders or documents. The contained entities are
shown under a bar displaying their common attributes: »Classification code« and »Title«.
Using the common attribute bar, the user can sort the display order of entities according to
the preferred attribute.

More information on the top right view is found in chapter 4.1.2. List of entities.

The bottom right view (number 3 in the image above) shows tabs that display various kinds of
data about the selected entity. When browsing publically accessible entity information, users
can generally view the publically accessible metadata of the entity in the »Attributes« tab,

a display of the user's effective permissions for this entity in the »Security« tab, and other
publically accessible system metadata in the »System properties« tab.

Users with appropriate access rights may also access the selected retention policies and
disposition holds in the »Retention« tab and audit log of the selected entity in the »Activity Log«
tab.

When viewing data of an open entity, users may also view other types of metadata:

in case of records this includes access logs, and for users with appropriate access rights also
the possibility to edit the Access Control List (ACL) of the entity and the corresponding

metadata. More information on the bottom right view is available in chapter 4.1.5. Entity

information.

The command bar of the Windows Explorer (number 4 in the image above) shows commands
or actions next to the »Organize« system button. These depend on the type and status of the
chosen entity in the classification scheme, or the chosen entity in the entity list, and also on
the rights and roles of the user. For example, a selected »Archives« folder offers commands for
adding new archives, whereas a selected archive offers commands for logging in or out of the
archive, create root classes, and search the archive. When selecting an entity, users are
offered additional specialized actions for entities in addition to the »create«, »open« and »edit«

commands. More information on the command bar is available in chapter 4.1.4. The command

bar.



4.1.1 Classification scheme

Upon installation, the IMiS°/Client is integrated into the Windows Explorer. According to
chosen user preferences during configuration, the left view of the Window Explorer shows the
»Archives« folder in the »Desktopk, the »Computer«, or the »Network« folder. The »Archives«

folder is the entry point of the IMiS®/Client operation.

» .0 Favorites
» | Libraries
> [M Computer
4 G‘l,i Metwork

4 ﬂﬁ‘l Archives
> W) iarcl.imis.si

iarc2.imis.si

> Ul Akreditacija 2014

Image 8: Display of the Archives folder when the client is installed in the Desktop folder

Individual archives are found under the »Archives« folder. By selecting an archive and logging in
via the dialog box, the user logs into the archive.

A new archive is added by using the »Add archive« command in the popup menu of the
»Archives« folder. An archive is removed by using the »Remove archive« command in the popup
menu of the selected archive.

Following successful login into an archive, root classes of the selected archive appear
underneath the archive together with the special »Administration« folder containing system
folders.

ﬂﬁ% Archives
U] iarclimis.si
o 01 Administration
~a 02 Company data
. 03 Finance
o 04 Manufacturing
2 05 Human Resources
- 06 Reporting
= 07 Public Relations
7 08 External
7 09 Global
s 10 Internal
a 11 Marketing
4 12 Publications
4 99 Legacy object containers
-] Administration
iarc2.imis.si

W) Akreditacija 2014

Image 9: Display of an archive's root classes and the Administration system folder



By navigating the classes and folders, the tree view of classes and folders expands according to
the classification scheme.

ﬂ&! Archives
WY iarel.imis.si

74 01 Administration

4 02 Company Data

#a 03 Finance

74 04 Manufacturing

4 05 Human Resources
- 01 General
4 02 Staff Appointments
4 03 Employee Records

2014-00001 Full-time

74 06 Reporting

4 07 Public Relations

= 08 External

4 09 Global

o 10 Internal

- 11 Marketing

7 12 Publications

4 99 Legacy object containers

/] Administration

Image 10: Expanded tree view of the classification scheme

Note: By clicking the arrow in front of the selected class, the user opens a list of contained classes.
A contained folder can only be selected once the user has double-clicked it in the list of contained

entities, in the top right view of the Windows Explorer.

The IMiS®/ARChive Server does not limit the number of archive root classes, or the number of
contained sub-classes, folders, or documents in an individual class or folder.

By configuring the server, though, limits are set for the number of hierarchy levels of classes
and folders in the classification scheme. The default server settings specify a hierarchy with

a maximum of six (B) hierarchy levels for the class, and a maximum of four (4) hierarchy levels

for the folder.

Tip: To preserve the clarity of the classification scheme, and due to limitations in the moving of entities,
users are strongly recommended NOT to place documents directly into classes but always into

appropriate folders.

4.1.2 List of entities
The list of entities (classes, folders or documents) contained by the selected class or folder is
located in the top right view of Windows Explorer. The contained entities are displayed under

a bar that shows the names of common entity attributes.

Tip: The user may also access an entity in the list of contained entities by pressing the Enter key.



The display order of attributes can be managed by moving the selected columns to the chosen
spot. By selecting the column of the corresponding attribute, displayed entities are ordered

according to the selected attribute.

Classification code  Title Description Status

= 01 General Common HR documents Opened
= 02 Staff Appointments Staff appointments docun Opened
= 03 Employee Records Folders containing employ  Opened

Image 11: List of entities contained by the selected entity

The user can add or remove attributes via the popup menu on the line of displayed attributes.
The popup menu offers all the possible template attributes for the creation of sub-entities
inside the selected entity. The displayed attributes are marked by a check mark.

The attribute »Classification code« is always present and cannot be removed from the list.

The settings of attributes shown only apply to the currently displayed entity and are not

inherited.

Size column to fit

Size all columns to fit

Creator

v Title %

Description
Status
Security class
Owner
Keywords
External Ids

-

Image 12: Popup menu over a line of displayed attributes

4.1.3 Entity information

Information about the selected entity is found in tabs under the list of entities in the bottom
right view of Windows Explorer. Previewing the selected entity will display those tabs and
content which are publically accessible to the user. When a selected entity is open in the

reading or editing mode, the tabs are adapted according to the effective permissions of the

user.



In general, data on the selected entity is classified into the following tabs:

e »Attributes« tab: contains system metadata that may be edited, and the predefined
metadata of the entity. This tab is always shown, during preview as well as in the reading
or editing mode.

e »Content« tab: contains a list of the content of the entity. This tab is only shown when
the entity is open in the reading or editing mode.

e »Physical Content« tab: contains the metadata of physical record that belongs to the
entity. This tab is only shown when the entity is open in the reading or editing mode.

e »Security« tab: contains an overview of the effective permissions of the user on this
entity. The content of the tab changes when the entity is opened in the editing mode and
the user has the effective access right »Change permissionsx«.

In this casg, the tab shows groups or users with their access rights on this entity
specified, and a table of access rights where effective permissions may be edited for each
selected group or user.

e »Retention« tab: contains the settings for the selected retention periods and the
selected disposition holds. The tab is shown when previewing a selected entity and when
the selected entity is open in the reading or editing mode.

e »Activity Log« tab: contains the audit log for the selected entity.

This tab is always shown, during preview as well as in the reading or editing mode.
e »System Properties« tab: contains general and special system metadata which are read-

only. This tab is always shown, during preview as well as in the reading or editing mode.

4.1.3.1 The nAttributes« tab

The »Attributes« tab contains a list of metadata for the selected entity.

The first column shows the names of the metadata types and the second column their values.
In the editing mode the fields for editable values change into fields into which the user enters
values. When metadata name is written in bold font, this means the metadata is required

(mandatory). These values must be entered before you are able to save the entity.



Metadata in the »Attributes« tab is classified into the following groups:
e »System«: contains system metadata that may be maodified and is publically accessible

(see chapter 4.3.1 General system attributes).

e »Email«: contains email metadata. This group is only available for documents that
originate from an email template and are currently opened in the reading or editing mode

(see chapter 4.53.6 Email attributes).

e »Customg; contains custom-entered metadata of the entity. This group is only available

for documents which are currently open in reading or editing mode.

Attributes |Cantent | Physical Content | Security | Activity Log | System Properties |
4 System
Title Ermnail
Description
Security class
Significance Marmal
Status Cpened
Craner
Keywords b4
4 Email
Subject Email
Date 14.3.2014 14:20:44
From John Doe
Ta Jane Roe hs
ToCC -
To BCC hd
Priarity Marmal
Message Id <0OF19217B385.72BC321 A-ONC 125798, 004EB 1 EF-C 1 257C 98, 004ECDaF@LocalDomain =

Image 13: View of the »Attributes« tab

The command bar just under the »Attributes« tab has a »Save« button that is activated when
metadata is edited. By choosing the »Save« command, changes done to the entity are saved to
the archive. If a user modifies the entity but does not save it, a dialog box with an alert prompt
appears, where changes may be saved using the »Yes« button or discarded using the »No«

button, or the user may go back to editing using the »Cancel« button.

IMiS/Client (=3

l k Entity has been modified. Do you want to save changes?

Image 14: Display of the unsaved changes alert prompt



Tip: In case the user does not wish to save any changes on the entity, user can return to the preview by

using the »ESC« key and avoid the alert prompt.

4.1.3.2 The nContent« tab

The »Content« tab lets users browse the content (files) attached to the chosen entity when it
is open in the reading or editing mode. Adding and removing content is possible when the entity
is open in editing mode.

Attributes| Content \Physical Content | Security | Activity Log | System Properl:ie§
Add...

Description Inserted Medified
L Status.pdf 22.5.2014 22:20:40 22.5.2014 22:20:40
‘@i Status-addendum.tif 22.5.2014 22:21:13 22.5.2014 22:21:13

Image 15: View of the »Content« tab

The command bar just under the »Content« tab offers the following buttons:

e »Add« allows you to add content to the selected entity. These can be existing files of the
file system, or files scanned using the separate application IMiS®/Scan.
The command is available when the selected entity is open in editing mode.

e »Save«:. becomes active when the content of the selected entity is maodified,
if the entity is open in editing mode (when content is added or deleted).
The »Save« command saves changes to the archive. Unsaved changes will be discarded.

e »0pen«: opens the selected content in the default application associated with the
content type, as it was specified when the content was saved to the archive.

The command is available when the selected entity is open in reading or editing mode.

Note: a selected content may be opened even if it hasn't been saved yet.
e »Remove«: allows you to remove content from the selected entity. The command is

available when the selected entity is open in editing mode.

4.1.3.3 The »Physical Content« tab

The »Physical Content« tab shows users the metadata of physical content corresponding to

the selected entity (see chapter 4.5.7 Physical content attributes).
The tab is shown for folders and documents when the selected entity is open in reading or
editing mode. Physical content metadata may be entered when the selected entity is open in

editing mode.



Attributes | Content| Physical Content |Security | Activity Log | System Properties

Identifier
Description

Status

Status changed date
Home location
Current location
Custodian

Return due

Image 16: View of the »Physical Content« tab

The command bar just under the »Physical Content« tab has a »Save« button that is activated
when metadata is edited.
By using the »Save« command, changes done to the entity are saved to the archive.

Unsaved changes will be discarded.

4.1.3.4 The »Security« tab
The »Security« tab shows:
e The display of the user's effective access rights on the selected entity.

e The overview and editing of the Access Control List (ACL) or the explicit permissions for

groups or users on the entity and its metadata.

The tab offers three types of data display for the selected entity:
e Preview mode.
e Reading mode.

e Editing mode.

The preview mode shows the title of the selected entity in the »Entity namex« field.

Under this field is the list of »Effective permissions« for the chosen user.

The current effective permissions on the entity are displayed for the current user.

This command also enables seeing the other users' effective access rights on the entity.
The access rights also depend on the date and time of the display, since some permissions

have a time limit. Permissions marked by a check mark are currently granted to the user.



Attributes| Security |Retention | Activity Log | System Properties
Effective permissions...

Entity name: Employee Records

Effective permissions for  Administrator

Read

Write

Maove

Delete

Create entities

Change permissions

Change security class

Change status

Change retention

Security settings for selected entity

Image 17: View of the »Security« tab in preview mode

The list of permissions granted to the user (on the selected entity) consists of the following

permissions:

»Read«: the user has permission to read data on the selected entity (view metadata and

content files).

»Write«: the user has permission to edit entity data (write metadata and add content

files).
»Move«: the user has permission to move the entity within the classification scheme.

»Delete«. the user has permission to delete entity data (delete metadata and remove

content files).

»Create entities«: the user has permission to create sub-entities inside the selected
entity.

»Change permissions«: the user has permission to change the effective permissions of
other users on the selected entity.

»Change security class«: the user has permission to change the security class of the

selected entity.
»Change status«: the user has the permission to change the status of a selected entity.

»Change retention«: the user has the permission to read and change the content of

»Retention« tab.

In the preview mode, the command bar just under the »Security« tab has the »Effective

permissions« button. This command allows the overview of effective permissions granted to

the selected user, on the selected entity. By clicking the button, a window appears showing all

the users registered on the IMiS°/ARChive Server.



The window allows you to search users via the search field. By clicking the »OK« button, the tab
will display the list of effective access rights granted to the selected user, on the selected

entity.

. Effective permissions EI@
sl

s

. Administrator

, Anecnymous

y Clay, Keira

Irwin, Caroline
Layton, Grace

Smith, John

y System Administrator

y Turner, lerry

Cancel |

D el Ced Sed ed CRd DR el

. Young, Ehwyn

Image 18: User selection window of the »Security« tab in preview mode

In the reading mode display of the selected entity, the content of the »Security« tab changes
into an overview of the Access Control List (ACL) for the entity or the selected metadata of the
entity. Just under the »Entity namex« field, the selection field »Permissions on« appears, which
allows the user to choose the entity or metadata governed by the Access Control List.

The list of effective permissions for the current user is replaced by the list »Group or user
names«. This list contains groups and users that were granted explicit access rights on the
selected entity in the Access Control List.

The right side shows the list »Effective permissions for selected user«, which shows the

current effective permissions of the selected group or user on the entity.

| Attributes| Security |Retention | Activity Log | System Properties |

Entity name: Employee Records

Permissions on:  Entity -
Group or user names Effective permissions for selected user
2 Systern Administrators Read
2 Clay, Keira Write
Move
Delete

Create entities
Change permissions
Change security class
Change status
Change retention

Security settings for selected entity

Image 19: Reading mode display of the »Security« tab



The list of user permissions on the selected metadata of the entity consists of the following
access rights:
e »Read« the user has permission to read the value of the selected metadata of the entity.
e »Write«: the user has permission to edit the value of the selected metadata of the entity.
e »Create«: the user has permission to create the value of the selected metadata of the
entity.
e »Delete«. the user has permission to delete the value of the selected metadata of the

entity.

In the editing mode display, when the user has the »Change permissions« access right,

the command bar just under the »Security« tab allows the command »Edit«.

By clicking this button, the user edits the Access Control List (ACL) for the entity or metadata
chosen in the field »Permissions on«. On the right, a permissions list appears for the selected

user.

By checking the »Allow« column, a user authorized to change permissions can grant explicit
permissions to the selected group or user, and by checking the »Deny« column deny them
permissions. The validity field containing »Valid from« and »Valid to« values allows an authorized

user to set time limits for permissions granted to the selected group or user.

Attributes| Security |Retention | Activity Log | System Properties
Add... Remaove

Entity name: Employee Records

Permissions on:  Entity -
Group or user names Permission Effective Allow Deny
72, System Administrators Read 4
2 Clay, Keira Write v
Move
Delete
Create entities 7

Change permissions

Change security class

Change status

Change retention

Valid from w | v

Valid to W

Security settings for selected entity

Image 20: View of the »Security« tab in editing mode



In the display of an open entity, the command bar just under the »Security« tab offers the
following buttons:

e »Save«: becomes active in case of changes to explicit permissions of the selected group
or user, and when groups or users are added or removed. By using the »Save« command,
changes to explicit permissions are saved to the server. Unsaved changes will be
discarded.

e »Edit«: enables the editing of the Access Control List for the chosen group or user
selected from the list »Group or user names« and the setting of their explicit permissions
on the entity or metadata selected in the »Permissions on« field.

e »Add«: enables the adding of users or groups of users registered on the IMiS°/ARChive
Server into the »Group or user names« list and the setting of their explicit permissions
on the chosen entity.

e »Remove«: enables the removal of selected groups or users from the »Group or user

names« list and the revoking of their explicit permissions on the selected entity.

4.1.3.5 The nRetention« tab
The »Retention« tab is intended for reviewing and editing retention periods and disposition

holds for a selected entity, which are required in review processes.

The tab is available for review to all users with the »Review« role in all view modes for the data
of the selected entity. By selecting the »Context« command in the command bar under the
»Retention« tab, the user sets the view context, which is either a list of retention periods or a

list of disposition holds for the selected entity.

Attributes | Security| Retention |Activity Log | System Properties
Edit Context [Retention policies] *

Name  Description Reason Effective Scope Classes Folders Documents

Allow

s Dispose after 10 years Dispose after 10 years Deny

Retention settings for selected entity

Image 21: Display of retention periods in the »Retention« tab in reading mode

In the event that the user has the »Change retention« access right, the Edit command is
enabled in the command bar under the »Retention« tab.
By clicking on the command the user enables the editing of retention periods and disposition

holds for the selected entity.



Attributes | Security| Retention |Activity Log | System Properties

Add... Context [Retention policies] *
Name  Description Reason Effective Scope Classes Folders Documents
Eview eeds a review eeds a review Allow
10 years Dispose after 10 years Dispose after 10 years Deny - + + +

Retention settings for selected entity

Image 22: Display of retention periods in the »Retention« tab in editing mode

In the tab under the »Retention policies« context a list of retention periods is shown for the
selected entity. Among them are inherited retention periods, which are colored gray and
cannot be edited, and explicit policies, which can be edited.
Each retention period contains the following data and fields:
e »Name«: represents the name of the retention period.
e »Description«: contains a description of the retention period.
e »Reason«: contains the default reason which is used in the review phase of the review
process.
o »Effective«: shows the effectiveness of the retention period on the selected entity.
e »Scope«: sets the permission or prevention of operation of the retention period.
e »(Classes« the retention period applies to all classes under and including the selected
entity.
e »Folders«: the retention period applies to all folders under and including the selected
entity.

e »Documents«: the retention period applies to all documents under the selected entity.

In the command bar under the »Retention« tab in the »Retention policies« context the following
commands are located:
e »Save«: it is activated in the event of changes to explicit retention periods, when adding
or removing explicit retention periods.
The »Save« command saves the changes to the archive, which are otherwise discarded.
e »Edit«: enables the editing of the list of explicit retention periods on the selected entity.
e »Add«: enables the adding of an explicit retention period to the selected entity from the
list of available retention periods on IMiS°/ARChive Server.
¢ »Remove«: enables the removal of selected explicit retention periods on the selected

entity.



In the tab a list of disposition holds is shown for the selected entity in the »Disposition holds«

context. Each of them contains the following data and fields:
e »Name«: represents the name of the disposition hold.
e »Description«: contains a description of the disposition hold.

e »Reason«: contains the default reason which is used in the decision-making phase of the
review process.
Attributes | Security| Retention |Activity Log | System Properties
Edit Context [Disposition holds] *

Name  Description Reason

Retention settings for selected entity

Image 23: Display of disposition holds in the »Retention« tab in reading mode

In the command bar under the »Retention« tab in the »Disposition holds« context the following
commands are located:
e »Save« it is activated in the event of changes to explicit disposition holds, or when
adding or removing explicit disposition holds.
The »Save« command saves the changes to the archive, which are otherwise discarded.
e »Edit«: enables the editing of the list of explicit disposition holds on the selected entity.
e »Add«: enables the adding of an explicit disposition hold to the selected entity from the
list of available disposition holds on IMiS°/ARChive Server.
e »Remove«: enables the removal of the selected explicit disposition holds on the selected

entity.

4.1.3.6 The »Activity Log« tab
The »Activity Log« tab shows the audit log for the selected entity. For users with appropriate
access rights, the tab is shown when previewing the selected entity, as well as when the entity

is open in reading or editing mode.



Attributes | Security| Activity Log |System Properties |

Retrieve

Time User Address Computer Event type

Activity log for selected entity

Image 24: View of the »Activity Log« tab prior to retrieving an audit trail

The audit trail is retrieved by using the »Retrieve« command in the command bar under the
»Activity Log« tab. Users can refresh the audit trail by using the »Refresh« command.

The audit log records the following data:
e »Time« time when an action was performed on the selected entity.
e »User«. name of the user who performed an action on the selected entity.

e »Address«: the network address from where the command to perform the action on the

selected entity came from.

e »Computer«: the name of the computer from which the command to perform the action

on the selected entity came from.
e »Event type«: type of event that was performed on the selected entity.

e »Event message«: message describing the event performed on the selected entity.

Attributes | Security| Activity Log | System Properties |

Refresh Export...
Time sV I}, Computer Event type
13.5.2014 11:27 WML 166:92:8492:d178:cac9:59%3 ALESWINT  Entity create event
13.5.2014 11:27. 168:02:8492:d178:cac®:59a3 ALESWINT Property value change evel
1352014 11:27:11 jpuhekl  fd00:192:168:92:8492:d178:cac®:59a3 ALESWINT Entity save event
155.2014 18:17:04 pzajc 192.168.92.62 WINT-X64 Entity open event, type REL

1652014 91412 jpuhekl  fd00:192:168:92:c019:fb6d:d4d3:7a09 ALESWINT Entity open event, type REZ
16.5.2014 11:24:45 prajc fd00:192:168:92:db:e060:2cab:elc5  ROBERT  Entity open event, type REL
16.5.2014 11:27:17 pzajc fd00:192:168:92:db:e060:2cabielc5  ROBERT  Entity open event, type REZ
16.5.2014 11:27:23 pzajc fd00:192:168:92:db:e060:2cabielc5 ROBERT  Property value change evel
16.5.201411:27:23 prajc fd00:192:168:92:db:e060:2cab:elc5  ROBERT  Entity save event

16.5.2014 11:29:25 pzajc fd00:192:168:92:db:e060:2cabielc5  ROBERT  Entity open event, type RE/
16.5.2014 11:29:30  pzajc fd00:192:168:92:db:e060:2cabielc5  ROBERT  Entity save event ~
‘ m »

Activity log for selected entity

Image 25: View of the »Activity Log« tab with a displayed audit trail

When choosing the »Export« command, a popup menu appears with the possible audit log
export formats for the selected entity. The supported formats are CSV and XML.
When a format is chosen, a dialog box appears enabling the user to save the audit log to the file

system.



4.1.3.7 The »System Properties« tab
The »System Properties« tab contains a list of system metadata for the selected entity.
Unlike the metadata shown by the »Attributes« tab which can be edited, metadata shown by

the »System Properties« tab is read-only (with a few exceptions).

The first column lists the names of the attributes, and the second column shows their values.
System metadata is classified into the following groups:

e »General«: contains general system metadata (see chapter 4.53.1 General system

attributes).
e »Security class«: contains metadata on changes done to the entity's security class

(see chapter 4.53.2 Security class change attributes). This group is only present in case of

entities whose security class has been changed before, and which are currently open in
the reading or editing mode.
e »Move«: contains metadata that describes the moving of the entity within the

framework of the classification scheme (see chapter 4.5.3 Moved entity attributes).

This group is only present in case of entities that have been moved before, and that are
currently open in reading or editing mode.
e »Transfer«: contains metadata that describes the transferring of the entity around the

classification scheme (see chapter 4.53.5 Transferred entity attributes).

This group is only present in case of entities that have been transferred from another

archive system, and that are currently open in reading or editing mode.

| Attributes | Content | Physical Content | Security | Activity Log| System Properties

< General
Classification code 10/00006
Parent classification code 10
Template Email
Type Document
Permanent False
Mode Edit
4 Creator Administrator
Type User
Subject admin
First name
Last name Administrator
Email admin@acme.com
Description Archive administrator
Security class
Created 221.201515:19:41
Modified 221.2015 15:19:58
Accessed 221.2015 15:30:00
Opened 221.201515:19:41
Closed
Identifier 70f1d3d87 ecb6ddf029d7286592f7 e9ba20bef2b8 dfdcal3flf2bcdd05f517b0
External identifiers -
Save log -
4 Move
4 Details Reclassification (22.1.2015 15:22:36)
Classification code 01.17/00003
Agent Administrator
Reason Reclassification
Move date 221.201515:22:36

Classification code

Image 26: View of the »System Properties« tab



4.1.4 The command bar
The command bar under the Windows Explorer menu, above the list of contained entities,
offers different commands in addition to the Windows system command »Organizex.

These depend on the selections of the user.

Above a selected »Archives« folder, the command bar offers the command »Add archive«.

When this command is chosen, a dialog box appears that lets users add archives.

Organize v Add archive... = Al @

Image 27: Command bar above the selected »Archives« folder

Above a selected archive, the command bar offers the command »Log in« next to the command
»Add archive«. When the »Log in«k command is chosen, a dialog box appears in order to

authenticate the user on the IMiS"/ARChive Server.

Organize » Add archive... Log in... = - [0l @

Image 28: Command bar above a selected archive prior to login

When the user successfully logs into the selected archive, the following commands appear on
the bar:

e »lLog out«: enables the user to log out of the archive. This command is only available when
the user is currently located at the root of the archive, but not when exploring any of the
contained entities.

e »New«: creates a new root class on the archive.

e »Search« enables searching by entity metadata and searching the full text of entity

content across the entire archive.

Organize » Log out New Search O @

Image 29: Command bar above a selected archive when logged in



When selecting an entity in the overview of the classification scheme or the list of contained

entities, the top command bar offers the following possible commands or actions on the

selected entity:

»New«: creates a new entiry.
»Open«: opens the selected entity in the reading mode.
»Edit«: opens the selected entity in the editing mode.

»Delete« deletes the selected entity, including all the corresponding metadata and

content.

»Actions«: contains commands for performing various operations on the selected entity:

»Status«: enables the user to edit the status of the entity via a dialog box,

which also offers the option to enter the reasons for the changes performed.

- »Security class«: enables the user to change the entity's security class via a dialog
box, which requires the user to enter the reasons for the change performed.

- »Authenticity evidence«: enables the user to retrieve authenticity evidence for the
selected entity.

- »Move«: enables the user to move the selected entity around the classification
scheme of the archive.

»Search«: allows searching by the metadata of contained entities and the full text of the

selected entity content.

Organize = Mew = Open Edit Actions Search 0l @&

Image 30: Command bar above a selected entity

When selecting an entity in the »Search results« folder, the same commands are available as

when selecting an entity in the classification scheme or the list of contained entities, with the

exception of the command »Newx.

Organize « Open Edit Actions - Search ol @

Image 31: Command bar above selected entity in the search folder



When selecting an entity in the »Queue« folder under the »Trash« and »Administration« system
folders, the only available commands are »Openg, »Edit« and »Delete«. These will open the entity

in reading or editing mode, or delete the entity.

Organize = Open Edit 0 @

Image 32: Command bar above selected entity in the »Queue« system folder

When selecting an entity in the »Export« and »Import« folders under the system folder
»Administration«, the only available command is »Openk, allowing users to open the entity in

reading mode.

Organize « Open 0l @

Image 33: Command bar above selected entity in the system folders »Export« and »Import«

When selecting an entity in the »Trash« folder under the »Administration« system folder,

the only available command is »Reportk, allowing users to create a report on deleted entities.

Organize v Report 0 @

Image 34: Command bar above selected entity in the system folder »Trash«

4.1.5 Menu functions
The popup menu over the »Archives« folder offers the following commands of the IMiS®/Client,

in the left view of Windows Explorer next to the OS commands:
e »Add archive«: enables users to add archives to the »Archives« folder.
e »Utilities«: contains utility commands supported by the IMiS°/Client.

e »About«: shows a dialog box with information about the client.

Collapse
Open in new window

Add archive
Utilities 4

About

Image 35: Popup menu over the »Archives« folder



The popup menu over a selected archive in the left view (under the »Archives« folder) looks

different from the one in the top right view of the Windows Explorer depending on whether the

user is logged into the archive or not.

Prior to logging into a selected archive, the popup menu shows the following IMiS°/Client

commands:

e »lLogin«: opens a dialog box for logging into the selected archive.

e »Preferences«: a dialog box for IP address settings is displayed, where the user can view

and configure the selected archive.

e »Configure«: a dialog box is displayed, where the user can log in to the configuration of

the selected archive.

¢ »Remove archive«: removes the selected archive from the list of archives under the

»Archives« folder.

Expand
Login...

Remave archive

Change settings

Log out

Image 36: Popup menu over the selected archive prior to login

After the user has logged in, the »Log out« command is displayed in the pop-up menu above the

archive instead of the »Log in«k command, where the user can log out from the selected archive.

The pop-up menu is expanded with the following commands and sub-menus:

e »Reports«: contains report commands for the selected archive:

»Audit log«: provides access to audit logs throughout the archive.

»Folders«: creates a report on all the folders in the archive.

»Documents«: creates a report on all the documents in the archive.

»Contents«: creates a report on all the content of the documents of the archive.
»Retention«: creates a report on retention periods and disposition holds for all
classes, folders and documents with specified retention periods or disposition holds.
»Access«: creates a report on the permissions of the selected archive user for all the

classes, folders and documents of the archive.



IMiS"/Client Manual

Version 9.5.1510

Image 37: Popup menu over the selected archive when choosing the »Reports« command

e »Print«: contains print commands for the selected archive:

- »Classification scheme«: prints out the classes of the entire archive via the print

preview mode.

Collapse

Reports
Print
Actions

Search...

Preferences...

Configure...

Remave archive

Log out

3 Audit log...

3 Folders

4 Documents
Contents
Retention
Access...

- »Classification scheme with folders«: prints out the classes of the entire archive and

their folders via the print preview mode.

Image 38: Popup menu over the selected archive when choosing »Print«

e »Actions«: contains commands for operations on the selected archive:

Collapse

Reports 3

Print 3
Actions 3

Classification scheme

Classification scheme with folders

Search...

Preferences...

Configure...

Remove archive

Leg out

- »Import«: imports entities to the archive.

- »Export«: exports entities from the archive.

Image 39: Popup menu over the selected archive when choosing »Actions«

Collapse

Reports
Print
Actions

Search...

Preferences...

Configure...
Remove archive

Log out

2 Import...

Export..
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e »Search«: allows users to search by entity metadata and search the full text of entities

on the entire archive.

The popup menu over a selected entity shows the following sub-menus and commands:

e »Reports« contains the following report commands for the selected entity:

»Audit log«: depending on the user's selection, allows access to the audit log of the
selected entity, or audit logs throughout the server.

»Folders«: creates a report on all folders contained by the selected entity.

This command is only available for a class or folder.

»Documents«; creates a report on all the documents contained by the selected entity.
This command is only available for a class or folder.

»Contents«: creates a report on the content of the selected entity. This command is
only available for a class or folder.

»Retention«: creates a report on retention periods and disposition holds for all
entities with specified retention periods or disposition holds under the selected entity.
»Access«: creates a report on the access permissions of the selected user, or all the
users, for all the classes, folders and documents of the archive. This command is only

available for a class or folder.

Reports 3 Audit log...
Print 3 Folders
Actions 3 Documents
Search... Contents

Access...

Image 40: Popup menu over the selected entity when choosing »Reports«

e »Print«: contains the following print commands for the selected entity:

»Class«: prints data about the selected class.

This command is only available for classes.

»Folder«: prints data about the selected folder.

This command is only available for folders.

»Document«: prints data about the selected document.

This command is only available for documents.

»Classification schemex«: prints the classes of the archive via the print preview mode.
This command is only available for classes.

»Classification scheme with folders«: prints the classes of the archive and all their

folders via the print preview mode. This command is only available for classes.
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Reports 3

Print 3 Class

Actions » Classification scheme

Search... Classification scheme with folders
Reports 3

Print 9 Folder

Actions » Classification scheme

Search...

Classification scheme with folders

Reports
Print
Actions

Search...

|

¥ ‘ Docurment

]

Image 41: Popup menu over the selected entity (class, folder, document) when choosing »Print«

e »Actions«: contains commands for various operations on the selected archive:

- »Status«: enables you to change the status of the selected entity.

- »Security class«: enables you to change the security class of the selected entity.

- »Authenticity evidence«: enables you to retrieve authenticity evidence for the

selected entity.

- »Move«: enables you to move the selected entity within the classification scheme of

the archive.
- »Import«: enables you to import entities to the archive.

- »Export«: enables you to export entities from the archive.

Reports

Print

Actions

Search...

Status...
Security class...
Move...

Import...
Export...

Image 42: Popup menu over the selected entity when choosing »Actions«

e »Search«: enables search by entity metadata and search the full text of content under

the selected entity.
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The popup menu over a line of displayed attributes in the list of contained entities

(top right view of Windows Explorer) offers the following commands:

»Size column to fit«: fits the width of the column to the data of the contained entities.

»Size all columns to fit«: fits the width of all columns to the data of the contained entities.

Size column to fit

Size all columns to fit

Creator
v Title
v Description %
Status

Security class

Owner

Keywords

External Ids

-

Image 43: Popup menu over a line of displayed attributes

4.2 Actions

This chapter describes the actions of the IMiS®/Client on the selected archive:

User login and logout from the archive.

Capture of content and classification of records on the archive.
Bulk capture of content.

Conversion of content into long-term storage type.

Access to records on the archive.

Archiving of email messages.

Management of physical records metadata.

Printing of entity metadata, content and reports.

Import, export and transfer of archived records.

Moving and deleting of records.

Search by metadata and search full text of archived records.
Status changes.

Security class changes.

Authenticity evidence retrieval.

Audit log viewing.



4.2.1 Login and logout

Users log into an IMiS°/ARChive Server by selecting the desired archive in the »Archives«

virtual folder, which is found in the left view of the IMiS"/Client.

Login to an archive is done by using the »Log ink command in the:
e Popup menu over the selected archive in the left view (the classification scheme).
e Popup menu over the selected archive in the top right view (the list of archives).

e Command bar of the Windows Explorer for the selected archive.

[E=5 EoR ==
@uv|ﬂ$‘! + Archives » - | ¢,| Search Archives o l
File Edit View Tools Help
Organize v Add archive... = v O IZ@I
» 3.0 Favorites st
W) Akreditacija 2014
* | Libraries W) iarcl.imis.si
W) iarc2.imis.si
> /M Computer
>€i_i Metwork
Aﬂﬁi‘k Archives
» | Akreditacija 2014
> ) iarcl.imis.si
Expand
» W iarc2.imis.si -
Leg in... I}
Preferences...
Configure...

Remove archive

Log into archive.

Image 44: Login into the selected archive via the popup menu

When logging in, users enter their username into the »Username« field and their password into

the »Password« field. Login is confirmed by clicking »Log in« and canceled by clicking »Cancel«.

@ Log n =
Archive:
iarcl.imis.si
Username:
admin

Password:

Cancel |

Image 45: Archive login dialog box



After a successful login, the user sees a list of those classes at the root level of the archive's

document scheme, user is authorized to access.

Logout from the archive is done by using the »Log out« command in the popup menu or

command bar of the selected archive. This prevents access to the IMiS°/ARChive Server.

Collapse

Reports 3
Print 3
Actions 3
Search...

Preferences...
Configure...

Remove archive
Log out {l‘_r?

Image 46: Logging out of the selected archive via the popup menu

Note: On one computer, the IMIS’/Client does not allow simultaneous login to the selected archive for
more than one user. If another user wishes to log in from the same computer, the previous user has to

log out.

4.2.2 Document capture
Capture of documents in the IMiS°/Client is available to users that have the »Create entities«
access right on the selected class or folder. This right allows the user to add new entities

(sub-entities) to the selected entity.

For faster capture and sorting of content to its place in the classification scheme, it is advised
that users separate / organize documents according to their type prior to import.
This is done by sorting the documents into appropriate »Templates« in the classification

scheme.

Each template has its own predefined attributes, which are set by the administrator within the
framework of the IMiS®/ARChive Server settings. User must input all the required attributes

before saving the document.

Example: When capturing content and archiving it into the classification scheme, it is advisable that
entities contain only a single type of subordinate entity. Thus, classes should contain only documents or
only folders. Mixing different types of entities in the same hierarchy level is not allowed according to the

Moreg?P standard (Ref. 3.1.25).



In addition to entering metadata, the user can also attach a various content to the document.
The IMiS®/Client enables the capture of those content, that are supported by the
IMiS®/ARChive Server and can be described using the IANA-registered content type

(MIME type).

The format of the file is recognized from the file's extension. If the file extension is wrong,

it is possible the recognized format will also be wrong.

Example:
e [ong-term content storage formats (TIFF, PDF/AJ

e Formats related to email (e.g. EML, VCFJ.

e Various text, image and graphics formats (e.g. TXT, JPG, DWGJ.
o  Microsoft Office formats (e.g. DOCX, XLSX, PPTX].

o Webpage file formats (e.g. HTML, XMLJ.

e Compression formats (e.g. ZIP, TGZ).

o Audio-video formats (e.g. AVI, MP4).

Tip: If a user receives an error message when trying to save the content (Error: File <file path> cannot
be attached to content), it should contact the administrator.
The administrator is advised to check if the type of file is included in the list of registered content types

(MIME type) on the IMIS’/ARChive Server.

4.2.2.1 Capturing procedure
Select an archive server in the left view of Windows Explorer. In the server's classification
scheme, select the class where the new document or folder should be stored. When you select

a class, the right view displays the list of already contained documents or folders.

If you have the »Create entities« access right, you can add new entities.

To check the effective access rights of the user on he selected entity see chapter 4.1 Interface

description and chapter 4.1.53.4 The »Security« tab.




@n\._)v|n v Archives » iarcLimissi » 02 » 01 v|+¢|| Search Libranes JD'
File Edit View Tools Help

Organize + New |+ Open Edit Delete Actions v Search 0 @

Class
ﬂ&‘! Archives Case

AL iarclim Document

Classification code Title

= 01 Administration
- 02 Finance

4 01 Accounts Payable

= 02 Accounts Receivable

4 03 Banking

= 04 Budgeting

= 05 Payments

5 06 Purchasing Attributes |Security| Retention | Activity Log | System Properties |

m

= 07 Investments
= 08 Financial Audit 4 System

= 09 Taxation Title Accounts Payable

= 10 Treasury Description

= 11 Reporting Status Opened [Inherited]
= 03 Human Resources Security class
= 04 Manufacturing

o . Significance
= 05 Distribution and Supply Chain I
. . Owner
1 06 Customer Relationship
= 07 Business Intelligence Keywords b

= 08 Project Management <

Found 0 entities

Image 47: Creating a new entity using the command bar

When a class is selected, the command »New« in the Explorer's command bar is used to open
a popup menu that lists all the available templates for creating entities and sorting them into
the selected class or folder. When a template is selected, the bottom right view

(entity information) shows the tabs of the new document or folder.

Troubleshooting: the most frequent issues when creating a new entity are:
o Entity with the template you selected cannot be created inside the selected entity.

e User does not have permission to create new entities inside the selected entity.

4.2.2.2 Entry of metadata
Select the »Attributes« tab in the bottom right view (entity information). This tab lists all the

attributes of the document or folder that can be entered by the user.

Each attribute selected from the list will display a longer description in the status bar of the
tab. Attributes which are marked (the name of the attribute has a red dot at the end) are

required (mandatory). These must be entered before the document can be saved.



IMiS"/Client Manual Version 9.5.1510

Attributes |C0ntent| Physical Content | Security | Activity Log | System Properties |

4 System
Title: |

Description

Status Opened [Inherited] -

Security class Unclassified [Inhented] -

Significance -
¥ Owner

Keywords A4
Title Mandatery value for naming entity.

Image 48: Entry of required metadata

The list of attributes is divided into several categories:
e »System« attributes: these are present for all entities.

See also chapter 4.3.1 General system attributes.

e »Email« attributes: these are present when you select a template that contains email

attributes. See also chapter 4.3.6 Email attributes.

e »Custom« attributes: these are specified by the choice of the selected template and

depend on the administrator's configuration of the classification scheme for the server.

Attribute entry fields are as follows:

e Text field where the user inputs any string of characters.

Title- Invoice #2015

Image 49: Entry of text metadata

e Date field where the user inputs the date, or selects one from the date and time

selection popup window.

Date- 271.2015 X E]
3 >
From 4 januar 2015 » |
Te = | v
Ta CC po to sr e pe so ne -
¥ 00311 2 3 4
ToBec 5 6 7 & 95 1011 e
Priority 12 13 14 15 16 17 18 -
. 19 20 21 22 23 4 5
Signed 6 8 1 30 3 1 -
Message Id 23 4 5 68 7 3 $@si.

Image 50: Entry of date and time metadata
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e A pick list with predefined values, one of which is selected by the user.

Significance Retain [Inherited] -
» Owner Retain [Inherited]
Vital
Permanent
Retain
Delete

Keywords

Image 51: Entry of metadata with predefined values

e A multiple value field where the user inputs any desired text values, separated by using
the »Enter« key. In the multiple value display field, the individual values are separated

by a semicolon mark (; ).

Keywords asset; budget; company E]

asset
budget
companﬂ

Image 52: Entry of multiple value metadata

Tip: The user can also input values in the display field, by using the semicolon mark. It is cleaner

and more aadvisable, though, to enter them via the entry field.

When all the required and optional metadata has been entered, the user may continue to add

content files via the »Content« tab.

4.2.2.3 Entry of the classification code

The entry of the classification code for new entities depends on the selected type of
classification code generation of the parent class. This type is selected in the »System
Properties« tab. The drop-down list of the field »Child classification code generation« allows the
user to set the entry type for the selected class:

e »Automatic«: where classification codes of child entities are generated automatically by
the IMiS°/ARChive Server. These classification codes appear as successive numbers,
with each new child entity increasing the number by one.

e »Manual«: where classification codes of child entities must be entered manually.

This classification code may be any combination of letters and numbers, providing it is

unique inside the entire parent class.

Warning: In the manual entry of classification codes, the character »"« is invalid
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|-Att:ibutes -|.Secu:ity .|-Acti.\.rity Lug.| Systern Properties

Save
4 General “
Classification code 04.04 B
Parent classification code 04
Child classification code generation | Automatic A
Template Automatic £
Type
Mode Edit
¥ Creator Administrator m
Opened 16.1.2015 9:48:53
Closed
Created 16.1.2015 9:48:53
Modified 271.201514:44:13 -
Child classification code generation Type of child classification code generation.

Image 53: Display of the type of child classification code generation

If the parent class settings dictate the manual entry of classification codes for all new child
entities, the user must enter them manually. The user only enters the relative part of the
classification code, and the full classification code is then created from the parent entity's own

classification code and the code input by the user.

 Attributes | Physical Content .|-Security | Retention .|-5ystem Pmpe:tiss-|
Save
4 System
Olassification code- Product¥|
Title:

Description

Status Opened [Inherited] -

Security class -

Significance -
¥ Qwner -

Keywords hd
Classification code Mandatory value for classifying entity.

Image 54: Display of the entry of a child entity's classification code

Example: Inside a class with the classification code »O4-02«, the user creates a new folder for which
user manually input »ProductX« as the relative part of the classification code. When the folder is saved

to the IMiS"/ARChive Server, its full classification code will be »O4-02-ProductX«.
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U iarclimis.si
1 01 Administration
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= 03 Human Resources

1 04 Manufacturing

Edit

m

Delete Actions v Search

Classification code Title

| Attributes | Security | Retention | Activity Log| System Properties

“ General
04.04-Productx
04.04

Classification code

Parent classification code

= 01 Planning and Centrol

- 02 Work Organization Template Case

= 03 Manufacturing Type Folder

= 04 Quality Management Permanent False
ProductX Testl Mode Preview

= 05 Maintenance

» Creator Administrator

4 06 Environment, Health and Safe

Found 0 entities

Image 55: Display of manually entered classification code

4.2.2.4 Setting an entity's security class

A user with the appropriate access rights can set the »Security class« of new entities.

This setting hides entities from users whose security class level is not high enough to access

them. Security classes are predefined, and range from lowest to highest as follows:

»Inherited«; means the security class is implicitly inherited from the parent entity.

In case of root classes, the inherited security class value is empty.

»Unclassified«; means access to this entity is not limited.

»Restricted«. means the entity is an internal matter. It may only be accessed by users
with a clearance level »Restricted« or higher.

»Confidential«: means the entity is considered confidential. It may only be accessed by
users with a clearance level »Confidential« or higher.

»Secret«: means the entity is considered secret. It may only be accessed by users with a
clearance level »Secret« or higher.

»Top Secret«. means the entity is considered top secret. It may only be accessed by

users with a »Top Secret« clearance level.
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The pick list only displays values that are lower or equal to the clearance level of the user.
When the parent entity's security class is not set, the list includes an empty value.

This empty value is used to remove a previously set security class, should you choose to

remove it.
Attributes | Security | Activity Log .|'.System Plupeni5.|
4 System
Titler
Description
Status Opened [Inherited] -
Security class =
Significance
Unclassified
» Owmer Restricted
Keywords Confidential
Secret
Top Secret
Security class Current entity security class.

Image 56: Display of setting an entity's security class without inherited value

In addition to values lower or equal to the clearance level of the user, when at least one parent

entity has a specified security class, the pick list also displays the inherited value, marked by

the suffix [Inherited].

Attributes ]Seculity | Retention | Systemn Properties |
4 System
Title:
Description
Status COpened [Inherited] -
Security class Restricted [Inherited] -
Significance - g
Unclassified
» Owner Restricted
Keyword 5 Confidential
Secret
Top Secret
Security class Current entity security class.

Image 57: Display of setting an entity's security class with inherited value

When a new entity has been saved, users can no longer maodify the »Security class« metadata
using the »Attributes« tab but only by using the »Security class« action, since a reason must be

given in order to change a saved entity's security class (see chapter 4.2.17 Changing the

security class).
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4.2.2.5 Content capturing procedure

Select the »Content« tab in the bottom right view (entity information). This tab contains a list

of content contained by the entity. If the entity is newly created, the list is empty.

Note: Content may only be attached to documents.

Attributes| Content |Physical Content | Security | Activity Log | System Properties

Descr File system... % | Inserted Modified

Seanner..,

Content for selected entity

Image 58: Adding files using the file system

The user captures the content of documents in the following ways:

Using the »File system« command, by selecting the specific content.

Choose »Add...« in the command bar of the »Content« tab to open a popup menu with the
»File system« command. This command opens the content selection dialog box.

Find the desired file and select it. Choose »Open« to confirm your choice. This will start
the transfer of the file to the IMiS®/ARChive Server. By choosing »Cancel,

you can cancel the capture of content. When the content has been transferred, it will
appear on the list of inserted content, where its description has the same name as the
captured content.

Using the »Scanner« command, providing the IMiS°/Scan client is installed.

Choose »Add...« in the command bar of the »Content« tab to open a popup menu with the
»Scanner« command.

Selecting this command starts the IMiS°/Scan application and shows its main window.
By selecting »Scan more pages« from the »Scan« menu, you begin the scanning
procedure. When scanning is complete, the content is saved by choosing »Save and
close« form the »File« menu. For more information on how to use the scanner client

see the user manual of the IMIS"/Scan client.

When the content is saved, the IMiS°/Scan window closes down and the procedure of
transferring the content to the IMiS®/ARChive Server begins. When transfer is complete,
the captured content appears on the list of inserted files. Its starting description
automatically becomes »New document, with the file extension corresponding to the

type of scanned document (TIFF or PDF/A).



Note: When the content has been transferred, the new document isn't automatically saved.

This means the content will not be contained in the document until you save it.

| Attributes| Content |Physical Content | Security | Activity Log | System Properties |

Save Open Add... Remaove
Description Inserted Modified
@ document.pdf-

Content for selected entity

Image 59: Display of added content

All the new, currently unsaved content are marked in bold and have a red dot at the end.
The attributes »Inserted« and »Maodified« are empty because the content of document hasn't

been saved to the IMiS°/ARChive Server yet.

| Attributes| Content |Phy;ica| Content | Security | Activity Log | System Properties |
Save Open... Add Remove

Description Inserted Meodified
@ document.pdﬂ

Content for selected entity

Image B60: Editing the new content's description

The description of the content is changed by clicking its name on the list. Write your
description and press the »Enter« key to confirm it. When you are done capturing all the

content, you can decide to save the entity (see chapter 4.2.2.8 Saving an entity)

or proceed to enter data about the physical content.

Troubleshooting: Most frequent issues when capturing content:
e The file does not exist.

o Wrong MIME type of file.

4.2.2.6 Entry of physical content attribute values
Select the »Physical Content« tab in the bottom right view (entity information). This tab
contains a list of all attributes that deal with the description of the physical content the entity

corresponds to, or is based on. See also chapter 4.2.9 Managing physical content metadata.




4.2.2.7 Specifying retention periods

A condition for successfully saving new entities is the existence of effective retention periods

on the entity.

This condition applies to all types of entities, except for documents in a folder for which
retention periods cannot be specified. An effective retention period is required for

implementation of the review process.

The presence of effective retention periods can be checked by the user in the »Retention« tab.
On the list the effective retention periods are ticked in the »Effective« column. If the entity does

not have an effective retention period, one must be specified.

The adding of a retention period is started with the »Edit« command in the »Retention« tab.

|.Attributes .| Security| Retention |System Properties |

Context [Retention policies] =

Mame Description Reason Effective Scope Classes Folders Documents

Retention settings for selected entity

Image 61: Enables the editing of retention periods and disposition holds

By clicking on the »Add« command, the »Select retention policy« options window appears,

containing a list of available retention periods. These are specified in the archive's configuration

(see chapter 8.4.7.1 Retention policies« subfolder).

The user selects the retention period. The selection is confirmed by clicking on the »Add«

button on the list of retention periods on the tab.

. Select retention policy EI@
Search I

Review

5 year

10 years
Permanent

Transfer

Cancel |

Image 62: Adding an explicit retention period



The following values can be set for the retention period:

e »Scope«: by selecting the »Allow« value, the retention period is allowed,
and by selecting the »Deny« value, it is denied.

e »Classes«: a tick means that the retention period applies to the selected entity and to all
of the contained classes.

e »Folders«: a tick means that the retention period applies to the selected folder and to all
of the contained folders.

e »Documents«: a tick means that the retention period applies to all documents under the

selected entity.

|.Attributes .| Security| Retention |System Properties |

Save Add... Remove Context [Retention policies] «
Name  Description Reason Effective Scope Classes Folders Documents
10 years Dispose after 10 years Dispose after 10 years Allow -

Retention settings for selected entity

Image 63: Editing the settings of the explicit retention period

By clicking on the »Save« button, the user saves the retention period to the list in the tab.
If the saved retention period is effective, the entity can be saved. If not, the user must return to

editing mode via the »Edit« command and reset the retention period.

|'Attributes '| Security| Retention |System Properties |
Edit Context [Retention policies] +

Mame  Description Reason Effective Scope Classes Folders Documents

10 years Dispose after 10 years Dispose after 10 years Allow

Retention settings for selected entity

Image 64: A saved explicit retention period

4.2.2.8 Saving an entity
When the content have been captured and the required metadata entered, user must save the

entity to the IMiS®/ARChive Server to archive it.



Attributes |Content| Physical Content | Security | Activity Log | System Properties |

Save

4 System
Title: Invoice 2015/125|

Description

Status Opened [Inherited]

Security class Unclaszified [Inherited]

Significance A
» Owner -

Keywords o

Title Mandatory value for naming entity.

Image B65: Saving a new or modified entity

This is performed by using the »Save« command in command bar under the tabs.
This begins the transfer of all entered metadata to the server.

The content that have been captured will be inserted into the saved document.

Troubleshooting: Most frequent errors when saving:
o The value of a mandatory attribute was not specified.

o The entered attribute value is not allowed.

4.2.2.9 Saving entities with electronically signed content

If, when capturing content, the user adds an electronically signed content (PDF/A, TIFF, XML
or EML file), the procedure of checking the electronic signatures of captured content will
automatically start while saving the entity and its contents to the IMiS°/ARChive Server

(see chapter 4.4.2.2 Checking the validity of electronic signatures).

4.2.2.10 Metadata records
When saving an entity to the IMiS®/ARChive Server, the following metadata is automatically

recorded into the entity:

o »(Classification code«: according to the classification of the entity in the classification

scheme, the server creates a unique string of characters.

Classification code 03.01,/00007

Image B66: Example classification code



»Creator«: the user who created the entity; meaning the user who was logged in during
the session when the entity was created. This metadata never changes.
» Creator Administrator

Image 67: Example creator of entity

»Opened«: records the date and time the »Status« attribute was saved with the
»Opened« value.
Opened 2.2.201511:26:57

Image 68: Example date and time an entity was opened

»Closed«: records the date and time the »Status« attribute was saved with the »Closed«

value.

Closed 2.2.201511:41:57

Image 69: Example date and time an entity was closed

»Created«: records the date and time the entity was created on the server.
This metadata never changes.
Created 30.1.2015 13:20:06

Image 70: Example date and time an entity was created

»Modified«: records the date and time of the last change to any of the attributes or the
content of the entity. This metadata changes every time the entity is saved.
Modified 2.2.201511:28:07

Image 71: Example date and time of last changes to the entity

»Accessed«: records the date and time the entity was last opened in the reading mode
or the editing mode. This metadata changes whenever a user accesses or edits the
entity.

Accessed 2.2.201511:41:57

Image 72: Example date and time of last access to the entity



e »ldentifier«: the entity's unique identifier on the server. This metadata never changes.

Identifier 7b865b16670541 bl bd04cel chd abafd ef54 ebbd06863bbEEI 4f dfeDdT dafbs

Image 73: Example entity identifier

e »External identifiers«: a list of the entity's unique external identifiers on the server.

External identifiers Doc00007; Doc2015/00007 hd

Image 74: Example external identifiers of an entity

e »Save log«: contains a report on the verification of electronic signatures in the captured

files.

<ml version="1.0"7»
Save log <iarccommitlog xminsiarc="http:/fwww.imis.sifimisarc/commitlog.x +

Image 75: Example save log of an entity

When entity content is being saved to the IMiS®/ARChive Server, the following metadata is
automatically recorded into the entity:
e »Inserted«: date and time when the user saved a document to which a new content was
attached (inserted). As long as the content exists on the document, this metadata does

not change.

Description Inserted Modified
IE_I] invoice, docx 15.5.2014 11:02:23 23.5.2014 3911

Image 76: Example date of content insertion

¢ »Modified«: date and time when the user changed the content of the document.
This metadata changes every time a user changes an inserted content by using »Save«
button.

Description Inserted Modified
IEﬂ invoice.docx 15.5.2014 11:02:23 23.5.2014 23911

Image 77: Example date of content modification



4.2.3 Bulk document capture

Bulk capture is the action of importing a large number of documents without the need for the
user to oversee each individual capturing procedure. Bulk capture in the IMiS®/Client is
performed using the »Import« action. By preparing the content correctly before you import it,
you can decrease the possibility of encountering errors during the bulk capture procedure.
Entities that experience errors during bulk capture are not imported and must be captured

manually by the user. For more information on the bulk capture procedure see chapter 4.2.11

/mport.

4.2.4 Conversion

For the needs of long-term content storage, the user can convert all files on the document into

a long-term storage type.

Example: A content created in Microsoft Word that is attached to the document must be converted

into the PDF/A file type to ensure long-term storage.

Warning: The IMIS®/Client and IMiS°/ARChive Server do not enable automatic conversion. Conversion
must be done separately using the virtual printer application IMIS’/Convert To PDF-A.

Using the IMiS®/Convert To PDF-A virtual printer application, all the original components of the
content (pages of a document, for example) are captured via the virtual printer and converted
into a PDF/A file format. The components of the content remain identical.
In addition to the original components, the new file also records the following metadata:

e Convert Date.

e Convert Reason.

e Convert Details.

¢ QOriginal Software name.

e (Convert Software name.

In the IMiS°®/Client, the user must then manually import the converted file back into the
document where it originated. The converted content and all the added metadata may be

viewed using any external viewer used to open PDOF/A files (Adobe Reader, for example).
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4.2.4.1 Conversion procedure

In Windows Explorer, locate the document whose content you wish to convert.

Open the document in reading mode by selecting »Open« in the top command bar.

The tab »Content« will then appear.

Choose the content from the list. By double clicking the content or selecting »Open« in the
bottom command bar, the content will be opened in the software currently registered for

opening the content's type (MIME type).

Note: To open the file, the user must have appropriate software installed on the computer that can

open the attachment's file type.

|'. Attributa§| Content |Phy5ica| Content | Security | Retention | Activity Log | System Properties |

Description Inserted Modified
E] invoice.pdf 19.10.201515:53:28  1910.201515:53:28

Content for selected entity

Image 78: Opening content of document in the conversion procedure

In the source software (Microsoft Word, for example), you can then convert the content using
the virtual printer IMiS®/Convert To PDF-A. It is important to convert the complete content

(all the pages of a document, for example).

. Fax
a._:_?,f;» Reacly

—~ s/ Convert To PDF-A
;ﬂf Ready
— Kyocera F5-BfW
;g?f Feadly
— Kyocera FS-Color
;g?f Feadly
.| Microsoft XPS Document Writer
% Reacly
Add Printer...

Print ta File

Image 79: Selecting the virtual printer »IMiS Convert To PDF-A«
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Prior to beginning the conversion procedure, the user receives the »Convert Settings« dialog
box.

5| Convert settings

Cocument kitle Microsoft Ward - Invoice, docx

Reson for convert |Save in long termn archive]

Coreert procedure | Conwert Microsoft Word - Invoice.doc {WINWORD,.EXE) into long-
term Format (PDF-4).

Original software |WINWORD.EXE
Save to

{* File system

C:iUsershales\appDataiLocali TempiMicrosof tword-Invaice . docx . pdf Browse

Page count 1

Printer name  Convert To PDF

Proceed | Cancel

Image 80: Conversion settings via the dialog box

The dialog box requires the user to enter the following fields:
e »0riginal software« states the name of the original software (source software or current
program using the virtual printer for conversion).
e »Reason to convert« states the reason for conversion.

e »Convert procedure« describes the conversion procedure.

The »Save to« section contains the default option of saving to the file system.

By choosing »Browse« you can freely select the desired location where you wish to save the
converted file. To continue the conversion procedure, select »Proceed«. The conversion
procedure may be cancelled at any time using the »Cancel« command. When conversion is
complete, you have to manually import the resulting PDF/A file into the document where the

original file is located (see chapter 4.2.2.5 Content capturing procedure).

4.2.5 Access

Access to entities in the classification scheme depends on the security class of the content,
the user's clearance level, and the user's explicit permissions.

More information on the security classes is found in the IMIS"/ARChive Server user manual
chapter 3.3.5 Access. To learn how to change the security class of an entity see chapter

4.2.16 Changing the security class.
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When logging into the selected archive (see chapter 4.2.1 Login and logout), the user is

authenticated by his username and password. The IMiS°/ARChive Server will display those root
classes of the archive for which the logged user has the »Read« permission. The classes are
shown in the »Archives« folder under the selected archive in the left view, and in the list of

contained entities in the top right view of Windows Explorer.

=5 | Eon o)
@le“ v Archives » iarcl.imis.si - |&,| | Search Libraries ol
File Edit View Tools Help
Organize Log out New ~ Search il i@}
0 Classification code Title
g ﬂ@ Archives = 01 Administration
4 [ iarcl.imis.si 02 Finance
> e 01 Administration = 03 Human Resources
> |1l 02 Finance o Manufacturi
anufacturin
> 72 03 Human Resources o g
04 Manufacturing = 05 Distributien and Supply Chain Management
’ X X
* |9 05 Distribution and Supply Chi A 06 Customer Relationship
+ [ 06 Customer Relationship e 07 Business Intelligence
* |9 07 Business Intelligence i 08 Project Management
> -l 08 Project Management = 09 Puoint of Sale
> | 09 Point of Sale = 10 Property and Facilities
* (7l 10 Property and Facilities = =gl External Cormmunications
> 7 11 External Communications =12 Legacy object container

> () 12 Legacy object container - 99 Legacy object containers

> 1l 99 Legacy object containers
» =y Administration
> U]l iarc2.imis.si

iarc3.imis.si

Found 13 entities

Image 81: Display of root classes when logging into the selected archive

When accessing data in the selected root class of the archive, the first thing displayed in the
bottom right view of Windows Explorer are the following tabs, showing only the publically

accessible data for the class:
e »Attributes«: contains a list of entity metadata.
e »Security«: displays the effective access rights of the user on the entity.

e »Activity log«: shows the audit trail of the entity. The tab is only visible to appropriately

authorized users.

e »System properties«: contains a list of the entity's system properties.

After choosing the »Open« command in the command bar above the list of entities, the server
delivers all the data the current user is authorized to access. This also happens when a user

accesses entities contained in the root classes of the archive.



The tabs initially display only the publically accessible entity information. Once the »Openc«
command has been chosen, the tabs then display all the information the current user is
authorized to access. New data is either added to the existing tabs or appears under new tabs
such as:
e »Content«: shows a list of the entity's content (files). This tab is only displayed for
documents.
e »Physical Content«: shows a list of the entity's physical content metadata. This tab is

only displayed for folders and documents.

When the user has the »Write« permission, user can also choose the »Edit« command in the
command bar above the list of entities.

In that case, the tabs display the same sets of data as when choosing the »Open« command.
Data that is not specified as read-only on the server may then be edited and maodified

(see chapter 4.2.7 Editing entity data). When editing is complete, changes to the entity are

saved to the server using the »Save« command in the toolbar under the name of the tab.

= EoR (==
@uv|fd » Archives » dev-jurel.imis.si » 02 » v|&,|| Search Libraries o
File Edit View Tools Help
Organize « Edit New Delete ] II@ZI
i Classification code  Title
7 Libraries = 0201 Accounts Payable
=l 02,02 Accounts Receivable
/M Computer
=l 02.03 Payments
. 02.04 Purchasin
€W Metwork “ E
ﬂ&‘t Archives
L) 19216892122
W) 192.168.92.39
W) dev-borisl.imis.si
WL dev-jurel.imis.si = | Attributes |Ser_urity| Activity Log | System Properties |
= 01 Administration (AD)
7 02 Finance (FN)
A
= 03 Human Resources (HR) $ystem
. . Title Accounts Payable
- 04 Customer Relationship (CR) o
) Description
= 05 Project Management (PM) i
o Security class
3l 06 Property and Facilities (PF)
Status Opened
< Administration
Owner
W) dev-sasol.imis.si
Keywords v
Found 4 entities

Image 82: Opening the selected entity



4.2.6 Search functions

The IMiS®/ARChive Server enables users to search by:
o Metadata of the class, folder and document.
o Full text of the content attached to the document.
e Title of content contained by the document.

e Metadata and full text of content, simultaneously.

Users may only search entities they are authorized to access. Search functions are available

for the selected entity, or the entire server archive.

Search operations are executed using the »Search builder« and started by using the »Search«

command available in:

e The popup menu over the selected archive, class or folder under the »Archives« folder in

the tree view of Windows Explorer.
e The popup menu over the selected entity in the list of contained entities.

e The command bar above the selected archive or entity.

oo Es]
@Uv| 4 v Archives » iarcl.imis.si v Search - ‘ &)l | Search Libraries j el [
File Edit View Tools Help
Organize * - Search il IZ@ZI
i Classification code Title
‘ﬂﬁt Archives =l 02,01 Accounts Payable
4l iarclimis.si =l 02.02 Accounts Receivable

» =1 01 Administration

> = 02 Finance

* [ 03 Human Resources

* = 04 Manufacturing

* |1 05 Distribution and Supj
» |1 08 Customer Relationsh

* |7 07 Business Intelligence

* =1 08 Project Management
» =1 09 Point of Sale

* ;=1 10 Property and Facilities E
* | 11 External Communications

* |7 12 Legacy object container

* =1 99 Legacy object containers

> g2 Administration

WY iarc2.irmis.si

iarc3.imis.si

Show search dialog.

Image 83: Search of the selected entity via the popup menu



The search builder consists of several sections that relate to the scope of the search,
the search conditions for search by metadata and search full text, and the option to sort

search results.

ﬂ@ Search builder EIIEI
Search settings Sort options
Scope Sort by Order
03 Finance Title - [Ascending | [ Remove |
Options Include - [Ascending v| [ Remove |
Recursive Inherited Classes Folders Documents
Attribute search conditions Full text search conditions
Attribute Relation Value Operator Value Operator
Title > |z v| A AND v| Remove | customer [AND v| [ Remove |
Title > = v| B v| Remove | employee [ v| [ Remove |
Search expression:  [sys:Title] » = "A" AND [sy=s:Title] < "B" AND {custormner} AND {employee}
[ Execute | [ Cancel

Image 84: Setting search parameters via the dialog box

The section »Scope« shows the name of the archive or selected entity inside which the user is

searching.
The section »Options« offers the following choices:

e »Recursive«: turning this option on means search will be conducted on the selected
entity and all the entities it contains. When the option is off, search is conducted only on
the selected entity and the first sub-level of contained entities.

e »Inherited«: turning this option on means search will be conducted by inherited values as
well as explicit values. When the option is off, search is conducted only by explicit

metadata values.

The section »Include« lets users select the type of entities they wish to include in the search.
The following may be selected:

e (lasses

e Folders

e Documents.

In the »Sort options« table, users select the preferred order of search results:
e »Sort by« sorts by selected attribute.
e »0Order«:. sets the order of displayed search results. The possible options are

»Ascending« and »Descending«.



The conditions of search results are added by selecting the desired attribute, and removed by

clicking »Remove«.

In the »Attribute search conditions« table, the user configures simple metadata search
conditions. The search conditions table has the following columns:
e »Attribute«: is the name of the attribute the search condition applies to.
e »Relation«: specifies the comparative relation.
Possible comparative operators are; equal to (=), other than (<>),
higher than (=), lower than (<), greater or equal (>=), and lower or equal (<=).
e »Value«: specifies the base value to which attribute value is being compared.
e »lLogical operator«: represents the logical operator for chaining simple search conditions
into complex search conditions. The available operators are the logical inclusive (AND),
the logical interchangeable (OR), and the logical mutually exclusive (XOR). The negative

operator (NOT) can be entered manually in the »Search expression« field.

Simple metadata search conditions are added together by selecting the corresponding logical

operator, and removed by clicking »Remove«.

In the »Full text search conditions« table, the user configures simple full text search conditions.
e »Value«: represents the string you are searching for in the full text.
e »0Operator«: represents the logical operator for chaining simple search conditions into
complex search conditions. The available operators are the logical inclusive (AND),
the logical interchangeable (OR), and the logical mutually exclusive (XOR). The negative

operator (NOT) can be entered manually in the »Search expression« field.

Similar to the »Attribute search conditions« table, the user adds simple full text search

conditions using the »Add« button and removes them using the »Remove« button.

The »Search expression« field will display the selected conditions and the logical operators
between them. The search expression can also be manually edited, by taking into account the
appropriate search string syntax (see the IMiS"/ARChive Server user manual chapter 5.5.2

Search string rules).



The search results are displayed in the list of entities, in the right view of Windows Explorer.
Results only show those entities the current user is authorized to access.
The total number of entities found by the search is stated in the status bar of Windows

Explorer, in the bottom left.

(oo ]
@uv|g » Archives » iarcl.imis.si » Search JD'
File Edit View Tools Help
Organize = - Search il i@}
m Classification code Title
‘ﬂﬁi Archives =l 0201 Accounts Payable
4l iarcl.imis.si =l 02.02 Accounts Receivable

» |72 01 Administration

* |7 02 Finance

» = 03 Human Resources

* |71 04 Manufacturing

> |71 05 Distribution and Supply Chi
» |71 06 Customer Relationship

» |7 07 Business Intelligence

* |- 08 Project Management

» =2 09 Point of Sale

» |71 10 Property and Facilities

m

* 7 11 External Communications
* |73 12 Legacy object container
* |72 99 Legacy object containers
» =5 Administration

4 Search results on Finance
Wl iarc.imis.si

» W) iarc3.imis.si -

Found 2 entities

Image 85: Display of search results in the right view of Windows Explorer

4.2.6.1 Search by metadata
To search by metadata, the user has to configure a search string from one or more simple
search conditions in the »Attribute search conditions« table of the »Search builder« window.

The type of value you are searching for depends on the type of metadata.

When choosing text metadata, the search value must be text. \WWhen searching text metadata,
the value does not have to be exactly identical. The IMiS®/Client also allow you to perform a
»wildcard search« by using special characters in the search string:

e »*« means zero or more characters of any kind

e »?« means any character.

The search is not case sensitive.



Example: If the user is searching entities by the »Title« metadata, the search string:

o »a*« searches for entities whose title starts with the letter »a«. For example producing: »aas,
»Administration«, »authorization«, »A-test« and »Auto Service«.

o »d?b« searches for entities whose title has a specified first and third letter (in this case »d« and »b«J,
while the second letter and all other letters can be random.

For example producing: »debate«, »Debit«, »dab« or »dubious claimsk«.

This does not work when searching metadata whose value is represented by the name of a
IMiS®/ARChive Server user (for example the metadata »Owner«).

For these values, the search string must be identical to the value of the metadata.

The input of search values when searching by »date and time« metadata is simplified by the
date and time popup window. In case of using the relation operators »equal to« (=) or »other
than« (<>) only the date is inserted, while the time is automatically turned into the range of one

day by the IMiS°/Client. With other relation operators, the date and time must both be input.

Tip: In case you are only familiar with the initial part of an attribute's value, you can use the relation »>«
or »>=«. In the latter case, the search results display all values that are equal to the search criteria, and
all those values whose initial value parts contain characters and numbers higher, in a successive

sequence, than the search criteria.

Tip: To make the archive clearer, the administrator should, if possible, recommend a standard structure

for naming entities and metadata (upper and lower case, abbreviations...) saved to the server.

4.2.6.1.1 Search by Content descriptions
Users may also search by title of contained content. The »Attribute search conditions« option

lets you create a search string using one or more simple conditions.

@1 Search builder =8 =
Search settings Sort options
Scope Sort by Order
Root Arhiv Jure v [Ascending v|
Options Include
Recursive Inherited Claszes Folders Documents
Attribute search conditions Full text search conditions
Attribute Relation Value Operator Value Operator
Content descriptin +  |= - | *agreement” OR vl Remove ‘ Vl
Content descripti v | = - | business report™ - | Remaove ‘
Search expression: [sys:ContentDescription] = "*agreement™ OR [sys:ContentDescription] = "business report™
[ Execute | [ Cancel

Image 86: Sample search string for searching by title of the content



List of entities that shows the matching search results.

Classification code Title Content descriptions
02-2015-00001/00001  Business reports Business report_2013 xlbg Business report_2014 xlsx
02-2015-00001/00002  Agreements Employment Agreement.docy Equity Transfer Agreement.docx Manufacturing Agreement.docx

Image 87: Results of searching by title of the content

4.2.6.2 Full text search

To search the full text of the content, the user must configure a search string of one or more

simple search conditions in the »Full text search conditions« table in the »Search builder«

window.

Searching the full text is not case sensitive. You may also perform a »wildcard search« by using

the special characters »*« and »?« in the search string.

For more information on how to use these characters to search partial values see chapter

4.26.1 Search by metadata.

The full text search of content can only be conducted for those content formats that allow the

IMiS°/ARChive Server to recognize text.

Formats supported by the full text search function are:

HTML, XML and similar formats.

Microsoft Office, OpenOffice and iWork formats.

RTF format.

PDF format.

Text formats.

Audio format metadata (metadata of WAV, MIDI, MP3, MP4, 0GG).
Image format metadata (metadata of BMP, GIF, PNG, PSD; EXIF for JPEG, TIFF).
Video format metadata (metadata of FLV, MP4).

Email formats (PST, MBOX, EML).

PKCS7 formats.

Electronic publication formats (EPUB, FB2).

Web feed and news formats (RSS, ATOM, IPTC, ANPA).

DWG format.

CHM format.



e Font formats (TTF, AFM).

e Scientific formats (HDF, NETCDF, MAT).

e Program and library formats (ELF, PE).

e Compression formats (TAR, CPIO, ZIP, 7ZIP).

4.2.6.3 Combined search by metadata and full text search
Searching by entity metadata and the full text of content can also be combined, which is

automatically enabled by the »Search builder«.

4.2.7 Editing entity data
Changing data about an entity in the IMiS"/Client includes editing metadata and modifying
content. A user can only change entity data when user have the »Write« permission on the

entity. To edit the selected entity, use the »Edit« command in the top command bar.

oo ]
@'\.‘;J;'.rd v Archives » iarclimis.si » 02 » 01 - |¢f | ‘ Search Libraries L [
File Edit View Tools Help
Organize * New = Open Delete Actions = Search il -Z@Z-
i Classification code Title
i Archives 02.01/00001 Invoice 2015/001
L | s 02.01/00002 Invoice 2015/002
il 01 Administration 02.01/00003 Invoice 2015/003
4 02 Finance
1 01 Accounts Payable
= 02 Accounts Receivable
= 03 Banking
= 04 Budgeting | Attributes |Security | Retention | Activity Log | System Properties
w9 05 Payments i
= 06 Purchasing 4 System
- 07 Investments Title Invoice 2015/001
= 08 Financial Audit Description
= 09 Taxation Status Opened [Inherited]
= 10 Treasury Security class
i 11 Reporting Significance
= 03 Human Resources
4 04 Manufacturing Ouner
= 05 Distribution and Supply Chi Keywords =
1 06 Customer Relationship -
Found 3 entities

Image 88: Editing an entity via the command bar

Metadata that is not »Read-only« and may be edited is found in the tabs »Attributes« and
»Physical content«. To the right of the metadata's title is a field where users can change the
value of the metadata. The value can be text, date and time, logical, or predefined.

You can predefine any number of values.



Attributes |Content | Physical Content | Security | Retention | Activity Log | System Properties |

4 System
Title: Inveice 2015/001
Description |
Status Opened [Inherited]
Security class [Inherited]
Significance [Inherited] -
Owner -
Keywords A

Description Description of entity.

Image 89: Entering or editing entity metadata

Changes to an entity also involve the adding (see chapter 4.2.2 Document capture), deleting

and modifying of the entity's content. The user performs these actions through the »Content«

tab.
| Attributes| Content |Phy5ica| Content | Security | Retention | Activity Log | System Properties |
Save Add «
Descr File system... Inserted Modified
F1 invoice.pdf Seanner... L\\s Flﬂ.EUlS 15:53:28  19.10.201515:53:28

n 3

Content for selected entity

Image 90: Adding content to an entity via the file system

Content is added by choosing the »Add« command in the command bar of the tab.

This opens a popup menu that lets you select the source of new content. The source can be
either the »File system« or the »Scanner«. When you select »File systems, you will receive a
dialog box enabling you to select the file you wish to import as the content of an entity,
which must be located somewhere on the local computer.

When selecting »Scanners, this starts the IMiS°/Scan application that allows you to scan

content and import it into the content of an entity.

Content is removed using the »Remove« command in the bottom command bar found under

the tabs. The user selects any number of content, user wish to remove from the list.

Users may also edit the content of an entity, though archiving rarely requires this particular

functionality. Any modifications to the content of an entity will be recorded in the audit log.
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Warning: Content can be successfully modified only if the entity is in editing mode.

|, Attributes | Content | Physical Content .|'.Security | Retention.[. Activity Log[ Systern Properties |

4 General -
Classification code 02.01,/00001
Parent classification code 0201 =
Template Document
Type Document
Permanent False
Mode Edit |
v Creator Administrator

Image 91: Opening the entity in editing mode.

Content is opened in the default application for its file type by using the »Open« command.

|.Attiibuta§|. Content ]Ph},rsic,a.l. Content -|'.Securi.ty | Retenti.on-[.Acti.\.rity Log-|'.5ystem Pmpe:ti&s-|

Description Inserted Medified
1 invoice.pdf 1910.201515:53:28  19.10.201515:53:28
[.W—..ll_] order.docx 1910.201517:33:23  19.10.201517:33:23

Content for selected entity

Image 92: Opening content in the default application.

After performing the modification in the default application, the user saves the content and

closes it.

IMiS®/Client marks the modified content in bold and prepares it for transfer to the archive

system.

|) Attributes| Content |Physical Content '|'.Security | Retenti.on]".ﬁ\ctivi.ty Log | System Pmpe:ti.esl|

Save Open... Add « Remove
Description Inserted Muodified
L invoicepdf 1910.201515:53:28  19.10.2015 15:53:28
lﬂJ order.docx 1910.201517:33:23  19.10.201517:33:23

Content for selected entity

Image 93: Display of the modified content after modification in the default application
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Changes to the entity are confirmed using the »Save« command in the bottom command bar.

If you wish to discard changes, simply select another entity and click »Don't save« in the save

prompt.
Attributes | Content | Physical Content | Security | Retention | Activity Log | System Properties |

4 System
Title: Invoice 2015/001
Description Customer invoice
Status Opened [Inherited]
Security class [Inherited]
Significance [Inherited] -
Owner A
Keywords A

Description Description of entity.

Image 94: Saving changes to the entity

When saving the document, the »Modified« date is also changed on the modified document

content.

| Attributes| Content |Phy5ica| Content | Security | Retention | Activity Log | System Properties |

Description Inserted Meodified
T invoice,pdf 1910.201515:53:28  19.10.201515:53:28
7 order.docx 1910.201517:33:23  1910.201517:36:14

Content for selected entity

Image 95: When saving the modified content, the »Maodified« date is also changed

4.2.8 Archiving email messages

The IMiS®/Client enables users to capture the received and sent email messages with
corresponding metadata and attachments, depending on the IMiS°/ARChive Server settings.
To enable capture, the server must be configured with at least one template that contains

email message attributes (see chapter 4.3.6 Email attributes).

4.2.8.1 Email archiving procedure

The user captures email messages by using the Windows »Drag and drop« functionality.

The user marks one or several email messages, including their attachments, in the email client
(MS Outlook, IBM Notes etc.) and »drags« them to the selected class or folder in the

classification scheme in Windows Explorer.
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If the user wishes to mark several different messages, he holds down the »Ctrl« key and selects

individual messages with the left mouse button.

The user arranges the Windows Explorer and email client windows so that they are both visible

on screen. By holding down the left mouse button, the user drags the selected email messages

to the right view of Windows Explorer.

If the mouse cursor changes to a copy cursor

message to this folder or class.

, the user can archive the email
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Image 96: Transferring email messages from the email client to the selected class

When you let go of the left mouse button, the selected messages are automatically transferred

to the desired location in the classification scheme together with their metadata and content,

and are saved to the IMiS°/ARChive Server.
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Image 97: Display of transferred email messages

Warning: The capture of email messages works according to the selection of files in MIS Windows.
The order of files, and consequently the order of classification codes of transferred email messages in

the classification scheme, depends on the order in which the messages are selected in the email client.

In the »Content« tab, the user can see all the content that was saved together with the email
message. In addition to the message itself, two attachments are always made automatically:
e »Email — raw«: the original email message in EML format.
e »Email — body«: the body of the original email in either text or HTML format.

This format depends on the type of the email message's body.

| F\ttributesl Caontent IF‘hysicaI Conkent | Security | Activity Lag | System Properties |

Diescription Inserted Modified
i) Email - raw 10.6.2014 13:531:03 10.6.2014 13:31:03
] Ernail - biody 10.6.2014 13:31:03 10.6.2014 13:31:03
IﬂJ Transfer.docx 10.6.2014 13:31:03 10.6.2014 13:31:03

The document content

Image 98: Automatically created email attachments

Note: By clicking the »Email — raw« file, the user opens the original email message in the default client

used to open EML files.



4.2.8.2 Functionality description
The selected email messages are copied to the specified location in the classification scheme,
in the form of an EML file. For each email message, the IMiS®/Client creates a new document

containing the original message, the metadata and any captured content.

The following metadata (when present) is automatically extracted from the email message:
e »Subject«: the subject of the message.
e »Date«: the date and time the message was sent or received.
e »From«: email address of the sender.
e »To«: email addresses of recipients.
e »CC«: email addresses of the carbon copy recipients.
e »BCC«: email addresses of hidden recipients.
e »Priority«. priority status of the email.
e »Signed«: a value that registers if the email message was electronically signed.
e »Message Id«: automatically generated message identifier.
In this process, the »Date« and »Sender« email metadata are mandatory.

If one of these is not successfully captured, the message will not be saved.

Attributes |Content | Physical Content | Security | Activity Log | System Properties |

4 System
Title WEBIMNAR: Distributed Capture: Build, or Buy?
Description
Status Opened [Inherited]
Security class
Significance
» Cwner
Keywords =
4 Email
Subject WEBIMNAR: Distributed Capture: Build, or Buy?
Date 6.5.2014 0:00:00
From "Sales, Pixtools” <ptsales@emc.com>
To "Infa, IMIS" <info@imis.si> b4
To CC =
ToBCC =
Priority Normal
Signed False
Message Id <B9BOAA44FE56DC4BEO1109FSECTI8403EBEACTE0@MHMA5A.corp.emc.com>

Image 99: Example metadata extracted from an email message



4.2.9 Managing physical content metadata

When capturing physical content into its electronic form, users may add metadata that
describes the physical location of the stored content, in addition to other types of metadata.
The location metadata is optional. If the user enters at least one attribute from the list of
physical content, user also have to enter the identifier of the physical content. Entry of physical
content metadata for a folder or document is possible upon capture / import, or later when the

content is already stored in electronic form.

If you want to perform the entry of physical content metadata during capture

(see chapter 4.2.2 Document capturel or later on, select the »Physical Content« tab.

Find the appropriate class or folder in the classification scheme (see chapter 4.1.1

Classification schemelin the left view of Windows Explorer. Then select a document or folder in

the list of entities (top right view). By choosing »Edit« in the command bar of Windows Explorer,
the selected document or folder is opened in editing mode. In the overview of entity
information, there is a new tab »Physical Content« that shows physical content metadata

(see also chapter 4.1 Interface description).

[E=H EoR =)
@\:jvlﬂ » Archives » dev-jurlimis.si » 03 » 03 » 001 + [ 44 |[ Search Network o]
File Edit View Tools Help
QOrganize + Open Edit New - Delete & i@}

i Classification code Title

€ Network 03.03.001,/00001 Contract

ﬂ&i Archives

W] 192.168.92122

W] 192.168.92.39

W) dev-borisl.imis.si

W) dev-jurel.imis.si
= 01 Administration (AD)
=l 02 Finance (FN)
) 03 Human Resources (HR) L | Attributes | ContEntl Physical Content ‘Security| Activity Log | System Properties |

4 01 General Save

i 02 5taff Appointments Identifier Contract papers|

4 03 Employee Records Description

4 001 John Doe Status CheckedIn M

@l 002 Jack Daniels Status changed date

=l 003 Jane Row
.~ 04 Property and Facilities (PF) Current location
=l 07 Support =

Cuctadian
08 Unclassified ~ |Identifier Physical entity unique identifier; non-empty value indicates the presence of physical form.

Found 1 entity

Home location Headquarters

Image 100: Display of entering physical content metadata

The user can complete all the fields except »Status change date«, which is automatically
completed with the date of the last change to the »Status« field. When capturing content,
set the »Status« field to the value »Checkedln«. For a description of physical content metadata

see chapter 4.53.7 Physical content attributes.




4.2.10 Print
Printing functionalities are divided into:
e Printing the content of a document.

e Performing print functions via the popup menu.

4.2.10.1 Printing the content of a document
A document can contain content of different types, created by different applications.
Since every application will correctly print its corresponding file format, the printing of

document content is performed through applications for its particular content type.

Select the archive server in the left view of Windows Explorer and locate the folder containing

the content you wish to print.

E=sjeen )
- » Archives » dev-jurel.imissi » 2 - Search Libraries
i~ = Archi dev-jurel imis.si » 02 » 01 44 | [ search Liv 1
File Edit View Tools Help
Organize = d\t New « Delete B E@'
i Classification code  Title
w7l Libraries 02.01/00001 Invoice 2014/125
| ' 02.01/00002 Invoice 20147136 || 1 |
Ll
Camputsy 02.01,/00003 Tnvoice 2014/127
gI_i MNetwork
ﬂ&% Archives
Wy 19216892122 =
W 1921689239
W] dev-borisl.imis.si
e | Attnbutesl Content II 3 Iical Content | Security | Activity Log | System Properties |
7 01 Adrninistration (AD) Open
4 02 Finance (FN) Description Inserted Modified
7 01 Accounts Payable | invoice.pdf 9.7.2014 20:01:55 9.7.2014 20:01:55
a 02 Accounts Receivable
7 03 Payments
4 04 Purchasing
9 03 Human Resources (HR)
4 04 Customer Relationship (CR)
=1 05 Proiect Manaaement (PM] ™ | Content for selected entity
Found 3 entities

Image 101: Access to the content of a selected document

In the top right view, select the document (number 1 in the above image). Access to the
content is only available when the document is open in reading mode, which is done by choosing
the »Open« command in the top command bar (number 2 in the image above) or double clicking
the document.

A new tab »Content« then appears in the bottom right view. Selecting this tab will display a list

of all the content in the document (humber 3 in the image above).



@Qv\ﬂ » Archives » dev-jurelimissi » 02 » 01 ~ [ %3 ||[ search ]
File Edit View Tools Help

Organize » Open Edit New = Delete | \Ql

Classification code  Title
7 Libraries 02.01/00001 Invoice 2014/125
02.01/00002 Invoice 2014/126

Ll

LTS 02.01/00003 Invaice 2014/127

t'»I.i MNetwork

ﬂm Archives

L) 19216892122
W 1921689239

L dev-borisl.imis.si

[

| Attributes| Content |Physlr_al Content | Security | Activity Log | System Properties |

[eeen ]

Description

|| invoice.pdf |

L[ dev-jurel.imis.si
7 01 Administration (AD)

4 02 Finance (FN)
= 01 Accounts Payable

Inserted
9.7.2014 20:01:55

Modified
9.7.2014 20:01:55
= 02 Accounts Receivable
=l 03 Payments
= 04 Purchasing
i 03 Human Resources (HR)
74 04 Customer Relationship (CR)

=i 05 Proiect Manaaement (P
Found 3 entities

~ | Content for selected entity

Image 102: Opening the content »invoice.docx« in its default application MS Word

The selected content (number 2 in the image above) is opened in the default application for the
corresponding content type by choosing the »Open« command in the top command bar
(number 1) or by double clicking. Once the application is open, you can print the content.

Repeat this procedure for all content in the document.

4.2.10.2 Performing print functions via the popup menu
Printing can also be performed by choosing one of the options in the popup menu opened by
right-clicking a selected entity or IMiS®/ARChive Server. Depending on the type of the

currently selected entity or server, the popup menu changes in appearance.

s First class
—— H class
Print: v Class
Reports v Classification scheme
Search... Classification scheme with Folders

Image 103: Selecting print options via the popup menu
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4.2.10.3 Printing metadata, document security settings and properties
Printing the metadata of the selected document is done by choosing the »Print« and then

»Document« commands.

Reparts 9 i
Prink ¥ ‘ Drocurment '

Ackions Y

Search...

Image 104: Selection of metadata print options for the chosen document

Printing the metadata of the selected folder is done by choosing the »Print« and then »Folder«

commands.
Reports ¥ I
Print: . Falder
Actions b Classification scheme
Search,.. Classification scheme with Folders

Image 105: Selection of metadata print options for the chosen folder

Printing the metadata of the selected class is done by choosing the »Print« and then »Class«

commands.
Reports ¥ I
Print e Class
Actions b Classification scheme
Search... Classification scheme with folders

Image 106: Selection of metadata print options for the chosen class

After choosing the metadata print command, you will receive the »Print settings« dialog box,

where you may specify the structure of the printout.

Note: The user must have reading rights on the entity. Prior to showing the print settings dialog box,

the entity is automatically opened in reading mode.
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@ Print settings‘ X
Select elements to prink
Conkent lisk

Security settings

Phiysical content metadata
Email metadata

Transfer metadata
Zustom metadata

Received
Author
Document Id
Document Type

Client Mame
[F] rlierk fiddrecs1

I Prink | [ Prewiaw ] [ Zancel ]

Image 107: Print settings dialog box

The printout always includes system metadata, and may optionally also include the following
data:

e Content list for the entity.

e Security settings.

e Physical content metadata.

e Email metadata.

e Transfer metadata.

e (Custom metadata.

By unchecking the boxes in the »Print settings« window, you remove particular data types from
the printout.

By choosing »Print«, the selected metadata will print on the current default printer.

If you wish to preview the print or select another printer, use the »Preview« command.

You can also cancel printing using the »Cancel« command.
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3 Print preview [E=N(E=R |
0@ e BEDE
Report name l’rh:l ].istﬁ‘:lr]]ncnmenl "06.01/00001 - Invoice z019/125" . Page 10f1
Print list for Document "06.01/00001 - Invoice 2014/125"
Entity values print out.
System property section.
Attribute Value
Classification code 06.01/00001
Title Invoice 2014/125
Description Customer invoice
Security class Secrst
Significanca Normal
Status Opened
Owner Franc Novak (User)
Creator Janez Kovac (User)
1 bsodssdggcchsgad =
Type Document
Created 7.7.2014 14:54:07
Modified 9.7.2014 14:32:20
Accazzed 9.7.2014 20119127
Parent classification code ob.01
Keywords
External Ids
Metadata section.
Aitribute Type Value
Received DateTime
Anthor Strinzso
Document Id Stringzo
Docament Type Stringzo
Client Name Stringioo Ll
(Client Addrasss Stringioo
Client Addressz Stringioo
Client ZIP Stringio
Client City Stringso
Client Country Strinzso
Comments Stringzoo
Content list section.
Description |Ex|7=nsmn ICmmenltype |Sizeinbylies |Inserted Modified Accessed -
Type text to find.. 4« |

Image 108: Example document print preview

The »System property section« is the section of the printout related to the system metadata of

the document. It is predefined and contains the following data:
o C(lassification code.
¢ |d of the entity.
e Type of entity.
e (Created date and time.
e Modified last date and time.
e Accessed last date and time.
e Parent classification code.
e Title of the entity.
e Description.

¢ Keywords.
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For each individual entity, the user specifies which user added metadata will be printed out in

the »Metadata section«.

The »Content list section« is the section of the printout related to document information.

It contains the following data:
e Description.
e Extension.
e Content type.
e Size in bytes.
¢ |Inserted date and time.
o Modified last date and time.

e Accessed last date and time.

The security settings that are printed out are the following:
e Subject.
e Group.
e Description.
e Permission type.
e Read permission.
o \Write permission.
e Move permission.
e Delete permission.
e Modify security permission.
o Create entities permission.
e Valid from date.

e Valid to date.

The physical content metadata section contains the following information:
¢ |dentifier.
e Description.
e Content status.
e Status changed date.
e Home location.
e Current location.
e (Custodian.

e Date of expected return of checked out content.



The email metadata section of the printout contains the following information:
e Subject of email, which is also the title of the document.
e Date.
e From.
e To.
e ToCC.
e ToBCC.
e Priority.

e Message id.

4.2.10.4 Printing the classes of the classification scheme
Before printing, select a class whose classification scheme (all the child classes contained
inside) you wish to print. If an archive server is selected, the printed list will include classes

contained by the entire classification scheme.

Select a class in the top right view, or an archive server in the left view of Windows Explorer.
By choosing a class or an archive server and right-clicking it, you will open a popup menu where

you can choose »Print« and then »Classification schemex.

Reparts o l

Print b Class

Actions e Classification scheme

Search... Classification scheme with Folders

Image 109: Selection of classification scheme printing options

A »Print preview« window then appears, where the ﬂ »Print« command is used to select a
printer and print the preview. You can cancel the printing procedure by closing the preview

window.
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- Print preview EI@
< ® 6 HEQH
Classification scheme for archive IMiS/ARChive Storage Server at dev- Pageiof3
jures.imis.si:16807 (recursive)
Classification scheme for archive IMiS/ARChive Storage Server at dev- |
jurel.imis.si: 16807 (recursive) L
Classification code Title Created
o1 Administration (AD) 13.5.2014 11:27:11
02 Finance (FN) 13.5.2014 13:02:29
03 Human Resources (HR) 15.5.2014 15:04:17
03.01 General 15.5.2014 15:04:17
03.01.001 Employment Offers 15.5.2014 15:04:17
03.01.002 Employment Procedures 15.3.2014 15:04:17
03.01.003 Employment Policies 15.5.2014 15:04:17
03.02 staff Appointments 15.5.2014 15:04:17
03.02.001 Meetings 15.5.2014 15:04:17
03.02.00L.001 January 15.5.2014 15:04:17
03.03 Emploves Records 15.5.2014 15:04:17
©3.03.001 John Doe 15.5.2014 15:04:17
03.03.002 Jack Daniels 15.5.2014 15:04:17
03.03.003 Jane Row 15.5.2014 15:04:17
04 Property and Facilities (PF) 15.5.2014 15:04:17
04.01 Enildings 15.5.2014 15:04:17
04.01.001 Headquarters 15.5.2014 15:04:17
Ol 0100 Stare #1 1552014 15204217 -
Type text to find... 4k

Image 110: Example classification scheme print

The printout of the classification scheme includes the following information in separate
columns:

¢ (lassification code.

o Title.

e (Created time and date.

4.2.10.5 Printing the classes and folders of the classification scheme

Before printing, user select a class whose classification scheme including folders (all the child
classes and sub-folders) user wish to print. If an archive server is selected, the printed list will
include the classes and folders of the entire classification scheme.

Select a class in the top right view, or an archive server in the left view of Windows Explorer.
By choosing a class or archive server and right-clicking it, you will open a popup menu where

you can choose »Print« and then »Classification scheme with folders«.

Reports » i

Print b Class

Actions e Classification scheme

Search... Classification scheme with Folders

Image 111: Selection of classification scheme printing options
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A »Print preview« window then appears, where the '</| »Print« command is used to select a

printer and print the preview. You can cancel the printing procedure by closing the preview

window.
. Print preview E@I
< e EEAR
Classification_scheme with folders for archive IMiS/ARChive Storage Page1oiq | *
Server at dev-juresimis.si: 16807 (recursive)
Classification scheme with folders for archive IMiS/ARChive Storage Server j
at dev-jurel.imis.si:16807 (recursive)
Classification code Title Created
01 Administration (AD) 13.5.2014 11:27:11
01-2014-00002 Company Documentation 13.5.2014 11:28:00
o2 Finance (FN) 13.5.2014 13:02:20
02-2014-00002 Accounts payable 13.5.2014 12:57:35
02-2014-00002-00012 Year 2014 20.5.2014 15:47:52
02-2014-00003 Accounts Receivable 16.5.2014 12:16:18
03 Human Resources (HR) 15.5.2014 15:04:17
03.01 General 15.5.2014 15:04:17
0301001 Employment Offers 15.5.2014 15:04:17
03.0L.002 Employment Procedures 15.5.2014 15:04:17
03.01.003 Employment Policies 15.5.2014 15:04717
03.02 Staff Appointments 15.5.2014 15:04:17
03.02.001 Meetings 15.5.2014 15:04:17
03.02,001.001 January 15.5.2014 15:04:17
03.03 Employee Records 15.5.2014 15:04:17
03.03.001 John Doe 15.5.2014 15:04:17
03.03.002 Jack Daniels 15.3.2014 15:04:17
02.02.002 Jane Row 1552014 18:0417 T
Type text to find... “arv

Image 112: Example classification scheme with folders print from the preview

The printout of the classification scheme contains the following information in separate
columns:

¢ (lassification code.

o Title.

e (Created date and time.

4.2.10.6 Printing retention periods of the review process

Prior to printing, the user selects the review under which he will be printing the retention
periods.

Each review created is located in the »Reviews« folder contained in the »Administration«
system folder. This folder can only be accessed by users who have been assigned the »Review«

role. For more information on roles see chapter 4.3 Roles.

By right-clicking on the selected review, the user is shown a pop-up menu. The user selects the

»Print - Retention policies« command.
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Reports » '

Print » ‘ Retention policies

Actions 3 |

Image 113: Selecting the option of printing retention periods

The Print preview window appears in which the user selects the printer by selecting the <
»Print« command and prints the preview. If the user wishes to cancel the printing procedure,

he closes the preview window.

- Print preview =N =R
< e BBEEE

List of retention policies for review 015-00104 Test 5 Pageiofi

List of retention policies for review 2015-00104 Test 5

m

Policy: Trajno
Reason: Policy reason
Description: Trajna hramba

Classification code Title Type

10 Class 10 Class
10.01 Class 12 Class
10.0L.01 Class 23 Class
10.01.01.01 Class 24 Class
10.01.01.01.01 Class 45 Class
10.01.01.01.01-2015-00001 Case 49 Folder

27 Class 27 Class
27/00001 Document 1 Document
10.02 Class 13 Class
10.02/00001 Document 1 Document

Tipe text fo find. EI

Image 114: Example of printing selected entities classified by retention policies

The printout of retention periods contains the following data for each retention period:
e »Policy«: title of the retention period.
e »Reason«: the reason for creating a retention period.

e »Description«: a longer description of the retention period.

A list of selected entities is printed for each retention period, which contains the following data:
e »(Classification code« of the selected entity.
e »Title« of the selected entity.

e »Type« of the selected entity (class, folder, document).
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4.2.11 Import

The IMiS®/Client enables the import of entities to the IMiS°/ARChive Server together with their
metadata. Entities, which can only be imported by a user who has the »ImportExport«
permission (role), must be prepared in the prescribed XML form.

Import may be performed into the root class of the classification scheme or into any chosen
class or folder. For more information on the import file format and file structure see chapter

3.2 Format of the import / export file. More info on server roles / permissions is found /n the

IMIS°/ARChive Server manual chapter 5.5.5 Access.

Select an archive server in the left view of Window Explorer.

If you wish to perform import into a class or folder, select it in the classification scheme or in
the list of entities. By selecting an archive, a class or a folder and right clicking,

you will open a popup menu where you can choose »Actions« and then the »Import« command

(user must have »Transfer« permission (role) on the archive server).

Collapse

Reports 3

Print 3

Actions 4 Import... ‘\{t?
Search... Export...

Preferences...

Configure...
Remove archive

Leg out

Image 115: Importing content via the popup menu

After choosing »Import«, you will receive the »Select file for import« dialog box, where you
select the XML file with the list of entities you wish to import.
In case the list was obtained by using the »Export« or »Transfer« commands, the XML's name

will be »ExportReport«.
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- Select file for import (==l

@Qv| .« Windows?_0S (C) » Import » v|¢¢|| Search Import ,Ol

Organize » New folder =y O @
) IMiS_DEMO ~ Mame Date modified Type
; IMIS_ISC
. Import
J Install
) Intel

J ExportData 4.2.201512:03 File folder
2 ExportReportxml 131.201515:16 XML Document

J Java

J Idiag

. Lenove
. mfg

| Perflegs

M

. Program Files

) ProgramFiles ( .~ & [ T

File name:  ExportReport.xml [ XML files (“ami) -|

4

| Open v | cancel |

Image 116: Selection of the XML import list

The import procedure is started by choosing the »Open« command. It can be canceled by using
the »Cancel« command.

Users finish the import procedure by selecting a digital certificate used to sign the XML report
file according to the XML Signature standard. This ensures that the authenticity of the report,

and the imported files themselves, can be verified.

‘Windows Security @

Get
Certificate

| ACNLB
| Issuer: ACNLE
| Valid From: 15.5.2003 to 15.5.2023

| 40f4c9fel7a%91bc96b2d..
| Issuer: ACNLE
| Valid From: 28.1.2015 to 28.1.2020
| T
‘ Issuer: ImagingSystemsCA

Valid From: 2.3.2014 to 2.3.2016

{

Click here to view certificate prope...

Image 117: Selecting a digital certificate when importing

Warning: Import will be successful even when the user does not select a digital certificate. If a digital

certificate is not selected, the import record file will not be signed.
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When the import procedure is completed, a popup window appears in the bottom right view of
Windows Explorer showing the import success rate. For each entity type, the number of
successfully imported entities is listed compared to the total number of entities in the import

list. The import success rate popup stays open until you click anywhere outside it.

@\.J;‘” v Archives » iarcLimissi » 06

File Edit View Tools Help

Organize + Open Edit New Delete Actions = Search 0 @
i Classification code Title
4 ﬂﬁ Archives w0601 Sales Analysis
44 iarcl.imis.si w0602 Purchasing Analysis

> z9 01 Administration
» 7 02 Company Data
> 71 03 Finance
» e 04 Manufacturing
* 72 05 Human Resources
4 4 06 Reporting
* 0 01 Sales Analysis

» |2 02 Purchasing Analysis

. [ 07 Public Relations Attributes |Secunty| Activity Log | System Properties |

» 7 08 External L

[ 09 Global 7| 4 System

» | 10 Internal Title Reporting

» = 11 Marketing Description

» =3 12 Publications Status Opened [Inherited]
> =3 99 Legacy object containers Security class Restricted

4 05 Administration Significance Permanent

" Delete queue
E Export
|_<_‘E.ll Import

¥ Owner

Keywords

Maintenance (Group)

Import summary:
Class entities: 1/1
Folder entities: 0/0
Document entities: 3/3

Found 2 entities

Image 118: Display of the import complete message with success rate statistics
4.2.11.1 Import procedure
At the start of the import procedure, the IMiS®/Client creates a new document in the folder
»Import« located in the »Administration« system folder. This document contains a report of the
import to the archive server.
The title of the document is identical to the date and time of import, in ISO format.
The status of the document is »Opened«.
During import, the import document is completed with the following three log files:
e »lmportReport.xml«: XML file that contains:
- import success rate statistics
- list of failed import attempts (including the classification codes)
- list of successfully imported files (including the hash values and full classification
codes).
e »lmportReport.txt«: contains a report for each successfully or unsuccessfully imported

entity.



e »lmportReport_ERROR.txt«: contains a report for each failed import attempt including
the reason for the import error
When all entities from the list are imported, the file »lmportReport.xml« is digitally signed
with the selected digital certificate according to the XMLDSIG standard. This ensures

that the report's authenticity can be verified.

The status of the document then changes to »Closed«.

If there is an error while the document is being completed, the import document remains in the
system class in its raw form and has the status »Openc«.

If there is an error during the import of an entity on the import list, the sub-entities it contains
will not be imported. In case a sub-entity encounters an error, the other sub-entities will still

be imported, providing the import of the parent entity was successful.

[E=8 B =)
@lek_;!, v Archives » iarclimissi » Administration » Import » - | 3 | ‘ Search Libraries o
File Edit View Tools Help
Organize ~ Open & "E"
= Title
w Archives 2015-01-21T14:33:12.8176143+01:00
W) iarclimis.si 2015-01-21T14:34:45.2368553+01:00
w4 01 Administration 2015-01-23T13:45:08 4965645+01:00
w4l 02 Company Data 2015-02-04T12:14:06.2784814+01:00
7 03 Finance 2015-02-04T12:28:21 5575480+01:00
4 04 Manufacturing -
74/ 05 Human Resources | Attributes| Content |Physical Content | Security | Activity Log | System Properties |
- 06 Reporting Open
4 07 Public Relations X X
Description Inserted Meodified
-l 08 External
= XML report 42,2015 12:31:01 4.2.201512:31:01
i 09 Global i
Report 4.2.201512:31:01 4.2.201512:31:01
w4 10 Internal = =
7 11 Marketing . Error report 4.2.201512:31:01 4.2.201512:31:01
1 12 Publications
1 99 Legacy object containers
- Administration
7y Delete queue
@ Export
|_<_‘c-,l; Import
% Transfer 1 ] 3
& Trash - | Content for selected entity
Found 28 entities

Image 119: Display of the import report in the »Import« system folder

4.2.12 Export

The IMiS®/Client enables the export of entities from the IMiS°/ARChive Server.

Users who have the »ImportExport« role can export the complete classification scheme or any
of its individual parts. Each entity is exported with all its metadata and content, while export of
the audit log and additional metadata is optional.

User-added metadata is not part of the entity's own metadata and is employed only for the

purposes of the archiving procedure.



For more information on the export file format and file structure see chapter 5.2 Format of

the export / import file.

For more information on server roles see the IMiS /ARChive Server user manual chapter 5.5.5

Access.

To begin exporting, select an archive server in the left view of Windows Explorer.

If you wish to export a specific entity, first select it in the classification scheme or in the list of
entities. When an archive or entity is selected, you can right click it to open a popup menu
where you can choose »Actions« and then the »Export« command (user must have

»ImportExport« role on the archive server).

Collapse

Reports 3

Print 4

Actions 3 Import...
Search... Export... {h-'J

Preferences...

Configure...
Remove archive

Log out

Image 120: Exporting records via the popup menu

After choosing the »Export« command, the user receives a dialog box for setting the export

parameters.

@ Bt dilog (o e s

Scope
02 Finance

Options
Recursive  [] Export parents

Include
Folders Documents Audit log

Include metadata file

=

=
o]

Export folder

Image 121: Export settings in the dialog box



In the »Scope« section, the user checks whether he wishes to export to the root class of the
archive, or an entity currently selected in the classification scheme. The default classification
code and title of the selected archive, class or folder means that, in addition to the selected

entity, all other contained entities are exported too.

In the »Options« section, you can choose to additionally export:
e All the recursively contained entities — »Recursive.

e All the parent entities — »Export parents«.

In the »Include« section, you can choose the types of entities to be included in the export:
e (lasses
e Folders

e Documents.
By choosing »Audit log«, you can also export the audit log for individual exported entities.
By clicking the button »...« in the section »Include metadata file« the user opens a dialog box for

the selection of an XML file with the additional metadata that should be included in the export.

For a description of the structure of the additional metadata file see chapter 3.2.3 Format of

the additional metadata export file.

By clicking the button »...« in the »Export folder« section, the user opens a popup window for the

selection of the folder where entities in XML format will be exported.

The command »OK« begins the export procedure. The export can be cancelled using the

»Cancel« command.

The export procedure is completed with the selection of a digital certificate used to sign the
export report XML file using the XML Signature standard. This ensures that the authenticity of

the report, and the exported files, can be verified.
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Get
Certificate

=] AcnLe
‘ Issuer: ACNLB
| Valid From: 15.5.2003 to 15.5.2023
[[T4| 40f4c9fe17a9e91bca6b2d..
‘ Issuer: ACNLB
| Valid From: 28.1.2015 to 281.2020
‘ f Al Issuer ImagingSystemsCA
Valid From: 3.3.2014 to 2.3.2016
L

Click here to view certificate prope...

Conce)

Windows Security ==

Image 122: Selecting a digital certificate when exporting

Warning: Export will be successful even when the user does not select a digital certificate. If a digital

certificate is not selected, the export record file will not be signed.

When the export procedure is completed, a popup window appears in the bottom right view of

Windows Explorer showing the export success rate. For each entity type, the number of

successfully exported entities is listed compared to the total number of entities that were

gueued for export. The export success rate popup stays open until you click anywhere outside

it.

@Qv‘ﬁ » Archives » iarclimissi » 03 » 01 v|¢’v,|

File Edit View Tools Help

Organize » Open Edit New ~ Delete Actions Search

i Classification code Title

m Archives 03.01/00007 Invoice 2015/125
L iarcl.imis.si 03.01/00008 Invoice 2015/126
72 01 Administration 03.01,/00003 Invoice 2015/127

9 02 Company Data

4 03 Finance
4 01 Accounts Payable
7 02 Accounts Receivable —
9 03 Payments

= 04 Manufacturing

4 05 Human Resources

4 06 Reporting Attributes ‘Sacurity | Activity Log | System Properties |
4 07 Public Relations =
- 08 External 4 System
= 09 Global Title Accounts Payable
4 10 Internal Description
4 11 Marketing Status Opened
4 12 Publications Security class Unclassified
5 99 Legacy object containers | Significance
Administration » Owner Grace Layton
="_.'9 Delete queue Keywords
Export -

[E=H EEH EX0)
o
0 @

Export summary:

Class entities: 1/1
Folder entities: 0/0
Document entities: 3/3

Export entities to other archive server.

Image 123: Display of the export complete message with success rate statistics
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Warning: The user can export different entities into the selected export folder several times, without
having to delete previous export files. When saving exported entities into the selected folder, the

previous export files are overwritten.

4.2.12.1 Export procedure

At the start of the export procedure, the IMiS®/Client creates a new document in the folder
»Export« located in the »Administration« system folder. This document contains a report on the
export from the archive server.The title of the document is identical to the date and time of

export, in ISO format. The status of the document is »Opened«.

During exporting, the export document is completed with the following three log files:
e »ExportReport.xml«: XML file that contains:
- Statistics of successfully and unsuccessfully exported entities.
- List of failed export attempts (including the classification codes).
- List of successfully exported files (including hash values and full classification codes).
e »ExportReport.txt«: which contains a report for each successfully or unsuccessfully
exported entity.

e »ExportReport_ERROR.txt«: which contains a report for each failed export attempt,

including the error received.

When all entities are exported, the »ExportReport.xmil« file is electronically signed with the
selected digital certificate using the XMLDSIG standard. This ensures the authenticity of the

export report and the exported files.

The status of the document then changes to »Closed«.

If there is an error while the export document is being completed, it will remain in the system
class in its raw form and with an »Open« status.

If there is an error during the export of an entity queued for export, the sub-entities it contains
will not be exported. In case a sub-entity encounters an error, the other sub-entities will still

be exported, providing the export of the parent entity was successful.
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=0 =R =
@Qv| » Archives » iarclimis.si » Administration » Export » - |"‘ Search Libraries p|
File Edit View Tools Help
Organize » Open [l @'
o Title
m Archives 2015-01-21T14:03:44,9387139+01:00
W iarel.imis.si 2015-01-23T13:39:36.0503858+01:00
4 01 Administration 2015-01-23T13:42:52.9647608+01:00
7 02 Company Data 2015-02-04T15:40:34.0432929+01:00
74 03 Finance 2015-02-04T16:05:12.8492031 +01:00 =

4 04 Manufacturing

9 05 Human Resources Attributes| Content |Physical Content | Security | Activity Log | System Properties |

4 06 Reporting
4 07 Public Relations

Description

Inserted Modified
= 08 External
(=] XML report 4.2.2015 16:05:17 4.2.201516:05:17
4 09 Global
Report 4.2.2015 16:05:17 4.2.201516:05:17
w9 10Internal =
3 11 Marketing | Error report 4.2.201516:05:17 4.2.201516:05:17

w4 12 Publications
=4 99 Legacy ohject containers
Administration
[T% Delete queue
Export L4
Impert
W Transfer ull
& Trash
Found 46 entities

1

Content for selected entity

Image 124: Display of the export report in the »Export« system folder

4.2.13 Move

The IMiS®/Client enables the movement of entities across the classification scheme.
To move entities, a user requires the following permissions:
e »Move«: on the entity he is moving.

e »Delete«. on the entity he is moving.

e »Create entities«: on the newly selected parent entity or root class.

To begin moving entities within the classification scheme, select the entity you wish to move,
choose »Actions« and then the »Move« command. You can find the »Actions« section via:

e Command bar of Windows Explorer.

e Right-click popup menu in the classification scheme overview.

¢ Right-click popup menu in the list of entities.

Reports 3
Print 3
Actions Y
Search... Security class...

Move...
Import...
Export...

Image 125: Popup menu where the »Move« command is found
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When selecting the »Move« command, you will receive the »Move entity« dialog box, where the
»Move to« field is used to enter the classification code of the new parent entity, and the
»Reason to movec field is used to enter the reason for the move.

The move of the entity is confirmed using the »OK« button.

ﬂ@ Move entity @

Move to: C=01"F=2014-00002

Reason to move: |

[ ok || Ccancal

Image 126: Move entity dialog box

The classification code serves as a unique locator of the entity within the classification scheme
and appears in canonical form. It consists of the relative classification codes of the entities,
which are made of prefixes that specify the type of entity and its value, and are separated by
the character »”«. The prefixes are as follows:

e »C=«for classes.

e »F=«for folders.

e »D=« for documents.

Example: The canonical form of the classification code of document O0O07 located inside folder 2014-01,
which is located inside class OO2, which is located inside class 01 looks like this: C=01"C=002"F=20174-
01"D=0001

For more information on classification codes in canonical form see the IMIS’ /ARChive user

manual chapter 3.5.5 Access.

When a moved entity is opened in the reading or editing mode, it has a new section called
»Move« under the »System properties« tab in the bottom right view of Windows Explorer.

The section »Move« shows the metadata of the moved entity (see chapter 4.53.3 Moved entity

attributes).

Warning: The following rules apply when a user is moving entities.
o All entities can be moved, no matter if they are closed or open.

e Several entities can be moved simultaneously when they are selected together in the list of

entities.



e (lasses can be moved directly into the root of the archive by leaving the »Move to« field empty,
and only completing the »Reason to movec« field. When moving an entity, be careful that its

security class is not »Inherited« but always explicitly set.
o [Documents that are situated directly inside a class cannot be moved inside folders,

and documents situated in a folder cannot be moved directly inside a class.

4.2.14 Delete
The IMiS®/Client enables two ways of removing an entity from the classification scheme:
e |Immediate deletion.

e Marking an entity for later deletion (delete queue).

A user must have the appropriate access rights to execute any of these two actions.

4.2.14.1 Immediate deletion of an entity

To execute a delete action, the user must have the »Delete« right on the selected entity.

To learn how to check the effective rights of a user see chapter 4.1.3 Entity information.

Prior to deletion, the user has to make sure the classes or folders he is about to delete do not

contain entities.

Note: Classes or folders that contain entities cannot be deleted. The same is true for all closed entities

(the value of the »Status« attribute is »Closed«).

o= =
@Qvlﬂ v Archives » iarclimis.si » 03 » 01 ~ | 42 ]| Search Libraries ol
File Edit View Tools Help
Organize * Open Edit MNew = Delete Actions = Search [l t@.'
Classification code Title
il Archives 03.01/00007 Invoice 2015/125
LY arclimis.si 03.01/00008 Invoice 2015/126
i 01 Administration 02.01/00009 Invoice 2015/127
74 02 Company Data
7 03 Finance
4 01 Accounts Payable
4 02 Accounts Receivable
= 03 Payments
3 04 Manufacturing Attributes |Se:urity| Activity Log | System Properties |
4 05 Human Resources
- 06 Reporting =l System
-4 07 Public Relations Title Inveoice 2015/126
- 08 External Description
4 09 Global Status Opened [Inherited]
- 10 Internal Security class Unclassified [Inherited]
2 11 Marketing Significance
4 12 Publications » Owner
79 99 Legacy object containers Keywords -
<] Administration -
Found 3 entities

Image 127: Deleting an entity via the command bar



To delete an entity, first select an archive server in the left view of Windows Explorer.
Find and select the entity you wish to delete. By choosing the »Delete« command in the top

command bar, or by pressing the »Delete« key, you will open the entity deletion dialog box.

ﬂﬁi‘! Delete document 03.01/00008 IEI

Reason to delete:

Description:  Enter mandatory description

Cancel |

Image 128: Entity deletion dialog box

Enter the »Reason to delete« into the appropriate field, which is mandatory. Since the entity's
description is an optional metadata that becomes mandatory when the entity is being deleted,
you are now able to change it. If the entity contains no description and you attempt to delete it,
the server will deny the request. Once the mandatory fields are completed, deletion is executed

by choosing »OK«, or it can be cancelled by choosing »Cancel«.

Following deletion, the entity is removed from its previous class or folder and goes into the
»Trash« system folder. The following attributes remain unchanged on the entity: classification

code, title and description. All other metadata is removed.

A deleted entity receives the following new attributes:
e »Date deleted«: date and time of deletion.
e »Agent«: the user who executed the delete action.

e »Reason«: reason for deletion as it was input by the agent.

Class, code Title Description - Reason Date deleted Agent
® 08.02-2014-0000 Document in Folder 01 Obsolete document 20,5.2014 13:12:39 Jure Puhek (User)

Image 129: Display of a deleted entity's metadata

The entity is no longer accessible in the classification scheme, and remains visible only in the

»Trash« report.



4.2.14.2 Marking an entity for later deletion

If the user has the »Write« access right on the entity, but does not have the »Delete« access
right, user is able to mark the entity for later deletion, which will be performed by a user with
the »Deletion« role on the server. For the display of a user's current effective access rights

see chapter 4.1.3 Entity information.

All types of entities can be marked for later deletion. The procedure is as follows:
1. Find and select the entity you wish to mark for later deletion.
2. By choosing the »Edit« command or pressing the »F2« key, the selected entity is opened
in editing mode.
3. In the first tab »Attributes« in the section »Systemg, select the »Significance« attribute.
Change the value of this attribute to »Delete« in the pick list of possible attribute values.
4. When the value of the »Significance« attribute is changed, save the entity using the

»Save« command. The new value »Delete« is then stored to the server.

=5 e X
@vvm v Archives » iarcLimissi » 03 » 01 + [ 44 ][ Search Libraries 2|
File Edit View Toels Help
Organize + Open New ~ Delete Actions = Search il E:ﬂ:'
i Classification code Title
s Archives 03.01/00007 Invoice 2015/125
A iarct dmis.si 02.01/00008 Invoice 2015/126

4 01 Administration 03.01,/00009 Invoice 2015/127
4 02 Company Data
4 03 Finance

) 01 Accounts Payable

5 02 Accounts Receivable Attributes | Content | Physical Content | Security | Activity Log | System Properties |

= 03 Payments
4 04 Manufacturing 4 System
4 05 Human Resources Title Invoice 2015/126
4 06 Reporting 3 Description
Al 07 Public Relations Status Opened [Inherited]
- 08 External Security class Unclassified [Inherited]
4 09 Global Significance h
4 10 Intemal ¥ Owner
A 11 Marketing Keywords g:rar‘nanent
4 12 Publications Retzin

1 99 Legacy object containers
Administration - |Significance How important this entity is.

Found 3 entities

Image 130: Marking an entity for later deletion

4.2.14.3 Managing the delete queue

Entities whose »Significance« attribute is set to »Delete« appear in the list of entities waiting
for deletion. This list is found in the »Queue« folder in the »Trash« folder in the »Administration«
system folder. The »Trash« folder can only be accessed by users who have a »Deletion« role on

the server.



@Qv‘ % + Archives » iarclimissi b Administration » Delete queue » - [ 42| 5
File Edit View Tools Help
Organize » & E:ﬂ:'
- Classification code Title
Ll m Archives 08.03.01/00001 Document 050203
4 ll) iarclimis.si 08.02-2015-00004/000C Brochure 2014
il 01 Administration 03.01/00008 Invoice 2015/126
> ;9 02 Company Data
> 7 03 Finance
> 7 04 Manufacturing
> s 05 Human Resources
» 7 06 Reporting
» ;9 07 Public Relations
* e 08 External
> = 09 Global
> 7 10 Internal E
» 7 11 Marketing
» [zl 12 Publications
» 0 99 Legacy object containers
4 1] Administration
T Delete queue
B Export
|_<_‘E.ll Import
% Transfer
& Trash -
Found 3 entities

Image 131: List of entities marked for deletion in the »Queue« folder

More information on server roles is available in the IMIS /ARChive Server user manual chapter

335 Access.

By selecting the »Queue« folder, the bottom right view shows all the entities that were marked
for deletion by various users. In this overview, the classification code is expressed as an
absolute value. A user with a »Deletion« role on the server is responsible for checking the exact
content of the entities and making the final decision whether or not to delete them.

If deletion is warranted, the entity is deleted by choosing the »Delete« command in the top
command bar or pressing the »Delete« key. The deletion procedure is outlined in chapter

4.2.14.1 Immediate deletion of an entity.

If a user with a »Deletion« role on the server decides the entity should not be deleted, user can
remove it from the delete queue. This is done by changing the »Significance« attribute of the

entity to a value other than the »Delete« value.

The procedure for removing an entity from the delete queue list is as follows:
1. A user with a »Deletion« role on the server selects the entity to remove from the list.
2. By choosing the »Edit« command in the top command bar or pressing the »F2« key,

the selected entity is opened in editing mode.
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3. In the first tab »Attributes«, under the section »Systeme, the user selects the
»Significance« attribute.

4. The value of this attribute has to be changed from »Delete« to a different value in the pick

list of possible values.

5. When the value is changed, the entity is saved using the »Save« command.

The new value of the »Significance« attribute is stored to the server, and the entity will be
removed from the list.

o]e ==
@Qvﬁ, b Archives » iarclimissi b Administration b Delete queue b ~ [ 42 ||[ Search Administration ol
File Edit View Tools Help
Organize + Open Delete il .@.
-~ Classification code Title
113% Archives 08.03.01/00001 Document 050203
AJ) iarclimis.ci 08.02-2015-00004/000C Brechure 2014
7 01 Administration 03.01/00008 Invoice 2015/126
= 02 Company Data
= 03 Finance
- 04 Manufacturing
= 05 Human Resources .
= 06 Reporting
' 07 Public Relations Attributes ‘Conteﬂt| Physical Content | Security | Activity Log | System Properties |
3 08 External
9 09 Glebal 4 System
4 10 Intemnal = Title Invoice 2015/126
9 11 Marketing Description
= 12 Publications Status Opened [Inherited]
3 99 Legacy object containers Security class Unclassified [Inherited]
Administration Significance
‘J Delete queue » Owner
Export Keywords
Import
% Transfer
& Trash ~ |Significance How impertant this entity is.
Found 3 entities

Image 132: Removing an entity from the delete queue list

Once you refresh the delete queue list, the entity will no longer appear there. You can still find

it in its old location in the classification scheme.

4.2.15 Changing the status of an entity

To change the status of an entity, the user must have the »Change status« access right on the
entity. Changing the status of existing entities in the IMiS"/Client is done using the »Status«
command, which is available for the selected entity in the »Actions« section accessible in the:

e Command bar of Windows Explorer.

¢ Right-click popup menu in the classification scheme.

¢ Right-click popup menu in the list of contained entities.
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Reports 3

Print 3

Actions 3 Status... L\\)
Search... Security class...

Move...

Import...

Export...

Transfer...

Image 133: Popup menu for choosing the »Status« command

In the »Set entity status« dialog box, the user selects the desired status from a pick list offered

in the »Status« field. The list only shows values other than the current status of the entity.

The following predefined status values are possible:

e »Inherited« the status of the entity is implicitly inherited from the parent entity.

In the case of root classes, this status is equal to »Opened«.
e »0pened«: the status of the entity becomes explicitly »Openedx.

e »Closed«: the status of the entity becomes explicitly »Closed«.

The user writes a reason for the status change in the »Reason to change« field. The change of

status for the selected entity is confirmed using the »OK« button.

{3 Set entity status @

Status: [CI osed - |

Reason for change:

[ ok [ cancel |

Image 134: Status change dialog box

4.2.16 Changing the security class
To change an entity's security class, the user must have the »Change security class« access
right on the entity. Changing the security class of an entity in the IMiS®/Client is done using the
»Security class« command, which is available for the selected entity in the »Actions« section
accessible in the:

e Command bar of Windows Explorer.

¢ Right-click popup menu in the classification scheme.

¢ Right-click popup menu in the list of contained entities.



Reports 3

Print 3

Actions 3 Status...
Search... Security class... %
Move...
Import...
Export...
Transfer...

Image 135: Popup menu for choosing the »Security class« command

In the »Set entity security class« dialog box, the user selects the desired security class from a

pick list offered in the »Security class« field. The list only shows values lower or equal to the

user's own security class level.

The following predefined values are available (listed from lowest to highest):

sInherited«: the entity's security class is implicitly inherited from the parent entity.

In case of root classes, the security class value is removed.

»Unclassified«: access to the entity is not limited.

»Restricted«: the entity is an internal matter. It can only be accessed by users with a
clearance level »Restricted« or higher.

»Confidential«: the entity is confidential. It can only be accessed by users with a
clearance level »Confidential« or higher.

»Secret«: the entity is considered secret. It can only be accessed by users with a
clearance level »Secret« or higher.

»Top Secret«: the entity is considered top secret. It can only be accessed by users with

the »Top Secret« clearance level.

The user enters the reason for the change of security class into the »Reason to change« field.

The change is confirmed by clicking the »OK« button.

ﬂﬁ‘! Set entity security class @

Security class: [Confidential v|

Reason for change:

[ ok || Cconcel |

Image 136: Dialog box for changing the security class



4.2.17 Acquiring authenticity evidence

Authenticity evidence is created on the IMiS®/ARChive Server for those entities whose
»Status« attribute value is changed to »Closed« by a user, and which contain at least one
metadata or content intended for evidence creation.

Evidence is created in packets, according to predetermined time intervals.

In case authenticity evidence for the selected entity already exists on the archive,
the user can retrieve it by using the »Authenticity evidence« command.
This command is found in the »Actions« section accessible via the:

e Command bar of Windows Explorer.

¢ Right-click popup menu in the classification scheme.

e Right-click popup menu in the list of contained entities.

Reports »

Print »

Actions 9 Security class...

Search... Authenticity evidence... L\)
Maove...
Import...
Export...

Transfer...

Image 137: Popup menu for choosing the »Authenticity evidence« command

When choosing »Authenticity evidence«, the user receives a dialog box for the selection of the
folder where the evidence files should be exported. The export of evidence is confirmed using

the »OK« button.

Browse For Folder @

Select export folder

18 Computer
4 &, Local Disk (C)
Perflogs
Program Files
Program Files (x86)
ProgramData
Temp
Totalemd
Users
Windows
- Temp (Nwhboxsr) (D)
e DVD Drive (E2)

s

Image 138: Dialog box for selecting the export folder of authenticity evidence files
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Warning: Depending on the settings of the IMIS*/ARChive Server, authenticity evidence is created in
certain intervals. The default setting is 5 minutes. The evidence thus becomes available when this time

period has elapsed.

The authenticity evidence includes these two file types:

e »AIP.xml«: XML file that contains the »Archival Information Package — AlP«, which is a
summary of the entity's metadata and content subject to the authenticity verification
procedure.

¢ »EvidenceRecord X.xml«: one or more XML files that contain the evidence record of the
entity according to the »Evidence Record Syntax — ERS« standard, which prescribes a
system for ensuring the authenticity of long-term archived content. The »X« in the name

of the file means the successive number of the record.

<Zxml version="1.0" encoding="UTF-8"?>

<aip:AIP xmins:ajp="http.//www.imis.eu/imisarc/aip" xmins.ds="http.//www.w3.org/2000/09/xmldsig#">
<aip:Header Version="1">

<ds:CanonicalizationMethod Algorithm="http.//www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
</aip:Header>

<aip:Attribute ld="sys:Closed" Type="16">
<aip:Value>2014-03-31T16:23:50.4071+02:00</ajp: Value>

</aip:Attribute>

<aip:Attribute ld="sys:Opened" Type="16">
<aip:Value>2014-03-31T16:23:47.094+02:00</aip.Value>

</aip:Attribute>

<aip:Attribute ld="sys:Status" Type="18">

<aip.Value>Closed</aip.Value>

</aip:Attribute>

<aip:Contentld="sys:Content">

<ajp.Content\/alue>
<ds:DigestMethodAlgorithm="http.//www.w3.org/2001/04/xmlenc#sha256"/>
<ds.DjgestValue>0NPJp3qgfSkFm... T5irp0T+SrdMp+VE=</ds:Digest\Value>
</aip:ContentValue>

</aip:Content>

</aip:AlP>

Image 139: Example archive information package

<?xml version="1.0" encoding="UTF-8"?>

<EvidenceRecord xmins="http.//www.setcce.org/schemas/ers" Version="1.0">
<ArchiveTimeStampSequence>

<ArchiveTimeStampChain Order="1">

<DigestMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#shal"/>
<CanonicalizationMethod Algorithm="http.//www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
<ArchiveTimeStamp Order="1">

<HashTree>

<Sequence Order="1">

<DigestValue>RiHMqgrhrGATA/fDYJVOEIVg4fTw=</DigestValue>
<DigestValue>dawWHxNEIuddA70+NGHYNd3ApGE=</DigestValue>

</Sequence>

<Sequence Order="2">

<DigestValue>vgBElgW7kGPUaFB/gE6tf{UFWwylE=</DigestValue>

</Sequence>

</HashTree>

<TimeStamp>

<TimeStampToken Type="XMLENTRUST">

<dsig:Signature xmins:dsig="http.//www.w3.org/2000/09/xmldsig#" Id="TimeStamp Token">
<dsig:Signedinfo>
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<dsig:CanonicalizationMethod Algorithm="http.//www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
<dsig-SignatureMethod Algorithm="http.//www.w3.org/2000/059/xmldsig#rsa-shal"/>
<dsig-Reference URI="#TimeStampinfo-13ED106F54C2C33E04200000000000076B07">
<dsig:DijgestMethod Algorithm="http.//www.w3.org/2000/039/xmidsig#shal"/>
<dsig:DigestValue>WwSCkWO4udY+/kvwMglL59scG3k=</dsig:DigestValue>
</dsig.Reference>

<dsig-Reference URI="#TimeStampAuthority">

<dsig:DigestMethod Algorithm="http.//www.w3.0rg/2000/09/xmlidsig#shal"/>
<dsig:DigestValue>jBbwhFukHoDEjcimzgEZt XDF/ko=</dsig.DigestValue>
</dsig.Reference>

</d’sig.Signedinfo>

<dsig:SignatureValue>J5Vmm3IHRYg YzPouh... ELWNov32qUw==</dsig.SignatureValue>
<dsig.Keyinfo ld="TimeStampAuthority">

<dsig:X509Data>
<dsig:X509Certificate>MIIFYDCCBEI..InphHBIzxEkKFU3</dsig:X509Certificate>
</dsig:X5090ata>

</dsig.Keylnfo>

<dsig.Object ld="TimeStampinfo-13ED106F54C2C33ED420000000000007B07">
<ts.TimeStampinfo xmins.ds="http.//www.w3.0rg/2000/09/xmlidsig#" xmins:ts="http.//www.entrust.com/schemas/timestamp-
protocol-20020207">

<ts.Policy id="http.//www.si-tsa.si/dokumenti/SI- TSA-politika-za-casovni-zig-1pdf"/>
<ts.Digest>

<ds.DigestMethod Algorithm="http.//www.w3.org/2000/05/xmldsig#shal"/>
<ds:DigestValue>kKsYK3bWhkp5Zc/wbgssA/XIbNsA=</ds:DjgestValue>

</ts:Digest>
<ts:SerialNumber>108487637460..6624147310345175</ts:SerialNumber>
<ts.CreationTime>2014-04-02T7089:45:00.0932</ts.CreationTime>
<ts.Nonce>79489411139179750976</ts.Nonce>

</ts:TimeStamplinfo>

</dsig.Object>

</dsig.Signature>

</TimeStamp Token>

<CryptographiclnformationList>

<Cryptographicinformation Order="1" Type="CERT">

MIIEHDCCAwSgBAgIE... z90z6gk/EvorAfGEhuBInBxVeollp
</Cryptographicinformation>

<Cryptographiclnformation Order="2" Type="CRL">

MIISKTCCERECAREWDQYJ.... pYOBSYQAMkwE19LRSIl/YOFg
</Cryptographicinformation>

</CryptographicinformationlList>

</TimeStamp>

</ArchiveTimeStamp>

</ArchiveTimeStampChain>

</ArchiveTimeStampSequence>

</EvidenceRecord>

Image 140: Example evidence record

4.2.18 Viewing the audit log
You can view the audit log by using the »Audit log« command accessible via the:

e Popup menu in the »Reports« section for the selected archive, class or folder in the

classification scheme.

e Popup menu over an entity selected in the list of contained entities.
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The »Audit log query builder« dialog box is displayed, where the user can set the following audit

Collapse

Reports 4 Audit log... l,\[I-_.-?
Print 3 Folders

Actions 4 Documents
Search... Contents
Preferences... (e
Configure...

Remave archive

Log out

Image 141: Popup menu for selecting the »Audit log« command

trail search parameters:

»Date Range«: the audit log query can be limited by setting the initial and final date.

The final date is sufficient to start a query. If the initial date is not specified, the search

takes complete history into account.

»Parameters type«: search the audit log by:

- IP addresses by choosing »IP addressx«.

- User names by choosing »User namex«.

- Computer names by choosing »Computer namex«.

»Parameters scope«: specify the scope of parameters:

- Range between an initial and a final value when choosing »Range«.

- List of individual values when choosing »Listx.

»Addresses«: the user gives a list of IP addresses of the searched users.
»Entity Ids«: the user gives a list of identifiers of the searched entities.
»Sort order«; specify the sort order of audit log search results according to:
- Date and time, represented by the value »Timestampx.

- Object identifier, represented by the value »Object Id«.

- Session number, represented by the value »Session number«,

»Report formats«: selection of audit log query formats. The possible formats are:

- XML

- Text (individual fields separated by a comma, CSV).

»Report file path«: set the path of the report file. The option »Automatically launch

default application« allows you to open the report in the default application for the

selected report format.



ﬂ@ﬁ.udi‘tlog query builder EI@

Scope
Root iarcl.imis.si

Include Options
| Classes | Folders | Documents Recursive

Date range: v -

Parameters type Parameters scope
@ IP address Range @ List

User name
Computer name

Addresses Entity Ids
Sort order Display session info Display event info
Timestamp A| | IP address | Timestamp
Entity Id - | 7] User name 9] 1d
Session number | Computer name | Type
| Message

Report formats Report file path

XML CAUsers\robert\AppData\Local\ Templauditlog.csv El
@

v | Automatically launch default application

[ Execute ] [ Cancel |

Image 142: Configuring the audit trail query

When the parameters are set, the query is started by choosing »Execute« or cancelled by using

»Cancel«,

4.3 System attributes

System attributes are predefined. On the IMiS°/ARChive Server they are specified by the
attribute scheme and have prescribed properties.
Attributes can be:

e Publicly accessible (accessible to all users no matter what access rights and roles they

havel.

¢ Required, which means that the attribute value has to be input before the entity can be

saved.

e Read-only.

Attributes can have multiple values, pick list values, and any combination of possible properties.
Attribute values can also be inherited. The table below describes the possible attribute

properties.



Name of attribute property Description

Public Attribute is publically accessible to all users.

Required Attribute value is mandatory.

Unigue Attribute value must be unique.

ReadOnly Attribute value cannot be changed.

MultiValue Attribute has multiple values.

PickList Attribute must have one of the values from the pick list.
Searchable Attribute is searchable.

Inherited Attribute values are inherited from the parent entity.
AppendOnly Attribute values may only be appended.

IncludelnAlP Attribute values are part of the archive information package.

Table B: Description of possible attribute properties

In addition to limitations that specify attribute properties, certain other system limitations also
apply. For example, some attributes are only available for specific types of entities, and some
only for entities in a specific location in the classification scheme, or after a specific action has
been executed, such as transfer or import.

All the system attributes of the IMiS°/ARChive Server are described below.

4.3.1 General system attributes

The general system attributes of an entity consist of various attributes such as »Titleg,
»Description« and »Classification code«. General attributes contain mandatory as well as
optional attributes. Most attributes are available for all entities. The exceptions are »Statusg,
»Opened date« and »Closed date, which are present for classes, folders, and those documents
that are located directly under a class. Attribute »Significance« is available for folders and

documents only. The table below lists and describes all the general system attributes.

Name Description

Classification code Contains the entity's classification code within the classification scheme.
The classification code is generated automatically on the archive server.

Example: The classification code 01-2014-00004,/00001 represents
document 00001, located inside folder 2014-00004, located inside class O1.

The classification code is a publically accessible type of metadata.

Title Saves/contains the title of the entity. The title is a required, public metadata

that enables search.

Description Saves/contains a short description of the entity.

The description is a public metadata.




Name

Description

Status

Saves/contains the status of the entity. The status is a required metadata for
all entities that are either classes, folders, or documents directly under
classes. It is a public metadata that enables search.
The possible values are:
¢ »0Opened«: the entity can be edited by a user with the appropriate
effective access rights (the right to write)

o »Closed«: the entity cannot be edited.

Opened date

Contains the date and time the status of the entity was changed to »Opened«.

The opened date is public metadata, is read-only and enables search.

Closed date Contains the date and time the status of the entity was changed to »Closedx.
The closed date is public metadata, is read-only and enables search.
Significance Saves/contains the significance rating of the entity. Significance is a required

metadata for folders and documents. It is public metadata that enables
search. The possible values are:

e »Vital«: entity is vital.

e »Permanent«: entity is permanent.

e »Retain«: entity should be retained.

o »Delete«: entity is queued for deletion.

Security class

Saves/contains the security class of the entity. The security class is optional
metadata for all new entities. Once it is set, it cannot be modified without
stating a reason for change. The security class is a public metadata that
enables inheriting and enables search.

The possible predefined values are:

e »Unclassified«: entity is freely accessible.

o »Restricted«: entity is of an internal nature. Can only be accessed by
users with clearance level »Restricted« or higher.

e »Confidential«: entity is confidential. Can only be accessed by users with
clearance level »Confidential« or higher.

e »Secret«: entity is secret. Can only be accessed by users with clearance
level »Secret« or higher.

e »Top Secret«: entity is top secret. Can only be accessed by users with

clearance level »Top Secret«.

Creator

Contains the creator of the entity (name of user who created it). The value is
set when an entity is created on the IMiS®/ARChive Server and cannot be

changed. The creator is a public metadata, is read-only and enables search.

Owner

Saves/contains the owner of the entity. The value of the attribute is selected
from among the currently registered users of the archive server. The owner is

a public metadata that enables search.

Keywords

Saves/contains keywords related to the entity. This attribute can have

multiple values and is a public metadata that enables search.




Name

Description

Status

Saves/contains the status of the entity. The status is a required metadata for
all entities that are either classes, folders, or documents directly under
classes. It is a public metadata that enables search.
The possible values are:
o »0pened«: the entity can be edited by a user with the appropriate
effective access rights (the right to write).

o »Closed«: the entity cannot be edited.

External Ids

Saves/contains external identifiers of the entity. This attribute can have

multiple unique values and is a public metadata that enables search.

Warning: When entering values, keywords should be separated using the
»Enter« key or the semicolon character (; ).

Save log

Contains a report on the verification of the electronic signature for digitally
signed content. This attribute can have multiple, added values. It is a public
metadata that enables search

Table 7: Description of general system attributes

4.3.2 Security class change attributes

Security class change attributes are created by the IMiS°/ARChive Server when an entity's

security class is changed. They store the agent of the change, the reason and date of the

change, and the value before and after the security class change.

Name Description
Agent Contains the agent (user who changed the entity's security class).
Reason Contains the reason for the security class change.

Modified date
Before change

After change

Contains the date and time the security class was changed.
Contains the security class value prior to the change.

Contains the security class value after the change.

Table 8: Description of security class change attributes

4.3.3 Moved entity attributes

Moved entity attributes are created by the server when an entity is moved. They store the

agent of the move, the reason and the date.

Name Description

Agent Contains the agent of the move.

Reason Contains the reason for the move.

Moved date Contains the date and time the entity was moved.

Table 9: Description of moved entity attributes




4.3.4 Deleted entity attributes

Deleted entity attributes are created by the server when an entity is deleted. They store the

agent of deletion, the classification code, the reason for the deletion and its date.

Name

Description

Agent
Classification code
Reason

Deleted date

Contains the agent of the delete action.
Contains the classification code of the deleted entity.
Contains the reason for the entity's deletion.

Contains the date and time the entity was deleted.

Table 10: Description of deleted entity attributes

4.3.5 Transferred entity attributes

Transferred entity attributes are created by the server when an entity is imported.

They store the system identifier, the classification code of the transferred entity, the audit log

and the date of import.

Name

Description

System Id
Classification code
Audit log
Imported date

Contains the unique system identifier of the transferred entity.
Contains the classification code of the transferred entity.
Contains the audit log of the transferred entity.

Contains the date and time the entity was transferred.

Table 11: Description of moved entity attributes

4.3.6 Email attributes

Email attributes are only available for documents that have been created using an email

template. Email attributes store information about the email such as the sender, recipients,

and sent date.

Name Description

Message Id Contains the automatically generated message identifier.

From Contains the address of the sender. This metadata is mandatory.

To Contains the addresses of the email's recipients.

CC Contains the addresses of the email's CC recipients.

BCC Contains the addresses of the email's hidden recipients.

Subject Contains the subject of the email message.

Priority Contains the email priority status.

Signed Contains a value that registers if the email was electronically signed.

Date Contains the date and time the email was sent. This metadata is mandatory.

Table 12: Description of email attributes




4.3.7 Physical content attributes

Physical content attributes are only available for documents. The existence of physical content
is specified by the unique physical content identifier. The physical content has a home location,

which changes when it is checked out. The change of location is saved in the »status« attribute.

Name Description

Identifier Contains the unique identifier of the physical content.

Description Contains a short description of the physical content.

Status Contains the current status of the physical content. Possible values are:

Status change date
Home location
Current location
Custodian

Return date

- »CheckedIn«: the physical content is stored at its home location.

- »CheckedQOut«: the physical content has been sent to another location.
Contains the date and time of the physical content's last status change.
Contains the home location of the physical content.

Contains the current location of the physical content.

Contains the name of the physical content's custodian.

Contains the expected return date of checked out content.

Table 13: Description of physical content attributes

4.3.8 Review process attributes

Review process attributes are available only during review processes.

Name Description
Members Users who perform review process.
Action By selecting one of the valid values, you influence the review process.
Valid values:
e »Reviewing«: the value represents the action of reviewing entities in the review
process and does not influence the server.
o »Complete«: the value represents the action of completing the review process
on the server.
e »Discard«: the value represents the action of canceling the review process on
the server.
Comments Optional attribute which is used for entering various comments, explanations and
other information that is in any way connected with the review process.
Message Short error description entered by IMiS®/ARChive Server.

In the event of an error during the preparation or implementation phase of the review

process. Also recorded in the attribute is the successful completion of the review

process.




Name Description
State This value is set by IMiS®/ARChive Server during the review process.
Valid values:
e »Unknown«: this value represents an invalid state of the review process.
e »Created«: this value is set by the server when the user creates a new review.
e »Preparing« this value is set by the server during the content creation phase
for the review process.
e »InReview«: this value is set by the server after successfully creating the
entities for the review process.
e »Completing«: this value is set by the server when beginning of the review
process.
e »Completed«: this value is set by the server after successfully implementing
the review process.
e »Discarded«: this value is set by the server after successfully canceling the
review process.
e »Failed«: this value is set by the server if an irreparable error occurred during
implementation or cancellation.

Scope Represents the classification code of the entity under which the preparation phase of
the review process will be implemented. If this value is not present, the preparation is
implemented on the entire archive.

Query This value represents the query which will/has captured entities for the review
processes. This value is set if the »Ad hoc« function was selected for creating the
process.

Table 14: Description of review process attributes

4.3.9 Entity attributes in the decision-making process

Decision-making entity attributes are available only to the entity undergoing the process.

Description

Classification code
Title
Action

Reason

Comment

Transfered

Transfer id

Contains the entity classification code in the classification scheme.

Title of the selected entity.

Contains the action which will be implemented over the selected entity during the
execution process. This value is copied from the effective retention policy.
Contains the reasons for the action to be implemented over the entities.

This value is copied from the effective retention policy.

Contains a random comment which is entered during the transfer process.

This attribute value states whether the entity transfer was successful or not.
Valid values: »true« or »false«.

Contains a value that represents a reference to the transferred entity.

Table 15:

Description of entity attributes in the decision-making process




4.4 Authenticity

The IMiS®/Client ensures the authenticity of stored electronic records for the lifelong duration

of storage.

4.4.1 Digital certificate

The digital certificate and the private key are issued by a trusted Certificate Authority (CA)
that manages the certificates. The certificate contains information that uniquely identifies the
person who owns it. In addition to the private key disclosed only to the holder, it also contains
a certified copy of the public key, which is used by third parties to verify the authenticity of
content electronically signed using the certificate.

The public key and electronic signature authenticate the identity of the private key's holder.

Qualified digital certificates are used for:
e Secure internet communication using the SSL (Secure Sockets Layer) and TLS
(Transport Layer Security) protocols.
e Secure email traffic using the S/MIME (Secure Multipurpose Internet Mail Extensions)
protocol.
e Encryption and decryption of data in electronic form.
¢ Digital signing of data in electronic form, and the verification of the key holder's identity.

e Services or applications that require the use of qualified digital certificates.

Users can have several different digital certificates installed on their computer.

The choice of trusted certification authority is up to the user.

4.4.1.1 Digital certificate validity

The digital certificate has an expiration date. The validity of the electronic signature depends on
the validity of the digital certificate, which is limited to a maximum time period of 5 years
according to provisions of Article 32 of the Regulation on Electronic Business and Electronic
Signatures.

When a digital certificate expires, it becomes invalid and can no longer be used.

4.4.1.2 Checking the validity of the digital certificate

Each time it saves an electronically signed content in the PDF/A, TIFF or XML formats or an
email message in the EML format, the IMiS°/ARChive Server automatically checks the validity
of the digital certificate using the Certificate Revocation List (CRL) of the issuing authority.



During the validity checking procedure, the IMiS°/ARChive Server sends the serial number of
the certificate to the trusted authority's digital certificate server. The server, which frequently
updates certificate revocation lists, then sends electronically signed information about the

certificate's status to the user.

4.4.1.3 Installation of the digital certificate

A digital certificate is obtained from a trusted Certificate Authority (CA). The issuing
authority's website describes the procedure of installing the certificate on the computer.
If you wish to view all the currently installed digital certificates, use the following Windows

commands: »Tools« -> »Internet options« -> »Content« -> »Certificates«.

4.4.1.4 Revocation of the digital certificate

A trusted certificate authority can revoke their certificate(s), making them invalid.

The authority's digital certificate server contains lists of active and revoked certificates.

The Certificate Revocation List (CRL), based on the X.509 standard, shows a list of certificates
(ID code, date and time of revocation) that were revoked by the authority before having

expired.

4.4.2 Electronic signature

Electronic signatures are based on asymmetrical cryptography. Users signs content with their
own private key. The private key is only accessible to a particular user and is saved in their
digital certificate, protected by a password. The password is set by the user upon installation

and can also be changed later.

The public key is accessible to anyone, and the trusted certificate authority (CA) guarantees
it belongs to a particular organization. Anyone can verify the organization's digital signature by

processing it with the corresponding public key.

The electronic signature proves the authenticity and integrity of a signed document. It enables
recognition of the signer, confirms the content has not been modified, and provides a link

between the signer and the signed content.

Any change to the content of a document or its metadata will make the signature invalid.
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4.4.2.1 Process of electronic signing

Using the electronic signature, the user integrates data from the digital certificate with the
content of the document. On the basis of a hash algorithm, the complete content of the
document is transformed into a unique string of data (digital fingerprint), which is encrypted
with the user's private key. The private key is stored in the digital certificate or in a separate
private key storage location, depending on the settings. The digital fingerprint is integrated
with the content of the document along with information about the digital certificate and the
corresponding public key, but not the private key. By using the public key, anyone can then

verify the user's electronic signature.

The IMiS®/Client enables the electronic signing of TIFF and PDF/A file types.
This requires the use of either the IMiS®/Scan or IMiS®/View software modules.

(see the IMIS’/Scan and IMIS’/View user manual chapter 6.21 Electronic signatures).

4.4.2.2 \Verifying the validity of the electronic signature

The recipient of a signed document uses the signer's public key to verify the validity of the
document. The public key is found in the signer's digital certificate, which is also stored in the
signed document. If the signature is valid, this confirms the document was saved by the signer
and was not modified since then. The validation procedure also checks the validity of the

signer's digital certificate.

The IMiS®/Client enables the verification of electronic signatures during document capture or
when documents are being saved. The entire procedure is performed on the IMiS°/ARChive
Server for the document formats PDF/A, TIFF, XML, and for EML email messages.

The server then communicates the verification results to the client.

The verification message is displayed as a popup window under the »Content« tab, in the

bottom right view of Windows Explorer.

@ Save report for entity 25.01-2015-00001/00001 Document 98 % *
Verifying signed document.pdf : Signature status: VALID

Click for details

sSLo@ By L i D 1655

Image 143: Example of a pop-up window containing the result of the document's electronic signature
verification.
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The pop-up window automatically closes after a few seconds. By clicking on it in time, the user
is shown a pop-up window containing a report on the verification of the signed document.
The signature is automatically verified when a document is being archived to the server.

The archive server also saves documents with invalid electronic signatures.

it Save report for entity 03.03-2015-00001/00001 Contract 23]
Digital signature verification started: 2015-10-23T09:47:14.302+02:00

Verifying valid signed document.pdf :

Signature status: VALID

Certificate (subject: /DC=si/DC=imis/OU=IMi5/CM=Ales Vukman) revocation status is "WALID'.
Signing certificate subject: '/DC=si/DC=imis/OU=IMi5/CN=Ales Vukman'

Signing certificate issuer: '/DC=si/DC=imis/CN=Imaging5ystemsCA’

Valid from: '2014-12-24T09:38:46+01:00'

Valid to: '2016-12-24T09:48:46+01:00"

Digital signature verification ended: 2015-10-23T09:47:14.480+02:00

Image 144: Example of a report for a valid electronic signature of a document

s Save report for entity 03.03-2015-00001/00001 Contract (=23l
Digital signature verification started: 2015-10-23T09:43:30,646+02:00

Verifying signed document.pdf :

Signature status: VALID

Certificate (subject: /DC=si/DC=imis/OU=IMi5/CN=Ales Vukman) verification: certificate has expired

Error occurred while checking certificate chain (Certificate verification failed, Reason: 'certificate has expired'.)

Digital signature verification ended: 2015-10-23T09:43:30,683+02:00

Image 145: Example of a valid electronic signature and an expired digital certificate

ﬂﬁi‘b Save report for entity 25.01-2015-00001,/00001 Document 98 @
Digital signature verification started: 2015-10-22T17:22:20.539+02:00

Verifying valid signed document 2,pdf :
Signature status: VALID
Error occurred while checking certificate chain (Can not find signer certificate in cache [/C=5I/0=ACMLE").)

Digital signature verification ended: 2015-10-22T17:22:20.582+02:00

Image 146: Example of a valid electronic signature
for which the certification authority could not be verified.

i Save report for entity 03.03-2015-00001/00001 Contract =3
Digital signature verification started: 2015-10-23T09:50:09.629+02:00

Verifying invalid signed document.pdf :

Signature status: INVALID

Certificate (subject: /DC=si/DC=imis/OU=IMiS/CN=Ales Vukman) revocation status is 'VALID'
Signing certificate subject: /D C=si/DC=imis/OU=IMI5/CMN=Ales Vukman'

Signing certificate issuer: '/DC=si/DC=imis/CN=ImagingSystemsCA'

Valid from: '2014-12-24T09:38:46+01:00"

Valid to: '2016-12-24T09:48:46+01:00"

Digital signature verification ended: 2015-10-23709:50:09.708+02:00

Image 147: Example of an invalid electronic signature due to a modification of the document after
signing.



4.5 Review process

Each entity in the classification scheme has its own life span. Each class, folder or document
classified directly under a class must have at least one retention period set, which specifies the
time frame for the retention of an individual entity in the archive.

In addition to the time frame, the retention policy also contains the default action which will be
implemented in the review process. This action can be changed by the team members during a
controlled and planned process of implementation the transfer, disposition or permanent

retention of the content.

Status: Odprio Status: Odprio
State:/ State: ¥ pripravi

Status: Odprta
State: Postopek
odioéanja

Priprava
uspesna?

Ne

Odloganje Izvedba Status: Odprio

State: ¥ izvedhi

Izvajanie
uspesno?

Status: Zaprio
State: Uspedno

Favrienje

Strednik

Uporabnik

Status: Zaprio
State: Zavrzeno

Y

Status: Zaprio 4

State: Neuspesno

h 4

Image 148: Schematic of the review process

IMiS®/Client enables the user to:
e Prepare the review process.
e Review and select entities during the decision-making process.
e Implement the review process.
e Transfer selected entities.
¢ Review the content of documents.

e Review the selected retention periods.

The review process can be implemented by users with the »Review« role and the appropriate
access rights for reviewing. These access rights are set by the administrator when setting the
access rights in the »Configure« interface and the »Reviews« context.

More information on roles is available in the chapter 5.5.5.2.4 Roles in the IMiS"/ARChive
Server user manual.

All activities in the review process are implemented in the »Reviews« folder, classified under the

»Administration« system folder.



4.5.1 Preparation phase

In the left view of Windows Explorer the user selects the archive. Under the expanded list of
root classes the user expands the »Administration« system folder in which the »Reviews«
folder is located. By selecting the folder, the top right view shows the already prepared

»Reviewsk«.

[E=%EoR >
@Qv‘ 5 v Archives » iarc2imis.si » Administration » Reviews - | +5 H Search Adm )
File Edit View Tools Help
Organize » New ] ':9:'
4 W farc2.imissi 1 Name Title Description State
> i 04 Class 4 (k! 2015-00001 Disposed entities Failed
> 10 Class 10 i 2015-00002 Disposed entities 2 Failed |
? 9l 12 Class12 i 2015-00003 Disposed Entitties 2 Completed |
* 9 14 Class 14 g” 2015-00004 Pregled 1 Failed
> =3l 19 Class 19
B 21 Class 21 0—’ 2015-00005 Pregled 2 Failed
> B 22 Class 22 Q” 2015-00006 Pregled 3 Failed
+ 5 23 Class 23 o 2015-00007 Pregled 4 InReview
> 4 24 Class 21 +f 2015-00008 Pregled 5 InReview
> 78 25 Class 66 o 2015-00009 Pregled 10 let Failed
> =3l 26 Class 26 g—’ 2015-00010 Pregled 110 let Failed
" 21 Class 21 5 2015-00011 Prenos InReview
" 28 Class 28 i 2015-00012 Pregled 01102015 Discarded
A JeXei=e = g 201500013 Prenos2 Completed
? 9 30 Class30 o 2015-00014 Pregled Marko Completed
i - 22 E:asszi {o 2015-00015 Pregled Cetrtek Completed
. j 3 CI:ZZBB %2015-00016 Prenos 3 InReview
» 5 34 Class 34 o7 2015-00017 Pregled Petek InReview
4 & Administration #7 2015-00018 Prenos 4 InReview
= Reviews 5 2015-00019 Ales test za Markota InReview
# Export 5 2015-00020 Pregled 02102015 InReview
& Import g” 2015-00021 Pregled 11 Completed -
» & Trash v 4 1 3
Found 97 entities

Image 149: Display of reviews created in the review processes

By selecting the »New« command in the top command bar, a pop-up menu appears,

which offers the following two modes for creating a review of selected entities:
e »Regular«: preparation of review based on selected retention periods.

e »Ad hoc«: preparation of review based on the query provided. It is used when

transferring entities to a third archive.
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[E=N(ECR (5
@U'| v #rchives ¥ iarcoS.mis.si b Administration » Reviews - | 3 | | Search imiFciantned pel |
File Edit YWiew Tools Help
Organize » MNew | il .@.
Regular L\\g‘ Mame Title Description State  ©
8 Archives Ad hoc i z015-00001 Disposed entities Failed
W arc-w9@aev= TS
=t CETHEEL A iF 2015-00002 Disposed entities 2 Failed
Ul arc-wd@dev-jurel imis,si =
1] arc-vo@dev-sasol imis.si @" 2015-00003 Disposed Entitties 2 Cormnple:
L iarcos.imis.si [ 2015-00004 Pregled 1 Failed
) 04 Class 4 i z015-00005 Pregled 2 Failed
il 06 Class 6 {7 2015-00008 Pregled 3 Failed
ol 09 Class @
= ' 2015-00007 Pregled 4 InRevie
ol 10 Class 10
3 12 Class 12 7 2015-00008 Pregled 5 InRevie
0 14 Class 14 @" 2015-00009 Pregled 10 let Failed
(7 15 Legacy Archival Test ! z015-00010 Pregled 1 10 let Failed
il 17 Class 17 5 2015-00011 Prenos InRevie
9 19 Class 19 e scard
= 21 Class 21 @" 2015-00012 Pregled 01102015 Discar
4 22 Class 22 (@ 2015-00013 Prenos 2 Carnple
) 23 Class 23 @" 2015-00014 Pregled Marko Comple
Gl 24 Class 21 i 2015-00015 Pregled Catriek Carnple
il 25 Class 66 5 201500018 Prenos 3 IrRevic
9 26 Class 26 | P _
= 27 Class 27 o 2015-00017 Pregled Petek InRevie
o Administration o 2015-00015 Prenos 4 InRevie
71 Reviews £ 4 201500019 Ales best za Markota InRevie
# Export ¥ 2015-00020 Pregled 02102015 IR evie
Import
’? B 5 [ 2015-00021 Pregled 11 Comple ™
£ Trash - m | 3
i []. 0 items
Found 83 entities -

Image 150:

Creating a new regular review in the preparation phase

After selecting the »Regular« command, the user is shown a dialog box for selecting retention

periods.

Image 151 Dialog box for selecting retention periods

-3 Select retention policy

Trajno
10 let
5let
3 leta
Prenos

8 let

B3 =0
o)

Cancel

The user can select one or several retention periods for which he wishes to obtain a list of

entities. After confirmation with the »Select« command, the bottom right view shows the tabs

of a new review in the review process under entity information.
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 Attributes .-|Security -|'.System Pmpe:tia:]

4 System
Title
Description
Status Opened A
Cwner -
Keywords hd
4 Review
State Created

Message

Members- hd
MAction [Mone] -
Comments

Scope

Query

Image 152: Display of review attributes in the review process

After selecting the »Ad hoc« command, the »Search builder« appears to the user.
The user enters a query into the »Search builder«, based on which a list of selected entities will

be created. The »Search builder« is described in chapter 4.2.6. Search functions.

il Search builder = EEH =
Search settings Sort options

Scope Sort by Order

Root iarc2.imis.si -

Options Include

Recursive Inherited Classes Folders Documents
Attribute search conditions Full text search conditions

Attribute Relation Value Operator Value Operator
Search expression: | ([sys:Closed] == "2015-10-28T00:00:00+01:00" AND [sys:Closed] = "2015-10-29T00:00:00+01:00")
[ Execute ] [ Cancel ]

Image 153: Example of creating a list of entities which were closed on a specific date

After confirmation by clicking on the »Execute« button, the bottom right view shows the tabs of

a new review in the review process under entity information.
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Attributes |Securit_|,r| Activity Log | System Properties |
4 System
Title Transfer
Description
Status Opened
Owner
Keywords 4
4 Review
State InReview
Message Review prepared
Members Ales =
Action
Comments
Scope
Query ([sys:Closed] == "2015-10-28T00:00:00+01:00" AND [sys:Closed] < "2015-10-29T00:00:00+01:00")

Image 154: Display of review attributes in the review process

The value of the »Query« attribute represents a previously created query which cannot be

modified subsequently.

Problems: The most comimon problem when creating a new review in the review process is

that the user does not have the access right to create new reviews.

4.5.1.1 Entry of metadata

If the »Attributes« tab in the bottom right view of entity information has not been selected,
the user starts by selecting it. This tab contains the list of all process attributes

which can be entered by the user. For more information on entering metadata see chapter

4.2.2.2 Entry of metadata.

The list of attributes is divided into several categories:

e »System«: attributes are present on all entities.

See chapter 4.53.1 General system attributes.

e »Review«: attributes are present only when the entity is undergoing the review process.

See chapter 4.3.8 Review process attributes.

By creation of the review, two attributes are mandatory: »Title« and »Members«.
The user enters the title of the review into the »Title« attribute and the names of team

members performing the review into the »Members« attribute.



After entering the metadata, the user saves the review to IMiS®/ARChive Server.

The user executes this by selecting the »Save« command in the bottom command bar.

Attributes |Security | System Properties |

4 System
Title: Dispose after 10 years

Description

Status Opened A

Owner -

Keywords -
4 Review

State Created

Message

Members: John; Mary hd

Action [Neone] -

Comments

Scope

Query

Title Mandatory value for naming entity.

Image 155: Saving a new or madified review in the review process

This starts the transfer of all entered metadata to IMiS°/ARChive Server. After the review has

been saved, it is queued for preparation.

Problems: The most common problem during saving is that the value of the mandatory attribute has

not been entered.

4.5.1.2 Entity preparation phase

The phase of preparing a list of entities begins when IMiS°/ARChive Server detects that
entities are queued for review. The list only shows those entities which meet the condition of
the selected retention periods. Other criteria are considered in the process.

More information is available in the chapter 3.7.4 Filtering process in the IMIS’/ARChive

Server user manual.

While the review process is in the preparation phase, it cannot be modified.

During that time its »State« attribute shows the »Preparing« value.



MName Title Description State

u" 2015-00095 Pregled AP Completed
5 2015-00096 Prenos InReview
5 2015-00097 Pregled Ales InReview
57 2015-00098 Dispose after 10 years InReview

5 2015-00099 Dispose after 10 years

4 LUl ¥

Attributes |Security | Activity Log | System Properties |
4 System
Title Dispose after 10 years
Description
Status Opened
Owner
Keywords -
“ Review
State
Message Review prepared
Members lohn; Mary b
Action
Comments
Scope
Query

Image 156: Display of a review in the preparation phase

Once IMiS°/ARChive Server finishes preparing a list of entities, the value of the »State«
attribute changes to »InReview«. The preparation of a review is completed and awaits the

decision-making phase.

The entity placed on the list remains on that list even if its retention period is modified after the

list was prepared.

During the preparation phase of the review process an error can occur for various reasons.
In the event of an error, the review process is automatically cancelled. Such a process does not
contain entities on its list and cannot be prepared again. Such a list also cannot be edited.
The following attributes change their values:
e The value of the »Status« attribute changes to »Closedx«.
e The value of the »State« attribute changes to »Failed«.

e The cause of the cancellation is recorded into the »Message« attribute.
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Marme Title Description State
@" 2015-00006 Pregled 3 Failed H
5 2015-00007 Pregled 4 InReview
5 2015-00008 Pregled 5 InReview
@-’ 2015-00009 Pregled 10 let Failed
@" 2015-00010 Pregled 110 let Failed
5 2015-00011 Prenos InReview
o ) anar nnnen 8t sassamec | - " !
Attributes |Security| Activity Log | System Properties |
4 System
Title Pregled 1 10 let
Description
Status
Owner
Keywords A
4 Review
State Failed
Message Unable to parse date offset expression.

Image 157: Display of an error which occurred during the preparation phase of the review process

4.5.2 Decision-making phase

Each review created is visible in the »Reviews« folder, which is contained in the
»Administration« system folder. This folder can only be accessed by users who have been
assigned the »Review« role.

More information on roles is available in the chapter 5.5.5.2.4 Roles in the IMIS’/ARChive

Server user manual.

By selecting the folder, the top right view shows all of the reviews created. By selecting the
appropriate review, review pages are shown, containing the entities which are the object of the

review process.

2015 © Imaging Systems Inc., All rights reserved. 146



IMiS"/Client Manual Version 9.5.1510

=1 | B =3

Search Libraries 2 [

@Uv\ # < jarcimissi » Administration » Reviews » 2015-00032 ~[+4]

File Edit View Tools Help

Organize * Edit Complete Discard Context [Entities] il n@n

i 14 Class 14 - Title Created Modified Accessed

4 19 Class19 [57] Pagel 2.10.2015 14:22:08 210.2015 14:22:08 2.10.201515:20
i 21 Class 21

i 22 Class 22

sl B Class23

o9 24 Class21

@ 25 Class 66

o 26 Class 26

= 21 Class 27 5

7 28 Class 28

o 29Class29

= 30 Class30

8 31 Class31

o 32Class32

14 33 Class 33

8 34 Class34
=1 Administration

m

5 Reviews

5/ 2015-00032 Pregled 22
# Export
& Import

£ Trash

Found 1 entity

Image 158: Display of the review page

In the review the following data is visible for each page:
e Sequential title of page in the »Title« line.
e Date of page creation in the »Created« line.
e Date of last page modification in the »Modified« line.

e Date of last viewing of the page in the »Accessed« line.

Each page contains the final number of entities. The default value is 2,000 entities.
By clicking on the selected page, the top right view shows a list of selected entities.

A feature of this list is a display of the action which will be executed for each entity after the

entire review process is completed.
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An entity which is undergoing the review process can be marked by team members with the
following actions:
e »Dispose«: the entity will be disposed of after the process is completed.
e »Permanent«: the entity will never again be selected in the review process.
It has been marked for permanent retention.
e »Transfer« after confirming the transfer and successfully completing the transfer
process, the entity will be disposed of.
¢ »InReview«: an action which does not modify the entity's life span. The entity can be

selected in the next transfer process.

The default value of the »Action« attribute is set by the retention policy in the server's
configuration. In the event that the entity undergoing the transfer process has several
retention policies which contradict one another, the default value of this attribute is
»InReview«. Such an entity requires a decision from team members on the type of action.

The same applies to the »Reason« attribute.

By clicking on an entity on the list, the bottom right view shows entity information

which cannot be modified.

=l 27 Class 27
=l 28 Class 28
7 29 Class 29
=l 30 Class 30
=l 31 Class 31

=4 Administration

Found 53 entities

17 01 -2 5-Nnno
m

Cace 83 Reviear

Attributes |Security| Retention | Activity Log | System Properties | Review |

1l 32 Class 32 4 System
B 33 Class 33 Title Case 49
9 34 Class 34 = Description

Status Opened [Inherited]

@Q°| « Administration b Reviews » 201500003 » Pagel -4 se
File Edit View Tools Help
Organize * Edit Finish Cancel Mavigate To Open ._é_.
9 9 P
1 19 Class 19 G Classification code Title Action Reason
&l 21 Class 21 100101 Class 23 Transfer Default act:
1l 22 Class 22 4 10010101 Class 34 Transfer Default act
7 23 Class 23 3 1001010101 Class 45 Transfer Default act
@l 24 Class 21 . 10.01.01,01.01-2015-00 Case 49 Transfer Default act
i 25 Class 66 = 17 Class 17 Review Review ent
=l 26 Class 26 . .
w1701 Class 23 Review Review ent

Reviear ent

3

m

B Reviews Security class Restricted [Inherited]
5 2015-00093 Review for 1¢ Significance Retain [Inherited]
+"| Pagel Owner
# Export Keywords hd
& Import « Custom v
£ Trash

Image 159: Display of entity tabs during the decision-making process




An entity which is included on the list of an individual review page has the following tabs:

e Attributes (see chapter 4.3.1 General system attributes).

e System Properties (see chapter 4.5.1 General system attributes).

e Review (see chapter 4.53.89 Entity attributes in the decision-making process).

By clicking on the »Navigate to« button in the top command bar, the selected entity is shown in
the classification scheme.
After reviewing all of the entities in the review process, team members can choose among the
following actions:

e Modification of the action on an individual entity in the review process.

e Process completion.

e Process cancellation.

e Transfer of entities from IMiS"/ARChive Server.

4.5.2.1 Madification of action on an individual entity
If team members decide that the actions of certain entities must be modified, they can do so

with the »Edit« command.

= ]
@Uv“z] <« Administration » Reviews » 2015-00093 » Pagel ~ | 42 ||[ Search Administration ol
File Edit View Tools Help
Organize » Finish Cancel MNavigate To Fil .;@.
- 19 Class19 & Classification code  Title [Action ] [ Reason ] [Comment Transfered Transfer id
9 21 Class 21 w09 Class 9 Review = Default action False -
i 22 Class 22
Tm ass A 10 Class10  Transfer =  Default action False -
23 Class 23 =
o 24 Class 21 w1001 Class12  Transfer = Default action Falze v
) 25 Class 66 L4 100101 Class23  Transfer ~  Default action False -
o 26 Class 26
R L 10010001 Class 34 Default action False v
= 27 Class 27 Dispose
T 28 Class 28 4 10.01.01.01.01 Class 45 Default action False b
7 29 Class 29 10.01.01.01.01-2 Case 43 &;T’ﬁh Default action False -
4 30 Class30 - . .
- v 17 Class17  Review ~»  Review entities False -
) 31 Class 31
4 32 Class 32 w1701 Class23  Review - Review entities False b
3 33 Class 33 17.01-2015-000C Case83  Review +  Review entities False -
= 34 Class 34 =
_ =B 1701-2015-0000 Case39 Review ~  Review entities False  ~
= Administratior
5 Reviews 09-2015-00006  Folderl  Review = Default action False -
4 2015-0009: -2 Class21  Review v  Default action False A
Pagel
2 E 29¢ w2101 Class 23 Review + Default action False b
port
& Import wal 21.02 Class 25  Review » Review entities False R
& Trash 8 21.01/00001 Docurne Review v  Default action False - -
Found 53 entities

Image 160: List of entities in modification mode



The list is refreshed and the following attributes can be modified:
e Action
e Reason

¢ Comment.

The value of attributes can be modified by team members directly in the top right view or in the

»Review« tab (see chapter 4.3.9 Entity attributes in the decision-making process)

They can specify one of the following actions for each entity:
e »Dispose«: the entity will be disposed of after the process is completed.
e »Permanent«: the entity will never again be selected in the review process.
It has been marked for permanent retention.
e »Transfer« after confirming the transfer and successfully completing the transfer
process, the entity will be disposed of.
¢ »InReview«: an action which does not modify the entity's life span. The entity can be

selected in the next transfer process.

Every time the »Action« attribute is modified it is recommended that team members also
record the reason for the maodification in the »Reason« attribute.

After finishing reviewing the list, they can implement all modifications with the »Finish«
command or undo them with the »Cancel« command.

Both buttons are located in the top command bar.
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@(?Jv“;] <« Administration » Reviews » 2015-00093 » Pagel - |¢, || Search Administration L0 |
File Edit View Tools Help
Organize = | Finish I |Cance|| Mavigate To Open il @
9 19Class19 » Classification code  Title Action Reason Comment  Transfered Transferid  *
B 21 Class 21 09 Class9 Review »  Default action False -
59 22 Class 22 .
$ ass w10 Class10  Transfer »  Default action False -
=l 23 Class 23
T 24 Class 21 L 1001 Class12  Transfer =  Default action False -
7 25 Class 66 L 100101 Class23  Transfer ~  Default action False -
7 26 Class 26 | = . -
. e 10.01.01.01 Class34  Review ~  Default action False -
7l 27 Class 27
) 28 Class 28 L 10.01.01.01.01 Class45  Transfer »  Default action False A
7 29 Class 29 |, 10.0101.01.01-2 Cased9  Transfer v  Default action False - =
o 30 Class 30 ——— — — - -
; Attributes |Security | Retention | Activity Log | System Properties | Review |
7 31 Class 31
o 32Class 32
B 33 Class 33 4 System :
T34 ClassM |z Title Class 34
=4 Administratior Description
_9 Reviews Status Opened [Inherited] E
_Q 2015-0009° Security class Restricted [Inherited]
[+7] Pagel Significance Retain [Inherited]
¥ Export Owner
& Import Keywords bl b
& Trash i
Found 53 entities

Image 161: Display of the »Finish« and »Cancel« button

If the page has been madified, its title is written in bold in the view.

| _5:1) <« jarcimis.si » Administration » Reviews » 2015-00093 - |+ Search Administration pel
i 5
File Edit View Tools Help
Organize » Save Context [Entities] + il @
9 19Class19 = Title Created Modified Accessed
i 21 Class21 - 16.10.2015 8:30:08 21.10.2015 13:36:56 2110.201515:20:02
4 22Class 22
= B3 Class23
A M4 Class1
- 25 Class66
3 26 Class 26
8 21 Class 27
7 28 Class 28 < ] 3
= 29 Class 29 — . -
2 30 Clase 30 Attributes |Secm'ﬁy| Activity Log | System Properties |
5 31 Class31 L
4 32Class32 4 System :
FJ 23 Class 22 Title Review for 10 years
& 34Class34 || Description
= Administratios Status Opened i
_-9 Reviews Cwner -
| 5 2015-0009; Keywords =
[57] Pagel 4 Review
W Export State InReview
& Import Message Review prepared -
& Trash il
Found 1 entity

Image 162: Display of the page which has been modified
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Modifications of entities in the review process are not saved to IMiS°/ARChive Server until the

user selects the »Save« command in the top command bar.

= e
@©v| J « iarc2imissi » Administration » Reviews » 2015-00093 - |¢¢ | | Search Administration yel |
File Edit View Tools Help
Organize » i Save I Context [Entities] ~ il '@'
o 19Class19 =~ Title Created Meodified Accessed
B 2 Class 21 [57] Page 1 16.10.2015 8:30:08 21.10.201513:36:56 21.10.2015 15:20:02
i§l 22 Class 22
i 3 Class 23
7 24 Class 21
o 25 Class 66
) 26 Class 26
# 27 Class 27
7 28 Class 28 | n [
‘_"i 29 Class 29 M| Security | Activity Log | System Properties |
il 30 Class 30
5 31 Class 31 S
T 32Class 32 4 System :
F 33 Class 33 Title- Review for 10 years
il 3 Class34 |2 Description
=4 Administratior Status Opened £
5 Reviews Owner -
5 2015-0000: Keywords v
[57] Pagel 4 Review
' Export State InReview
& Import | Message Review prepared -
£ Trash i
Found 1 entity

Image 163: Display of the »Save« command in the review process

4.5.2.2 Cancelling the decision-making phase
The decision-making phase can be cancelled by team members with the »Discard« command in

the top command bar.
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(oo =]
- e
@Uv‘ o7 < jarc2imissi » Administration » Reviews » 2015-00093 - | 4’,?‘ Search Administration o
File Edit View Tools Help
Organize * Edit Complete i Discard I Context [Entities] il l@l
8 19Class19  ~ Title Created Modified Accessed
B 21 Class21 [+7] Pagel 16.10.2015 8:30:08 2310.201512:10:42 2310.201512:10:41
159 22 Class 22
A BClass 23
o 24 Class21
3 25 Class66
3 26 Class 26
o 27 Class 27
- 28 Class28 “ n 4
9 29 Class 29 s -
'_‘ra T Attributes |Security| Activity Log | System Properties |
=) ass
o 31 Class31
5 32 Class 32 4 System -
[ 33 Class 33 Title Review for 10 years
) 34 Class 34 = Description
&1 Administratior Status Opened =
5 Reviews Owner
7 2015-0009; Keywords v
[5] Pagel 4 Review
# Export State InReview
& Import n Message Review prepared -
£ Trash
Found 1 entity

Image 164: Cancellation of the review process using the »Discard« command

When cancelling the decision-making phase, the IMiS°/ARChive Server:
e (Changes the value of the »State« attribute to »Discarded«.
e (Changes the value of the »Status« attribute to »Closed«.
¢ [t is entered into the »Message« attribute that the review process has been cancelled by

the user. In this case the entire review process must be recreated.

4.5.3 Implementation phase
The decision-making phase is followed by the implementation phase. Team members complete

the review with the »Complete« command in the top command bar.
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@Qﬂ 5 « iarc2imissi » Administration » Reviews » 2015-00093 ~ [ 42 || search Ad
File Edit View Tools Help

Organize Edit Complete Discard Context [Entities] + 0 @

=l 19 Class 19 - Title Created Maodified Accessed
il 2 Class 21 -+~ Pagel 16.10.2015 8:30:08 2310.201512:10:42 2310.201512:10:41
S 22 Class 22
7 23 Class 23
=l 24 Class 21
= 25 Class66
7l 26 Class 26
=l 27 Class 27
il 28 Class 28 ‘ 1 b
il 29 Class 29 Attributes |Securit_|,r| Activity Log | System Properties |
7 30 Class30
a1 Class31
= 32 Class 32 “ System
B 32 Class 22 Title Review for 10 years
M Class34 |2 Description
&4 Administratior Status Opened 5
H Reviews Owner
7 2015-0009: Keywords v
+-| Pagel 4 Review
# Export State InReview
& Import Message Review prepared -
£ Trash i

Found 1 entity

Image 165: Starting the implementation phase by selecting the »Complete« command

IMiS®/ARChive Server implements the review process of the disposition, transfer and
permanent retention of entities. It automatically creates a full report on the implementation
phase and files it among the review contents.

For more information see chapter 4.1.5 Reviewing and classifying documents.

This action completes the review process, which cannot be modified or implemented.
The value of the »Status« attribute changes to »Closed« and the value of the »State« attribute

to »Completed«.

In the event of an error during the review process:
e An error description is recorded in the »Message« attribute.
e The value of the »State« attribute changes to »Failed«.
e The value of the »Status« attribute changes to to »Closed«.

In this case the entire review process must be recreated.

4.5.4 Transfer of entities from the server
If the review process was also intended for the transfer of entities from IMiS°/ARChive Server,

this action must be executed prior to completing the process.



The transfer action is executed with two separate processes:
e Exporting from IMiS°/ARChive Server to the file system.

e Confirmation of the transfer of entities to a third archive.

4.5.4.1 Exporting to a file system
The user executes the transfer of entities by right-clicking on the selected review, where he

selects the »Transfer« command in the pop-up menu under the »Actions« section.

Collapse
Reports 4
Actions 4 Status...

Authenticity evidence...

Transfer... @

Confirm transfer...
Discard

Complete

Image 166: Transfer of entities in the review process

After selecting the command, the user is shown a dialog box for setting the transfer

parameters.

'ﬂﬁ Transfer dialog EI@

Scope
sys.Retention.Reviews-2015-00092 Review on 10 years

Include

[¥] Audit log
Include metadata file
Export folder
ch\Temp E|

[ ok || caneel |

Image 167: Setting the transfer parameters

By selecting the »Audit log« option, the audit log for an individual transferred entity can be

included in the transfer.

Warning: If the user does not have the AuditLogQuery role and has nevertheless ticked the inclusion
of an audit log in the transfer of entities in the transfer dialog box, the transfer is not executed.
In the »Documents« context the user will receive the following notification of the reason for the error

in the transfer report: »Error acquiring audit log from server«.



In the »Include metadata file« section the user invokes a dialog box for selecting an XML file
with additional metadata to be included in the transfer by clicking on the »...« button.

For a description of the structure of the file with additional metadata see chapter 3.2.3 Format

of the additional metadata export file.

In the »Export folder« section the user invokes a dialog box for selecting the folder to which

entities in XML format will be transferred by clicking on the »...« button.

The user completes the export process by selecting the digital certificate to be used for
signing the XML file containing a transfer report according to the »XML Signature« standard.

This ensures the verification of the authenticity of the report and of the exported files.

Windows Security @

Get
Certificate

‘.
L

ACNLB
Issuer: ACMNLE
Valid From: 15.5.2003 to 15.5.2023

‘I F@I
A

40f4c9fel7a9e91bcoeb2d...
Issuer: ACMLE
Valid From: 281.2015 to 28.1.2020

Issuer: ImagingSystemsCA
%] Valid From: 3.3.2014 to 3.3.2016

Click here to view certificate prope...

)

F >

[ QK H Cancel |

Image 168: Selecting a digital certificate during export

Warning: Export is executed regardless of whether the user has selected a digital certificate.

If the user does not select a digital certificate, the XML file containing the export report is not signed.

When the export process is completed, the bottom right view of Windows Explorer shows a
naotification in the form of a pop-up window with the success rate statistics by entity type.
The number of successfully exported entities with regard to the number of all entities chosen
for export is shown for each entity type. The pop-up window stays open until you click outside

of it for the first time.
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Image 169: Display of the export complete message with success rate statistics

Warning: A user can export different entities to the same export folder several times without having to
delete the export files prior to each export. When saving exported entities to the selected export folder,

the previous export files are replaced.

4.5.4.1.1 Export phase
At the start of export IMiS®/Client creates a new review document.

For more information see chapter 4.1.5 Reviewing and classifving documents.

This document represents a report on export from the archive server. It uses the date and

time of the start of export in ISO format as the document title.

During export the following three log files are created in the file system:
e »ExportReport.xml«: An XML file which contains:
- Statistics of successfully and unsuccessfully exported entities.
- List of unsuccessfully exported entities (including the classification code).
- List of successfully exported entities (including the compressed value and full
classification code).
e »ExportReport.txt«: contains a report for each successfully or unsuccessfully exported

entity.



o »ExportReport_ERROR.txt«: contains a report for each unsuccessfully exported entity,

including the returned error message.

Additionally, a utility file for automatic transfer confirmation »TransferConfirmation.csv« is
created. With it the user of a third archive can quickly specify which entities will be confirmed

as successfully transferred.

In the event of an error when exporting an entity, the error is recorded in the Error report file.
After all entities have been exported, the »ExportRBeport.xml« file is digitally signed with the
selected digital certificate according to the XMLDSIG standard. This provides the option of
verifying the authenticity of the report and the authenticity of the exported files.

After the first transfer phase - export - is completed, the following log files are attached to the
document:

e XML report.

e Report.

e Error report.

4.5.4.1.2 Importing to a third archive system phase

All of the previously created files which contain exported entities must be transferred by the
authorized user of the target archive to his location and an import of entities must be
executed.

A description of the process of importing to a third archive is not covered by this manual.

It is recommended that a confirmation file is created when importing to a third archive,

which will enable successful confirmation of the transfer on IMiS"/ARChive Server (see chapter

3.3 Format of confirmation file during transfer).

4.5.4.2 Transfer confirmation
Prior to completing the transfer the user must execute transfer confirmation for each entity
undergoing the review process which has been marked for transfer.
Confirmation can be executed in one of the following ways:
e Manually for each transferred entity.

e Automatically with a confirmation file.

When the review process is completed, only those entities for which transfer has been

confirmed are disposed of.



4.5.4.2.1 Manual transfer confirmation
Manual transfer confirmation is executed similarly to the modification of action on an individual

entity in the review process (see chapter 4.1.2.1 Modification of action on an individual entity).

(== =]

@uv\ =] b Archives b iarcSS.mis.si b Administration b Reviews b 2015-00062 b Page 1 + [ 44| [ search ciraries ol
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19 Class 19 07.01-2015-00001  Case 45 Transfer =  Retention policy conflict, Mc
G 21 Class 21 15/00002 Document 1 Transfer v Review ertities Fase -
i 22 Class 22
418 Class 18 Transfer v Review entities False -

4 23 Class 23
4 24 Class 21 5 18.01 Class 75 Transfer v Review entities False -

25 Class 66
-

18.01-2015-00001  Case 49 Transfer v Review entities Fase -
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4 28 Class 28 . 19.01 Class 25 Transfer *  Review entities False -
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Rexichs 21,02-2015-00002-0  Case 58 Transfer v Default action changed dug False -
7 z015-00062 Transfer 1
=7 Page 1

27 2015-00091 Review for 10 years

- m >

+7] Page 1

Found 15 entities

Image 170: Manual transfer confirmation for an individual entity

Team members must specify for each entity on the list whether it has been transferred.

They do so by changing the value of the »Transferred« attribute to »Yes« in the drop-down
menu. If they wish, they can also enter a reference to the transferred entity by entering the
value of the »Transfer id« attribute.

After completion the team members select the »Finish« command in the top command bar and

then by clicking on the »Save« button save all confirmations to IMiS°/ARChive Server.

4.5.4.2.2 Automatic transfer confirmation

If there is a confirmation file from a third archive, team members use it for automatic
confirmation of entity transfer. In the »Reviews« folder they select the review for which they
wish the transfer confirmation to be executed. By right-clicking, a pop-up menu appears in

which they select the »Confirm transfer« command in the »Actions« section.
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Collapse
Reports 3
Actions 2 Status...

Authenticity evidence..,
Transfer...

Confirm transfer...

Discard ‘{F—HJ

Complete

Image 171: Transfer confirmation using a confirmation file.

After selecting the command, a dialog box appears for selecting the confirmation file.

They search for the desired file in the file system and confirm their selection with the »Open«

command.

+ Select file for transfer confirmation @
—— s,

@Uv| . =« Windows7_05(C:) » ExportData - |4',, | | Search ExportData yel |

Organize « MNew folder =« il l@l

J‘! Music o MName Date modified Type
&= Pictures
B videos =

_‘ |EL] TransferConfirmation.csv 22.10.2014 16:43 Microsoft Excel C...

18 Computer
£, Windows7_05 (C

| Abbyy
. BDEShare
. Dokumenti
. Eclipse
. ExportData
| IMis ~

UL I

File name: TransferConfirmation.csv - [CS'Vf”FS (*.csv) 'l

| Open |v| | cancel |

Image 172: Selecting the confirmation file

The confirmation of all entities recorded in the confirmation file begins to be executed.

For more information see chapter 3.3 Format of the confirmation file during transfer.

With the »Cancel« command team members cancel the selection of the confirmation file.
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4.5.5 Reviewing and classifying documents

An integral part of the review process is the reviewing and classifying of documents.

The user accesses documents by selecting the archive server in the left view of Windows
Explorer. Under the expanded list of root classes the user expands the »Administration«
system folder in which the »Reviews« folder is located.

By selecting this folder, the top right view shows the already created reviews.

By double-clicking on the desired review, individual pages with entity lists are shown.

4.5.5.1 Reviewing documents

The user selects the appropriate review page with a list of entities. By clicking on the »Context«
command in the top command bar, a pop-up menu appears which lists all of the available
review contexts. The user selects the »Documents« context.

A list of classified documents appears in the top right view.

[F=3 EoE ~x™)
@Uv| J7 « jarc2imissi » Administration » Reviews b 2015-00092 - | +3 | ‘ Search Administration g [
File Edit View Tools Help
Organize = Edit Complete Discard Context [Entities] | v 0l E:.E:ZI
dal 12 Class 12 - Title Cre Entities Accessed
9 14 Class 14 +-| Pagel 151 Documents 15:20:56 2310.201512:19:18
7 19 Class 19 Retention pelicies
sl 21 Class 21
al 22 Class 22

=l 23 Class 23
7 24 Class 21
3 25 Class 66 ‘ [} 3
=3l 26 Class 26

Attributes |Security| Activity Log | System Properties |

=l 27 Class 27
7 28 Class 28
= 29 Class 29 “ S.ystem -
=5 30 Class 30 Title Review on 10 years
A Class3 = Description
) 32 Class 32 Status Opened -
il 33 Class 33 Owner
0 34 Class 34 Keywords -
= Administratior 4 Review

57 Reviews State InReview

7 2015-0009; Message Review prepared
+| Pagel Members John: Mary ~|_
# Export il

Found 1 entity

Image 173: Changing the context during the review of classified contents

Examples of classified contents:
- Report on the implementation phase of the review process.
- Transfer report.

- Custom document.



o]
@Uv| 5/ « iarc2imis.si » Administration » Reviews + 2015-00013 - | +y ‘ | Search Administration R |
File Edit View Tools Help
Organize * Context [Documents] + il .j@.
il 12 Class 12 - Title Description
il 14 Class 14 &l 2015-10-01T13:24:46.2879736+02:00  Transfer started at 2015-10-01T13:24:46.2879736+02:00
7 19 Class 19 il 2015-10-01T13:31:43.0106417+0200  Transfer started at 2015-10-01T13:31:43.0106417+02:00
9 2 Class 21 &l Review execute report
& 22 Class 22
& 23 Class 23
= 24 Class 21
= 25 Class 66
= 26 Class 26
7 27 Class 27 Attributes | Security | Activity Log | System Properties |
= 28 Class 28
29 Class 29
= 30 CIass 30 “ System
— as L Title Prenos 2
w7 3 Class31 = .
Description
= 32 Class 32 s Closed =
tatus osE T
i 33 Class 33
5 34 Class 38 Owner
= Administration Keywords =
57 Reviews 4 Review
! 2015-00013 Prenos 2 State Completed
# Export Message Review execution end -
4 Import =
Found 3 entities

Image 174: Example of displaying inserted documents in »Documents« context

For updating and viewing contents see chapter 4.1.3 Entity information.

4.5.5.2 Classifying new documents

In the event that team members create a team record or other document connected with the
review process, they can classify it among review documents.

They can classify new documents into an incomplete review by clicking on the »New« button

in the top command bar. The bottom right view shows the attributes of the new document.

For updating new content see chapter 4222 Entry of metadata.

4.5.6 Viewing selected retention policies
Team members can check which retention policies were used for creating the review.
By clicking on the »Context« command in the top command bar, a pop-up menu appears,

in which they select »Retention policies« among the available review contexts.
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@(T)v‘_p < jarcimis.si » Administration » Reviews » 2015-00092 - | +y ‘ | Search Administration e |
File Edit View Tools Help
Organize * Edit Complete Discard | Context [Entities] [ il @
i 12 Class12 ~ Title Cre Entities Accessed
14 14 Class 14 [57] Pagel 151 Documents 15:20:56 2310.201512:19:18
7 18 Class 19 Retention policies h
B 21 Class 21 .
4 22Class 22
o3 B Class23
A M4 Class1
@ 5Class66 4| n »
&= 26 Class 26 Attributes ]Secnnt}r | Activity Log | System Ploperhs.|
8 21 Class 27
s 28 Class 28
= 29 Class 29 ERSYstem :
=5 30 Class 30 Title Review on 10 years
5 3 Class31 |g|| Description
& 32 Class 32 Status Opened =
i 33 Class 33 Owner
2 34 Class34 Keywords =
= Administratios 4 Review
_j:_' Reviews State InReview
L 0009 essage eview prepare
J7 2015-0009: Messag R prepared
[37] Pagel Members John; Mary T =
W Export i
Found 1 entity

Image 175: Changing the context in retention policies

By clicking on an individual retention policy, the bottom right view shows the attributes of the

selected retention policy. For a description of attributes see chapter 4.53.8 Review process

attributes.

(=8 BCR =
@—C)v‘j’ b archives b iarc9S.mis.si b Administration b Reviews b 2015-00094 - ‘ 5 ‘ ‘ Saarch Libraves )
File Edt View Toals Help
Organize ¥  Complete  Discard  Context [Retention policies] + M @
o 04 Class 4 “ Mame Description Action Trigger
4 10 Class 10 | 4 Prenos 2a prenos na drugl arhivski sl Transfer |
o 12 Class 12
o 14 Class 14
4 19 Class 19
4 21 Class 21
A 22 Class 22
A 23 Class 23
) 24 Class 21
) 25 Class 66
26 Class 26
o 27 Qlass 27 | Attributes |Content |
4 28 Class 28 i
) 23 Class 29 4 System
@ 30 Class 30 Hame Prenos
@ 31 dass 31 Description Za prenos na drug arhivski stresnik
o 32 Class 32 ) .
=5 59 lass 33 _|| Detaied description
o 34 Cass 34 Agent Administrator
= Administration Reason Transfer and dispose
5 Reviens Action Transfer
| 5 2015-00001 Disposed entities
Trigger
| F 2015-00094 Pregled A0
# Export
& Import Z
Found 1 entity

Image 176:

Display of the retention policy
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4.6 Reports

The IMiS®/Client enables users with a »Reports« role on the server to:
e (Create reports on folders, documents and their content, as well as user access reports.

¢ Printing the metadata of a class, folder or document, and the classes (and folders) of the

classification scheme.

Access to reports about export and import actions, which include reports on any errors
encountered, is available to users that have a »Reports« role on the server and the appropriate
access rights for accessing importing and exporting logs. These access rights are granted by

the administrator via the »Configure« interface for access rights settings.

4.6.1 Import

Every import action (see chapter 4.2.11 Import)to the IMiS®/ARChive Server is recorded in the

»Import« folder located in the »Administration« system folder. The folder is accessed through

the classification scheme of a selected archive.

The »Import« folder can only be accessed by users with a »Reports« role on the server.
More information on roles and permissions is available in /MiS°/ARChive Server manual

chapter 5.83.5 Access.

By selecting the »Import« folder, the top right view will display import documents that were
created during individual import events. The title of the document is identical to the date and
time the import was started. If no critical error occurred during the import procedure,

the document's status will be »Closed«. Documents with a »Closed« status cannot be edited.



@Qv| v Archives » iarclimis.si » Administration » Import » - |¢?‘ Search Libraries p'
File Edit View Tools Help
Organize « Open 0l @&
- Title
i Archives 2015-01-21T14:05:28.3697139+01:00
Wj iarcl.imis.si 2015-01-21T14:21:31.4707139+01:00
- 01 Administration 2015-01-21714:23:21.1974582+01:00
i 02 Company Data 2015-01-21T14:28:37.5350888+01:00
7 03 Finance 2015-01-21T14:33:12.8176143+01:00
74 04 Manufacturing 2015-01-21T14:34:45.2368553+01:00
@ 05 Human Resources 2015-01-23T13:45:08.4965645+01:00 L
&l 06 Reporting 2015-02-04T12:14:06.2784814+01:00 1
S ICE e stione 2015-02-04T12:28:21 5575480+ 01:00 .
o 08 External
- 09 Global Attributes ‘Securitﬂ Activity Log | System Properties |
= 10 Internal =
= 11 Marketing 4 System
4 12 Publications Title 2015-02-04T12:28:21.5575480+01:00
- 99 Legacy object containers Description Import started at 2015-02-04T12:28:21.5575480+01:00
Status Closed
57 Reviews Security class
# Export Significance
£ Trash Keywords -
WJ iarcimis.si -

Found 28 entities

Image 177: Display of the »Import« folder in the »Administration« system folder

Each import document contains the following files:

»XML Report«: electronically signed XML file that contains:

- Statistics of successfully and unsuccessfully imported entities.

- List of failed import attempts (including classification codes).

- List of successfully imported files (including hash values and full classification codes).
»Report«: contains a full import log for each imported entity. The log shows the success
rate of import and is used to check if the import was satisfactory.

»Error report«: contains an error log for each unsuccessfully imported entity, including
the returned error. Any reasons for an import failure should be checked and fixed,

if possible. Users can also attempt to enter the unsuccessfully imported entity into the

archive manually.



|.Attributes| Content |Phy5ica| Content | Security | Activity Log | System Properties |

Description Inserted Modified
=] XML report 4.2.201512:31:01 4.2.201512:31:01
|| Report 4.2.201512:31:01 4.2.201512:31:01

| Error report 4.2.201512:31:01 4.2.201512:31:01

Content for selected entity

Image 178: List of content contained by an import document

The import document is opened using the »Open« command in the top command bar,
or by double clicking. Import files are then listed under the »Content« tab. By double clicking the

selected import file, you will open it in the default application.

» <Report date="2815-81-13T15:17:19.36197088+81:08">
<{Statistics classSuccess="1" classFailure="0" fileSuccess="0" fileFailure="0" recordSuccess=
<Failures>
<Success>
<Class classificationCode="08.05" oldClassificationCode="68.02" hash="0085640C OFC830ECBBEOCS0302F879BCAH2B7BFFCA42400F75516n8198CF39D19CD"
hash_algorithm="SHA256">ExportData\class_1.xml</Class>
<Record classificationCode="88.85/80081" oldClassificationCode="08._82/8808682"
hash="4F6628985A6237C6F3F17A9731BESPDD6FEDI9BIZECSBCALI1ESSF1CAFO9ABLG" hash_algorithm="SHA256" >ExportDatatdocument_2.xml</Record>
</Success>
<signature xmlns="http://wwu.w3.org/2000/09/xnldsig#" >
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www. w3 org/TR/2661/REC-xml-c14n-26810315"/>
<Signaturerlethod Algerithm="http://www.wid . org/2806/09/xnldsiglirsa-shal”/>
<Reference URI=""">
<Transforms>
<Transform ALgorithm="http://www.u3d.org/2000/09/%xnldsigenveloped-signature™ s>
</Transforms>
<bigesttlethod Algorithm="http://www.u3._org/2688/89/xnldsigshal"/>
<bigestUalue>2W+3LnJS2vcabevtA0FIbX7CvJA=<¢/DigestUalue>
</Reference>
</SignedInfo>
<Signaturelalue>DfyAiMRYoPOS0KSUNL1/npYUtHE/es jCuPytNOG1ewlZhuDNKkcWSeh28WIAHFahic5) jScICJ+sYQGEbr TGFCITHOSqRTLBhAL/JIBYEUD jAGQuCuwt Tz8Qi+B5U
ua3i5KHu205k85XdpaveeknFY BHaZuMgutsAMKTSiEG jay2s¥YhéSomQPo jPYin7N21gXAs4iMopesn]+qzCIhwK9 BEauYt30HaF2177gbc+JNopclB IwHZWSYrPEr25C0A9yJFXbAKITa
HhhG+yLD/1FurbycHIANCUIKPAF18urq8yDHiELKIQEN1Bt+UmrK4XhGD161dbHSaOXIXp2du+w==</Signaturelalue>

recordFailure="0"/>

<KeyInfo>
<i589Data>
<K509Certificate>MIIGITCCBQmgAWIBAGIEPLGL] T gKkqhKiG! Q ¥ JTSTEOMAWGATUEChHF QUNOTE IwHhc HHT Awl jASHD ¢ BNz UAWhc NHT Ui jAS
MDgxNzU4YiBtHQswCQYDUQQGEwJTSTEOMAWGATUEChHFQUNOTE L g TABSHR§ 1UECXMNRM16aWHu2SBuc2UiZ TEOHBEGA I Q TBgHUB
AMTDF JuYnUydCBOZXR1azCCAS TwDQYJKoZ I huc! 2Y4NKpU/irXe INLILDHSw9UUinUhDnz¥9W25HbEhYalaQilVuApGusSUnTRIL1SEY7YSMFPU.

hZKngaEFD+3thBIJl:luezlrmsl'rncBncMBEFRyMIhx+nhuanDVTuo1sgyn21T‘JPMkaKImSMsﬁEKLZELRﬂzuH+n9mm5d\'B]Hqn712tE1g9R21F39h71udﬂdgl€u7KNeaHﬁmcxﬂE
iizxjRAkUELBqu4K81zBgid IPNOM2580z4CQBY2CgsfLuY8qlzwlaeNFuQ3kGybulxa5nui3j52E jxNWial 1UKSHUPANdRA+byT1aR/HSUchAp2FHqB8GHAqN +FdoHU4A/HBCAVER
Aa0CAxcwgghTHASEA1UdDWIEAUTESDArBgNUHRAE JDAigABYMDEWHD 1w0TASNDC10F gBDZ [whT Uwh jASHD gxNzU4WjA3BggrBgEF| HCkwJuY [KwYBBQ! hBdHAGL
y93I‘.I3(:quxiLanLZUkhZN‘JNTgSMDHIBgNUHSUEUTR/BQQI’HQEFBUCDRQ\'IKw\'BBUUHRWMGCl:SGRl]UFBWMEHggI’HgEFBUCDHW\'KKW\'BHRGENWUDBR\'J\'IZIRYthguBMBEGCUCGSR
GG+EIBAQQEAWIFoDAXBgL IEJBYL Ly2?h¥y5ubGIuc2kuZmléaWHuls! LzBKBgl PRY7Y2xpZUWS BY2dpLmV4ZT9hY3Rpb249Y2h
1¥2S2ZX2ZuY2F 0aW9uJizZDUKwIY249Q1JHMZzguInNLcnLlhbD GwIQYJ¥ 12 IAYb4QQENBBQYENhBdHBZ0i8uYWHUbN®iLnNpLZzBiBgNUHSAEWZBZMF cGCisGAYQBUY GBBAEWS TBHBggr
BgEFBQcCARY7aHROBcDoul 3d3dySubGTuc2kua1hZ2UzL 2HNubnR1bnQu. 'yonl pdG1r I} Qi 8BHS5uZE i2XJBL1B1dGUrQG1taXHuc2kug
bHGA CBqDA .TRINJMOHWDRVDUQQKEWUBQﬂSMl]]EPMRBGR1UERxMGIJ1JMMZgwMEGgP6R9h]t5ZGFwl]1EU\'UNSZGFWLmSSYlSZaS‘JUPUFDTk
xl:LI;M'JlIﬂk/YZUydElmauNndEUSZxZWZFﬂawguTﬁldenrnEngu\'laHRu[:DuuLZF_]hl}RthSuhEIuc2ku\'3J5L2F]hmx1\'3J5LmNyhDnFHgNUHSMEEDntBTMu?umm,f!erHIm-
ztq3XAUMUTTAdBGNUHQAEFgQUrLg1rx02z6N6UG/wl1g9qiBuDr8uCQYDURBTBAIWADAZBgkqhkiGon BHQQAEDDAKGWRWNIAwAWI DQDANBGKQhKiG2wABAQUFARDCAQEARTSUTIX
HgMZHOF22hK1KyUmLC4IKHa3CzrquF GgRLIKW2HrBut+PFdQfyFQzDyynulerSTRAr8koh/P6hU/HYCJUTUYGTHRLKXDOKU B 8XXzv3RKrr1/squeZ foeUQTuwC9ANJF FéurbeSR3
51t8+zF7p2u+uvuzZiQT7UBCHjKBXUHTEF008FhAdCJUFU7 T+Xxh64uGZ/AK33AB/LXEOhD jFbSuIehTRCSC 1d0QqXNCSERLOPNRUS GS1ZjXpoMsfg q SNTuJn
2TzDiGm27uwXGx795d5uWdJBj8NCud9z3+107LuPYsAPIPdTZWBUTE13LLUA=={/X509Certificate)
</X5089Data>
</KeyInfo>
</Signature>
</Report>

Image 179: Example signed »XML Report« file with a record of import actions

| Untitled - Notepad

Fle Edt Format View Help

2014-05-16T10:07:30.15524297 - ERROR: Unable to import file _xm1". Error "Unspecified DateTime kind is not allowed.'. =
2014-05-16T71 .205247%Z - ERROR: Unable to import xm]". Error "unspecified paterime kind is not allgwed,”.

2014-05-16T1 .35226262 - ERROR: Unable to import xm]". Error "Mapaka pri shranjevanju sprememh entitete na arhjvu 'dev-jurel.
2014-05-16T1s .3812655Z - ERROR: Unable to import xml", Errur Napaka pri shranjevanju sprememb entitete na arhivu 'dev-jurel.
2014-05-16T11 40826827 - ERROR: Unable to import m1". Error aka pri shranjevanju Sprememb entitete na arhivu 'dev-jurel. =
2014-05-16T11 53228062 - ERROR: Unable to import A fﬂe hatn EabTad Errar Exception of type 'IMis.Client.ImportExport+
2014-05-16T1 61528887 - ERROR: Unable to import \Temp\Export\2\0\I\class_0.xm]". Error "Napaka pri shranjevanju sprememb entitete na arhivu 'dev-jurel.i
2014-05-16T1 69128657 - ERROR: Unable to import “Temp\Export\240\2\class_0.xm1". Error “Napaka pri shranjevanju sprememb entitete na arhivu 'dev-jural.j
2014-05-16T71 . 76930432 - ERROR: Unable to import \remph\Exporth2hohdocument_0.xm1". Error "Mapaka pri shranjevanju sprememh entitete na_arhivu 'dev-jurel.
2014-05-16T1 .8293103Z - ERROR: Unable to import NTemphExporth2ilhclass_0.oml” audit file hash failed. error exception of type 'Imis.cClient. Impurtzxpuru
2014-05-16TL .9113185Z - ERROR: Unable to import NTemphExportheiIhlhclass_o.xml1". Error "Napaka pri shranjevanju sprememb entitete na arhivu 'dev—Jjur
2014-05-16T1s .93432082 - ERROR: Unable to import NTemp\Exporti2idhdocunment_O.xm1", Error "Napaka pri shrahjevanju sprememb entitete na arhivu ‘dey’
2014-05-16T11 06433382 - ERROR: Unable to import NTemp\Exporti2h2\0\documant 0. xm1". Error “Napaka pri shranjevanju sprememb entitete na arhivu dev—
2014-05-16T1 14434187 - ERROR: Unable to import NTemp\Export\2\2\Ihclass_0.xm]". Error "Napaka pri shranjevanju sprememb entitete na arhivu 'dev- ]ural §
2014-05-16T1 44337177 - ERROR: Unable to import CiNTemp\Expor Y3401 hclass_0.xm1". Error “Napaka pri shranjevanju sprememb entitete na arhivu 'dev-jural.j
2014-05-16T10: .6283302Z - ERROR: Unable to import file “c:\Temph\Exporth3hlhohclass_0.xm1". Error "napaka pri shranjevanju spremembh entitete na arhivu 'dev—Jurel.i _
« i '

Image 180: Example »Error report« log with a list of import errors



File Edit Format Wiew Help

2014 -05-16T10:07:33. 57158457
2014 -05-16T10:07:33.60358772
2014 -05-16T10:07:33. 603538772
2014 -05-16T10:07:33. 642559162
2014-05-16T10:07:33.5653859322
2014-05-16T10:07:33.68939632
20014 -05-16T10:07:33. 60050642
2014 -05-16T10:07:33. 72650002
2014 -05-16T10:07:33, 738601272
2014 -05-16T10:07:33. 76360372
2014 -05-16T10:07:33. 76460387
2014 -05-16T10:07:33. 78760617
2014 -05-16T10:07:33. 7BE6062Z
2014 -05-16T10:07:33. 81360872
2014 -05-16T10:07:33. 81460887
2014 -05-16T10:07:33. 853361272
2014-05-16T10:07:33. 865601397
2014 -05-16T10:07:33. 00361772
2014 -05-16T10:07:33. 91451882
2014 -05-16T10:07:33. 94762212
20014 -05-16T10:07:33. 95062332
2014 -05-16T10:07:33. 99662702
2014 -05-16T10:07:34_ 01062847
2014 -05-16T10:07:34. 03563002
2014 -05-16T10:07:34. 03663102

Importing class file "cihTemphExporth7h3h0hclass_2. xml"

ERROR: Unable to import file "ci\TemphEx 0rt\?\3\0\c1ass 2. xm1"
Importing Class file "c: \Temp\Export 73hclass 1..ml”

Imported Class t1t19 2_2" (08.04.0020 into "09.08. 004 . 002"
Importing class file "ci\TemphEx 0rt\7\3\1\c1ass Q.xm1"

ERROR: Unable to import file ” ETem EX 0rt\?\3\1\c1ass 0. xml”
Importing class file c:\Temp\Export Ihclass_2.aml”

Imported Class "tit1e 2 (08.04.003) into "09.08. 004 oo3"
Importing Class file "c: \Temp\Ex orthah3N2NClass_0.xml”.

ERROR: Unable to import file " QTem E 0rt\7\3\2\c1ass Q. xml"
Importing class file "c: \Temp\Ex orth 7382 class_1.xm1"

ERROR: Unahle to impnrt file " ETem E Drt\?\3\2\c1ass_l xm1"
Importing class file "c: \Temp\Ex orthFa3i2hclass_2.«ml"

ERROR: Unable to import file ETem EX 0rt\?\3\2\c1ass 2. xm1"
Importing class file ”c:\Temp\Export 3hclass_3.xml”

Imported Class "title 4.2 1" (08.04.004) irnto "09. 08. 004. 004",
Importing Class file "CiNTemphExporti7hclass 4. xml”

Imported Class "title 3" (08.05) into "09.08.005"

Importing class file "c: \Temp\Export\?\c]ass 5. xm1

Imported Class "title 4" (08.06) into "09%.08.008"

Importing class file ”c.\Temp\Export\?\S\c1ass 0. xml".

Imported class "title 4_1" (08.06.001) into "09%.08.006.001".
Importing class file "chTemphExportsahS5h0hclass_0.xml".

ERROR: Unable to import file "ci\TemphwEx 0rt\7\5\0\c1ass 0. xml".
Importing Class file "cihTemphyeExport™745%0%class_1.xm1"

2014 -05-16T10:07:34. 06063347 ERROR: Unahle to import file " ETem E % 0rt\?\5\0\c1ass_l xml".
2014-05-16T10:07:34, 06063342 - Importing Class file "c: \Temp\Export 7nShclass 1.l
2014-05-16T10:07:34., 09963732 - Imported Class "title 4_2" (08.06.002) into "09.08. 006 ooz
Class entities: OK(49) Fail1(252

Folder entities: oOKE5) Fail(o)

Document entities: OK(14) Fail(8)

Image 181: Example »Report« log with a list of errors and the overall import success rate

4.6.2 Export

Every export action (see chapter 4.2.12 Export) from the IMiS"/ARChive Server is recorded in

the »Export« folder located in the »Administration« system folder. The folder is accessed
through the classification scheme of a selected archive.

The »Export« folder can only be accessed by users with a »Reports« role on the server.
More information on roles and permissions is available in /MIS°/ARChive Server manual

chapter 53.83.5 Access procedures.

By selecting the »Export« folder, the top right view will display export documents that were
created during individual export events. The title of the document is identical to the date and
time the export was started. If no critical error occurred during the export procedure,

the document's status will be »Closed«. Documents with a »Closed« status cannot be edited.
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4 01 Administration
=l 02 Company Data
4 03 Finance
4 04 Manufacturing
4 05 Human Resources
4 06 Reporting
. 07 Public Relations
7 08 External
7 09 Global
4 10 Internal
4 11 Marketing
1 12 Publications
4 99 Legacy object containers
5 Reviews
& Import
£ Trash

W[ iarc2.imis.si

[E=E Eol =<3
@uv| » Archives » iarcl.imis.si » Administration » Export » - |¢’| Search Libraries Dl
File Edit View Tools Help
Organize Open il I@I
- Title
ﬂﬁt Archives 2015-01-13T15:12:49.6510084 +01:00
iarcl.imis.si 2015-01-13T15:16:38 5618972+01:00

2015-01-13T16:31:58.4826133+01:00
2015-01-21T14:03:44 9387139+01:00
2015-01-23T13:39:36,0503858 +01:00
2015-01-23T13:42:52 9647608 +01:00
2015-02-04715:40:34.0432929+01:00
2015-02-04T16:05:12,8492031+01:00
2015-02-05T10:27:37 6382331 +01:00

m

Security class

Significance

¥ Owner

Keywaords

Attributes |Security| Activity Log | System Properties |

4 System
Title 2015-02-05T10:27:37 6382331 +01:00
Description Export started at 2015-02-05T10:27:37.6382331 +01:00
Status Closed

Found 47 entities

Image 182: Display of the »Export« folder in the »Administration« system folder

Each export document contains the following files:

e »XML Report«: electronically signed XML file that contains:

- Statistics of successfully and unsuccessfully exported entities.

- List of failed export attempts (including classification codes).

- List of successfully exported files (including hash values and full classification codes).

e »Report«: contains a full export log for each exported entity. The log shows the success

rate of export and is used to check if the export was satisfactory.

e »Error report«: contains an error log for each unsuccessfully exported entity,

including the returned error.

| Attributes' Content |Phy;ica| Content | Security | Activity Log | System Properties |

Content for selected entity

Description Inserted Meadified
= XML report 5.2.201510:27:45 5.2.2015 10:27:45
|| Report 5.2.201510:27:45 5.2.2015 10:27:45
|| Errorreport 5.2.201510:27:46 5.2.201510:27:46

Image 183: List of content contained by an export document

2015 © Imaging Systems Inc., All rights reserved.




IMiS"/Client Manual Version 9.5.1

a10

The export document is opened using the »Open« command in the top command bar,

or by double clicking. Content is listed under the »Content« tab. By double clicking the selected

content, you will open it in the default application.

b <Report date="2815-082-85T11:24:46.3418879+01:80">
<{Statistics classSuccess="1" classFailure="0" fileSuccess="1" fileFailure="0" recordSuccess="1" recordFailure="0"/>
<Failures>
<{Success>
<Class classificationCode="084.82" hash="C6B744C230A8 068103784280 4BF2LF42EB7CE FCCF2EGE™
hash_algorithm=""SHA256">ExportData\class_1.xml</Class>
<File classificationCode="04.82-ProductX" parentClassificationCode=""04.82"
hash="A75825E00C308AL0II1AAD7DI6BCTBSEENE7 7H9E7AR635216133CAESADGBBS" hash_algorithm="SHA256" >ExportDataifolder_2.xml<{/File>
<Record classificationCode=""04.02-ProductX/Uersion1" parentClassificationCode="04%.82-Producty"
hash="EZA95FFAGDLT02198190F3816CEL12622B507A34BF2n46137BCBE967410372AD" hash_algorithm="SHA256" >ExportDatatdocument_3.xnl</Record>
</Success>
<Signature xmlns="http://wwu.w3.org/20806/89/xmldsigh">
{SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3d.org/TR/2061/REC-xnl-c14n-20810315"/>
<Signaturetethod Algorithm="http://www.wid.org/2000/089/xnldsigrsa-shal"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://wuu.w3.org/20680/09/xnldsigienveloped-signature™/>
</Transforms>
<bigestilethod Algorithm="http://www.u3.0rg/2000/09/xnldsigltsha1"/>
<bigestUalue>2Bt4hjKWi60vzzRDBTwymPelgbw=</Digestlalue>
</Reference>
</SignedInfo>
<signaturelalue! 6aFeq+51E0ApCH]j q8a0hFTpPER6MMSAKSF 538G jd jbBFiPNKKFUr j1W/AowuznGUtCjzptul1T57uph+Woz29Rand /55rH812yac1y
qbBKhk1sEu23i/S1AH/BBULGERIF7uFKyxsuf5 jn2Hy69g=</Signaturevalue>
<KeyInfo>
<X509Data>
<K509Certificate>MIIFQTI BAQIKE+J1 i gkqhki! ADBFHRIWEAYKGZIMiZPYLGQBGRYGC2kxFDASBgoJkiaJk/IsZAEZFgRpbW1ZHRKWFwYD
UQQDExBJDWFnaw5nU3lszUt:BNBMBI;XDTE HDQxHLoXDTE: ZMTQXMIOWUDE" gmSJomT 81 gYKCZImiZPyLGQBGRYEaW1pczENMASEA
1UECXHESU1pUZEUMBMEA1UEARHHUNGiZXJOIFB1dGUr HI qGST iQKBgQCriZ1kjCP+RED1 4HMxukWQHBNtSs1 /SFstthBUFLnoo6mgJ9109uunUgy
SBGGTA4Yumzyq+uStHzuINpR13HFaxtADUFrmhQakHQPTnomeVJutiKCgDkUnXypLBKFb+xSrTEXKSTFJXLCAJTJZNCGQRS7h/murKYYD1TIi8 IGWYZJOuIDAQABOLTIBjCCAaYWF WY
JRuwY| 1UdJQQiHCAGCisGANQBY jcKAW)GCCSGAQUF BuMEBggrBgEFBOcDAjALBGHUHOBEBANCBaAWRAY JKoZ ThueNAQKPBDcwNTADBggghkiG
QuBDAgICATAWDGYIKoZ [hucHAWQCAGCAMACEBSSOAVIHHADGCCGES Th3DQHHMB BEA1UdDgQWBBRNTbY 1uUNFEFURNUKdr7tSulr TYDAFBGNUHSHEGDAWGBSZUibbAGqcWHYAaPa+X
Nrk1j1AFzBEBGNUHRBEPTA7ZHMDMgN6ATh jNodHRwOi8ucGUjYSSpbilzLnNpLBNLenRFbnJubGuuSY1hZ21uZ INScIR1bXNDOSS jemuuXAY THuwY EUDBOHE Bz
RHI'IKHOUHRWUIBUCGU]VS5pDWIZLanLUNICnHthJUDGWUCEU]\'SEpDWlZLanXUltidpoﬂTEXNUZN1ZUUEu‘l‘aJUMCkGR1UUEUQ1|m\.gngnmw. b2JlcnR
Aav1pcy5zaTANBgkghki tQr6u6p ax9UKJbF +hHnzBDW] CJuck2ylfulHezDPbY3R3yp/Kg16 IDe24h3cq jUUNTHEEQBH7 pUUL+ qApdnXRNg1 TuPP
edTI51XullidsB8F BUFu272LKOh1ccTeHOLAT30SXwkREXpSn72u9r 1bzqHe 2£81 10b200n6gUDSHC 4sAPSdiozYEY IAD1FSmiex/xbugdeuGov+4mo I8t 6z5RcFe jHFhIFaqQBeDo0d
120UciDsve3/KNijo6Y/AldDx5t1nEYR7XQHE11sj3FEYhIeVeujL Bk6h0cKBYU1ggeglHJBLONYEJZFQUBHXQN7YYT1xasak6¥3 jez3S5bExztWXy1h(3BLNICAGHIxwZDUEJY2un
NOpFoqiZK5+QRqePXXw+XKaRt1mLF+xEAI3MbhJASLsAgZTZzBCTh3eX1j1dT1] jOjRFXNCOhENF 17FuF jG1WUXSDLSNKbUUFibcSOECSuTzKZ Bxm+ UeSX juRFulu7ZIméwtX0bud
BUNzNnJulluh IbPUIiCSn+9duBbHAGLhFYNkteTnSqQO2y 8076+ 9pnPrUFSTFZUUHE7qAKNX2ZqCGqpJZg0atieYUUyAUS jam-o4C1QHIb9Z I 1PYFLHUBGHQWizD1U p+e7nHbpGDp1Pn
VeFCj+Fmk1Z0FyQo2R41ELPc2UDFLURATEQ=</8509Certificate>
</¥509bata>
</KeyInfo>
</Signature>
</Report>

Image 184: Example »XML Report« file with a record of export actions

| Error report.txt - Notepad == |

File Edt Format View Help

2014-05-23T09:22:08. 52601862
2014-05-23705:22:309.10363252
2014-05-23709:22:41. 582628627
2014-05-23T09:22:41. 889180092

ERROR: Unable to export folder 02-2014-00002-00012". Error “There was an errar generating the ML document.

ERROR: Unable to export folder 09.01-2014-00003-00002" Error “There was an errar generating the ML document.
ERROR: Unable to export folder 09, 01-2014-00003-00003". Error “There was an errar generating the ML document.

LInr .
ERROR: Unable to export folder 08.06.002-2014- 00001 00002". Error "There was an errar geferating the xmL dncumer’

Image 185: Example »Error report« log with a list of export errors

File Edit Format Wiew Help

2014-05-16T10:07:10. 73830147 - Exported class "08.03.001" 1ntu file "c:\Temph\Exporty7i2hclass_0.xml" -
2014-05-16T10:07:10. 89631722 - Exported class "08.03.002.001" into file " QTemp\Ex orthFh2h e lass_ 0 xml".
2014-05-16T10:07:10. 90431802 - Exported class "08.03.002" into file 'c:\Tem MExportiiizheclass_1.xml"
2014-05-16T10:07:11. 08433602 - Exported <lass "08.03.003.001" into file " Q TemphExporthFhahahelass oLt
2014-05-16T10:07:11.16634427 - Exported class "08.03.003.002" dnto file NTemphExporthFihai2helass_L.oxml"
2014-05-16T10:07:11. 24235182 Exported class "08.03.003.003" dnto file "c:Z\Temp\Ex nr’t\?\Z\Z\c]ass 2. xml"
2014-05-16T10:07:11. 24835247 Exported class "08.03.003" into F‘\'Ie "N TemphE x| DFtE?\Z\C Tass_2.xm1"
2014-05-16T10:07:11. 25435302 Exported class "08.03" into file "ciZTemp“\Exporth7hclass_2.xml",
2014-05-16T10:07:11. 50337792 Exported class "08.04.001.001" into file "c:\Temp\Exporth7h3n0hclass_0.xml".
2014-05-16T10:07:11. 58638622 - Exported class "08.04.001.002" dnto file "c:\Temph\Exporty7h3h0hclass_1.xml".
2014-05-16T10:07:11. 66739432 - Exported class "08.04.001.003" into Fﬂe " NTempEX| or’t\?\E\O\c'Iass_Z.xm'\
2014-05-16T10:07:11. 67233482 - Exported class "08.04.001" 'mtn file "ci\Temph\Exporti7i\3hclass_0.xml"
2014-05-16T10:07:11. 82941052 - Exported class "08.04.002.001" dnto fﬂa " QTemp\Ex nrt\?\}\l\c]ass 0 wml
2014-05-16T10:07:11. 83541117 - Exported class "08.04.002" into file "c: \TEm MExporti7iIhclass_1. xm
2014-05-16T10:07:12, 01142872 - Exported class "08.04.003. 001” into file QTemp\Eprrt\?\S\Z\c'lass Quoxmlt,
2014-05-16T10:07:12. 09043662 - Exported class "08.04.003.002" into file c STemphExporthFhivahclass_1.xml".
2014-05-16T10:07:12.16444402 - Exported class "08.04.003.003" into Fﬂe " NTempExX| or’t\?\s\z\c'lass 2.xm1".
2014-05-16T10:07:12.16944452 - Exported class "08.04.003" into file "ci\Temp\Exporth7y3hclass_. 2 xml”
2014-05-16T10:07:12.30745832 Exported class "08.04.004" dinto fﬂe UoNTempNEXpOrThFAINClass 3. xml”
2014-05-16T10:07:12. 31345892 Exported class "08.04" into file "ci\Temph\Exporti7hclass_3.xml"
2014-05-16T10:07:12. 39046662 Exported class "08.05" into file "c: \Temp\Ex orthhclass_4. xml".
2014-05-16T10:07:12. 63149072 Exported class "08.06.001.001” into file QTemp\Eprrt\?\S\O\c'lass a.xml™.
2014-05-16T10:07:12. 709458852 - Exported class "08.06.001.002" into Fﬂe c “TemphEx| Urt\?\S\O\c'Iassj_ xml".
2014-05-16T10:07:12. 71449902 - Exported class "08.06.001" into file “c:\remphExporth7yShclass_0.xm1"
2014-05-16T10:07:12. 79650722 - Exported class "08.06.002" into fﬂe toTemphExXporth SN Class_1.xml”
2014-05-16T10:07:12. 80450807 - Exported class "08.06" into file "c:i\TemphExporti7hclass_5.xm1"
2014-05-16T10:07:12. 81150872 - Exported class "08" into file "c:\Temp\Exporthclass_7.xml".

Class entities: oK(71) Failco)

Folder entities: Ok(5) Failco)

pocument entities: ok€22) Fail(od

o

m

Image 186: Example »Report« log with a list of export actions and the overall export success rate
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4.6.3 Deletion

Entities deleted by users with a »Deletion« role on the serverappear in the »Trash« folder inside

the »Administration« system folder, in their raw form.

By selecting the »Trash« folder, the right view will display all the deleted entities.

The list of deleted entities shows the following entity information:
o »(Classification code«: the classification code of the deleted entity.
o »Title«: the title of the deleted entity.

e »Description«: a required description of the deleted entity. If an entity had no description

before deletion, the delete action requires the input of a description.

= o]
=(\& » Archives » iarclimissi » Administration » Trash » v | 4 || Searc o
i
File Edit View Tools Help
QOrganize + Report | '93
i Classification code  Title Description  Reason  Date deleted Agent
s g
i Archives % 16 Test docurr test test  201.201516:11:37  Administrator
Al el dmis.si % 160101-2015-0 Test3 test test  20120151610:55  Administrator |2
4 01 Administration % 160101 Test2 test test 2012015161105 Administrator
74 02 Company Data
. # 16.01 Testl test test 201.201516:11:26  Administrator
- 03 Finance
® 1402 Razred 89 test test 20.1.201516:20:35  Administrator
4 04 Manufacturing
o5H % 01.17/00002 MNESPREGLE test test 23.1.201514:05:24  Administrator
- uman Resources
= 06 Reporting % 14.02-2015-0000 Dokument: test test 201.201516:19:55  Administrator
4 07 Public Relations ® 18 Documents  test test 201.201516:10:06  Administrator
4 08 External x 14 Documents  test test 201.201516:20:44  Administrator
4 09 Global x 13 Documents  test test 201.201516:25:14  Administrator
@ 10 Internal 5 % 09-2015-00001/ Document: deleted docu testdeh 151.201511:13:02  Administrator
i 11 Marketing ® 0802/00002  Document! test test 2212015112728 Administrator
@ 12 Publications % 19 Copy Docu  test test 201.201516:09:17  Administrator
99 L bject cont:
= €93cy opject containers ® 20 Copy Copy test test 20.1.201516:08:57  Administrator
-1 Administration
% 02090101010 Class2 . . 21.1.201514:35:36  Administrator
T Delete queue
E Export # 14.02-2015-0000 Case33 test test 201.201516:20:24  Administrator
G 1 % 14.02-2015-0000 Casell test test 201.201516:20:13  Administrator
4= Import
% Transfer % 18/00001 besedilo + s test test 20.1.201516:09:59  Administrator .
Found 86 entities

Image 187: Display of the »Trash« folder in the »Administration« system folder

The classification code, title and description are the only attributes still preserved when an
entity has been deleted. All other metadata of the entity is erased, replaced with the following

attributes:

e »Reason«: the reason for deletion as it was input by the »deletion« authorized user when

removing the entity.
e »Date deleted«: date and time of the entity's deletion.

e »Agent«: name of the user who executed the delete command.



Users with a »Reports« role on the server can create a report on the complete list of deleted

entities (trash), which appears as a text file. In the report, individual entity attributes are

separated by a comma (CSV form). The content of the report is identical to the content of the

»Trash« folder.

The deleted entities report is created using the »Report« command in the top command bar of

Windows Explorer and will be automatically opened in the default CVS file application.

Wte ~ o W w s

i =S
B WK RO

16
17
13
19
20
21
22
2

w

A B C D E F
1 |_CIassificati0nCUde Title Description Reason Deletion date  Agent

99 Legacy object containers  Class holding legacy object containers  test 23.9.2015 16:29 Administrator
01 Class1 TEST TEST 8.10.2015 8:49 Administrator
02 Class2 TEST TEST 8.10.2015 8:49 Administrator
02-2015-00001 Folder1 TEST TEST 8.10.2015 8:48 Administrator
02-2015-00001,/00001 Document 1 TEST test 8.10.2015 8:48 Administrator
05-2015-00002 Folder2 test test 1.10.2015 9:18 Administrator
05-2015-00003 Folder 3 test test 1.10.2015 9:19 Administrator
05-2015-00003,/00001 Document 1 test test 1.10.2015 9:19 Administrator
05-2015-00001/00001 Filed 1 test test 1.10.2015 9:28 Administrator
06 Class6 test test 15.10.2015 12:18 Administrator
06.01 Class 23 test test 15.10.2015 12:18 Administrator
06.01-2015-00001 Case 27 test test 15.10.2015 12:17 Administrator
06.01-2015-00001/00001 Document 38 test test 15.10.2015 12:17 Administrator
10 Class 10 test test 2.11.20159:11 Ron Salazar

10.01 Class12 test test 2.11.20159:11 Ron Salazar

"0.01.01 Class 23 test test 2.11.20159:11 Ron Salazar

10.01.01.01 Class 34 test test 2.11.2015 9:10 Ron Salazar

10.01.01.01.01 Class 45 test test 2.11.20159:10 Ron Salazar

01-2015-00005 Folder 5 test corrupted entities 8.10.2015 8:45 Administrator
01-2015-00006 Folder 6 test corrupted entities 8.10.2015 8:44 Administrator
01-2015-00005,/00001 Document 1 test corrupted entities 8.10.2015 8:44 Administrator
01-2015-00005,/00002 Document 2 test corrupted entities 8.10.2015 8:44 Administrator

4.6.4 Disposition

Image 188: Example deleted entities report

Each entity which was disposed of during the implementation phase of the review process is

located in its raw form in the »Disposed« folder in the »Trash« folder, which is located in the

»Administration« system folder.

By selecting the »Disposed« folder, the right view shows all of the review processes during

which at least one entity was disposed of. By clicking on an individual review page, a list of

disposed entities appears.

The list of disposed entities shows only the following entity information:

e »(Classification code«: the classification code of the disposed entity.

e »Title«: the title of the disposed entity.

e »Description«: a description of the disposed entity.



> [ 33 Cass 33

e Adriristration
ST Reviens

# Export

S r A
> A3 2

4 pC | Pregled 13
> 0 Pregled 15
> 71 Pregled 17
> ¥ Pregled 19
> ¥ Pregled AB
> <1 Pregled AN
> <) Pregled AP
B 0items

e

Found LL entities

7< 02-z015-00003/00002
75 02-2015-00004

7< 02-2015-00004-00001
75 02-2015-00004-00002

> %0 Disposed Entitties 2

Copy_Document 1 Retention policy conflict, M Retention policy conflict. Mot

Folder 3
Folder 1
Folder 2

@Qv‘;( ¥ Archives b larcoS.imis.si b Adwinistration b Trash b Dispossd b Praglsd 13 b Page | ~ [41 ][ searc mizesantmac )
Fle Edt view Tods Help
Organize v 0l @
> 24 Class 21 o lassification code Title Descriptian Reason Date deleted Agert Reference
> el 25 Class 66 gl Class 3 Retention policy corflict., M Retention policy conflict. Mo 2.10.2015 9:52:18  Administrater
> [ 26 Class 26 7< n3jon00z Document 1 Retertion policy corflict, N Rekention policy conflict. Mo+ 2.10.2015 9:52:16  Administratar
: : i; E::z z; 75 01-2015-00001 Folder 1 Retentian policy corflict, N~ Retention policy conflict, N+ 2,10.2015 $:52:1&  Adrministrater
) 29 Class 29 7< 01-z015-00002 Folder 2 Retention policy corflict, N Retention policy conflict, No+ 2,10.2015 9:52:18  Administrator
> 4 30 Class 30 7< 01-2015-00002/00001  Document 1 Retention policy corflict. N Rebention policy conflict. Mo+ 2.10.2015 9:52:18  Administrator
> G 31 Class 31 7< 02-2015-00003 Folder 2 Retention policy corflict. M Retention policy corfict. Mo+ 2.10.2015 9:52:19  Administrator
A Jeemen 73 02-2015-00003/00001  Dacument 1 Retentian policy corflict, N~ Retention policy conflict, N+ 2,10.2015 $:52:19  Adrministrater

Retention policy conflict. M Retention policy confict. fio
Retention policy conflict. N Retention policy confict. No

Retention palicy carflict, N Retention policy corfict, Mo«

2102015 9:52:19  Administrator
2.10.20159:52:19  Administratar
2402015 9:52:19  Administrator
200,205 %5219 Administrstar

& Computer

Image 189: Display of the list of disposed entities

The classification code, title and longer description of entity are the only attributes still

preserved when an entity has been disposed of. All other entity metadata is erased and

replaced with the following attributes:

e »Reason«: the reason for the disposition of the entity, which was entered by the user

during the review process.

e »Date deleted«: the date and time of the disposition of the entity.

e »Agent«: the team member who completed the review process, thus disposing of the

entity.

4.6.5 Auditlog

The audit log records the audit trail and contains information about the actions of all users on a

specific archived entity. Audit log reports are created by users with an »AuditLogQuery« role

on the server. They may be accessed by choosing the »Audit log« command in the »Reports«

section, in the right-click popup menu over the selected archive, class or folder.

Collapse

Reports

Print

Actions

Search...

Image 190: Selecting an

4 Audit log... @
3 Folders

3 Documents
Contents
Retention

Access...

audit log report via the popup menu



Within the framework of audit log search settings (see chapter 4.2.719 Viewing the audit log),

the user specifies the following information in the »AuditLogQuery« dialog box:
e Scope of the audit log report which may include the entire archive or just content under
a specific entity.
e Types of included entities (class, folder, document); these will be included in the report
along with any of their combinations.

¢ Time period that limits the audit log query.

In addition, a user with the »AuditLogQuery« role can limit the audit log report to:
¢ Specific users, computer names or |IP addresses.

e Specific entities or types of events.

The query results are returned in one of the available formats, as selected in the
»AuditLogQuery« dialog box:
e XML file created by the IMiS°/ARChive Server (see the IMIS /ARChive Server user
manual chapter 3.5.8.5 Report format).
e (SV file listing the audit log query data in the following columns:
- »Sequence«: sequence number of the record.
- »Time«: time of action performed on the entity.
- »User«: name of user who performed the action.
- »Address«: the IP address of the computer on which the command was executed.
- »Computer«: the name of the computer on which the command was executed.
- »ID«: identifier of the entity on which the action was performed.
- »ClassificationCode«: classification code of the entity in canonical form.
- »EventType«: type of event on the entity.

- »EventDetails«: message describing the event.

The image below shows an example audit log report in CSV form, opened in the MS Excel

application where users may browse and sort the audit trail data.
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| A B

C D

B F

H I 1

1 |Iime

UserName Address

ComputerNz Id

ClassificationCode

EveniType

EventMessage

23.5.2014 8:14 jpuhekl
23.5.2014 8:17 jpuhekl
23.5.2014 8:17 jpuhekl
23.5.2014 8:17 jpuhekl
23.5.2014 8:17 jpuhekl
23.5.2014 8:18 jpuhekl
23.5.2014 8:18 jpuhekl
23.5.2014 8:18 jpuhekl
23.5.2014 8:18 jpuhekl
23.5.2014 8:18 jpuhekl
23.5.2014 8:18 jpuhekl
23.5.2014 8:19 jpuhekl
23.5.2014 8:19 jpuhekl
23.5.2014 8:19 jpuhekl
23.5.2014 8:19 jpuhekl
23.5.2014 8:20 jpuhekl
23.5.2014 8:20 jpuhekl
23.5.2014 8:20 jpuhekl
23.5.2014 8:20 jpuhekl
23.5.2014 8:20 jpuhekl
23.5.2014 8:20 jpuhekl
23.5.2014 8:20 jpuhekl
23.5.2014 8:20 jpuhekl

(R R ENR- BT Sy R e

RN R e e e I =S
EERREBERERCDEGREERESE

fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWIN7
fd00:192:168:¢ ALESWIN7
fd00:192:168:¢ ALESWIN7
fd00:192:168:¢ ALESWIN7
fd00:192:168:¢ ALESWIN7T
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWINT
fd00:192:168:¢ ALESWIN7
fd00:192:168:¢ ALESWIN7
fd00:192:168:¢ ALESWIN7

f175#wiQuEJhF C=024F=2014-00003~D=00002
f175t#wiQuvEJhF C=02"F=2014-00003~D=00002
f1758#wiQvEIhF C=02"F=2014-00003~D=00002
f1758#wiQvEIhF C=02"F=2014-00003~D=00002
f1758#wiQvEIhF C=02"F=2014-00003~D=00002
637°ulgycQN?r C=02~F=2014-00003~D=00003
637°ul9ycQN?r C=02"F=2014-00003"D=00003
637°ul9ycQN?r C=02"F=2014-00003"D=00003
637°ul9ycQN?r C=02"F=2014-00003"D=00003
637°ul9ycQN?r C=02"F=2014-00003"D=00003
637°ul9ycQN?r C=02*F=2014-00003~D=00003
637°ulSycQN?r C=02F=2014-00003~D=00003
637°ulSycQN?r C=02F=2014-00003~D=00003
637°ulSycQN?r C=02F=2014-00003~D=00003
637 ulSycQN?r C=02"F=2014-00003~D=00003
637°ulSycQN?r C=02"F=2014-00003~D=00003
637°ulgycQN?r C=02~F=2014-00003"D=00003
637°ulgycQN?r C=02~F=2014-00003"D=00003
637°ulgycQN?r C=02~F=2014-00003"D=00003
637°ulgycQN?r C=02~F=2014-00003~D=00003
637°ul9ycQN?r C=02"F=2014-00003"D=00003
637°ul9ycQN?r C=02"F=2014-00003"D=00003
637°ul9ycQN?r C=02"F=2014-00003"D=00003

Entity open event, type READ-ONLY
Entity open event, type READ-WRITE
Property value changed event
Entity save event

Entity open event, type READ-ONLY
Entity open event, type READ-ONLY
Entity open event, type READ-ONLY
Entity open event, type READ-WRITE
Property value changed event
Entity save event

Entity open event, type READ-WRITE
Entity save event

Property value changed event
Entity open event, type READ-WRITE
Entity open event, type READ-ONLY
Entity open event, type READ-WRITE
Entity save event

Property value changed event
Entity open event, type READ-WRITE
Property value changed event
Entity save event

Entity open event, type READ-WRITE
Property value changed event

Image 191: Example audit log report

4.6.6 Statistics

Values for the following pi

Values for the following pt

Values for the following pr

Values for the following pi

Values for the following pi

Values for the following pt

The IMiS®/Client enables users with a »Reports« role on the server to create reports dealing

with the statistics of the folders, documents, content and user access on the IMiS”/ARChive

Server.

Reports are opened in applications set as default for their format, or in any Windows

application that can read CSV files.

4.6.61

Folder report

A folder report contains information about all the folders inside the selected archive, class or

folder. It is created using the »Folders« command in the »Reports« section after right-clicking

the selected archive, class or folder.

Collapse

Reports » Audit log...

Print 3 Falders

Actions 3 Documents @

Search... Contents
Retention
Access...

Image 192: Selecting a folder report via the popup menu
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Information about folders is listed in the following columns:

»ClassificationCode«: the classification code of the folder in the classification scheme.
»Title«: the title of the folder.

»Template«: the name of the template, on which the folder was created.

»Status«: the current status of the folder in the context of the archive.

Status dictates whether certain actions on the folder are allowed or not.
»Significance«: the significance of the folder in the context of the archive.

»SecurityClass«: the security class of the folder or document. Security class is used for
hiding entities from users, that do not have access rights to the entities set by the

Security clearance level.
»CurrentLocation«: the current location of the folder's physical content.
»HomelLocation«: the home location of the folder's physical content.

»DocumentCount«: the number of folders or documents contained inside the folder.

The image below displays an example audit log report open in Microsoft Excel, where users may

sort and calculate folder data by columns.

A B C D E F G H 1
1 LCIassificationCode Title Template Status Significance SecurityClass CurrentLocation Homelocation DocumentCount
2 1 35.01.01.01.01.01-2015-00001 Case 49 Case Opened 1
3 1 35.02.01.01.01.01-2015-00002 Case 49 Case Opened 1
4 35.14-2015-00001 Case 91 Case Opened ]
5 35.14-2015-00002 Case 93 Case Opened 0
6 35.21.01.01.02-2015-00001 Case 45 Case Opened 2
7 35.21.01.01.02-2015-00002 Case 47 Case Opened ]
8 35.21.01.01.02-2015-00002-00001 Case 59 Case Opened ]
9 35.22-2015-00001 Case 75 Case Opened 0
10 |35.22-2015-00001-00001 Case 29 Case Opened 2

11
12

Image 193: Example folder report

4.6.6.2 Document report

A document report contains information about all the documents contained inside a selected

archive, class or folder. It is created using the »Documents« command in the »Reports« section

after right-clicking the selected archive, class or folder.
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Image 194: Selecting a document report via the popup menu

Information about documents is listed in the following columns:

e »(ClassificationCode«: the classification code of the document in the classification

scheme.
e »Title«: the title of the document.
e »Template«: the name of the template, on which the document was created.
e »Significance«: the significance of the document in the context of the archive.

e »Status«: the current status of the document in the context of the archive.

Status dictates whether certain actions on the document are allowed or not.
e »CurrentLocation«: the current location of the document's physical content.
e »Homelocation«: the home location of the document's physical content.

e »ContentCount« the number of content in the document.

The image below displays an example audit log report open in Microsoft Excel where users may

sort and calculate document data by columns.

| 4] A | B | c | o | E F G H

1 |ClassificationCode Title Template Status  Significance CurrentLocation HomeLocation ContentCount
2 35.01.01.01.01.01-2015-00001/00001 TEST FTI FiledDocument 2
3 35.01.02/00001 Document 1 Document Opened 1
4 35.02.01.01.01.01-2015-00002/00001 TEST FTI FiledDocument 2
5 35.02.02/00001 Document 1 Document Opened 1
6 |35.16/00001 Dokument 57 Document Closed 15
7 35.17/00001 IMis/Client build 72 Email Opened 2
& 35.17/00002 IMiS/Client build 72 Email Opened 2
9 |35.17/00003 IMis/Client build 72 Email Opened 2
10 | 35.20/00001 Dokument 59 Document Closed 7
11 |35.21.01.01.01/00001 Document 59 Document Opened Retain 1]
12 1 35.21.01.01.01/00002 Document 61 Document Opened Retain 0
13 |35.21.01.01.01/00003 Document 63 Document Opened Retain 0
14 | 35.21.01.01.02-2015-00001/00001 Document 67 FiledDocument 1]
15 | 35.21.01.01.02-2015-00001/00002 Document 49 FiledDocument 1]

Image 195: Example document report



4.6.6.3 Content report

The content report contains information about all the files attached to the documents inside

the selected archive, class or folder. It is created using the »Contents« command in the

»Reports« section after right-clicking the selected archive, class or folder.

Collapse

Reports
Print
Actions

Search...
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Contents '{b
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Image 196: Selecting a content report via the popup menu

Information about content is listed in the following columns:

described.

»ContentSize«: sizes of content (files)

»Title«: the title of the document whose content is being described.
»Template«: the name of the template, on which the document was created.
»ContentDescription«: description of content (files) attached to a document.

»ContentType«: types of content (files) attached to a document.

attached to a document.

»ClassificationCode«: the classification code of the document whose content is being

The image below displays an example audit log report open in Microsoft Excel where users may

sort and calculate content data by columns.

| A | B | c | o E F
1 LCIassiﬁcationCode Title Template ContentDescription ContentType ContentSize
2 |35.01.01.01.01.01-2015-00001/00001 TESTFTI FiledDocument signed document.pdf application/pdf 61708
3 |35.01.01.01.01.01-2015-00001/00001 TESTFTI FiledDocument signed document.pdf application/pdf 61708
4 |35.01.02/00001 Document 1 Document signed document.pdf application/pdf 61708
5 |35.02.01.01.01.01-2015-00002/00001 TEST FTI FiledDocument signed document.pdf application/pdf 61708
6 | 35.02.01.01.01.01-2015-00002/00001 TEST FTI FiledDocument signed document.pdf application/pdf 61708
7 |35.02.02/00001 Document 1 Document signed document.pdf application/pdf 61708
8 |35.16/00001 Dokument 57 Document Balance Sheet.docx application/vnd.openxmlformats-officedocument.v 5812
9 |35.16/00001 Dokument 57 Document Budget Tracking Template.: application/vnd.openxmlformats-officedocument.s 81413
10 |35.16/00001 Dokument 57 Document Business report_2013.xltx application/vnd.openxmlformats-officedocument.s 89341
11 |35.16/00001 Dokument 57 Document Business report_2014.xlsx application/vnd.openxmlformats-officedocument.s 77037
12 |35.16/00001 Dokument 57 Document Certification of Incorporatii application/vnd.openxmlformats-officedocument.v 16277
13 |35.16/00001 Dokument 57 Document Company Overview.pdf  application/pdf 88549
14 35.16/00001 Dokument 57 Document Decision Structure.jpg image/jpeg 19710
15 35.16/00001 Dokument 57 Document Distribution and Marketing application/vnd.openxmlformats-officedocument.v 28686
16 |35.16/00001 Dokument 57 Document employment Agreement.di application/vnd.openxmlformats-officedocument.v 22285
17 |35.16/00001 Dokument 57 Document Equity Transfer Agreement application/vnd.openxmlformats-officedocument.v 23560
18 |35.16,/00001 Dokument 57 Document EU Stats_August 2011.xIsx application/vnd.openxmlformats-officedocument.s 21640
19 |35.16/00001 Dokument 57 Document EU Stats_July 2011.xlsx application/vnd.openxmlformats-officedocument.s 21095
20 |35.16/00001 Dokument 57 Document Finance Log_April 2014.xlsx application/vnd.openxmlformats-officedocument.s 17554

Image 197: Example content report



4.6.6.4 Retention report

The retention report contains information on retention policies and disposition holds on all
entities under the selected archive, class or folder. The user with appropriate access rights
can create it with the »Retention« command in the »Reports« submenu in the pop-up menu of

the selected archive, class or folder.
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Image 198: Selecting the retention report via the pop-up menu

Information on retention is listed in the following columns:

o »(ClasssificationCode«: contains the classification code of the entity in the classification

scheme.
e »Title«: contains the title of the entity being described.
e »Type«. contains the type of the entity being described.
e »Policy/Hold«: represents the type of entry (retention policy or disposition hold).
e »Name«: represents the name of the retention policy or disposition hold.
e »Reason« represents the reason for the retention policy or disposition hold.

e »Description«: represents a description of the retention policy or disposition hold.

In the image below the report is open in the Microsoft Excel application, in which users can

view and edit retention information by selected columns.

A B - D E F G
Aclassificatiuncode Title Type Palicy/Hold Name Reason Description
2 |23 Class 23 Class Retention policy 3 leta Hramba za 3 leta po zaprtju entitete Review entities after 3 years
3 |23 Class 23 Class Retention policy 8let Pregled 8 let od zaprtja entitet Review entities after 8 years
4 23 Class 23 Class Retention policy 3 leta Hramba za 3 leta po zaprtju entitete Review entities after 3 years
523 Class 23 Class Retention policy 8let Pregled 8 let od zaprtja entitet Review entities after 8 years
6 23.01 Class 28 Class Retention policy 3 leta Hramba za 3 leta po zaprtju entitete Review entities after 3 years
7 23.01 Class 28 Class Retention policy 8let Pregled & let od zaprtja entitet Review entities after 8 years
8 23.01-2015-00001 Case 38 Folder Retention policy 3 leta Hramba za 3 leta po zaprtju entitete Review entities after 3 years
9 23.01-2015-00001 Case 38 Folder Retention policy 8let Pregled 8 let od zaprtja entitet Review entities after 8 years
10  23.01-2015-00001-00001 Case 29 Folder Retention policy 3 leta Hramba za 3 leta po zaprtju entitete  Review entities after 3 years
11 23.01-2015-00001-00001 Case 29 Folder Retention policy 8let Pregled 8 let od zaprtja entitet Review entities after 8 years

12 23.01-2015-00001-00001/00001 Documents56 Document Retention policy 3 leta
13 23.01-2015-00001-00001/00001 Document 36 Document Retention policy 8 let

14

Image 199: Example of a

Hramba za 3 leta po zaprtju entitete
Pregled 8 let od zaprtja entitet

retention report

Review entities after 3 years
Review entities after 8 years



4.6.6.5 Access report

The access report contains information about the access rights / permissions of users on all
the folders and documents inside a selected archive, class or folder. A report about a specific
user, or about all users of the archive, is created by using the »Access« command in the

»Reports« section after right-clicking the selected archive, class or folder.

Select a specific user you wish to create a report about, or select »All« in the dialog box to

create a report about all the users of the archive.
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Image 200: Creating an access report on the selected user

The »Select user« options window appears, in which the user with appropriate access rights
selects or wishes to create an access report about a specific user or about all the users of the
archive.

If you wish to create an entity access report on all the users of the archive, select the

command »All users« in the window. Otherwise select only a specific user.

. Select user EI@

Scope: All users @ Selected user
|5:': rch 2
y Adrministrator

y Anonymous

Clay, Keira
Irwin, Caroline
Jordan, Raul

Layton, Grace

Melson, Alex

W S S B O D D Dl

-

Cancel |

Salazar Ron

Image 201: Selecting a user or all users

By selecting the »OK« command, the user confirms the creation of a report; by selecting the

»Cancel« command, he cancels it.



Information on the users' rights on individual folders and documents is listed in the following

columns:

»ClassificationCode«: the classification code of the entity in the classification scheme.
»Title«: the title of the entity.

»Type«: the type of the entity being described.

»Template«: the name of the template, on which the document was created.

»Status«: the status of the entity in the context of the archive.

Status dictates whether certain actions on the document are allowed or not.
»Significance«: the significance of the entity in the context of the archive.
»SecurityClass«: the security class of the entity. Security classes are used to hide
entities from users whose clearance level is not high enough to access them.
»CurrentLocation«: the current location of the entity's physical content.
»HomelLocation«: the home location of the entity's physical content.

»User«: the name of the user the report is on.

»Read«: this value tells if the user has a »Read« access right on the folder or document.
»Write«: this value tells if the user has a »Write« access right on the folder or document.
»Delete«: this value tells if the user has a »Delete« access right on the folder or
document.

»Move«: this value tells if the user has a »Move« access right on the folder or document.
»CreateSubEntities«: this value tells if the user has a »Create entities« access right on
the folder or document.

»ChangeRights«: this value tells if the user has a »Change permissions« access right on
the folder or document.

»ChangeSecurityClass«: this value tells if the user has a »Change security class« access
right on the folder or document.

»ChangeStatus«: this value tells if the user has a »Change status« access right on the
folder or document.

»ChangeRetention«: this value tells if the user has a »Change retention« access right on

the folder or document.



The image below displays an example audit log report open in Microsoft Excel where users may

sort and calculate content data by columns.

A B c D E F G H | J K L M N o P a R s

|1 [glassificationcode Title Type Template Status _Significance SecurityClass CurrentLocation Homelocation User Read Write Delete Move CreateSubEntities ChangeRights ChangeSecurityClass ChangeStatus ChangeRetention
2 119.01.01-2015-00004 Case31 Folder  Case Opened KeiraClay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

3 119.01.01-2015-00004/00001 Document 42 Document FiledDocument Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

4 19.01.01-2015-00004/00002 Dokument 43 Document FiledDocument KeiraClay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 19.01.01-2015-00004/00003 Dokument 44 Document FiledDocument Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

6 119.01.01-2015-00004/00004 Dokument 45 Document FiledDocument Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

7 119.01.01-2015-00004/00005 Dokument 46 Document FiledDocument KeiraClay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

2 119.01.01-2015-00005 Case32 Folder  Case Opened c7s [:E] KeiraClay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

9 119.01.01-2015-00005-00001 Case 26 Folder  Case Opened KeiraClay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

10 19.01.01-2015-00005-00001- Case 39 Folder  Case Opened Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

11 19.01.01-2015-00005-00001- Case 49 Folder  Case Opened Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

12 19.01.01-2015-00005-00001- Case 56 Folder  Case Opened Restricted Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

13 19.01.01-2015-00005-00001- Case 61 Folder  Case Opened Restricted Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

14 19.01.01-2015-00006 Case33 Folder  Case Opened Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

15 19.01.01-2015-00006-00001 Case 23 Folder  Case Opened G54 z788 KeiraClay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

16 19.01.01-2015-00006-00001- Case 38 Folder  Case Opened KeiraClay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

17 19.01.01-2015-00006-00001- Case 46 Folder  Case Opened KeiraClay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

18 19.01.01-2015-00006-00001- Case 52 Folder  Case Opened Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

19 19.01.01-2015-00006-00001- Case 65 Folder  Case Opened Keira Clay FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

Image 202: Example access report on the selected user

4.7 Roles

A server role is a set of access rights that allow users to execute specific operations on the
IMiS®/ARChive Server. An appropriately authorized user can open the »Directory«
configuration folder and grant the following roles to other users or groups:

e »AuditLogQuery«: allows access to the audit log.

Users with an »AuditLogQuery« role see the Activity Log tab in the entity information
overview and can access the audit trail through this tab.

User can also create audit log reports for the complete archive or for individual entities
by opening the appropriate Reports / AuditLog popup menu.

e »lmportExport«: this role enables the import and export of entities.

Users with the »ImportExport« role can execute »Import« and »Export« actions on the
archive or individual entities by opening the appropriate popup menu.

e »Deletion«: this role enables the viewing of entities that have been flagged for deletion.
Users with the »Deletion« role can access the »Disposed, »Deleted« and »Queue« folders
in the »Trash« folder under the »Administration« folder of the archive.

e »Reports« this role enables the display of system reports on imports, exports, access,
folders, documents, contents and retention periods.

User can also print the metadata of a class, folder or document, and the classes
(and folders) of the classification scheme.

e Review: this role allows the reviewing and editing of retention policies and dispaosition
holds on entities, and the review and implementation phases of review processes.
Users with a »Review« role may access the »Retention« tab when reviewing entity

information; while the »Reviews« folder is available in the »Administration« folder.



5 SYSTEM REQUIREMENTS

The following are system requirements for IMiS®/Client installation.

5.1 Hardware

Most current workstations and computers should be able to run the IMiS®/Client without

problems, as it requires few resources and operates smoothly in virGual environments.

5.1.1 Minimum requirements
e Must satisfy the minimum requirements of the installed operating system.
e Size of available work memory should be at least 256 MB larger than the operating
system's memory requirements.
e Minimum free disk capacity for installing the IMiS®/Client is 200 MB.
e TCP/IP network access (IPv4 or IPvB).

5.1.2 Recommended hardware
¢ Size of available work memory should be about 1 GB larger than the operating system's
memory requirements.
e Minimum free disk capacity for installing the IMiS”/Client is 1 GB.
e TCP/IP network access (IPv4 or IPvB).

5.1.3 Hardware supervision
IMiS°®/Client requires no particular hardware supervision in addition to the platform's

requirements.

5.2 Software
5.2.1 Operating systems
IMiS°®/Client works on Windows 32-bit or 64-bit operating systems.
Below is a list of supported Windows versions:
e Windows 7 (32-bit or 64-hit)
e Windows 8 (32-bit or 64-bit)
e Windows 8.1 (32-hit or B4-hit)
e Windows 10 (32-bit or 64-bit).

5.2.2 Minimum requirements

IMiS®/Client requires Microsoft .NET Framewaork 4.0.



6 INSTALLATION

This chapter describes the installation procedure. The IMiS®/Client can be installed by an
administrator or any other user with the appropriate software installation rights.

The installation is conducted step-by-step and is the same for everyone.

6.1 Installation procedure

The product must be installed in an environment that satisfies minimum requirements.

To install the IMiS®/Client, you must have local administration rights on the computer.
Installation is conducted using the install wizard, which provides a step-by-step installation
procedure. Recommended system specifications are advised for optimal performance.

Installation is executed by launching the installer package.

Example: When launching the installer package:

IMIS.Client.8.1.1406.x64.msi

The following window appears:

Windows Installer

A Preparing to install...

Cancel

Image 203: Preparing to install

Next, a dialog box with the install wizard is shown, prompting the administrator to continue

with the installation or cancel it.
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1) IMiS/Client - InstaliShield Wizard =
- _t=— _
INI©E &= Welcome to the InstaliShield Wizard for

== IMiS/Client

The Installshield(R) Wizard will install IMi5/Client on your
computer. To continue, dick Mext.

WARMIMG: Thig program is protected by copyright law and
international treaties.

l=]

< Back [ Next > ] [ cancel

Image 204: Beginning the IMiS"/Client installation procedure

During each step, the administrator may:
e Continue to the following step by choosing »Next«.
e Return to the previous step by choosing »Back«.

e (Cancel the installation procedure by choosing »Cancel«.

If installation is interrupted using the »Cancel« command, a dialog box will appear asking the

user to confirm the cancellation.

15 IMiS/Client - InstaliShield Wizard [l
Are you sure you want to cancel IMiS/Client
installation?
[ Yes ] | Mo

Image 205: Cancelling the IMiS°/Client installation procedure

If the installation procedure is cancelled, any already installed files and Windows registry

settings are deleted.

The next step will prompt you to carefully read the license agreement.

If you agree to the terms and conditions, choose »l accept the terms in the license agreement«
which signifies your explicit acceptance of the licensing terms and conditions. If you disagree
with the terms and conditions, choose »l do not accept the terms in the license agreement«

and abort the installation procedure by choosing »Cancel«.
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1 IMiS/Client - InstallShield Wizard (==
License Agreement

Please read the following license agreement carefully.

»

IMAGING S5YSTEMS license statement and limited warranty for 3
IMiS® SOFTWARE

l..m

1. This Software is owned by IMAGING SYSTEMS or its suppliers and is protected by
copyright law and international copyright treaty. Therefore, you must treat this Software like
any other copyrighted material (e.g., a book), except that you may either make one copy of
the Software solely for backup or archival purposes or transfer the Software to a single hard
disk provided you keep the original solely for backup or archival purposes.

2. You may transfer the Software and documentation on a permanent basis provided you
retain no copies and the recipient agrees to the terms of the License Agreement. Except as

mrevsidad in Hha Liranes Anraamant s e mek beancfar

ramt lazca land ~amar medifs

@) I accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

InstalShield

[ < Back ][ Mext = ] [ Cancel ]

Image 206: Reviewing and accepting the license agreement

The administrator continues by entering the customer information, the user name in the »User
Namex« field and the organization's name in the »Organization« filed. The next choice is to install
the application only for the current user by choosing »Only for meg, or for all users on this

computer by choosing »Anyone who uses this computer«.

5! IMiS/Client - InstallShield Wizard (=5
Customer Information

Please enter your information.

User Mame:
|Tesher

Qrganization:

|Acme Inc.

Install this application for:

@ Anyone who uses this computer (all users)

() Only for me (Tester)

InstalShield

[ < Back ][ Mext = ] [ Cancel

Image 207: Customer information dialog box
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The next step is a choice between »Complete« or »Custom« setup type. Choosing »Complete«

will perform a full install of all the files in the install package.

ﬁ IMiS/Client - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

InstallShield

Please select a setup type.

@ Complete

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

[ < Back ][ Next > ] [

Cancel

)

Image 208: Choice between complete and custom installation

When choosing the »Custom« setup type, you will receive the following dialog box:

15 Ivis/Client - Installation

Custom Setup

Select the program features you want installed.

=3

IMiS/Client Runtime
(=3 = | IMi5/Convert To PDF-A Virtual Print Driver

Click on an icon in the list below to change how a feature is installed.

Feature Description

your hard drive.

Install to:

c:\Program Files\Imaging Systems\IMiS Client),

InstalShield

Thig feature installs required
IMi5 fClient Runtime Libraries

This feature requires 46KB on

[

J { J | JL net> ] |

Help Space < Back

Cancel

Image 209: Selecting the elements and location of IMiS®/Client installation

2015 © Imaging Systems Inc., All rights reserved.

186



IMiS"/Client Manual Version 9.5.1510

Choosing the »Help« command will open the following setup tips:

3] Mis/Client - InstaliShield Wizard (=30

Custom Setup Tips
Custom Setup allows you to selectively install program features. I}

=i~ The icon next to the feature name indicates the install state of the feature. Click
the icon to drop down the install state menu for each feature.

This install state means the feature...

= -| Wil be completely installed to the local hard drive.
Wil have some subfeatures installed to the local hard drive. (Available only if the
feature has subfeatures.)
X v| Will not be installed.
= -| Will be installed on first use. {(Available only if the feature supports this option.)
@ v| Will be installed to run from the network. (Available only if the feature supports this
option.)
Instalshield

Image 210: Description of the installation element icons

By choosing »Changes, the administrator can change the IMiS°/Client's installation path.
A dialog box appears, prompting the selection of a preferred destination folder, which is then

confirmed using the »OK« button.

15 IMiS/Client - InstallShield Wizard (=30

Change Current Destination Folder
Browse to the destination folder.

Look in:

£ IMiS Client -

Folder name:

InstalShield

[ OK ] [ Cancel

Image 211: Selecting the destination folder

By choosing »Spaceg, the administrator can check if there is enough space in the selected
location. A dialog box appears listing all the accessible disks, their size and available space.

Disks with insufficient space are highlighted.
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1) IMiS/Client - InstallShield Wizard

Disk Space Requirements

The disk space required for the installation of the selected features.

Volume Disk Size Available Required
= G3GE 44GE TI73KEB
2o 44368 46GE OKB
< 1 | b

local drives, or select different destination drives.

The highlighted volumes do not have enough disk space available for the currently selected
features. You can remave files from the highlighted volumes, choose to install fewer features onto

InstalShield

Image 212: Available disk space

The selection of custom IMiS"/Client installation elements is the following:

e »MiS/Client Runtime«: installs the runtime libraries of the IMiS"/Client.

This element is required for installation and cannot be removed.

e »IMiS/Convert To PDF-A Virtual Printer Driver«: installs the virtual printer driver,

which can be used to convert documents to PDF/A format.

This element can be removed through a popup menu.

1) IMiS/Client - Installation

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

(=0 ~ | IMiS/Client Runtime

IMiS/Convert To PDF-A Virtual Print Driver

Feature Description
This feature installs a virtual print

Arivier ranahla Af samwerting smu

This feature will be installed on local hard drive.

This feature, and all subfeatures, will be installed on local hard drive.

kThis feature will not be available.

Install to:
c:\Program Files\Imaging Systems\IMiS Client),

InstalShield

[ tep | [ space | <Back

MNext = ] [ Cancel ]

Image 213: Removing the printer driver during custom install
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The next step of the installation wizard prompts you to select one or more locations for the
»Archives« virtual folder of the IMiS®/Client, within the framework of Windows Explorer's left
view:
e »Computer«: the Archives folder is installed under the »Computer« folder.
e »Desktop«: the Archives folder is installed under the »Desktop« folder.
This choice also offers the »Desktop Icon« option. Selecting it will create an Archives
folder icon on the computer's desktop.

e »Network«: the Archives folder is installed under the »Network« folder.

{5 IMis/Client - Installation [===a]

Select location for ‘Archives’ virtual folder

Select where do you want IMiS/Client to register and display its virtual folder 'Archives':

|:| Computer
Desktop [ Desktop icon
[C netwark

If you want to review or change any of your installation settings, dick Back. Click Cancel
to exit the wizard,

InstalShield

I < Back E mexts> l Canicel I

Image 214: Selecting the location of the Archives folder

The next step prompts you to confirm the selected settings and begin installation by clicking

»Install«.

3] IMiS/Client - InstallShield Wizard (===

Ready to Install the Program
The wizard is ready to begin installation,

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

InstallShield

l <Back | Install | l Cancel ]

Image 215: Confirming settings to begin installation
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The installation of the IMiS°/Client requires administrator privileges. If the »User Access
Control« window appears during installation, you must select »Yes« to agree to the installation
or it will be aborted.

[ ]

@ User Account Control 21

@] Do you want to allow the following program to install

software on this computer?

@ Pragram name:  IMiS/Client
Verified publisher: Imaging Systems, informacijski sistemi,
d.o.o.
File crigin: Hard drive on this computer

(%) Show details Yes [ No |

Change when these notifications appear

Image 216: Security warning notification

When all the above steps are complete, the installation procedure of the IMiS®/Client begins.
The progress bar shows the progress of copying files to the selected location.
The installation takes anywhere between a couple of seconds and a few minutes, depending on

the chosen installation package and the speed of the computer.

3] IMiS/Client - InstaliShield Wizard =] ® |
Installing IMiS/Client

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs IMiSfClient. This may take
several minutes.

Status:
Copying new files
\— - J

InstallShield

Image 217: Installation progress bar

2015 © Imaging Systems Inc., All rights reserved. 190



IMiS"/Client Manual

Version 9.5.1510

Installation is completed by clicking »Finish« in the final dialog box.

ﬁ IMIS/Client - InstallShield Wizard
by ——
——

o= .
INIIS € InstallShield Wizard Completed

Click Finish to exit the wizard.

The Installshield Wizard has successfully installed IMiS/Client.

< Back

Cancel

Image 218: Installation complete message

Unless the administrator removed the installation of the »IMiS/Convert To PDF-A Virtual

Printer Driver« during custom setup, a new virtual printer named »IMiS Convert To PDF-A« will

appear on the computer. It can be used to create PDF/A files using the application of your

choice.

A 4 - . .
{ ;u - |@ <« All Control Panel ltems » Devices and Printers

Eile Edit
Add a device

View Tools Help

Add a printer See what's printing Manage default printers ~ »

> Devices (3)

4 Printers and Faxes (3)

IMiS Convert To PDF-A
0 document(s) in queue
Printer: Ready

] Fax
sl 0 document(s) in queue
TE o i

= Printer: Ready

 Microsoft XP5 Document Writer
L/ 0 document(s) in queue
. Printer: Ready

IMIS Convert To PDF-A Model: IMiS Convert To PDF-A Driver
Category: Printer
Status: 0 document(s) in queue

- | 5 | | Search Devices and Printers

o o=
o
- @

1 item selected

Image 219: Virtual printer
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7 UNINSTALLATION

IMiS°®/Client can be uninstalled by the local administrator or by any user with the equivalent

privileges.

7.1 Uninstallation procedure

To uninstall the IMiS®/Client, administrator privileges are required. The client is uninstalled
using the standard Windows application »Add or Remove Programsc.
To open it, select the »Start« command and enter »Add or remove programs« in the search

field to retrieve the link, then click it.

U@?h‘jﬁ v Control Panel » All Control Panel Itemns » Programs and Features - | +5 |

File Edit View Tools Help

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

'E‘_,' Turn Windows features on or
off @

Organize * | Uninstall Change Repair = - @
Mame Uninstall this program. Publisher Installed On *

ﬂﬁi‘!IMiSfCIient Imaging Systems Inc. 3.6.2014
ﬂﬁ‘&IMiS_r'OCR Server Imaging Systems Inc, 20.5.2014
Lotus Motes 7.0.4 IBM 20.5.2014

51 MagicDisc 2.7.106 30.5.2012

[ Microsoft .NET Framewaork 4 Client Profile Microsoft Corpaoration 29.4.2014

L% Microsoft MET Framework 4 Bxtended Microsoft Corporation 2042014 |
5| Microsoft Visual C++ 2008 Redistributable - 386 9.0.3...  Microsoft Corperation 30.4.2014

5| Microsoft Visual C++ 2010 x54 Redistributable - 10.0.... Microsoft Corperation 30.4.2014
ﬁjMicroso&VisuaIJ#E.G Redistributable Package Microsoft Corporation 30.5.2012

= Oracle VM VirtualBox Guest Additions 4.0.0 Oracle Corporation 14.2.2011

# SafeNet iKey Driver (64-Bit) v4.1.1.1007 SafeMet, Inc, 4122012~
o [T 3

1 item selected

Image 220: Uninstalling the IMiS"/Client

By choosing the »Uninstall« command in the top command bar, a dialog box is opened where

the administrator confirms uninstallation by choosing »Yes«, or cancels it by choosing »No«.

Programs and Features

l . Areyou sure you want to uninstall IMiS/Client?

[[] Inthe future, do not show me this dialog box [ Yes l No

Image 221: Confirming uninstallation
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If confirmed, the uninstallation procedure will begin. The progress is displayed in the progress

bar window. Uninstallation can still be cancelled at this time, by selecting the »Cancel«

command.

IMiS/Client

Gathering reguired information...

i El Please wait while Windows configures IMiS/Client
=

Cancel

Image 222: Uninstallation progress bar

The uninstall removes all files and settings that were created by the installation package.

IMiS®/Client can also be removed using the »Change« command, which opens the initial window

of the install wizard where modification, repair or removal of the client can be started by

selecting »Next«.

ﬁ IMiS/Client - InstallShield Wizard

=

u_.\E _—rar

INVhSE

IMiS/ Client

Welcome to the InstallShield Wizard for

The InstallShield(R) Wizard will allow you to madify, repair, or
remove IMiS/Client. To continue, dick Mext.

el

< Back

Mext =

] |

Cancel ]

Image 223: Opening the IMiS°/Client program maintenance
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If the administrator continues the procedure, the next dialog box offers the option to modify,

repair or remove the client, which can be uninstalled using the »Remove« and then »Next«

command.

15 IMiS/Client - InstallShield Wizard (===l

Program Maintenance

Modify, repair, or remaove the program.

*) Modify
Change which program features are installed. This option displays the
Custom Selection dialog in which you can change the way features are
installed,

) Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.
@ Remove IMi5/Client from your computer.

& |

InstalShield

[ < Back ][ Mext = ] [ Cancel ]

Image 224: Selecting a program maintenance action for the IMiS"/Client

At the next step, uninstallation is confirmed by clicking »Remove«.

15 IMiS/Client - InstallShield Wizard [l

Remove the Program

‘fou have chosen to remove the program from your system,
Click Remave to remove IMiS /Client from your computer. After removal, this program will
no longer be available for use.

If you want to review or change any settings, dick Back.

InstalShield

[ < Back ]| Remove [ Cancel ]

Image 225: Confirming IMiS®/Client uninstallation

If the »User Access Control« window appears during uninstallation, you must select »Yes« to

agree to the uninstallation or it will be aborted.



IMiS"/Client Manual Version 9.5.1510

r 2

@ User Account Control

" Do you want to allow the following program to remove

software from this computer?

@ Pregram name:  IMiS/Client
Verified publisher: Imaging Systems, informacijski sistemi,
d.o.0.
File crigin: Hard drive on this computer

(%) Show details ves [ o |

Change when these notifications appear

Image 226: Security warning prompt

Uninstallation takes anywhere between a couple of seconds and a few minutes, depending on
the installed package and the speed of the computer. When the process is complete, a »Finish«

dialog box lets you know the client was successfully uninstalled.

15 IMiS/Client - InstallShield Wizard
InstallShield Wizard Completed

The InstallShield Wizard has successfully uninstalled
IMiS/Client. Click Finish to exit the wizard.

< Back Cancel

Image 227: Uninstallation complete message
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8 PRODUCT MANAGEMENT

IMiS°®/Client can be managed by an administrator, as well as regular users.

8.1 Startup and closing

IMiS°®/Client starts up when you start the Windows Explorer. The user interface of the client is

integrated into the user interface of Explorer.

When you first start Windows Explorer once the client has been installed, the only new folder
appearing in the left view of explorer is the »Archives« folder.
To access an IMiS°/ARChive Server, you have to manually add it into the »Archives« folder.

For more information on this procedure see chapter 8.3.1 Adding an IMIS”/ARChive Server:

Users must log in before they can access the archive.

For more information see chapter 4.2.1 Login and logout.

IMiS°®/Client is closed by logging out of the archive using the »Log out« command.

Warning: closing the Windows Explorer window does not log you out of the client.

8.2 Event log

The IMiS®/Client event log is used to monitor activities, which is performed by the
administrator according to need. It is especially useful when something goes wrong and you

wish to pinpoint the cause of the error.

The client records operations in a rotating event log stored in the temporary system folder
»%TEMP%¢« accessible via the Windows Explorer. The name of the log file is IMiS.Client.NET.X.log ,
where X is the generation number that specifies the generation of the rotating log file.

The number of rotating log files is capped at 10, and each file is limited to a maximum size of
around 1MB. The newest event log is the one with the generation number 0, into which events
are being currently recorded, and the oldest one is the one with the highest generation

number.

The log file records the following data:
e Date and time of the log entry.
e Process and Thread ID, separated by a colon.

e Name of the module or DLL library that recorded the entry.



During normal operation, the entry continues with the:
¢ Name of the method that was conducted during log entry, which appears inside the

characters < and >.

e QOperation message, which briefly describes the current operation or state of the client.

| IMiS.Client.NET.0.log - Notepad li‘ﬂ‘_]
log P

File Edit Format View Help

28.5.2014 14:40:05.737 28912:3 IMis/storage Connector <IAsessionPool.Releasesession> vstop v metodo s par »
28.5.2014 14:40:05.738 28912:3 IMi5/Storage Connector <IASessionPoo].Re]leaseSession> Session 0 released (
28 2014 14:40:05.738 28912:3 IMis/Storage Connector <IASessionPool.ReleaseSession= Session 0 successfu
28.5.2014 14:40:05.738 28912:3 IMis/storage Connector <IasessionPool.Releasesession> Izstop iz metode bre
28.5.2014 14:40:05.738 28912:3 IMis/storage Connector <Archive.GetentityInfo> Informacije o entiteti na a
28.5.2014 14:40:05.738 28912:3 IMis/storage Connector <archive.GetentityInfo> Izstop iz metode z rezultat
28.5.2014 14:40:05.739 28912:3 1mis/Client <archiveentity.GetPropertyList> Create propert¥ Tlist for entit
28.5.2014 14:40:05.739 28912:3 IMi5/Client <ArchiveEntity.GetPropertylist> Property Tist Tor entity <Acme
28 2014 14:40:05.752 28912:3 IMiS/ARC Client <IASession.GetPub icc¥assificatinncnde> Entering method w
28 2014 14:40:05.752 28912:3 IMis/ARC Client <IAsession.GetPublicClassificationcode> Leaving method wit
28 2014 14:40:05.753 28912:3 IMis/ARC Client <IAsession.GetPublicClassificationcode> Entering method wi
28.5.2014 14:40:05.753 28912:3 IMiS/ARC Client <IAsession.GetPublicclassificationcode> Leaving method wit
28.5.2014 14:40:05.753 28912:3 IMiS/ARC Client <IAsession.GetPublicclassificationcode> Entering method w
28.5.2014 14:40:05.753 28912:3 IMiS/ARC Client <IASession.GetPublicClassificationCode> Leaving method wit
28 2014 14:40:05.754 28912:3 IMiS/ARC Client <IASession.GetPublicClassificationCode> Entering method w
28 2014 14:40:05.755 28912:3 IMiS/ARC Client <IAsession.cetPublicClassificationCodes Leaving method wit
28 2014 14:40:05.761 28912: IMis/ARC client <IAsession.GetPublicClassificationCode> Entering method w
28.5.2014 14:40:05.761 28912:23 IMis/ARC Client <IAsession.GetPublicClassificationcode> Leaving method w
28.5.2014 14:40:05.761 28912:23 IMis/storage Connector <EntityStub.Getsubentities> vstop v metodo s param

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
23
23
23
23
23
.762 28912:23 IMiS/ARC

23 i
23
23
23
23
23
23
23
23
23
23
23
23
1

28.5.2014 14:40:05.761 28912:23 IMiS/ARC Client <EntityStub.GetSubEntities> Entering method with paramete
28.5.2014 14:40:05.762 28912: IMiS/ARC Client <IASession.EntityCollectionCreate> Entering method with p
1401 Client <IAsession.EntityCollectionCreate> Creating new entity co
28.5.2014 14:40:05.762 28912: IMis/ARC Client <Iaserverchannel.entitycollectionCreate> Entering method '
28.5.2014 14:40:05.762 28912: IMis/ARC Client <IAserverchannel.writeGlrequest> sending GlRequeStHead re
28.5.2014 14:40:05.762 28912: IMis/ARC Client <IAserverchannel.writeGlRequest> sending 'IMis.IMiSARC.C
28.5.2014 14:40:05.762 28912:23 IMi5/ARC Client <IAServerChannel.WriteGlRequest> 'IMi5.IMiSARC.Client.G1X
28.5.2014 14:40:05.762 28912:23 IMi5/ARC Client <IAServerChannel.ReadGlResponse> Reading server response
28 2014 14:40:05.765 28912: IMis/ARC Client <Iaserverchannel.ReadGlResponse> Server response read int
28.5.2014 14:40:05.765 28912: IMis/ARC Client <Iaserverchannel.entitycollectionCreate> Leaving method w
28.5.2014 14:40:05.765 28912:23 IMis/ARC Client <Iasession.entitycollectionCreate> Entity collection succ
28.5.2014 14:40:05.766 28912:23 IMisS/ARC Client <IAsession.entitycollectioncreates Leaving method with no
28.5.2014 14:40:05.766 28912:23 IMi5/ARC Client <EntityStub.GetSubEntities> Leaving method with result (I
28.5.2014 14:40:05.766 28912:23 IMi5/5torage Connector <EntityStub.GetSubEntities> Tzstop iz metode z rez
28 2014 14:40:05.766 28912: IMiS/ARC (?1Eﬂt <IAasession.GetPublicclassificationCode> Entering method W
28 2014 14:40:05.766 28912: IMis/ARC Client <IAsession.GetPublicclassificationCode> Leaving method w
28.5.2014 14:40:06.169 28912:1 IMis/Client <ArchiveClass.Getchildren> ENTRY
28 2014 14:40:06.353 28912:1 IMis/Storage Connector <Storageconnector.openArchive> vstop v metodo s par
28.5.2014 14:40:06.353 28912:1 IMi5/Storage Connector <StorageConnector.OpenArchives Vstop v metodo s par
28.5.2014 14:40:06.353 28912:1 IMi5/Storage Connector <StorageConnector.openArchive> odpiranje arhiva na
28

2014 14:40:06.354 28912:1 IMis/storage Connector <IASessionPoolManager.GetsessionPool> vstop v metod
2014 14:40:06.354 28912:1 IMis/Storage Connector <IASessionPoolManager.GetsessionPool> Reading stora
2014 14:40:06.354 28912:1 IMis/storage Connector <IAsessionPoolManager.GetsessionPool> optionarchive

] i, r
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1
1
1
2014 14:40:06.354 28912:1 IMis/storage Connector <archive.archive> optionusername value is jpuhekl.
1
1
1

Image 228: Example log file

If there is an error in the client's operation, the entry continues with the:
e Error message, which briefly describes the error or issue.

e Error stack trace, which contains a detailed description of the reason for error.

| IMiS.Client.NET.5.og - Notepad

File Edit Format View Help

28.5.2014 12:06:46.582 52752:12 IMiS/ARC Client <IASEr‘VEr(hannE1.REadGlRES?unSE) Reading server response ° .
28.5.2014 12:06:46.596 52752:12 IMi5/ARC Client <IAServerChannel.EntityCollectionCreate> Leaving method w
28.5.2014 12:06:46.596 52752:12 IMis/ARC Client
TAClientException: Server reported an error_processing reguest (Reason: code=-1, message='Unable to pars
at IMis.IMisARC.Client.IAasession. Entwtycu??ectwoncreate entitystub scopeentity, Filter filter, string
at IMi5. IMiSARC.Client. IAServerChanne]l.EntityCollectionCreate(EntityStub scopeEntity, Filter filter, s
at_IMis.IMisARC.Client. Iaserverchannel. ReadGlresponse[T]1()
28.5.2014 1 6:46.597 52752:12 IMis/arRC client <IAsession.entitycollectioncreates> Leaving method with no
28.5.2014 12:06:46.596 52752:12 IMiS/ARC Client
raclientexception: server reported an error processing request (Reason: code=-1, message='unable to pars
at IMis. IMiSARC.C1ient.TASession. Search(Filter filter, string filterExpression, ICollection’1 sortKeys
at IMis.IMisARC.cClient.Iasession. entitycollectionCreate(entitystub scopeentity, Filter filter, string
at IMis5. IMiSARC.Client. IAServerChanne]l.EntityCollectionCreate(EntityStub scopeEntity, Filter filter, s
at IMis. IMiSARC. c1went 1aserverchannel.Readclresponse[T] ()
8 2014 6:46. 52752:1. is/arRC client <IASession.search> Leaving method with no result.
.59 52752:12 IM15/5tnragE Connector <IAsessionPool.Releasesession> vstop v metodo 5 pa
.598 52752:12 IMis/storage Connector <IASessionPool.Releasesession> Session O released
.598 52752:12 IMi5/Storage Connector <IASessionPool.ReleaseSession> Session 0 successfu
.599 52752:12 IMis/storage Connector <IAsessionPool.Releasesession> Izstop iz metode br
:46.598 52752:12 IMi5/Storage Connector
storageconnectorexception: Error occurred while performing search on archive dev-jurel.imis.si:16807.
at_IMis. StorageConnector. IMiSaRChive. Archive. Search(entityFilter filter, ICollection 1 sortKeys, Searc
IACTientException: Server reported an error processing reguest (Reason: code—-1, message= Unable to par
at IMis. storageconnector. IMisArRChive. Archive. sear(h%EnmtyFﬂter filter, 1coliection 1 Sortkeys, sear
at IMis.IMisSARC.Client. IASession. Search(Filter filter, String F11terExpress1nn, Icollection’1 sortKey
at IMis.IMisARC.cClient. IAsession.EntityCollectioncreate(entitystub scopeentity, Filter filter, string
at IMi5. IMiSAR serverChannel. EntityCollectionCreate(EntityStub scopeEntity, Filter filter,
It IMis. IMiSARC.Client, IAserverchannel. Readclresponse[T] ()
28.5.2014 12:06:46.600 52752:12 IMi5/Storage Connector <Archive.Search> Izstop iz metode z rezultatom (nu
28.5.2014 12:06:46.598 52752:12 IMis/Client
storageConnectorexception: Error occurred while performing search on archive dev-jurel.imis.si:16807.
at IMis.client.searchProvider.retchcount () in C:\imis\imisclientnet\IMisclient\Source\collectionpProvid
at_IMis. storageConnector. IMisarChive. Archive. search(entityFilter filter, I(uﬂectwn 1 sortkeys, searc
TAClientException: Server reported an error processing reguest (Reason: mes: ! e to par
at IMis.storagecConnector.IMisARChive.Archive. search%EntwtyF11ter water, IchWectwun 1 sortkeys, sear
at IMis. IMiSARC.C]ient.TASession. Search(Filter filter, string filterExpression, ICollection 1 sortKey
at IMis.IMisarc.client. IAsession. EntwtycoT1ect10ncreate(£nt1tystub scopeentity, Filter filter, string
at IMi5. IMi5ARC.Client. IAServerChannel. EntityCollectionCreate(Entitystub scopeEntity, Filter filter,
at IMis IM15ARC client. IAserverchannel. ReadGlResponse[T] ()
52752:3 IMis/storage Connector <IASessionPoo]l.Getsession> vstop v metodo brez para
52752:3 IMis/Storage Connector <IASessionPool.GetSession= Sessions are available 1
52752:3 IMis/storage Connector <IAsessionPool.Acquiresession> vstop v metodo s par
52752:3 IMi5/Storage Connector <IASessionPool.AcquireSession> Session 0 acquired ( -
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Image 229: Example error record in the log file



If the administrator is unable to solve the issue using the log, administrator is advised to
forward it to the software developer for analysis, by sending an email with the issue's

description to support@imis.eu.

8.3 Configuring

Configuration is performed by the user versed in the operation of the IMiS°/Client in

connection with the IMiS°/ARChive Server and has appropriate access rights.

8.3.1 Adding an IMiS°/ARChive Server
After the first launch, Windows Explorer will only show the »Archives« folder in the left view.

To access an IMiS°/ARChive Server, it is necessary to add it into the »Archives« folder.

Collapse

Open in new window

Add archive @
Utilities 3

About

Image 230: Adding an archive via the popup menu

Archives are added by right-clicking the »Archives« folder, then choosing the »Add archive«
command in the upper command bar. The »Add archive« dialog box appears, where the

IP address and the name of the IMiS°/ARChive Server are entered.

il Add archive ]

Archive:
iarc.acme.com

~ | Options

Add | | Cancel |

Image 231: Add archive dialog box

The process is confirmed by clicking »Add« or pressing the »Enter« key, or cancelled by clicking
»Cancel«. The added server is recorded in an XML file located in a hidden system folder, which is

separate for each user (»Local application data«).

Note: When adding a server, you will not be asked to log into it. Access to server is checked when the

user logs in for the first time.
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When the server is added, it will appear in the »Archives« folder.

@Qv“ﬁi‘! » Archives »

File Edit View Tools Help

Organize « Add archive..

“ Host
» /M Computer

>‘?¥ Metwork

- 'ﬂ@ Archives

m

iarc.acme.com

all

- | +y | | Search Archives

W iarc.acme.com

1 item

Image 232: Display of newly added archives

Users that wish to access the archive must first log into it (see chapter 4.2.71 Login and logout).

8.3.2 Removing an IMiS°/ARChive Server

Existing servers can be removed by selecting them in the left view of Windows Explorer, then

right-clicking to open the popup menu where the »Remove archive« command can be selected.

Expand
Legin...

Remove archive

Change settings

Log out

b

Image 233: Removing an archive via the popup menu

This will open a dialog box asking for confirmation to remove the selected IMiS®/ARChive

Server.

Remove archive

l i Do you want to remove archive iarc.acme.com from list?

Image 234: Remove archive dialog box
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Removal is confirmed by clicking »Yes« or cancelled by clicking »No«. When the IMiS®/ARChive

Server is removed from the list, it will no longer appear in the »Archives« folder.

A new IMiS°/ARChive Server is added according to the procedure described in chapter 8.3
Configuring in the IMIS"/ARChive Server manual.

8.4 Server configuration

Access to the configuration of the IMiS°/ARChive Server is only possible when the user has
activated the HTTP authentication and has generated a password. By right-clicking the

selected archive, the user selects the »Configure« command in the popup menu.

oo e
@u-|m » Archives » - |~‘,|| Search Archives ,OI
File Edit VYiew Tools Help
Organize v Add archive... Login... = » l@

* 30 Favorites Lot

U] Akreditacija 2014

7l Libraries L iarcl.imis.si
U iarc2.imis.si
> /M Computer
> € Network
4 ﬂw Archives
» ]| Akreditacija 2014
> U iarclimis.si
> L iarcZimis.si
Login...
Preferences...
Configure... %

Remove archive

Log into archive configuration,

Image 235: Choosing the »Configure« command before the user has logged into the archive

The user can also configure the IMiS°/ARChive Server after he has already logged into the

archive.
Expand
Reports 3
Print 3
Actions 3
Search...
Preferences...

Configure... {b

Remove archive

Log out

Image 236: Choosing the »Configure« command after the user has logged into the archive
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After choosing the »Configure« command, the »Configuration log in« dialog box appears,
where the user can enter his username into the »Usernamex« field and his password into the

»Passwordk« field. Login is confirmed by clicking »Log in« and cancelled by clicking »Cancel«.

im Configuration log in @
Archive:
iarcl.imis.si

Username:

Passward:

Image 237: Dialog box for entering username and password

Following a successful authentication, a list of configuration folders is displayed in the right
view:

(=
@Qvl % b Archives » iarclimis.si b = |&, [ search iarct.imis.si [Confiquration] o]
File Edit View Tools Help
Organize + Log out = - 0 @
5 Favorites = DS Chptes
) Access control
> [ Libraries =] Attributes
Ef Audit log
> (M Computer = Codelists
+d, Counters
2 ?‘ Network 23 Directory
%, Retention
4 ﬂm Archives - |2l storage
4 . iarclimis.si [Configuration] 1 =] Templates
%) Access control
@ Attributes
= Audit log
== Codelists
#d Counters
2% Directory
b ) Retention
> || Storage b
5l Templates
b L iarc2.imis.si b
9 items

Image 238: List of available folders displayed after logging into the archive configuration

The availability of the configuration folders depends on the user's roles.
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The following configuration folders can be displayed:

»Access Control«: contains a list of users and user groups, for which the user with
appropriate access rights has set rights to entities and user entered attributes.
»Attributes«: contains a list of system attributes and user entered attributes,

which are used for setting properties.

»Audit log«: contains the audit log settings, including the parameters which must be
entered when establishing a connection to the archive, and the actions to be recorded in
the audit log.

»Codelists«: contains a list of attributes, which are used to set the value range.
»Counters«: the user sets tree depth of the entities in the classification scheme and
entry format of the classification code for an individual entity type on a specific level.
»Directory«: contains a list of users and user groups of the server, including the
corresponding information about the user, authentication, roles and memberships in the
groups.

»Retention« contains two folders with settings for retention policies and dispaosition
holds:

- »Retention policies«: contains a list of retention policies for the archived content.

- »Disposition holds«: contains a list of disposition holds for the archived content.
»Storage«: contains two folders for the profiles and volumes specified on the server.

- »Profiles«: contains a list of the profiles specified on the server.

- »Volumes« contains a list of all volumes on the server.

»Templates«: contains a list of templates for setting attributes.

The following commands are displayed in the command bar next to the »Organize« Windows

system command:

»Edit«: the selected entity/objects opens in the editing mode.

This command is only available for the entities/objects, which can be set by the user.
»Add«: allows the user to add the selected entities/objects from the list.

This command is only available for the entities/objects, which can be set by the user.
»Remove«: allows the user to remove the selected entities/objects from the list.

This command is only available for the user defined entities/objects, when the selected

entity is opened in the edit mode.

Organize « Edit Add Remove E] '3@3'

Image 239: Example of a command bar in the configuration folder
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For the selected configuration folders »Attributes«, »Codelists«, »Counters«, »Directory« or
»Templatesg, the »Filter« command is also displayed in the command bar.

The latter enables viewing of a specific set of objects only.

Organize Edit Add Remove Filter [4ll] - m '@'

Image 240: Example of the command bar in the configuration folder with the »Filser« command

Advice: The user with appropriate access rights can save the default settings of the filter for the
individual configuration folders. Clicking the selected filter while pressing Left+Shift saves the default

setting.

When the »Access control« configuration folder is selected, the »Context« command is added

in the command bar. The latter enables viewing the entire archive or only individual system

entities.

Organize ~ Edit Add Remove Context [Global] ~ il .@.

Image 241: Command bar in the »Access control« configuration folder

8.4.1 »Access control« folder

The »Access Control« folder contains a list of users and user groups, for which rights for
accessing the entities and attributes are set by the user with appropriate access rights.
The basic information about users and user groups is listed in the columns.

To ensure clarity, users and user groups have their own icons.

e
@\‘J"‘\ﬁil » Archives » iarcl.imissi » Access control - |4,| ‘ Search Storage el I
File Edit View Tools Help
Organize Add Context [Global] - E] 'Q'
- Subject First name Last name Description
» 5 Favorites
z, anelson Alex Melson Sales - Controlling
- ;, cirwin Caroline Irwin IT - Systemn Administration
> |7 Libraries
2 kelay Keira Clay IT - Human Resources assistance
> 18 Computer 2 mwelch Marco Welch Sales
" sys:tAdministrators System Administrators Local full-access system administ
’&i MNetwork
4 m Archives L
4 % iarcl.imis.si [Configuration]
&) Access control
Eﬁ Attributes
=l Audit log
4= Codelists
& Counters
23 Directory
> €] Retention
> || storage bl

] Templates

> ] iarcZimis.si -

1 item selected

Image 242: List of users and user groups in the »Access control« configuration folder

2015 © Imaging Systems Inc., All rights reserved. 203



By choosing the »Context« command in the upper command bar, the user with appropriate

access rights can set the view context.

Context [Global] | =
Global
Import
Export
Deleted
Disposed

Reviews

Image 243: Choosing the context in the »Access control« configuration folder

The user can choose between the following contexts:

»Global«: contains rights for accessing the entities and attributes on the level of the
entire archive.
»Import«: contains rights for accessing the entities and attributes in the »Import«

system folder (see chapter 4.2.1 Import).

»Export«: contains rights for accessing the entities and attributes in the »Export«

system folder (see chapter 4.2.2 Export).

»Deleted«: contains rights for accessing the entities and attributes in the »Deleted«

folder in the »Trash« system folder (see chapter 4.2.3 Deletion).

»Disposed«: contains rights for accessing the entities and attributes in the »Disposed«

folder in the »Trash« system folder (see chapter 4.2.4 Disposition).

»Reviews«: contains rights for accessing the reviews in the »Reviews«

system folder (see chapter 4.1 Review process).

8.4.1.1 Selecting »Global«

The user with appropriate access rights can set rights for accessing the entities and

attributes for an individual user or user group on the level of the entire archive.

By selecting the »Add« command in the command bar and by choosing the appropriate user

from the available users and user groups, the user with appropriate access rights can add a

new user or user group. User can also set rights for accessing the entities and attributes for a

user or user group. The selected settings are saved by choosing the »Save« command.

By choosing the appropriate user from the available users and by selecting the »Remove«

command, the user with appropriate access rights can remove the new user.



»Entity rights« tab

By clicking the user on the list, the »Entity rights« tab is displayed in the lower right view of the
Windows Explorer. By clicking the »Add« command, the user with appropriate access rights
can allow the following actions over the entities, which are valid for the entire archive:
o »Read«: the user has permission to read data on the selected entity.
o »Write«; the user has permission to edit entity data.
e »Move«: the user has permission to move the entity within the classification scheme.
e »Delete«. the user has permission to delete entity data.
e »Create entities«: the user has permission to create sub-entities under the selected
entity.
e »Change permissions«: the user has permission to change the effective permissions of
other users on the selected entity.

e »Change security class«: the user has permission to change the security class of the

selected entity.

e »Change status«: the user has permission to change the entity status.

Entity rights |Property rights

4 Allow Read, Write, Mowve, Create entities
Read True
Write True
Move True
Delete False
Create entities True

Change permissions  False

Change security class False

Change status False
Valid from 1.6.2015 0:00
Valid to 15.6.2015 0:00

Create entities Specifies whether Create entities right is granted.

Image 244: Access rights to entities

The rights are changed by choosing one of both options »True« and »False«. Time restriction
is set by choosing the date and time, by setting the permission expiration date in the calendar

for the »Valid from« and »Valid to« fields.

Warning: After changing the global rights, the current user rights are valid for the entire duration of his

session or until the user logs into the archive again.



»Property rights« tab

By clicking the »Property rights« tab in the lower right view of the Windows Explorer and the
»Add« tab, the user with appropriate access rights can allow the following actions over the

attributes, which are valid for the entire archive:
e »Read«: the user has permission to read the attribute value.
o »Whrite«; the user has permission to write the attribute value.
e »Create« the user has permission to create the attribute value.

e »Delete«. the user has permission to delete the attribute value.

Entity rights| Property rights

4 ContentlsVerified

4 Allow Read
Read True
Write False
Create False
Delete False
Valid from 29.6.2015 0:00
Valid to 1.7.2015 0:00

Create Specifies whether Create right is granted.

Image 245: Access rights to attributes

The rights are changed by choosing one of both options »True« and »False«. Time restriction is
set by choosing the date and time, by setting the permission expiration date in the calendar for

the »Valid from« and »Valid to« fields.

Warning: After changing the global rights, the current user rights are valid for the entire duration of his

session or until the user logs into the archive again.

Note: On the archive level, restrictions (»Deny«) of the access rights settings have no meaning, because

access right by default sittings are not allowed,

8.4.1.2 Selecting »Reviews«, nExport«, xImport« and »Trash«

Access rights to entities and attributes for an individual user or user group are set by the user
with appropriate access rights in the system folders »Reviews«, »Export«, »lmport« and
»Trash«.

Rights are described in the chapter 8.4.1.7 Selecting »Globalk.




The user with appropriate access rights can »Allow« or »Deny« explicit permissions for each
right from the list.

In addition to explicit rights, inherited rights (»Allow [Inheritedl«), which are set on the level of
the entire archive, are also available in the »Entity rights« and »Property rights« tab.

The inherited rights cannot be changed; however, they can be replaced with the explicit rights.

8.4.2 »Attributes« folder

The »Attributes« folder contains a list of attributes described with their values.

The following attribute information is listed in the columns:
e »Name«: contains the name of the attribute.
e »Type«: contains the type of the attribute.
¢ »Description«: contains the description of the attribute.

e »Used by« contains titles of the templates, in which the attribute is used.

o= lEs
@le-_f b Archives » iarclimissi b Attributes - ‘ 3 ‘ ‘ Search ol
File Edit View Tools Help
Organize v Add Filter [All] E] '@'
- Favorit - Name Type Description Used by
* 0 Favorites
sys:Closed DateTime Date and time when entity  sys:AutonomousDocumer
> (53 Libraries sys:CommitLog StringMax Contains verification steps  sys:ret:Policy; sysiret:Revie Y
sys:Content File Binary content container  sys:ret:Policy; sys:retRevie
> {8 Computer sys:Creator DirectoryEntity Entity creator sys:EntityContainer; sysirel
sys:del:Agent DirectoryEntity ~ The user who carried out t
> € Network sys:del:ClassificationCode  String200 Fully qualified classificatio
sys:del:DateTime DateTime Date and time of deletion
“ ﬂm Archives = sys:del:Reason String200 The reason for deletion
“ iarcl.imis.si [Configuration] sys:del:Reference String200 Reference to an entity (int
H A trol
&I_ ceess contro sys:Description String200 Entity brief description sys:EntityContainer; sys:rel
=1 Attributes
T sys:eml:Date DateTime Ernail date and time sys:EMail
El Audit log
9= Codelists sys:eml:From String200 Email sender address sys:EMail
+& Counters sys:eml:Messageld String100 Automatically generated r - sys:EMail
2 Directory sysieml:Priority Ulnt32 Ernail delivery pricrity sys:EMail
> £l Retention sys:eml:Signed Bool Specifies if email has been  sys:EMail
> || storage sys:eml:Subject String200 Email subject sys:EMail
ol Templates sys:eml:To String200 Email recipient addresses  sys:EMail
» W] iarc2.imis.si - m »
1 itern selected

Image 246: Attribute list in the

By choosing the »Filter« command in the upper command bar, the user with appropriate

access rights can set the view content.

»Attribute« configuration folder

Filter [All] | =

All

User defined

System

Image 247: Selecting the filter in the »Attribute« configuration folder




The user can choose between the following options:

»All«; all attributes are shown on the list.
»User defined«: only user defined attributes are shown on the list.

»System«: only system attributes are shown on the list.

The system attributes cannot be changed.

»Attribute Properties« bar

By clicking the attribute on the list, the following value settings are shown in the "Properties"

tab in the lower right view of the Windows Explorer.

»Name«: contains the name of the attribute. In case of a system attribute, the attribute
type is shown at the beginning (sys:, eml;, prm;, trf:) and a short description follows.

For each new entry, the value for the attribute name has to be selected before saving.
Once the entry is saved, the value cannot be changed any more.

»Type«: specifies the attribute type (for example DirectoryEntity, Boolean, Int32, Double,
DateTime, String, Decimal, Binary or File). For each new entry, the value for the attribute
type has to be selected before saving. Once the entry is saved, the value cannot be
changed any more.

»Description«: contains a short description of the attribute.

»Validation Expression«: specifies the value that represents the regular expression used
to check the new or changed attribute values. Further information about the syntax and

rules: Attp.//en.wikipedia.org/wiki/Regular expression.

»Searchable«: specifies if search by its value is possible. »True« setting; marks that
search by the attribute value is possible using the search functions.

»Unique«: if the selected value is »Trueg, the attribute value is unique throughout the
whole archive. The user with appropriate access rights can select this value if he wants
to avoid entering the attribute value, which is already specified by a different entity.
»PickList«: if the selected value is »True¢, the values have been pre-set. It is not possible

to enter the values manually outside of the list of allowed values.

Properties |Used by

Name Atribut Int32
Type Int32
Description

Validation expression

Searchable True
Unique False

PickList False

Image 248: Attribute properties
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»Use under« tab

By clicking the »Use under« tab in the lower right view of the Windows Explorer, all templates,

in which the attribute is used are listed (see chapter 8.4.7 Templates).

| Praperties, Used by ‘

b Template Case With Optional Attributes
b Template Case With Required Attributes

Image 249: Templates, in which the attribute is used

8.4.3 »Audit log« folder

The »Audit log« folder contains the audit log parameters.

»Properties« tab

By clicking the »Audit log« folder, the right view of Windows Explorer shows the following value
settings under the »Properties« tab:

e »User name«: requires the entering of a user name for the audit log.

e »Computer name«: requires the entering of a computer name for the audit log.

e »Private address«: requires the entering of a private IP address for the audit log.

e »Reason«: requires the entering of a reason for the action which is recorded in the audit

log.
[E=N Hom ==
@Q-l_: » Archives » iarclimissi » Auditlog "‘?H Search Storage 2|
File Edit VYiew Tools Help
Organize v Edit 0 @

> 5.0 Favorites Properties |Entity events | Content events |

> (& Libraries User name False
} Computer name False
: /M Computer X
Private address False
Reason False
’?I_l Metwork
4 ﬂ&t Archives -
4% iarclimis.si [Configuration]

¥ Access control
=0l Attributes

=] Audit log

4= Codelists

*d Counters

23 Directory
» £ Retention
> [ storage

i)l Templates

iarc2.imis.si -

1 itemn selected

Image 250: List of properties in the »Audit log« configuration folder



»Entity events« tab

By clicking the »Entity events« tab in the »Audit log« folder, the right view of Windows Explorer

shows the following value settings:

»Audit log«: searching the audit log is recorded in the audit log.

»Create«; the action of creating an entity is recorded in the audit log.

»Open«: the action of opening an entity in reading mode is recorded in the audit log.
»Edit«: the action of opening an entity in writing mode is recorded in the audit log.
»Save« the action of saving an entity is recorded in the audit log.

»Move«: the action of moving an entity is recorded in the audit log.

»Delete«: the action of deleting an entity is recorded in the audit log.

»Access control change«: the action of changing access control is recorded in the audit
log.

»Attributes change«: the action of changing the values of entity attributes is recorded in
the audit log.

»Physical content change«: the action of changing the values of physical content
attributes is recorded in the audit log.

»Security class change«: the action of changing the entity's security class is recorded in
the audit log.

»Status change«: the action of changing the entity's status is recorded in the audit log.
»Dispose«: the action of disposing an entity in the review process is recorded in the audit
log.

»Permanent«: the action of marking an entity as permanent in the review process is
recorded in the audit log.

»Transfer«: the action of transferring an entity in the review process is recorded in the
audit log.

»Review«: the action of reviewing an entity in the review process is recorded in the audit

log.



@\;‘/v‘g’ ¥ Archives » iarcl.imissi » Audit log
File Edit View Tools Help
Organize = Edit o @
* | Properties| Entity events |Content events |
* |9 Libraries
> (8 Computer Audit log True
Create True
- €l Network Open True
Edit True
4 m Archives Save True
4 L5 iarcl imis.si [Configuration] Move True
% Access control Delete True
=1 Attributes = Access control change  True
= Audit log b
— = Attributes change True
472 Codelists
& Counters Physical content change True
2 Directory Security class change True
+ [ Retention Status change True
> || Storage Dispose True
il Templates Permanent True
> I iarc2.imis.si Transfer True
> Il iarc3.imis.si Review True
9 items

Image 251: List of entity events in the »Audit log« configuration folder

»Content events« tab

By clicking the »Content events« tab in the »Audit log« folder, the right view of Windows

Explorer shows the following value settings:

»Create«: the action of creating content is recorded in the audit log.

»Open«: the action of opening an entity in reading mode is recorded in the audit log.
»Edit«: the action of opening an entity in writing mode is recorded in the audit log.
»Save«: the action of saving content changes is recorded in the audit log.

»Delete«: the action of deleting content is recorded in the audit log.

»Attributes change«: the action of changing the values of content attributes is recorded

in the audit log.
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=)o =s

File Edit View Tools Help

- -mE
@uvLEj » Archives » iarclimissi b Audit log

- ‘ L3 ‘ ‘ Search iarcl.imis.si [Configuration] 2l

Organize v Edit

> (% Computer
> Gh Metwork

4 m Archives
4 L5 iarclimis.si [Configuration]
% Access control
@ Attributes
=] Audit log
4= Codelists
% Counters
23 Directory
> & Retention
> j Storage
iG] Templates
b W iarc2imis.si

b W iarc3.imis.si

Properties | Entity events

Create
Open
Edit
Save
Delete

Attributes change

Content events

0 @

True
True
True
True
True

True

9 items

Image 252: List of content events in the »Audit log« configuration folder

8.4.4 »Codelists« folder

The »Codelists« folder contains a list of codelists, for which the user with appropriate access

rights sets the value range. The following codelist information is listed in the columns:

e »Attribute«: attribute, to which the codelist is tied.

e »Template«: template, to which the codelist is tied.

= e )
— —
@Uv\gzz v Archives + isrclimissi » Codelists « [ 43| [ Search Storage )
File Edit View Tools Help
Organize = Add Filter [All] = 0 @
- Attribute Template
» 0 Favorites T
sys:Status All temnplates
b [ Libraries sys:Significance All templates
sys:SecurityClass All templates
> 18 Computer sys:scc:From All templates
sysisccilo All templates
b ih Network sys:prm:Status All temnplates
sys:eml:Priority All templates
4 m Archives = sys:ret:pol:Action All templates
‘ ,/___\ard‘\mlssl [Configuration] sysiretireviAction All templates
% Access control
B sys:retireviState All templates
@ Attributes
=/ Audit log
422 Codelists
o) Counters
23 Directory
> £ Retention
» || storage b
il Templates
> W iarc2.imis.si -~
1 itern selected

Image 253: Attribute list in the »Codelists« folder
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By choosing the »Filter« command in the upper command bar, the user with appropriate
access rights sets the view content.

Filter [All] | =

Al
User defined
System

Image 254: Selecting the filcer in the »Codelists« folder

The user can choose between the following options:
e »All«: all codelists are shown on the list.
e »User defined«: only user defined codelists are shown on the list.

e »System«: only system codelists are shown on the list.

»Properties« bar

By clicking the codelist on the list, the following value settings are shown in the »Properties«
tab in the lower right view of the Windows Explorer.
e »Attribute«. contains the name of the attribute. Specifying the field value is mandatory
for new entries. Once saved, the value can no longer be changed.
e »Template«: contains the value from the list of available templates, from which the user
will select one of the attribute values from the codelist. The user can select the name of

the individual template (for example Class, Case, Document...) or all templates.

Properties | Keywords |

Attribute Atribut PickList<Int32>
Template All templates

Image 255: Codelist properties

»Keywords« tab

By clicking the »Keywords« tab in the lower right view of the Windows Explorer, the user with

appropriate access rights specifies the range of available attribute values.

Warning: It is important to ensure the correct syntax when adding values.



| Properties| Keywords |

1 1:alias=0ne}
2 2falias=Two}
3 3falias=Three}

Keyword Keyword format: <value>[:{alias=["]<alias_value>["][,default]}]

Image 256: Available attribute values

Warning: It is required to restart the IMIS*/ARChive Server in order to effect changes of the value

settings in the »Codelists« folder.

8.4.5 »Counters« folder
In the »Counters« folder the user with appropriate access rights can define counters, which
are used for generating values of the selected attributes. The following information about users

or user groups is listed in the columns:

e »Scope«: defines the entity type, for which the counter is used. To ensure clarity,

individual counter types have their own icons.
e »lLevel«: defines the entity level in the classification scheme.

e »lLevel aspect«: defines the entity position in the classification scheme according to its

parent entity.
e »Storage«: attribute, for which the value is generated using the counter.

e »Unique within«: defines the uniqueness of the counter within the selected context.

[E=N BB
@\J‘vh@ v Archives » iarcl.imissi » Counters - |~&,|| Sea ol
File Edit View Tools Help
Organize ~ Add Filter [All] E] i@'
it Favorites - Scope Level Level aspect Storage
7 Class 1 Relative ClassificationCode
> B3 Libraries - Class 2 Relative ClassificationCode
w4 Class 3 Relative ClassificationCode
> 18 Computer 7 Class 4 Relative ClassificationCode
il Class 5 Relative ClassificationCode
- €l Network w4 Class 6 Relative ClassificationCode
Document 1 Relative ClassificationCode
44 Archives = . Folder 1 Relative ClassificationCode
“ %4 farclimis.si [Configuration] Folder 2 Relative ClassificationCode
1 Access control
Eﬂ Attributes
=l Audit log
4= Codelists
*d Counters
23 Directory
» £ Retention
> || Storage
ol Templates
» L) iarc2.imis.si >[4 [} F
1 itern selected

Image 257: Attribute list in the »Counters« folder



By choosing the »Filter« command in the upper command bar, the user with appropriate

access rights can set the view content.

Filter [All] | =

Al
Class
Folder

Document

Image 258: Selecting the filter in the »Counters« folder

The user can choose between the following options:
e »All«: all counters are shown on the list.
e »Class«: only counters for classes are shown on the list.
e »Folder«: only counters for folders are shown on the list.

e »Document«: only counters for documents are shown on the list.

It is defined for the class, folder and documents, until which level in the classification scheme

the user with rights for creating entities can create subentities.

»Properties« bar

By clicking the counter on the list, the following value settings are shown in the lower right

view of the Windows Explorer:

e »Scope«: defines the entity type. The user with appropriate access rights can choose

between the class, folder or document. Specifying the field value is mandatory for new

entries. It cannot be changed for the existing entries.

e »lLevel«: defines the entity level in the classification scheme.

When defining a new level of the class, folder or document, the user with access rights

for creating entities can create a new subentity of this type. Specifying the field value is

mandatory for new entries. It cannot be changed for the existing entries.

e »lLevel aspect«: defines the entity position in the classification scheme according to its

parent entity. The user with appropriate access rights can choose between the

»Relative« or »Absolute« value. When the selected value is »Relative, the uniqueness of

counting is set in the »Unique within« field. When the selected value is »Absolute«, the

counting is unigue on the level of the entire archive.



8.4.6

»Attribute«: attribute, for which the value is generated using the counter.

The user with appropriate access rights can choose between the »Classification code«
and user-defined attributes. Specifying the field value is mandatory for new entries.

It cannot be changed for the existing entries.

»Unique within«: defines the uniqueness of the counter within the selected context.
The user with appropriate access rights can choose between the following contexts:

- »Archive«: uniqueness applies to the entire archive.

- »Parent« uniqueness applies to the parent class.

- »Root class«: uniqueness applies to the first class in the chain of parent classes.

- »Leaf class«: uniqueness applies to the last class in the chain of parent classes.
»Initial value«: defines the initial value of the attribute value counter, which is selected in
the »Storage« field.

»Increment«: defines, in which steps the counter will increase for the attribute level
selected in the »Storagec« field.

»Format«: defines the attribute value entry selected in the »Storage« field.

Properties

Scope Class

Level 1

Level aspect Relative

Storage ClassificationCode
Unique within Parent

Initial value 1

Increment 1

Format 02@ count@

Image 259: Counter properties for the class on the first level

»nDirectory« folder

The »Directory« folder contains a list of users and user groups of the archive.

The following information about users or user groups is listed in the columns:

»Subject«: a unique code for the user or user group in the archive.

To ensure clarity, the users and user groups have their own icons.
»First Name«: name of the user or user group.
»Last name«: last name of the user or user group.

»Description«: a short description of the user or user group.



By choosing the »Filter« command in the upper command bar, the user with appropriate

o= ==
@Uv| 3 » Archives b iarclimissi » Directory + [ %3] [ Search Storage ]
File Edit View Tools Help
Organize = Add Filter [All ~ |
o Subject First name Last name Description
* 30 Favorites
-?, admin Administrator Archive administrator
It 2 anelson Alex Nelson Sales - Controlling
> [ Libraries
3 Anonymous Anonymous Sessions authenticated by
- (M Computer 22 board Board
; cirwin Caroline Irwin IT - System Administratior
> € Network 22 controlling Controlling
3 eyoung Ehwryn Young Maintenance =
4 m Archives = i glayton Grace Layton Controlling - Internal audi
45 iarclimis.si [Configuration] :? hr Human Resources
5
B A itrol
¥ Access control 2 it .
E]j Attributes
2 2 Jsmith John Smith Human Resources
= Audit log 2
B2 Codelists & Jturmer Jerry Turner CEO
«& Counters 2 kclay Keira Clay IT - Human Resources assi
33 Directory ,?, maintenance Maintenance
- [ Retention 2 mwelch Marco Welch Sales
> || Storage .:. rjordan Raul Jordan Maintenance
Gl Templates -?, rsalazar Ron Salazar Sales - IT support
> W iarc2.imis.si - 22 sales Sales v
1 itemn selected

Image 260: List of users and user groups in the »Directory« folder

access rights can set the view content.

Filter [All] | =
All

User
Group
System
Disabled
Deleted

Image 261: Selecting the filter in the »Directory« folder

The following groups are available in the filter:

»All«; all users and user groups are shown on the user list.

»User«: all active users are shown on the list.

»Group«: all active user groups are shown on the list.

»System«: all active system users and groups are shown on the list.

»Disabled«: all inactive system users and groups are shown on the list.

To activate the users and user groups again, the »Enabled« value in the »Properties« tab

must be changed to »True«.

»Deleted«: all deleted users and groups are shown on the list.

Once the users and user groups are deleted, they cannot be activated again.




»Properties« bar

By clicking the individual entry on the list, the following value settings are displayed in the lower

right view of the Windows Explorer.

»Subject«: contains a unique user code - his username. The user can access the archive
using this username (and set password). It is required to define the field value for all new

entries. It cannot be changed for the existing entries.

»Type«: contains the user type. The user with appropriate access rights can choose
between the »User« and »Group«. It is required to define the field value for all new entries.
It cannot be changed for the existing entries.

»Name«: contains the name of the user or first name of the user group.

»Last name«: contains the last name of the user or the second name of the user group.
It is required to define the field value for all new entries. It is possible to change the value

of the existing entries; however, empty value is not permitted.

»Description«: can contain a description of the user's position in the company.

»Email«: contains the user's email address.

»Aliases«: contains alternative usernames for the users to access the archive.

»Security class level«: defines until which security class level the user can view the
entities. The user can only view the entities if the security class of the entities is lower or
the same as his clearance level.

»Enabled«: if the selected value is »Trueg, the user is active. When changing the value to
»False«, the user with appropriate access rights can deny access to the archive.

»Member in groups«: contains a list of groups, in which the user is a member.

Properties |Effective roles | Roles | Members

Subject users

Type Group

First name

Last name Users

Description

Email all@acme.com

Aliases hd

Security class level
Enabled True

Member in groups hd

Image 262: User group properties



The fields listed above are available for users as well as for user groups. The additional value
settings are displayed for the users:
e »Log on Hours«: contains an expression representing hours of the day, when the user
can access the archive.
e »Authentication«: the user with appropriate access rights can set the following
authentication options:
- »User name/password«: authentication is done using the SRP-6a protocol.
- »User Credentials over http« authentication is done using the HTTP protocol.
- »Pre-shared key«: authentication is done using the shared pre-set key.
- »Advanced«: authentication is done by establishing a session with the server that
foresees mandatory and optional client metadata.

The values can be set to »True« or »False«.

Properties |Effective roles | Roles

Set password...
Subject anelson
Type User
First name Alex
Last name Melson
Description Sales - Controlling
Email alex.nelson@acme.com
Aliases

Security class level
Enabled
Mermber in groups
Log on hours

# Authentication

User credentials

Restricted
True

users; controlling; sales

User credentials, User credentials over HTTP

True

User credentials over | True

Pre-shared key
Advanced

False

False

Authentication Directory entity authentication types.

Image 263: User properties

»Effective roles« tab

By clicking the »Effective roles« tab, the effective roles for the individual users or user groups
appear in the lower right view of the Windows Explorer. The displayed roles are informative;
therefore, they cannot be changed. They include the current roles, which can be replaced with

explicit roles in the »Roles« tab by the user with appropriate access rights.
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| Properties| Effective roles |Roles |

4 System
AuditLogQuery
Transfer

4 Configuration
AccessControlRead
AccessControlUpdate
DirectoryEntitiesRead
DirectoryEntityUpdate
DirectoryGroupRead
DirectoryGroupUpdate

True

True

True
True
True
True
True

True

Image 264: Effective roles of the user

»Roles« tab

By clicking the »Roles« tab in the lower right view of the Windows Explorer, the user with

appropriate access rights can define the following system roles for the users or user groups:

e AuditLogQuery

e ImportExport

e Deletion
e Reports
e Review.

The user can set effective roles for server configuration in the »Configuration« section.

They define rights for accessing and changing entries in the individual configuration folders.

| Properties | Effective roles| Roles |

4 System

ImportExport
Deletion
Reports

Review

N

AttributesRead

CodelistsRead

CountersRead

ProfilesRead
ProfileUpdate
RetentionRead

TemplateUpdal

VolumesRead

AuditlogQuery

Configuration
AccessControlRead

AccessControlUpdate

AtributeUpdate
AuditLogSettingsRead
AuditLogSettingsUpdate

CodelistUpdate

CounterUpdate
DirectoryEntitiesRead
DirectoryEntityUpdate
DirectoryGroupRead
DirectoryGroupUpdate

RetentionUpdate
TemplatesRead

te

VolumeUpdate

False
False
False
False

False

False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

False

Image 265: Explicit roles for the user
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Users can access and change the following configuration folders in the »Configuration« folder:
e Access Control
e Attributes
e Codelists
e Counters
e [Directory
e Profiles
e Templates

e \olumes.

The user with appropriate access rights can set the role or right of reading and changing
values in the configuration folder. The rights are set by selecting »True« or »False« for each

right.

Warning: After changing the roles, the current user roles are valid for the entire duration of his session

or until the user logs into the archive again.

»Members« tab

The »Members« tab is visible only to user groups. By clicking the »Members« tab in the bottom
right view of Windows Explorer, the user with appropriate access rights is shown all the

members of the user group.

Properties | Effective roles | Roles| Members

¥ Board board

» Controlling controlling
» Human Resources hr

»IT it

» Maintenance maintenance

b Sales sales

Image 1: Displaying of users in a group

A user can add group members with the »Add« command or remove them with the »Removex«

command.

8.4.7 »Retention« folder

The »Retention« folder contains the »Retention policies« and the »Disposition holds« folders.



8.4.7.1 »Retention policies« subfolder

The »Retention policies« subfolder contains a list of retention policies. The retention policies list

shows the following information on retention policies in columns:

»Name«: the unigue name of the retention palicy.

»Description«: short description of the retention policy.

»Action«: the default action in the implementation phase of the review process.
»Reason«: the default reason for the existence of the retention policy which is used in

the decision-making phase of the review process.

=e- s
@\‘_Jvl “H v Archives » iarcl.imissi » Retention » Retention policies - |6,H Search Retention o
File Edit View Tools Help
Organize v Add 0l @
& Name Description Action Reason
> |8 Computer £ Review Needs a review Review Needs a review
¥ 5 year Dispose after 5 years Dispose Dispose after 5 ye
> €l Network 5 10 years Dispose after 10 years Dispose Dispose after 10y
#- Permanent Premanent entity Permanent Premanent entity
“ m SIS 5 Transfer Needs a transfer Transfer Meeds a transfer
4 % iarclimis.si [Configuration]
® Access control
-I Attributes
= Auditlog
=2 Codelists A
) Counters 1
23 Directory

4 [ Retention
“@ Disposition holds
“H Retention policies
> || storage
) Templates
> ]| iarc2.imis.si

iarc3.imis.si

1 item selected

Image 266: List of retention policies in the »Retention policies« folder

»Properties« tab

By clicking on an individual retention policy on the list, the following value settings appear in the

bottom right view of Windows Explorer, under the »Properties« tab:

»Name«: the unique name of the retention policy. The field value must be entered for new
entries before saving. The value can be modified after saving, but it must not be empty.
»Description«: short description of the retention policy.

»Detailed description«: a detailed description of the retention policy.

»Action«: the default action from the list of actions for entities which are available in the
implementation phase of the review process.

»Trigger«: a query which executes the search for entities in the implementation phase of

the review process.



e »Reason«: the default reason for actions to be implemented in the implementation phase

of the review process.

Properties |Mandates |

Mame 10 years

Description Dispose after 10 years
Detailed description

Action Dispose

Trigger

Reason Dispose after 10 years

Image 267: Display of retention policy properties

»Mandates« tab

By clicking on an individual retention policy on the list, the contents (files) of mandates for an
individual retention policy appear in the bottom right view of Windows Explorer, under the

»Mandates« tab.

Properties| Mandates |

Description Inserted Modified
ﬁ Company policy 1610.201516:44:20  16.10.2015 16:44:20
E Retention law 16.10.201516:44:20  16.10.2015 16:44:20

Content for selected retention policy

Image 268: Display of retention policy mandates

In the bottom command bar, under the »Mandates« tab, the following commands are located:
e »Add« allows you to add mandate content to the selected retention policy.
The source can either be existing files in the file system or files scanned using the
separate IMiS®°/Scan application. The command is available when the selected retention
policy is open in editing mode.
e »Save«: becomes active when the mandates for the selected retention policy are
modified, if the policy is open in editing mode (when content is added or deleted).
The »Save« command saves changes to the archive. Unsaved changes will be discarded.
e »0pen«: opens the selected file in the application associated with the content type,
as it was specified when the content was saved to the archive.

The command is available when the selected retention policy is open in editing mode.

Note: The selected content can be opened by a user even if it has not been saved yet.



e »Remove«: allows you to remove content from the selected retention policy.

The command is available when the selected retention policy is open in editing mode.

8.4.7.2 »Disposition holds« subfolder
The »Disposition holds« folder contains a list of disposition holds.
The disposition holds list shows the following information on retention policies in columns:
e »Name«: the unique name of disposition holds.
e »Description«: short description of disposition holds.
e »Reason«: the default reason for the existence of disposition holds to be implemented in

the implementation phase of the review process.

e es
@u=|9° ¥ Archives » iarcl.imissi » Retention » Disposition holds v|"’|| Search Retention 2|
File Edit View Tools Help
Organize v Add 0 @

- Name Description Reason

18 Computer ‘@ Hold Disposition hold Dispose is on hold
t'.‘I.i Network

4 m Archives
4 5 jarcl.imis.si [Configuration]

¥ Access control
=] Attributes
=l Audit log
7 Codelists
*d Counters
23 Directory

4 [©)) Retention

“@ Disposition holds
5 Retention policies
2| storage
@) Templates
) iarc2.imis.si

) iarc3.imis.si

1 item selected

Image 269: List of disposition holds in the »Dispaosition holds« folder

»Properties« tab

By clicking on an individual dispaosition hold on the list, the following value settings appear in the
bottom right view of Windows Explorer, under the »Properties« tab:
e »Name«: the unique name of the disposition hold. The field value must be entered for new
entries before saving. The value can be modified after saving, but it must not be empty.
e »Description«: short description of the disposition hold.
e »Reason«: the default reason for the disposition hold in the implementation phase of the
review process.
e »Author«: user (author) of the disposition hold.

e »Created«: the date and time when the disposition hold was created.



Properties |

Name Hold

Description Disposition held
Reason Dispose is on hold
Author admin

Created 1510.2015 16:20:06

Image 270: Display of disposition hold mandates

8.4.8 »Storage« folder

The »Storage« folder contains the »Profiles« and »Volumes« subfolders.

8.4.8.1 »Profiles« subfolder

The »Profiles« subfolder contains a list of profiles. The following profile information is listed in

the columns:
e »Name«: contains the unique profile name.
e »Description«: contains a short description of the profile.
e »0bject count«: shows the number of archived objects in the individual profiles.
e »Used [bytesl«: shows the size of used space and the percentage of used space for the
individual profiles in kilobytes (KB).
e »Size [bytesl«: shows the size of free space for the individual profiles in kilobytes (KB).
e »Read only«: if the selected value is »Truek, settings can not be changed. When changing

the value to »False«, the user with appropriate access rights can change the settings.

@uv‘_j » Archives » iarcl.imis.si » Storage » Profiles - ‘&, H Search Storage PI
File Edit View Tools Help
Organize Add 0 @

Mame Description Object count Used
> |7 Libraries _::] Dokumenti 1] & KB [0,00%]

> M Computer
’&‘I_l MNetwork

E ﬂm Archives
4L iarcl.imis.si [Configuration]
¥ Access control 3
E]j Attributes
L= Audit log
== Codelists
@ Counters
32 Directory
» | Retention
4 J Storage
= Profiles
a Volumes
) Templates

2 items

Image 271: Attribute list in the »Profiles« folder



»Properties« tab

By clicking the individual profile on the list, the user with appropriate access rights can see the
following profile properties in the »Properties« tab in the lower right view of the Windows
Explorer;
e »Name«: represents the unigue profile name. Specifying the field value is mandatory for
new entries. It cannot be changed for the existing entries.
e »Description«: represents a short description of the profile.
e »0bject count«: shows the number of archived objects in the profiles.
e »Used [bytesl«: shows the size of used space for the profile in bytes.
e »Size [bytesl«: shows the size of free space for the profile in bytes.
e »Read only«: if the selected value is »True«, new objects cannot be created into the profile
and the existing objects can only be read. The user with appropriate access rights can

select this value to prevent changes of the profile content.

Properties |Volumes | Used by
Name Dokumenti
Description
Object count 5
Used [bytes] 259072

Size [bytes] 17179869184
Read only False

Image 272: Profile properties

»Volumes« tab

In the »Volumes« tab the user with appropriate access rights can view the attribute values,
which are tied to the profile in the lower right view of the Windows Explorer; however,

he cannot change the values. The »Volumes« tab content is the same as the content of the

»Properties« tab in the »Volumes« configuration subfolder.

Properties| Volumes |Used by

¥ Volume vol00

¥ Volume vol0l

Image 273: Volumes, which are tied to the profile



»Use under« tab

In the »Used by« tab the user with appropriate access rights can set in the lower right view of
the Windows Explorer under which class the selected profile is used. If the value is not set,

the profile is used under the root class.

| Properties | Volumes| Used by ‘

b Class Root [ClassificationCode]

Image 274: Using the profile under the root class of the archive

The user with appropriate access rights can add a new class by selecting the »Add« command
in the command bar and by setting the class identifier accordingly. When the identifier value is
not set, the profile is used on the level of the archive. Otherwise the profile is used only under
the selected class. The user can enter either the classification code, the internal or external

class identifier. The new class is saved by choosing the »Save« command.

The class is removed by choosing the »Remove command«.

Properties | Volumes| Used by |

Save Add

b Class ClassificationCode]

4 Class C=01 [ClassificationCode]
Type ClassificationCode -
Value C=01

Value Entity unique identifier value

Image 275: Entering the class for profile

Warning: 1t is required to restart the IMiIS /ARChive Server in order to effect changes of the value

settings in the »Storage« folder.

8.4.8.2 »Volumes« subfolder

In the »Volumes« subfolder the user with appropriate access rights can view the attribute
values, which are tied to the profile in the lower right view of the Windows Explorer.

The »Properties« tab content is the same as the content of the »VVolumes« tab in the

»Properties« configuration subfolder.



Properties| Volumes |Used by

¥ Volume vol00

¥ Volume vol0l

Image 276: Volumes, which are tied to the profile

»Properties« tab

By clicking the individual volume on the list, the following value settings are shown in the

»Properties« tab in lower right view of the Windows Explorer.

»Name«: contains the unigue volume name. After the value has been saved for the first
time, it becomes immutable.

»Description«: contains a short description of the volume.

»Location«: contains logical path to the volume in the file system. After the value has
been saved for the first time, it becomes immutable.

»Profiles«: contains a link to the profile, in which the volumes are situated.

For a new entry the user has to choose the profile name that he wants to link to the
volume in the »Namex« field. In the »Used after« field the user has to set the position in the
queue of profile volumes. By selecting »First«, the profile is placed at the beginning of the
gueue. Alternatively, the user can select the existing volume name, after which the
volume should be placed. When there are no objects on the volume, the profile name and
position can be changed. Otherwise, the values become immutable after they are saved
for the first time.

»Object count«: shows the number of archived objects on the volume.

»Used [bytesl«: shows the size of used space on the volumes in bytes.

»Size [bytesl«: shows the size of free space on the volumes in bytes. The user with
appropriate access rights can grant the volume more space by entering a new value or
by increasing the value with 1024 byte increments. When the user wants to prevent
further archiving of objects into the volume, he must set the size of available space to be
the same as the value of the »Used« attribute.

»Read only«: changing the default values from »False« to »True« can also prevent saving
of objects into the volume.

»Mounted«: by changing the default value from »True« to »False«, the volume is marked

as unavailable for use.



Name vol00

Description

Location fiarc/volfvol00

4 Profile Dokumenti
Name Dokumenti
Used after [First]

Object count 5

Used [bytes] 254976

Size [bytes] 8589934592

Read only False

Mounted True

Profile Volume profile

Image 277: Volume properties

Warning: The user with appropriate access rights can increase or decrease available space of the
volume in bytes. When the »Size« attribute level is the same or smaller than the »Used« attribute level,
the volume cannot be accessed.

Warning: 1t is required to restart the IMiIS° /ARChive Server in order to effect changes of the value

settings in the »V/olumes« subfolder.

8.4.9 »Templates« folder
The »Templates« folder contains a list of templates. The following profile information is listed in
the templates list:
e »Name«: unique template name. To ensure clarity, individual template types have their
own icons.
e »Description«: a short description of the template.

e »Inherited from«: a list of templates, from which the template is inherited.

(=N Hw =
@uv@] v Archives » iarclimissi » Templates « [ 42| Search iarcl.imis.si [Configuration] ol
File Edit VYiew Tools Help
Organize v Add Filter [Al] + (] .9.
& MName Description Inherited from
* |-a Libraries Case Folder/Case entity Generic Folder
7l Class Class entity Generic Class
> 18 Computer Decument Standalone document entity Generic Autenomous Document
. Email Standalone e-mail entity Generic Autonomous Email
=§I_i Metwork . . .
FiledDocument Document filed into a folder/case entity ~ Generic Document
. FiledEmail E-mail filed into a folder/case entity Generic Email
e m Archives
4% farcLimis.si [Configuration] LegacyObjectContaine  Entity used for legacy archival purposes  Generic Autonomous Document  |=

# Access control

m,

Generic Autonomous

Generic standalone Document entity

Generic Document

=1 Attributes Generic Autonomous  Generic e-mail Document entity Generic Email
[ Auditlog sysAutonomouslog  Generic system log document Generic Autonomous Document
422 Codelists Generic Class Generic Class entity
+d Counters sys:DeletionStub Deleted entity
2, Directory Generic Docurment Generic Document entity
£l Retention Generic Email Generic e-mail Document entity
 [Fl storage sys:EntityContainer Read only container used to hold various
Templates
gl] P! Generic Folder Generic Folder (Case) entity
» W) iarc2.imis.si . .
) L sys:Log Generic system log document Generic Document
WU iarc3.imis.si
5 sys:ret:Document Retention and disposition review docume _Generic Document -
9 items

Image 278: Attribute list in the »Templates« folder




By choosing the »Filter« command in the upper command bar, the user with appropriate

access rights can set the view content.

Filter [All] | +

All
User defined
System

Image 279: Selecting the filter in the »Attribute« configuration folder
The user can choose between the following options:
e »All«: all templates are shown on the list.

e »User defined«: only user-defined templates are shown on the list.

e »System«: only system templates are shown on the list.

The user-defined templates can only be set by the user with appropriate access rights.

Based on these templates, the users create new entities according to the settings.

»Properties« tab

By clicking the individual template on the list, the following value settings are shown in the
»Properties« tab in the lower right view of the Windows Explorer:

e »Name«: unique template name. After the value has been saved for the first time,
it becomes immutable.

e »Type« the user with appropriate access rights can choose between the following
values: Class, Folder, Document. After the value has been saved for the first time,
it becomes immutable.

e »Description«: a short description of the template.

e »Inherited from«: the user with appropriate access rights can define from which
template the created template is inherited. The latter takes over all attributes from the
inherited template. After the value has been saved for the first time, it becomes
immutable.

e »Entity count«: number of entities, in which the template is used.

Properties |Attributes | Use under

MName Case

Type Folder
Description Folder/Case entity
Inherited from Generic Folder

Entity count 3

Image 280: Template properties



»Attributes« tab

All attributes tied to the template, including their properties are listed in the »Attributes« tab

in the lower right view of the Windows Explorer.

The attributes are shown in two groups, in the system group and in the custom group.

There are different types of attributes, depending on whether they are inherited and therefore

especially marked or not. Only attributes that have not been inherited can be edited.

The following properties of the attribute that have not been inherited can be edited:

»Public«: if the selected value is »True, the attribute is accessible for all users
regardless of their rights.

»MultiValue«: if the selected value is »True«, the attribute can have multiple values.
»Requiredc; if the selected value is »Trueg, the attribute value is mandatory.

»Read only«; if the selected value is »Trueg, the attribute value cannot be changed.
»Inherited«: if the selected value is »Truek, the attribute values are inherited from the
parent hierarchy.

»AppendOnly«: if the selected value is »True«, the attribute value can only be added to the
existing values.

»IncludedInAlP«: if the selected value is »Truek, the attribute values are part of the
archival information package.

»Validation Expression«: specifies the value that represents the regular expression used
to check the new or changed attribute values. Further information about the syntax and

rules: Attp.//en.wikipedia.orq/wiki/Regular expression.

[ Properties| Attributes |Use under

“ Custom
4 ContentlsVerified Public, Inherited, IncludedInAIP
Public True
MultiValue False
Required False
ReadOnly False
Inherited True
AppendOnly False
IncludedInAIP True
Validation expression
4 System
b sys:Externallds Public, MultiValue [Defined in parent template]
b sys:Title Public, Required [Defined in parent template]
b sys:Description Public [Defined in parent template]

b sys:Keywords Public, MultiValue [Defined in parent template]
Required Specifies whether template attribute is required

Image 281: List of attributes used in the template


http://en.wikipedia.org/wiki/Regular_expression

Warning: The user with appropriate access rights can only add user-defined attributes.

System attributes are inherited from the template, which can be set in the »Properties« tab.

»Use under« tab

In the »Use under« tab in the lower right view of the Windows Explorer, templates and entities,

in which a certain template is used are listed.

Properties | Attributes| Use under
Template Class
Template Case

¥ Entity C=01 [ClassificationCode]
b Entity (=02 [ClassificationCode]

Image 282: Templates and entities, where the template is used

The user with appropriate access rights can add a new template or entity by selecting the
»Add« command in the command bar and by choosing the »Template« or »Entity« command.
When adding a template, the user has to select the desired template from the generic system
and user defined templates. The new template or entity is saved by choosing the »Save«

command.

When adding the entity, the user has to set the entity identifier accordingly.
When the identifier value is not set, the template is used on the level of the archive.
Otherwise the template is used only under the selected entity. The user can enter either the

classification code, the internal or external entity identifier.

The template or entity is removed by choosing and using the »Remove« command.

9 TROUBLESHOOTING

Users of the IMiS®/Client must know how to handle the product correctly and are advised to
follow instructions provided by documentation. If you encounter issues or errors,
it is important to follow proper procedures. The first thing that is advised is to contact the IT

expert or system administrator of your company.



Administrators are advised to troubleshoot errors with the help of the appropriate manual.
If you cannot discover the cause of the issue or find the appropriate fix, feel free to contact
IMiS® software support and we'll be glad to offer assistance. Be advised that a layperson's

interference can make things worse and further destabilize the system.

9.1 How to avoid problems

Regular updating of the IMiS°/Client is essential to keep issues at a minimum.

Every new version of IMiS® software fixes known bugs and errors.

If you want to make sure things run smoothly, a highly recommended choice is our optional
maintenance contract. A valid maintenance contract will protect you from serious errors

or system outage. Several kinds of maintenance contracts are available:
¢ Primary, where the developer takes over the complete process of system maintenance.
e Secondary, where the developer fixes serious or less frequent errors, while users and

their IT service perform regular maintenance and troubleshooting.

Maintenance contracts can be tailored to the specific needs of IMiS® software users.

Ask for a deal and we'll be happy to assist you.

9.2 Frequent errors

This chapter describes errors that may be frequently encountered while using the IMiS°/Client.

Each error is paired with the possible reasons and the steps that should allow you to fix it.

Error when accessing an archive
Likely cause: There was an error in establishing a connection with the IMiS®/ARChive Server,
which can be due to:

e Wrong IP address.

¢ Invalid network port.

e Firewall on the client, or on the network between the client and the server, that prevents

communication between the client and the server.

Solution: First, check the validity of the IP address and the network port. If that's not the
cause, check if communication between the client and the server is open, and reconfigure any

firewalls as necessary.



Error during user login (»rAuthentication was unsuccessful«)

Likely cause: Unregistered or invalid username, or wrong password.

Solution: Double check if the username and password are correct (characters are case
sensitive, check for unwanted spaces ...etc.).
If you believe the username and password are correct, please verify if the user is registered on

the IMiS°/ARChive Server with these exact characters.

Error when saving a new folder (»New folder cannot be saved on archive.«)

Likely cause 1: You are trying to create a folder on a sub-level that is too deep in the
classification scheme. When a new folder is saved, a classification code will automatically be
created, and the IMiS°/ARChive Server code generator only supports numbers up to a certain

sub-level of the classification scheme.

Solution 1: Try to save the folder to a higher sub-level of the classification scheme.

Likely cause 2: The folder's required metadata has not been entered. When saving a new folder,
the IMiS®/ARChive Server will return an error stating that required metadata is missing.

A description appears in the expanded error window.

Solution 2: Complete all the required metadata fields for the folder.

Error when saving a new document (»New document cannot be saved on archive.«)
Likely cause: The document's required metadata has not been entered. \When saving a new
document, the IMiS®/ARChive Server will return an error stating that required metadata is

missing. A description appears in the expanded error window.

Solution: Complete all the required metadata fields for the document.

Error when editing an existing entity (»[Class, Folder, Document] <classification code>
cannot be saved on archive.«)

Likely cause: The entity's required metadata has not been entered correctly, or has been
removed. When saving an edited entity, the IMiS°/ARChive Server will return an error stating

that required metadata is missing. A description appears in the expanded error window.

Solution: Complete all the required metadata fields for the entity.



Error when trying to edit a closed entity (»Closed [class, folder, document]
<classification code> cannot be edited.«)

Likely cause: The entity's status is »Closed«. A closed entity cannot be edited.

Solution: Verify if the closed entity should indeed be edited. If yes, change the status of the

entity into »Opened« using the »Change status« action, and then reopen the entity.

Error when opening an entity in editing mode (»[Class, Folder, Documentl
<classification code> cannot be edited.«)

Likely cause: The entity is already open in editing mode on another computer.

Solution: Wait until the other user finishes editing and then open the entity once again.

Error when opening an entity in reading mode (»[Class, Folder, Document]
<classification code> cannot be opened.«)

See »Error when accessing an archives, listed above

Error when opening an entity in editing mode. User does not have sufficient rights.
(»[Class, Folder, Document] <classification code> cannot be edited. User has
insufficient rights to edit entity.«)

Likely cause: The user wants to edit an entity they are not allowed to edit.

Solution: A user with sufficient rights grants the current user rights to edit the entity.

Error when opening an entity in reading mode. User does not have sufficient rights.
(»[Class, Folder, Document] <classification code> cannot be opened. User has
insufficient rights to open entity.«)

Likely cause: The user wants to open an entity they are not allowed to open.

Solution: A user with sufficient rights grants the current user rights to open the entity.

Cannot delete folder/class. (»[Class, Folder] <classification code> cannot be deleted on
archive.«)

Likely cause: The class or folder still contains entities and therefore can't be deleted.

Solution: Every entity inside the class or folder you wish to delete must be deleted individually.

When the class or folder is empty, you can delete it.



Cannot delete entity. User does not have sufficient rights. (»[Class, Folder, Document]
<classification code> cannot be deleted on archive. User has insufficient rights to open
entity.«)

Likely cause: The user does not have permission to delete the entity.

Solution: A user with sufficient rights grants the current user rights to delete the entity.

Cannot delete entity. Entity is closed. (»Closed [class, folder, document] <classification
code> cannot be deleted.«)

Likely cause: The entity's status is »Closed«. Closed entities cannot be deleted.

Solution; Verify if the closed entity should indeed be deleted. If yes, change the status of the

entity into »Opened« using the »Change status« action, and then delete the entity.

9.3 Less frequent errors

Error when closing an entity. (»[Class, Folder, document] <classification code> cannot
be set in preview state.«)

Likely cause: An entity was open in reading or editing mode. When the user finished working on
the entity, user selected another entity. This resulted in the

IMiS°®/Client's automatic attempt to close the previous entity, which it was unable to do.

The error's cause is probably a failure to access the archive. (see section »Error when

accessing an archived«),

Solution: See section »Error when accessing an archive.

Error when reading entity metadata. (»Error while retrieving entity property.«)

Error description: When saving, opening or closing an entity, metadata was not successfully

retrieved by the client.

Likely cause: Type of the entity's metadata is different from the type expected by the
IMiS°®/Client.

Possible solution: Make sure the currently installed version of the IMiS®/Client is compatible

with the currently installed version of the IMiS°/Archive Server.



Error when opening content files in editing mode. (»File <content description> is
already open in another application. Close the other application and try again.«)
Likely cause: The user is trying to open the content of an entity which is already open in

another application.

Solution: Close the application where the content is already open, then try to reopen the

content.

Error when capturing content with the scanner. (»nAttachment cannot be added from
scanner.«)

Error description: An error occurred during communication with the virtual scanner.

Likely cause 1: The IMiS°/Scan application is not installed on the computer, or is not compatible

with the current version of the IMiS°/Client.

Solution 1: Contact the administrator and get the IMiS®/Scan application to work on the

computer.

Likely cause 2: After a scanned document was saved by the IMiS°/Scan application, the

IMiS°®/Client was unable to open it.

Solution 2: Contact IMiS® support at the following email address: support@imis.eu.

Likely cause 3: An error occurred during the transfer of the scanned document to the

IMiS®/ARChive Server. See section »Error when accessing an archivex.
Solution 3: See section »Error when accessing an archivec.
Error when scanning the content files of a document. (»File <file path> cannot be

attached to content.«)

Error description: An error can sometimes occur while adding files from the file system.

Likely cause 1: The file you are trying to add does not exist in the file system, or the name or

path of the file is wrong.

Solution 1: Make sure the path and the file name and format are correct.


mailto:support@imis.eu

Likely cause 2: The MIME type of content files cannot be recognized by the IMiS®/Client or the
IMiS®/ARChive Server.
Solution 2: Try to convert the file to another format, change the extension of the file manually,

or contact IMiS® support at: support@imis.eu.

Error when moving an entity. (»[Class, Folder, document] <classification code> cannot

be moved.«)

Error description: An error occurred while trying to move the entity.
Likely cause 1: The user does not have sufficient rights to move the entity.

Solution 1: A user with sufficient rights grants the current user rights to move the entity.

Likely cause 2: The user does not have a »move« permission on the server.

Solution 2: An IMiS°/ARChive Server user with sufficient rights grants the current user a

»move« permission on the server.
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