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3 TECHNICAL DOCUMENTATION 

3.1 Client architecture 

IMiS®/wClient is the user component of an electronic and physical records management 

system. The client connects to the web service IMiS®/Storage Connector Services REST, 

which represents the service level of the interface of the IMiS®/Storage Connector.  

The latter can be connected to many IMiS®/ARChive Servers. 
 

 

Image 1: Client architecture 

 

3.2 Format of import / export files 

The format of the import, export and data transfer files on the IMiS®/ARChive Server is the 

XML file, structured according to a partly modified Moreq2 scheme. 

The differences between XML and Moreq2 schemes are as follows: 

• Attributes which are required (mandatory) in the Moreq2 scheme and are not supported 

by the servers change from required to optional. 

• All attributed in the "Custom" part of the XML scheme are newly added. 
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/RDS/Description/abstract/reason 

 Required: NO Number: 1 

Definition: Reason for creating a retention policy or disposition hold. 

Commentary:  

XMLScheme 

type: 

String Reference: sys:ret:hold:Reasonsys:ret:pol:Reason MOREQ2 

code: 

M015 

 

/RDS/Description/title 

 Required: YES Number: 1 

Definition: Title of the retention policy or disposition hold. 

Commentary:  

XMLScheme type: String Reference: sys:Title MOREQ2 code: M015 

 

/RDS/Event_plan/event_type/disposition_action 

 Required: YES Number: 1 

Definition: Default action of the retention policy in the implementation phase of the review 

process. 

Commentary: Valid values: 

• Dispose:  the default action of the retention policy is the disposition of 

entities. 

• Permanent:  the default action of the retention policy is the permanent 

retention of entities. 

• Transfer:  the default action of the retention policy is the transfer of 

entities to another system and their disposition after confirmation of 

successful transfer. 

• Review:  the default action of the retention policy is to leave the entity for 

the next review process. 

XMLScheme type: String Reference: sys:ret:pol:Action MOREQ2 code: M014 

 

/RDS/Identity/system_identifier/disposal_hold 

 Required: YES Number: 1 

Definition: Unique system identifier of the disposition hold. 

Commentary: Set by IMiS®/ARChive Server. 

XMLScheme type: String Reference: Internal entity identifier MOREQ2 code: M137 
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/RDS/Identity/system_identifier/retention_and_disposition_schedule 

 Required: YES Number: 1 

Definition: Unique system identifier of the retention policy. 

Commentary: Set by IMiS®/ARChive Server. 

XMLScheme type: String Reference: Internal entity identifier MOREQ2 code: M008 

 

/RDS/Use/status/inheritance 

 Required: NO Number: 1 

Definition: Specifies whether the retention policy can be inherited by entities. 

Commentary: The IMiS®/ARChive Server specifies that all retention policies are inherited. 

The value is always TRUE. 

XMLScheme type: String Reference: Internal entity identifier MOREQ2 code: M197 

Table 5:  Lists of XML tags 

 

3.2.3 Format of the additional metadata export file 

The additional (user entered) metadata export file is used for the particular requirements of 

the archiving process. Upon export, each entity may optionally be added additional metadata 

which is not part of the arhcived entity's own metadata.  

The additional metadata is prepared by the archivist, using a premade XML file.  

This metadata is not within the framework of the client or server's business logic. 
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The format of the file is prescribed with the following XSD scheme: 
 

<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema targetNamespace="http://www.dlm-network.org/moreq2/1.04.01" 
xmlns:xs="http://www.w3.org/2001/XMLSchema" 
xmlns:moreq2="http://www.dlm-network.org/moreq2/1.04.01"  
elementFormDefault="unqualified"attributeFormDefault="unqualified" version="1.04.01"> 
 <xs:element name="AdditionalMetadataRoot"> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element name="Entity" minOccurs="0" maxOccurs="unbounded"> 
     <xs:complexType> 
      <xs:sequence> 
       <xs:any processContents="skip" maxOccurs="unbounded"/> 
      </xs:sequence> 
      <xs:attribute name="classification_code" type="xs:string"/> 
     </xs:complexType> 
    </xs:element> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
</xs:schema> 

Image 3: Example XSD scheme 

 

For each entity to be added user metadata during export, the archivist enters, in an XML file 

under the root node with the name »AdditionalMetadataRoot« (prescribed by the Moreq2 

scheme), an »Entity« node with the attribute of the entity's classification code. During export, 

the content of this node is copied into the export XML file of the entity. 

 

<moreq2:AdditionalMetadataRoot xmlns:moreq2="http://www.dlm-network.org/moreq2/1.04.01"> 

 <Entity classification_code="03.01"> 
  <!-- add custom XML node entries --> 
  <A>Metadata A</A> 
 </Entity> 
 <Entity classification_code="03.01/00001"> 
  ... 
 </Entity> 
</moreq2:AdditionalMetadataRoot> 

Image 4: Example additional metadata export file 
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3.3 Format of the confirmation file during transfer 

The format of the confirmation file is a text file containing comma separated values; 

abbreviation: CSV. 

 

Each record contains the following values: 

• Classification code of the transferred entity. 

• Confirmation value (»true« – if the entity has been successfully transferred to a third 

archive system). 

• Reference to the transferred entity in the third archive system. 
 

 

Image 5:  Example of a confirmation file after transfer 
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4 USER MANUAL 

4.1 Login and Logout 

The user accesses the IMiS®/wClient application via a web browser (Google Chrome, Mozilla 

Firefox, MS Edge, …) by entering the URL of IMiS®/wClient in the title bar. A login window 

appears in which the user can log into the IMiS®/ARChive Server. 
 

 

Image 6:  Login on archive 

 

4.1.1 Cookie Policy 

Before first login on the archive and every subsequent login (if cookies have been removed) 

the user has to agree to the use of cookies.  

To ensure proper operation and a better user experience the website uses the following 

cookies: 

• To remember last selected archive 

• Current archive user identifier 

• Archive token 

• Entity handles 

• Entity information visibility 
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• Current locale 

• List mode 

• Policy agreed 

• Classification code visibility 

• Description visibility 

• Sort field 

• Sort field descending. 
 

 

Image 7:  Cookie Policy 

 

4.1.2 Localization 

In the top right corner of the login window the user can choose the language of the 

IMiS®/wClient application from a list by clicking on the icon .  

In agreement with the application developer MARGIS, Inc., the language selection can be 

expanded as desired. 
 

The languages currently supported are: 

• English 

• Slovene. 
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Image 8:  Language selection 

 

4.1.3 About 

By selecting the »About« command, the user is shown a new window with the following 

information: 

• IMiS® module name. 

• IMiS® module version. 

• Archive name and version. 

• IMiS®/Storage Connector Services REST version. 

• License Agreement. 

• Notices and Trademarks. 
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Image 9:  About dialog box 

 

4.1.4 Login 

The user logs into the archive of the IMiS®/ARChive Server via the IMiS®/wClient by first 

selecting the relevant archive in the login window. 

For faster searching, the user can use a search engine. 
 

 

Image 10:  A list of available archives 
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Note: 

The user can choose only among the archives predefined by the administrator. The user selects the 

archive from a list by clicking on the arrow in the top right area of the login window. The administrator is 

the only one who can remove an archive. 

 

The username that the administrator enters in the field “Username” is case insensitive. 

For faster selection in the case of a prior login, the username is shown below the field for 

entering the username. 
 

 

Image 11:  Logging into the archive 

 

After entering at least one character of the password, the logged-on user is shown the icon 

. By selecting the icon, the user is shown the password characters. 

The icon  next to the input field for entering the password enables displaying the password 

only when the display button is active (Mousedown). The password that the user enters in the 

"Password" field is case-sensitive. The user confirms login with the »Log in« button. 
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The user can log into multiple archive servers in multiple browser tabs.  

When displaying the login page after the user has logged out, the user session remains open. 

If the browser is refreshed, the user stays logged into the last archive server.  

If the archive identifier does not match the URL after the browser has been refreshed, the login 

page is shown. 

 

If two users are logged in to two different browser tabs, then, if the session is valid and the 

page is refreshed, the address in the second tab changes to the address that appeared in the 

first tab after login. At the same time, the logged-on user in the second tab changes to the 

user of the first tab. 

 

After a successful login, the central view shows the user a list of root classes in the 

classification scheme of the selected archive to which the user has access rights. 

 

4.1.5 Logout 

The user logs out of the archive using the »Log out« command in the popup menu.  

Access to the popup menu is enabled by clicking the arrow next to the user’s name in the top 

right corner of the user interface. 
 

 

Image 12:  Log out of the archive 

  







IMiS®/wClient Manual Version 1.9.2310 

 

2023 ©  MARGIS Inc., All rights reserved. 68 

 

 

The right view provides the directory entity information. 

 

Image 32:  User data 

 

4.2.1.5 The Administration folder 

The folder Administration is available to the user in the left view with a default display of 

subfolders: 

• Reviews:  a list of reviews in the review process.  

For more information see chapter Review process. 

• Export:  a list of entity exports containing reports. 

For more information see chapter Export. 

• Import:  a list of entity imports containing reports. 

For more information see the chapter Import. 

• Trash:  a list of deleted entities. This folder contains the following subfolders: 

− Disposed:  a list of entities disposed of during the review process. 

− Deleted:  a list of deleted entities. 

− Queue:  a list of entities waiting for deletion. 

 

4.2.2 List of entities 

A list of contained entities (classes, folders or documents) of the selected class is located in the 

central view of the user interface. The contained entities are shown below the bar with the 

titles of the common attributes. 
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Image 33:  A list of contained entities of the selected entity 

 

By selecting the arrow next to the title of the common attributes column, the logged-on user 

is shown the entities in descending or ascending order. Similarly, by selecting the title a menu 

appears with the options “Ascending” and “Descending”. The entities on the list are sorted first 

by entity type and then by title. 
 

 

Image 34:  Sorting by entity type 

 

Sorting in ascending or descending order is also possible for “Classification code” and 

“Modified”. 

 

Note:  The user can select entities from the list using arrow keys on the keyboard (up/left, down/right). 
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If the contained entity contains a greater number of entities than specified in the settings,  

the user is shown the notification Entity collection contains XXX entities and is too large to be 

displayed automatically. 

For more information on setting the number of entities shown on the list see chapter 

Installation settings. 
 

 

Image 35:  Limiting the display of a greater number of entities on the list 

 

The user has two options: 

• The user can limit the set of entities displayed on the list with a search  

(the recommended choice). 

• The user loads the entities and displays them on the list. 

 

If the user selects the action Search, a dialog box appears for entering the search string.  
 

 

Image 36:  Limiting the set of entities displayed on the list with a search 
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For more information on limiting the set of attributes for a search, see chapter 

Full text search. 

 

If the user selects the action Load, the entities are loaded and displayed on the list. 

 

The user adds or remove the columns of the selected attribute. Changes are saved to the user 

profile and applied at the next login too. The “Title” column is always present and cannot be 

removed.  

For more information on the entity display options see chapter Menu functions. 

 

By selecting the arrow or title of the column of the selected attribute Title, Classification code 

or Modified, the user specifies the order of the entities shown. 
 

 

Image 37:  Selecting the order of displaying the list of entities 

 

Note: 

The setting of displayed attributes applies to the selected browser at the level of the entire archive for 

all entities shown on the list of contained entities. 

 

Tip: 

In order to preserve a clear classification scheme and limit the moving of entities, users are advised 

AGAINST classifying documents directly into classes but always in folders. 
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4.2.3 Entity information 

Information about the selected entity is found in the right view of the IMiS®/wClient user 

interface. The tabs are available in the following modes of displaying information on the selected 

entity: 

• Preview:  a display of tabs and their contents which are publicly accessible to the user. 

• Open:  a display of tabs according to the user's effective permissions. 

• Edit:  a dialog box opens with the attributes whose values can be modified. 
 

 

Image 38:  Tabs containing entity information in the reading mode 

 

Note:  By moving the cursor over the attribute name, the tooltip shows the following attribute 

information:  Identifier, Label, Description, Type and Options for attributes located in templates (see 

image above the note). 

 

4.2.3.1 The Details tab 

The Details tab contains a list of the metadata of the selected entity. 

The first column gives the titles of attributes, while the second column displays their values. 

 

4.2.3.1.1 General metadata 

The Details tab contains general and general metadata for the selected entity. 

By selecting the name in front of a given set, the user is shown the remaining entity details. 

For more information on required and optional attributes see chapter General system 

attributes. 
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Image 39:  The Details tab in the reading mode 

 

Note:  The user profile settings save the open/closed status for: “Reference”, “Versions”, “Retention”, 

“Email”, “Physical properties”, “Save log” and “More”. 

 

4.2.3.1.2 Custom metadata 

If using a suitable template, the user with the appropriate rights can predefine the Custom 

metadata when creating or editing an entity. 

They are available to the user in open mode in the Details tab. 
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Image 40:  Custom metadata in the reading mode 

 

In edit mode the user has the option of editing Custom metadata. 
 

 

Image 41:  Custom metadata in edit mode 
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Note:  The attributes in the template, which is predefined by the user with permission,  

can be multi-value. 
 

 

Image 42:  Specifying multi-value attributes 

 

 

Image 43:  Display and selection of binary values 
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4.2.3.1.3 System metadata 

Unlike the general metadata, which are publicly accessible and can be edited and changed by 

the user, the system metadata are read-only. The user can access them by selecting the 

arrow in front of the »More« record. 

For more information see chapter General system attributes. 
 

 

Image 44:  The Details tab in reading mode 

 

4.2.3.1.4 Changing the display of metadata 

Changing the display of metadata in the "Details" tab is possible in the settings of the file 

settings.json, where the user can define which metadata will be displayed and which hidden, 

and the display order, which matches the order in the configuration. 
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Element "details.profiles.sections" 

In the element "details.profiles.sections" the user defines which sections will be displayed: 

• More 

• Retention 

• Versions 

• References. 
 

If this element has not been defined, all sections are displayed. An empty array in the settings 

means that no section is displayed. 

 

details.profiles Description 

id Profile identifier. 

filter_type Type of attribute filter. The set of values: 

- Include:  certain attributes will be displayed. 

- Exclude:  certain attributes will not be displayed. 

attributes Collection of attributes. If filter_type = Include, the order applies. 

sections Collection of displayed sections. If this element has not been defined, 

all sections are displayed. 

Table 7:  Setting the collection of displayed columns 

 

Element "details.display.members" 

In the element details.display.members the user defines to which users or group the setting 

refers. The user can define: 

• Members Id 

• Alias 

• Subject. 
 

If this element has not been defined, the setting applies to all users. 

 

Element "details.display.archives" 

In the element details.display.archives the user defines to which archives the settings apply. 

The user can define: 

• Archive Id. 
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If this element has not been defined, the settings apply to all archives. 
 

details.display Description 

profile Profile identifier from details.profiles.id. 

templates Collection of templates to which the profile applies. If this element has not 

been defined or is empty, it applies to all templates. 

members Collection of directory entities of type user or group. The "subject" or "alias" 

is defined for the user. If a group has been defined, the setting applies to all 

members. 

archives Collection of archives. If this element has not been defined or is empty, it 

applies to all archives. 

Image 45:  Settings for hiding and specifying the order of attributes in the file settings.json 

 

4.2.3.1.5 Reference 

The user with the effective Change references permission can add new references, edit and 

delete them. 

In the References set the user is shown the references to other entities by clicking on the 

arrow in front of the name in open mode. 
 

 

Image 46:  References in the Details tab 

 

For more information on editing a reference see chapter Adding and editing references. 
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4.2.3.1.6 Email 

In the Email set the user is shown the email metadata by clicking on the arrow in front of the 

name in the reading mode (Open). Only the documents created based on the email template 

are shown.  

For more information see chapter Email attributes. 
 

 

Image 47:  Email data in the reading mode 

 

In edit mode the user has the option to review email metadata but not to edit them. 
 

 

Image 48:  Email data in the editing mode 
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4.2.3.1.7 Physical content 

The Physical properties set is available to the user only if the value of at least one attribute has 

been defined. By clicking on the arrow in front of the name in open mode, the user is shown the 

physical content metadata. 

For more information see chapter Physical content attributes. 
 

 

Image 49: Physical content data in the reading mode 

 

In edit mode the user has the option of editing all metadata. 
 

 

Image 50:  Physical content data in the editing mode 
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4.2.3.1.8 Save log 

After checking the validity of electronic signatures and digital certificates upon capture,  

a Save log is created. The user can review it in the open mode by selecting the  icon 

in the More section.  

For more information see chapter Checking the validity of the digital certificate. 

 

 

 

 

Image 51:  A report on checking the validity of electronic signatures and digital certificates  

 

4.2.3.1.9 Retention 

A user with the »Change retention« effective permission is enabled the adding and editing of 

retention and disposition hold periods. 
 

In the Retention set the user is shown the settings for the selected retention and disposition 

hold periods in the preview or reading mode by clicking on the arrow in front of the name. 
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Image 52:  Retention and disposition hold periods in the »Retention« tab 

 

By clicking on the Disposition hold title, a notification window opens, containing the following 

information: 

• Name:  unique name of the disposition hold. 

• Description:  a short description of the disposition hold. 

• Reason:  the reason for creating a disposition hold. 

• Identifier:  unique identifier of the disposition hold. 
 

 

Image 53:  Information on disposition hold 

 

By clicking on an individual Retention policy title, a notification window opens, containing the 

following information: 

• Name:  unique name of the retention policy. 

• Description:  short description of the retention policy. 

• Detailed description:  detailed description of the retention policy. 

• Action:  the default action from the list of actions for entity. 

• Identifier:  unique identifier of the retention policy. 

• Mandates:  mandates for an individual retention policy. 
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Image 54:  Retention policy information 

 

By selecting the command “Get”, the content opens for the user in the viewer. 

For more information on editing retention and disposition hold periods see chapter 

Editing retention policies. 

 

4.2.3.2 The Security tab 

The Security tab is intended for reviewing the access control list (ACL) or the list of explicit 

permissions of groups or users on the entity and its metadata. 

 

The list of permissions granted to the user (on the selected entity) consists of the following 

permissions: 

• Read:  permission to read data on the selected entity (view metadata and content files). 

• Write:  permission to edit entity data (write metadata and add content files). 

• Move:  permission to move the entity within the classification scheme. 

• Delete:  permission to delete entity data (delete metadata and remove content files). 

• Create entities:  permission to create sub-entities inside the selected entity. 

• Change permissions:  permission to change the effective permissions of other users on 

the selected entity. 

• Change security class:  permission to change the security class of the selected entity. 

• Change status:  permission to change the status of a selected entity. 

• Change retention:  permission to read and change the content of »Retention« tab. 

• Create references:  permission to create a reference to another reference. 
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In the preview mode the user is shown a list of the access control list (ACL) for the logged user. 
 

 

Image 55:  The Security tab for a logged user in the preview mode 

 

By selecting View permissions below the list of access permissions, when in read-only mode 

the user is shown a list of all directory entities that have been granted at least one explicit 

permission on the selected entity in the access control list (ACL). 
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Image 56:  A list of directory entities with access rights to the entity in the reading mode 

 

By selecting “Show all”, the current status of effective permissions for the selected user is 

shown. 
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By selecting the icon  in reading mode, the user can copy all the explicit permissions of all 

users on the entity to speed up the entry of access permissions. The user then pastes the 

permissions to another entity. 
 

 

Image 57:  Copying the explicit permissions of all users on the entity 

 

4.2.3.3 The Activity tab 

The Activity tab shows the audit log for the selected entity. This tab is shown to the user with 

the AuditLogQuery role. 
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Image 58:  The Activity tab in the preview and reading mode 

 

The audit log records the following information: 

• User:  the name of the user who performed an action on the selected entity.  

By clicking on the user’s name, a notification window opens, showing user information. 

• Event type:  a type of event that was performed on the selected entity. 
 

 

Image 59:  Information about the user who performed an action on the entity 
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• Date:  a time when an action was performed on the selected entity. 

• Device name:  the name of device, from where the command to perform the action on the 

selected entity came from. 

• Address:  the network address from where the command to perform the action on the 

selected entity came from. 

• Internal address:  IP address, which is set by opening a new session with the REST 

service. 

 

When choosing the »Export« command in the right upper button, a popup menu appears with 

the possible audit log export formats for the selected entity. The supported formats are CSV 

and XML.  

After selecting the format, the user is shown a notification in the bottom left corner about the 

downloaded content. 

In the popup menu the user has the option of selecting actions. By selecting the action “Open”, 

the user has the option of saving the audit log to the file system. 

 

4.2.4 Command bar 

After the user logs in to the selected archive, the following commands appear in the command 

bar above the information on the selected entity: 

• New:  creates a new root class or contained entity. 

• Open:  opens the selected entity in the reading mode. 

• Edit:  opens the selected entity in the editing mode. 

• Actions:  contains commands for performing various operations on the selected entity: 

- Status:  edits the status of the entity via a dialog box,  

which also offers the option to enter the reasons for the changes performed. 

- Security class:  changes the entity's security class via a dialog box, which requires the 

user to enter the reasons for the change performed. 

- Share:  copying the link to the selected entity to be shared with other users. 

- New reference:  adding a connection to another entity in the classification scheme via 

a dialog box. For more information see chapter The Details tab. 

- New version:  creating a new version of the selected document in the classification 

scheme via a dialog box. For more information see chapter Versioning. 

- Classification code:  changes the classification code of the selected entity. 
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- Move:  moves the selected entity around the classification scheme of the archive. 

- Delete:  deletes the selected entity. 

- Import:  imports the selected entities to the archive. 

- Export:  exports the selected entities of the archive. 
 

 

Image 60:  Command bar above the information of the selected entity 

 

Below the command bar is the search results counter. It displays the number of entities on the 

list in the central view. 

 

To the right of the icon for the entity display mode, the user can close or open the right view 

with entity information by selecting the icon . 

 

Image 61:  Enabling/disabling the display of entity information 

 

4.2.5 Menu functions 

By selecting the user's name or icon, the following commands are available in the popup menu: 

• Profile:  information about the user. 

For more information see chapter User information. 

• Activity: information about audit log events for the selected user and entity. 

For more information see chapter Searching audit log events. 
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• Reports:  reports on document contents, retention periods, reviews, access 

permissions, classification schemes, entities, deleted entities and entities waiting for 

deletion. For more information see chapter Reporting. 

• Log out:  log out from the application. After logging out of the selected archive, a dialog 

box appears for the user to log in again to the selected archive. 

• About:  information about the application. 
 

 

Image 62: Popup menu in the header of the user interface 

 

4.2.5.1 User information 

By selecting on Profile, a dialog window opens, showing the following sections: 

• Details 

• Security 

• Settings 

• Search History 
 

Note:  The user leaves the profile settings by selecting the name of the IMiS®/wClient application or 

archive  (e.g. IMiS/ARChive Server). 
 

 

Image 63:  Transition from profile settings to the entity review in the archive 
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4.2.5.1.1 The Details tab 

The “Details” tab contains the following information on the logged-on user: 

• First name: the first name of the user. 

• Last name:  the last name of the user. 

• Email:  the email address of the user. 

• Security class level:  the security class level of the user. 

• The modified value is shown after 15 minutes or after logging out and logging back in. 

The administrator has a special value (1) which is not mapped to the text. 

• Created:  the user that created the directory entity and the date and time of creating 

the directory entity. 

• Modified:  the user that last edited the directory entity and the date and time of the last 

change to the directory entity. 

• Aliases:  alternative names of the directory entity with which the directory entity can 

access the archive. 

• Member of groups:  view of the list of groups of which a specific user is a member. 

• Type:  a directory entity type (user, group). 

• Identifier:  the unique identifier of the user. 
 

 

Image 64:  Display of details in the “Basic” tab 
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By selecting the action “Edit”, the user edits information in the “Basic” tab.  

The user has the following icon (avatar) management options: 

• Change avatar:  selecting a new image file from the file system. The change becomes 

effective as soon as the file selection is confirmed. 

• Remove avatar:  removal of the existing image. The change is executed immediately.  

After the removal it is replaced by the default image. 
 

 

Image 65:  Editing user details 
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Connected accounts 

When defining the connected accounts, the logged-on user manages the external identities, 

which can be used to log in to IMiS®/ARChive Server.  

 

Image 66:  Display of connected accounts available 

 

Note:  The action “Connect” is enabled if the parameter “Enabled” under “Identity linking” is checked in 

the IMiS®/ARChive Server (wAdmin) settings. 

 

By selecting the action “Connect”, an authorization page opens at the external identity 

provider, where the user allows the use of the external identity or enters the username and 

password. After a successful authorization, the link is added to the profile of the logged-on user 

under the connected accounts listed. 

The logged-on user removes the link by selecting the action “Remove”. 
 

 

Image 67:  A link added to the logged-on user's profile 

 

Note:  For more information on setting editing permissions see chapter “Server Configuration” / 

“Authentication” in the IMiS®/ARChive Server Manual. 
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4.2.5.1.2 The Security tab 

The “Security” tab is used to manage the “Password” and review the “Session history”. 
 

 

Image 68:  Display of the “Security” tab 

 

Note:  By unchecking the parameter “Show closed”, the list shows only active sessions. On the right, the 

user can see the displayed sessions counter. 

 

Password 

By selecting the action “Change password”, the user is shown a dialog box for entering the 

current password and the new password, which the user must confirm. The user confirms the 

final change of password by selecting the command “Change password”. 
 

 

Image 69:  Display of the window for changing the user password 

 

By selecting the action “Logout”, the logged-on user can close the current session, while the 

user with permission (administrator) can close the active session of another user. 

 

To make searching for attributes on a list easier, the user with permission can use the 

browser. By entering at least two characters of the search string, the user narrows the scope 

of the search results displayed on the list. 
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4.2.5.1.3 The Settings tab 

The “Settings” tab is used to manage the view of entities and set the parameters for 

connecting to the IMiS®/wScan scanning module. 
 

 

Image 70:  View of the “Settings” tab 

 

Under the settings of the view of entities, the logged-on user can set the following attribute 

parameters and values: 

• Language:  Selecting the display language. After confirmation the user interface is 

displayed in the selected language. 
 

 

Image 71:  Language selection dialog 

 

• Display reason dialog 

By checking the parameter, the user enables the display of the dialog box for entering the 

reason for performing the action.  
 

The dialog box shows an additional field for the user to (optionally) enter the reason 

before performing any of the following actions: 

- Creating an entity (dialog box, input field). 

- Modifying a template (dialog box). 
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- Opening an entity (dialog box). 

- Editing an entity (dialog box). 

- Creating a new version of the entity (dialog box, input field). 

- Adding an entity to the queue for indexing or conversion (dialog box). 
 

The user can disable the entry of the reason when first entering the reason for 

performing the action. The setting applies to any subsequent execution of the above-

mentioned actions. 

 

 

Image 72:  Dialog box for disabling the entry of the reason for performing actions 

 

• Max collection size 

By defining the attribute value, the user limits the number of entities shown on the list. 

The default value is defined in the settings (assets/settings.json). 

• Max search results 

By defining the attribute value, the user limits the number of entity search results shown 

on the list. The default value is defined in the settings (assets/settings.json). 

• Search should return exact matches. 

By checking this parameter, the logged-on user defines that the search will be 

performed with the search engine built into the archive. 

The default value is “False” and can be changed in the file settings.json 

(search.exact_match). 

• Categories 

If the user selects a categorized Keywords view (sys:Keywords or sys:Category) in the 

entity view mode, the categorization settings are saved for the template under which the 

categorization was performed.  

For more information on categorized views see chapter View mode. 
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Image 73:  Showing the basic settings 

 

The action “Reset” enables the user to restore the original status and set the default value. 

 

IMiS®/wScan 

While defining the parameters for connecting the IMiS®/wClient web client with the 

IMiS®/wScan scanning module, the user can set the following attribute values: 

• URL:  Address of the IMiS®/Storage Connector Services REST 

• API key:  Security key preventing unauthorized use of the API. 

 

 

Image 74:  Setting the parameters in the “IMiS®/wScan” tab 

 

The action “Reset” enables the user to restore the original status and set the default value. 

 

Before capturing scanned documents, the settings of the service address (URL) and the 

security key (API key) must be coordinated with the settings of the IMiS®/Capture Service in 

the “Security” tab. 
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Verifying the validity of the service address settings is performed in editing mode automatically 

when modified, or on demand by clicking on the verification status text (Not verified, Verified). 
 

 

Image 75:  Validity of the service address settings not verified 

 

 

Image 76:  Validity of the service address settings verified 

 

4.2.5.1.4 The Search history tab 

The “Search history” tab is used to view the last searches performed by the logged-on user. 
 

 

Image 77:  View of the “Search history” tab 
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The user can remove the search result record by selecting the action "Remove". 

 

4.2.5.2 Information about audit log events 

By selecting the command “Activity”, the user is shown information about audit log events for 

the selected user and entity. More information on the Activity action is available to the user in 

the chapter  Searching audit log events. 

 

4.2.5.3 Reports 

The IMiS®/wClient enables users with a Reports role on the server to create reports on the 

IMiS®/ARChive Server. Logged-on user can create report on folders, documents, document 

contents, retention, reviews, user access, entities, classification scheme 
 

 

Image 78:  Report types 

 

For more information on specific report see chapter Reporting. 
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4.2.5.4 Logout 

By selecting the Log out command, the user logs out of the archive. A login window appears for 

logging in to the archive. For more information see chapter Login and logout. 

 

4.2.5.5 About 

By selecting the “About” command, the user is shown information about the application and 

licensing terms. More information on the About command is available to the user in the 

chapter About. 

 

4.2.5.6 Display of entities 

By selecting the icon    to the right of the command bar, the user can define the display 

mode for the list of entities. 

 

Image 79:  Setting the display of entities 

 

4.2.5.6.1 View mode 

In the View mode, the user defines how the entities are displayed in the central view and marks 

entities for performing actions. The available options are: 

• List 

• Grid 

• Item check boxes. 
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4.2.6 Search 

Located above the central view in the header of the user interface is the Search field.  

It enables the user to search by the metadata of selected entities and to search by the entire 

text of the content of documents over the entire archive. 

For more information on search options see chapter Search functions. 

 

4.3 Actions 

This chapter describes the actions of the IMiS®/wClient on the selected archive: 

• Entity access 

• Creating an entity 

• Editing entity data 

• Entity move 

• Content management 

• Versioning 

• Search functions 

• Archiving email messages 

• Acquiring authenticity evidence 

• Import 

• Export 

• Deleting an entity. 

 

4.3.1 Entity access 

Access to the entity in the classification scheme depends on the: 

• Security class of the entities. 

• User’s security class level. 

• User’s access right. 

 

4.3.1.1 Security class of the entities 

This setting in the entity details specifies the set of available entity security classes based on 

the entity's position in the classification scheme. 

For more information on security classes see chapter Access in the IMiS®/ARChive Server 

user manual. Changing the security class of the entities is described in greater detail in the 

chapter Changing the security class. 
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Image 107:  Entering the values of multiple directory entities 

 

After entering all of the required and desired attribute values in the Details tab, the user 

continues by entering the values in the remaining tabs. 

 

4.3.2.3 Entry of the classification code 

The entry of the classification code for new entities depends on the selected type of 

classification code generation of the parent class or folder. 
 

In the preview or open mode, the information about the classification code of an existing entity 

is in the Details tab in the set More. 
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In the editing mode, the drop-down list of the field Child classification code generation allows 

the user to set the entry type for the selected class or folder: 

• Automatic:  Entity numbering is automatic. The classification code of child entity is 

generated automatically by the IMiS®/ARChive Server. These classification codes appear 

as successive numbers, with each new child entity increasing the number by one. 

• Manual:  Entity numbering is manual. The classification code of child class or folder entity 

must be entered manually by the user. This classification code may be any combination of 

letters and numbers, providing it is unique inside the entire parent class. 

• »Manual (Optional)«:  Entity numbering is flexible.  

If the user manually sets the classification code, the server first checks whether the code 

is duplicate. If it is, it rejects it with an error. If the user does not manually set the 

classification code, the server assigns it automatically. 
 

 

Image 108:  Selecting the type of classification code entry for the contained entity 

 

In the event of a manual entry of the classification code, the user only enters the relative (own) 

part of the classification code, and the full classification code is then created from the parent 

entity's own classification code and the code input by the user. 

 

Example:  (see below) Inside a class with the classification code 03.04, the user creates a new folder for 

which user manually input IS-EXP-1000 as the relative part of the classification code. When the folder is 

saved to the IMiS®/ARChive Server, its full classification code will be 03.04.IS-EXP-1000. 
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Image 109:  Manual entry of a child entity’s classification code 

 

 

Image 110:  Display of manually entered classification code 

 

4.3.2.4 Setting an entity's security class 

This setting hides entities from users whose security class level is not high enough to access 

them. The user with the Create entities permission can specify a new Security class for new 

entities in the Details tab in the Create entity dialog box. 
 

 

Image 111:  Specifying the security class of a new entity 
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Security classes are predefined, and range from lowest to highest as follows: 

• Inherited:  The security class is implicitly inherited from the parent entity.  

In case of root classes, the inherited security class value is empty. 

• Unspecified:  Access to this entity is not specified. 

• Restricted:  The entity is an internal matter. It may only be accessed by users with a 

clearance level Restricted or higher. 

• Confidential:  The entity is considered confidential. It may only be accessed by users with 

a clearance level Confidential or higher. 

• Secret:  The entity is considered secret. It may only be accessed by users with a 

clearance level Secret or higher. 

• Top Secret:  The entity is considered top secret. It may only be accessed by users with a 

Top Secret clearance level. 
 

 

Image 112:  Entity information after entering the security class 

 

4.3.2.5 Entering the status of an entity 

The user with the Create entities permission can specify the Status of new entities in the 

Details tab in the Create entity dialog box. 

 

The user can choose from predefined values for the status of an entity: 

• Inherited:  the status of the entity is implicitly inherited from the parent entity. 

In the case of root classes, it matches the status Opened. 

• Opened:  the status of the entity changes explicitly to Opened. 

• Closed:  the status of the entity changes explicitly to Closed. 
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Image 113:  Specifying the status of a new entity 

 

4.3.2.6 Entry of physical content metadata 

In the case of a document- or folder-type entity, information about the physical content is also 

available to the user in addition to the above-mentioned information when in open or edit mode. 

 

When capturing physical content into its electronic form, users may add metadata that 

describes the physical location of the stored content, in addition to other types of metadata. 

The location metadata is optional. Entry of physical content metadata is possible upon 

capture/import, or later when the content is already stored in electronic form. 

 

By selecting the Physical Content tab in the editing mode, a list of attributes, referring to the 

description of physical content, appears. 
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The list of user permissions on the selected metadata of the entity consists of the following 

access rights: 

• Read:  the user has permission to read the value of the selected metadata of the entity. 

• Write:  the user has permission to edit the value of the selected metadata of the entity. 

• Create:  the user has permission to create the value of the selected metadata of the 

entity. 

• Delete:  the user has permission to delete the value of the selected metadata of the 

entity. 

 

The user confirms the changes to the explicit permissions with the Save command or cancels 

them with the Cancel button. 

 

4.3.3.5 Editing retention policies 

The user with the Change retention permission can edit the retention periods and disposition 

holds of the selected entity by selecting the Edit command. 

 

A new window opens containing the tabs:  

• Retention policy:  entity retention policy list. 

• Disposition hold:  entity disposition hold list. 

 

In the central view of the contained Retention policy tab is a list of retention periods for the 

selected entity. The user can edit only the explicit retention periods.  

The inherited retention periods cannot be edited. 
 

 

Image 140:  The Retention policy tab in editing mode 

 

The user can remove explicit retention periods from the list by clicking on the icon    at the 

end of the record of an individual retention period. 
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The user confirms the changes to the retention periods with the Save command or cancels 

them by selecting the Cancel command. 

 

In the central view of the contained Disposition hold tab is a list of disposition holds for the 

selected entity. 
 

 

Image 141:  The Disposition hold tab in editing mode 

 

If the disposition hold is not given on the list, the user can select and add it using the Add 

button in the top part of the view. 

 

The user can remove disposition holds from the list by clicking on the icon    at the end of the 

record of an individual disposition hold. 

 

The user confirms the changes to the disposition holds with the Save command or cancels 

them by selecting the Cancel command. 

 

4.3.3.6 Changing the classification code of an entity 

The user can change the relative entity classification code even after assigning the 

classification code on entity creation. The classification code can be changed only on entities 

where the classification code of their parent entity has been set to “Manual” or “Optional”. 

For more information on setting the parent classification code see chapter Entry of the 

classification code. 

 

For changing the classification code of an entity, the user has to have the Change entity 

permission on the entity. The user can change the current classification code on existing 

entities by selecting the Actions command in the command bar and the Classification code 

action in the popup menu. 
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Image 142:  Selecting the classification code 

 

In the Change classification code dialog box in the Classification code field the user enters the 

new relative entity classification code. 

 

The user writes a reason for the classification code change in the Reason to change field.  

The change of classification code for the selected entity is confirmed using the Save button. 
 

 

Image 143:  Selecting the classification code and giving the reason for the change 

  



IMiS®/wClient Manual Version 1.9.2310 

 

2023 ©  MARGIS Inc., All rights reserved. 144 

 

 

4.3.3.7 Changing the status of an entity 

For changing the status of an entity, the user has to have the Change status permission on the 

entity. The user can change the current status on existing entities by selecting the Actions 

command in the command bar and the Status action in the popup menu. 
 

 

Image 144:  The popup menu for selecting the Status command 

 

In the Change status dialog box in the Status field the user selects the desired status from the 

drop-down menu. 

For more information on the set of predefined values for the entity's status see chapter 

Entering the status of an entity. 
 

 

Image 145:  Selecting the status 
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The user writes a reason for the status change in the Reason to change field.  

The change of status for the selected entity is confirmed using the Save button. 
 

 

Image 146:  Selecting the status and giving the reason for the change 

 

4.3.3.8 Changing the security class 

To change an entity's security class, the user must have the Change security class access 

right on the entity. 

The user can change the current security class on existing entities by selecting the Actions 

command in the command bar and Security class in the popup menu. 
 

 

Image 147:  The popup menu for selecting the Security class command 

 

In the Change security class dialog box in the Security class field the user selects the desired 

security class from the drop-down menu. 

For more information on the set of predefined values for the entity's security class see chapter 

Setting an entity’s security class. 
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Image 148:  Selecting the security class 

 

The user enters the reason for the change of security class into the Reason to change field. 

The change is confirmed by clicking the Save button. 
 

 

Image 149:  Selecting the security class and giving the reason for the change 

 

4.3.3.9 Sharing an entity 

An entity can be shared by a user with the Read permission. 

The user creates a copy of the link to the entity and saves it to the clipboard.  

In open mode, the user selects the entity. By selecting the popup menu on the marked entity, 

the user selects the command Share. 
 

 

Image 150:  Selecting the command Share in the popup menu 
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A dialog box opens containing the created link to the selected entity or content. 
 

 

Image 151:  Displaying the created link to the selected entity 

 

By clicking on the field, the user can select the full text of the displayed link. Selecting the email 

icon opens a window for a new email message in the default application. The button Copy copies 

the link the same as using a right click and Copy over highlighted text or Ctrl+C over 

highlighted text. 
 

 

Image 152:  Copying the link to the selected entity 

 

By confirming the action Copy, the link to the entity is copied to the clipboard. 
 

 

Image 153:  Notification of copying a link to the clipboard 
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By selecting the icon , the user is shown the email content in the default messaging client 

with a link to the entity/content. 
 

 

Image 154:  Sending a link to the selected entity/content by email 

 

By clicking the link, the email recipient is shown a login window of the IMiS®/wClient.  

After login, the user is shown the selected entity/content in the preview mode. 

 

4.3.3.10 Adding and editing references 

References enable a user to establish connections between entities and instantly move to 

other entities in the classification scheme. 

To add references on an entity the user must have the Create reference permission.  

The user can add a reference on existing entities by selecting the Actions command in the 

command bar and New reference in the popup menu. 

 

Note:  Functionality is supported in IMiS/ARChive Server version 9.9 or higher. 
 

 

Image 155:  The popup menu for selecting the New reference command 
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The user is shown a dialog box for adding a reference. 
 

 

Image 156:  The dialog box for adding and editing a reference 

 

By selecting Search for entity, an entity tree opens for the user in the dialog box.  

By confirming the selection of the relevant entity (Add), the user establishes a reference 

between the entities. 
 

 

Image 157:  Selecting Search for entity« in the New reference dialog box 
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After confirming the detachment of converted content, the selected content is classified under 

the last content on the list. 
 

 

Image 226:  Displaying detached content on the list 

 

Warning:  Removal of source content is possible only after a prior removal of all interpretations of the 

content. While removing content at individual levels, the entity must be saved. 

 

4.3.6 Versioning 

The user is enabled the versioning of the values of document attributes. The properties that 

have been modified in individual document versions can be reviewed only on templates that 

enable versioning. The basic condition is that the template attribute has been marked as 

“versionable”. 

This functionality is supported in IMiS®/ARChive Server version 9.9 or higher. 

For more information see chapter Versioning in the IMiS®/ARChive Server Manual. 
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4.3.6.1 Creating new version 

By selecting the action “New version” in the popup menu on the “Actions” button in the 

command bar or on the document selected from a list, the user is shown a dialog box with the 

relevant tabs and set of attributes. 
 

 

Image 227:  Selecting the action “New version” in the popup menu 

 

In the Details tab the following attributes are available to the user: 

• Version:  selecting a document version. The available options are: 

− Major:  signifies major changes to the document. 

− Minor:  signifies minor changes to the document. 

− 3rd level: signifies minimum changes to the document. 

− 4th level:  signifies the smallest changes to the document. 

− Overwrite:  overwrites the existing document version. 

• Comment:  a comment to the document version. 

• Title:  the name of the document. This attribute is mandatory. 

• Description:  a short description of the document. 

• Significance:  a set of available document significances. 

• Owner:  the directory entity (user or group) that is responsible for the selected 

document version (owner). 
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• Keywords:  document-related keywords. This attribute can have multiple values. 

• Categories: a collection of document categories. 

• Content: document contents. 

• External identifiers:  a list of the unique external identifier of the document version on the 

server. 
 

 

Image 228:  Checking out a document version 

 

The user confirms the checking out of a new document version with the Save command or 

cancels it with the Cancel button. 
 

 

Image 229:  Information about saving a document version 

 

Note:  While creating a document version, the source document is available to other users only in read-

only mode. 
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4.3.6.2 Reviewing a document version 

In the preview mode and open mode, the user can review document versions in the set 

Versions in the Details tab in the right view. 
 

 

Image 230:  Displaying document versions in the set Versions 

 

Note:  The last saved document version is placed at the top of the view. The selected document version 

is marked in blue. 

 

4.3.6.3 Editing document version 

The user can edit only the values of attributes to which he has the appropriate access rights.  

By selecting the icon  on the document version record, the user can choose from the 

following options in the popup menu: 

• Open:  opens the selected document version in the reading mode. 

• Edit:  opens the selected document version in the editing mode. 

• New version:  creates a new version of the document via a dialog box. 

• Delete:  deletes a document version. 
 

 

Image 231:  A popup menu on the document version 
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In edit mode the user can change the attribute values. 
 

 

Image 232:  Opening a document version in editing mode 

 

Note:  When editing the document version, the values of attributes with the property Versionable will 

apply only to this version. By changing the values of attributes that do not have this property,  

the changed values will be saved in all previous versions of the document. 

 

The user can delete an individual version of the document or the versioned document by 

removing every single version. 

 

4.3.6.4 Creating draft 

If the user wants to check in a document version at a later time, he can save it temporarily 

with the command Save as draft. 
 

Note:   While preparing and creating a draft, the value of the draft attribute "Owner" changes to the 

current user. Thus, the document owner differs from the draft owner.  

Depending on the settings for access permissions to the attribute of the directory entity type 

"sys:Owner", it is possible that the document owner will not see the draft in the Drafts folder but will see 

it on the list of entities. 
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The default settings for hiding and displaying the order of attributes in the search are defined in 

the file settings.json, where they can be defined in the elements search.profiles and 

search.views. 
 

search.profiles Description 

Id Profile identifier. 

Attributes Collection of attributes. 

filter_type Type of attribute filter. The set of values: 

- Include:  certain attributes will be displayed. 

- Exclude:  certain attributes will not be displayed. 

Table 12:  Setting a collection of profiles 

 

search.views Description 

profile Profile identifier from search.profiles. 

archives Collection of archive identifiers. 

members Collection of directory entities. 

editable Defines whether the search view can be edited. 

The set of values: 

- true:  The user modifies the view which is saved to the 

user settings. Default value. 

- false:  Disables editing the view.  

Table 13:  Setting the search view 
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By selecting the icon , a dialog box opens for setting the attributes for defining the custom 

search conditions. In the menu, the user is offered both the system attributes and the custom 

attributes. 

 

Image 240:  Setting the attributes to define the search conditions 

 

By moving the icon  in front of the title of the attribute for defining the search conditions up 

or down, the user defines the sequence of the display of attributes in the search dialog box. 

 

The user has the option of defining a single description for all selected entities. 

By checking the checkbox, the user can check or uncheck all attributes for defining the search 

conditions simultaneously ("Check all"). 

 

The user selects “Reset” for the default display settings.  

 

By confirming the selection (“Save”), the display settings are saved to the user profile and the 

set of displayed attributes for defining the search conditions is adjusted accordingly.  

 

By selecting the “Cancel” button, the settings are not saved. 
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Image 241:  Displaying the set of attributes for defining the search conditions 

 

The user has the option of filtering the attributes for defining the search conditions. 

By entering text in the Type filter text field, the set of displayed attributes is limited 

accordingly. 

 

Example 1:  The user previously searched by the value of the attribute Full text search = STATE 

DEPARTMENT. The user enters the search string “sc” in the Type filter entity field. 

The set of attributes which will be searched is limited to attributes with titles containing the search 

string “sc”. Additionally, the set of attributes for the search also contains the attribute Full text search 

with the value STATE DEPARTMENT. 
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Image 242:  Before entering the text of limiting the set of attributes for the search 

 

 

Image 243:  After entering the text of limiting the set of attributes for the search 
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Example 2:  Building on the previous example, the user removes the value GENUINE from the field for 

entering the value of the attribute Full text search. The user reenters the search string “sc” in the Type 

filter entity field and performs the search. The set of displayed attributes which will be searched is 

additionally limited to attributes with titles containing the search string “sc”. 
 

 

Image 244:  Example of limiting the set of attributes for the search 

 

4.3.7.1 Full text search 

The user begins searching the full text of the content by entering a search string in the Search 

field in the header of the user interface. The user confirms it by selecting the icons   ,  

which denote a search or “Enter” on the keyboard. 
 

 

Image 245:  Entering a search string in the Search field 

 

An alternative way of searching the full text of the content is by selecting the Search field in 

the header of the user interface, selecting the section “Advanced” in the Search dialog box and 

entering the search string in the »Full text search« field in the »Search« dialog box. 
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4.3.7.7 Searching Audit log events 

By selecting the username or icon and the action Activity in the popup menu, a dialog box 

opens for searching for information on audit log events. 
 

 

Image 266:  Popup menu for reviewing audit log events 

 

 

Image 267:  Setting the parameters for searching audit log events 

 

The user can specify the following settings: 

• User:  by entering the search string, the user selects the directory entity from the list to 

display information on selected audit log events. 
 

 

Image 268:  Selecting a directory entity from a list 

  



IMiS®/wClient Manual Version 1.9.2310 

 

2023 ©  MARGIS Inc., All rights reserved. 217 

 

 

• Entity:  the user can select or define one of the following search modes based on which 

the information on selected audit log events will be shown: 

− Browse mode:  selects an entity in the entity tree. 
 

 

Image 269:  Selecting an entity in the entity tree 

 

− Identifier:  defines a unique entity identifier on the server. 
 

 

Image 270:  Defining an entity identifier 

 

• Recursive:  checking this parameter means that the search is implemented on the 

selected entity and on all contained entities. On the contrary, by unchecking this 

parameter, the user limits the search to the selected entity and the first level of sub-

entities. 

• Events:  selecting the audit log events for which the information will be displayed. 
 

 

Image 271:  Selecting audit log events 

 

• After:  start of the time period for displaying information on audit log events. 
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• Before:  end of the time period for displaying information on audit log events. 
 

 

Image 272:  Selecting the time range and save format of audit log events 

 

By selecting the action View, a list of audit log events that match the search criteria is shown 

by pages.  

 

By selecting the action Save, a popup menu appears with the possible formats (CSV, XML) for 

saving information on audit log events. 
 

 

Image 273:  Saving audit log events in the CSV format 

 

 

Image 274:  Saving audit log events in the XML format 
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The number of events and users for each day in the selected time period is shown in graphs. 
 

 

Image 275:  Result of searching by audit log events 

 

By selecting the icon  the user defines which information will be shown in the columns. 

In the top right part of the view, a popup menu appears with the following options: 

• Identifier:  unique identifier of the entity on the IMiS®/ARChive Server. 

• Classification code:  the entity classification code for displaying information on audit log 

events. 

• User:  the name of the selected user for displaying information on audit log events. 

• Delegate:  a user presented as a person authorized by another user in the authentication 

process and who executed an operation on that user's behalf. 

• Version:  the entity version for which data on selected audit log events will be displayed. If 

it is not a document, the value is empty. 

• Device name:  the name of the device from where the request to perform an action on 

the selected entity came. 

• Address:  the network address from where the request to perform an action on the 

selected entity came. 

• Internal address:  the IP address, which is set by opening a new session. 
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Image 276:  Selecting information shown in columns 

 

4.3.8 Archiving email messages 

The IMiS®/wClient enables users to: 

• Capture the received and sent email messages with corresponding metadata and 

attachments, depending on the IMiS®/ARChive Server settings. 

• Creating and saving email messages based on the template “Email”. 

 

To enable capture, the server must be configured with at least one template that contains 

email message attributes Email attributes. 

 

4.3.8.1 Capturing received and sent emails 

The user can capture a received or sent email directly from the messaging client (MS Outlook, 

HCL Notes, etc.) and save it to the classification scheme of IMiS®/ARChive Server. 

  



IMiS®/wClient Manual Version 1.9.2310 

 

2023 ©  MARGIS Inc., All rights reserved. 231 

 

<ts:Policy id="http://www.si-tsa.si/dokumenti/SI-TSA-politika-za-casovni-zig-1.pdf"/> 
<ts:Digest> 
<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
<ds:DigestValue>kKsYK3bWkp5Zc/wbgssA/XIbNsA=</ds:DigestValue> 
</ts:Digest> 
<ts:SerialNumber>108487637460...6624147310345175</ts:SerialNumber> 
<ts:CreationTime>2014-04-02T09:45:00.093Z</ts:CreationTime> 
<ts:Nonce>7949411139179750976</ts:Nonce> 
</ts:TimeStampInfo> 
</dsig:Object> 
</dsig:Signature> 
</TimeStampToken> 
<CryptographicInformationList> 
<CryptographicInformation Order="1" 
Type="CERT">MIIEHDCCAwSgBAgIE...z9Oz6gk/2vorAfGEhuB9nBxVeoQp</CryptographicInformation> 
<CryptographicInformation Order="2" 
Type="CRL">MIISKTCCERECAQEwDQYJ....pYO2SYQMkw819LR9I/Y0Fg</CryptographicInformation> 
</CryptographicInformationList> 
</TimeStamp> 
</ArchiveTimeStamp> 
</ArchiveTimeStampChain> 
</ArchiveTimeStampSequence> 
</EvidenceRecord> 

Image 292:  Example evidence record 

 

4.3.10 Reporting 

The user can make reports on: 

• folders 

• documents 

• contents 

• retention 

• reviews 

• access 

• classification scheme 

• entities 

• deleted entities 

• entities waiting for deletion. 
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The user can access reports by selecting the username or icon and the action "Reports" in the 

popup menu. 

 

Image 293:  Popup menu for selecting a report 

 

 

Image 294:  Review of available reports 
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4.3.10.1 The Folder report 

A folder report contains information about all the folders inside the selected archive, class or 

folder. The user creates it by selecting the icon  or the action “Folders” in the “Report types” 

section. 

 

By selecting the root of the archive or selected entity, the user defines the scope of the report. 

 

By checking of the “Recursive” parameter, the user defines that the report includes the 

selected entity, and all contained entities. On the contrary, by unchecking this parameter, the 

user limits the search to the selected entity and the first level of sub-entities. 

 

The report will list all folders for the user throughout the archive or under the selected entity. 

After selecting the action “Next”, the report is prepared. 
 

 

Image 295:  Defining the scope of the folders report 

 

The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Archive 

• Scope:  the scope of the report. 

• Classification code:  the classification code of the selected entity in the classification 

scheme. 

• Number of folders:  the number of folders included. 
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By checking individual attributes in the category “View”, the folder data is shown in the report 

in the following columns: 

• Classification code:  the classification code of the folder in the classification scheme. 

• Title:  the title of the folder. 

• Template:  the name of the template, on which the folder was created. 

• Status:  the current status of the folder in the context of the archive. 

Status dictates whether certain actions on the folder are allowed or not. 

• Significance:  the significance of the folder in the context of the archive. 

• Security class:  the security class of the folder or document. Security class is used for 

hiding entities from users, that do not have access rights to the entities set by the 

Security clearance level. 

• Current location:  the current location of the folder's physical content. 

• Home location:  the home location of the folder's physical content. 

• Number of entities:  represents the number of all contained entities. 
 

 

Image 296:  Defining the scope of the folders report 

 

Note:  In the case of a longer report the user is first shown the notification “Preparing report”, followed 

by an indicative timeframe for preparing the report. 
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Image 297:  The estimated timeframe for preparing the folders report 

 

The report will list all folders for the user throughout the archive or under the selected entity. 

After selecting the action “Next”, the report is prepared. 
 

 

Image 298:  Example folder report 

 

4.3.10.2 The Document report 

A document report contains information about all the documents contained inside a selected 

archive, class or folder. The user creates it by selecting the icon  or the action “Documents” 

in the “Report types” section. 

 

By selecting the root of the archive or selected entity, the user defines the scope of the report.  

 

By checking of the “Recursive” parameter, the user defines that the report includes the 

selected entity, and all contained entities. On the contrary, by unchecking this parameter, the 

user limits the search to the selected entity and the first level of sub-entities. 
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The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Archive 

• Scope:  the scope of entities in the report. 

• Classification code:  the classification code of the selected entity in the classification 

scheme. 

• Number of documents:  the number of documents contained. 

• Documents size:  the total size of documents (KB/MB/GB). 

• Number of errors:  the total number of errors found (this field is shown if at least one 

error occurs). 

 

By checking individual attributes in the category “View”, the document data is shown in the 

report in the following columns: 

• Classification code:  the classification code of the document in the classification scheme. 

• Title:  the title of the document. 

• Template:  the name of the template, on which the document was created. 

• Status:  the current status of the document in the context of the archive. 

Status dictates whether certain actions on the documents are allowed or not. 

• Significance:  the significance of the document in the context of the archive. 

• Security class:  the security class of the entity. It is used to hide entities from users 

whose security class does not provide them with access to entities. 

• Current location:  the current location of the document's physical content. 

• Home location:  the home location of the document's physical content. 

• Number of contents:  the total number of content(s) in the documents. 

• Size:  the total size of the content(s) in the document. 
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Image 299:  Defining the scope of the documents report 

 

The report will list all documents for the user throughout the archive or under the selected 

entity. After selecting the action “Next”, the report is prepared. 
 

 

Image 300:  Example of documents report 

 

Note:  In the event of errors, an entity error notification is shown below a given entity. All errors that are 

created if the entity fails to open are logged. 
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4.3.10.3 The Contents report 

The content report contains information about all the files attached to the documents inside 

the selected archive, class or folder. The user creates it by selecting the icon  or the action 

“Contents” in the “Report types” section. 

 

By selecting the root of the archive or selected entity, the user defines the scope of the report. 

 

By checking of the “Recursive” parameter, the user defines that the report includes the 

selected entity, and all contained entities. On the contrary, by unchecking this parameter, the 

user limits the search to the selected entity and the first level of sub-entities. 

 

The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Archive 

• Scope:  the scope of entities in the report. 

• Classification code:  the classification code of the selected entity in the classification 

scheme. 

• Number of documents:  the number of documents contained. 

• Documents size:  the total size of documents (KB/MB/GB). 

• Number of contents:  the total number of content(s) in the documents. 

• Number of errors:  the total number of errors found (this field is shown if at least one 

error occurs). 

 

By checking individual attributes in the category “View”, the contents data is shown in the 

report in the following columns: 

• Classification code:  the classification code of the document in the classification scheme. 

• Title:  the title of the document. 

• Template:  the name of the template, on which the document was created. 

• Content description:  a description of content (files) attached to a document. 

• Content type:  the types of content (files) attached to a document. 

• Size:  the sizes of content (files) attached to a document. 
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Image 301:  Defining the scope of the document contents report 

 

The report will list all content(s) in all documents for the user throughout the archive or under 

the selected entity. After selecting the action “Next”, the report is prepared. 

 

 

Image 302:  Example of a document contents report 

 

4.3.10.4 The Retention report 

The retention report contains information on retention periods and disposition holds on all 

entities under the selected archive, class or folder. The user creates it by selecting the icon 

 or the action “Retention” in the “Report types” section. 

 

By selecting the root of the archive or selected entity, the user defines the scope of the report. 
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By checking of the “Recursive” parameter, the user defines that the report includes the 

selected entity, and all contained entities. On the contrary, by unchecking this parameter, the 

user limits the search to the selected entity and the first level of sub-entities. 

 

The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Archive. 

• Scope:  the scope of the report. 

• Classification code:  the classification code of the selected entity in the classification 

scheme. 

• Number of classes:  the number of classes contained. 

• Number of folders:  the number of folders contained. 

• Number of documents:  the number of documents contained. 

 

The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Classification code:  the classification code of the entity in the classification scheme. 

• Title:  the title of the entity being described. 

• Type:  contains the type of the entity being described. 

• Template:  the name of the template, on which the entity was created. 

• Policy:  represents the type of entry (retention policy or disposition hold). 

• Name:  the name of the retention policy or disposition hold. 

• Reason:  the reason for the retention policy or disposition hold. 

• Description:  a description of the retention policy or disposition hold. 
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Image 303:  Defining the scope of the retention report 

 

The report will list all content(s) in all documents for the user throughout the archive or under 

the selected entity. After selecting the action “Next”, the report is prepared. 
 

 

Image 304:  Example of a review report 

 

4.3.10.5 The Review report 

The review report contains information on reviews. The user creates it by selecting the icon  

or the action “Review” in the “Report types” section. 

 

By selecting the review, the user defines the scope of the report. 

The report will list all reviews for the user throughout the archive or under the selected entity. 
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After selecting the action “Next”, the report is prepared. 
 

 

Image 305:  Defining the scope of the review report 

 

The report header provides the following information to the user: 

• Review:  the title of the review. 

• Entities:  the number of entities in the selected review. 
 

 

Image 306:  Display of the renewal summary 

 

Information on reviews is listed in the following sections and columns: 
 

The Details section 

• Property:  the review properties. 

• Value:  the value of the review properties. 
 

 

Image 307:  Example of a Review report - Properties 
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The Retention policy section 

• Title:  the name of the retention policy. 

• Reason:  the reason for the retention policy. 

• Description:  a description of the retention policy. 
 

 

Image 308:  Example of a Review report – Retention policy 

 

The Entities section 

• Classification code:  the classification code of the entity in the classification scheme. 

• Title:  the title of the entity being described. 

• Type:  contains the type of the entity being described. 

• Action:  an action on the entity. 

• Reason:  the reason for performing the action on the entity. 

• Comment:  the comment of the entity. 

• Transferred:  this parameter means the entity was transferred. 

• Transfer identifier:  a reference to the transferred entity. 

• Identifier:  the identifier of the review. 
 

 

Image 309:  Example of a retention report - Entities 

  



IMiS®/wClient Manual Version 1.9.2310 

 

2023 ©  MARGIS Inc., All rights reserved. 244 

 

 

The Report section 

• Property:  the review properties. 

• Value:  the value of the review properties. 

• Review execute report:  an XML report on the review. 

• Textual review execute report: a textual report on the review. 
 

 

Image 310:  Example of a retention report - Repot 

 

4.3.10.6 The Access report 

The access report contains information about the access rights / permissions of users on all 

the folders and documents inside a selected archive, class or folder, to which the archive users 

have access. The user creates it by selecting the icon  or the action “Access” in the “Report 

types” section. 

 

By selecting the archive's root or selected entity, the user defines the scope of the report. 

 

By checking of the “Recursive” parameter, the user defines that the report includes the 

selected entity, and all contained entities. On the contrary, by unchecking this parameter, the 

user limits the search to the selected entity and the first level of sub-entities. 
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Select the “User” from the list. 

If you wish to create an entity access report on all the users of the archive, leave the field with 

the label “All users” blank. Otherwise, select one or more users from the list (“Select user”). 

 

The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Archive. 

• Scope:  the scope of entities in the report. 

• Classification code:  the classification code of the selected entity in the classification 

scheme. 

• Number of classes:  the number of classes contained. 

• Number of folders:  the number of folders contained. 

• Number of documents:  the number of documents contained. 

 

By checking individual attributes in the category “View”, the access data is shown in the report 

in the following columns: 

• Classification code:  the classification code of the entity in the classification scheme. 

• Title:  the title of the entity. 

• Type:  the type of the entity being described. 

• Template:  the name of the template, on which the document was created. 

• Status:  the status of the entity in the context of the archive. 

Status dictates whether certain actions on the document are allowed or not. 

• Significance:  the significance of the entity in the context of the archive. 

• Security class:  the security class of the entity. Security classes are used to hide entities 

from users whose clearance level is not high enough to access them. 

• Current location:  the current location of the entity's physical content. 

• Home location:  the home location of the entity's physical content. 

• User:  the name of the user the report is on. 

• Read:  this value tells if the user has access right to read entities. 

• Write:  this value tells if the user has access right to edit entities. 

• Delete:  this value tells if the user has access right to delete entities. 
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• Move:  this value tells if the user has access right to move entities. 

• Create entities:  this value tells if the user has access right to create entities. 

• Change permissions:  this value tells if the user has access right to change permissions. 

• Change security class:  this value tells if the user has access right to change security 

class. 

• Change status:  this value tells if the user has access right to change status. 

• Change retention:  this value tells if the user has access right to change retention. 

• Create references:  this value tells if the user has access right to create a reference to 

another reference. 
 

 

 

Image 311:  Defining the scope of the access report 
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The report will list all access rights for the user throughout the archive or under the selected 

entity. After selecting the action “Next”, the report is prepared. 
 

 

Image 312:  Example access report on the selected user 

 

4.3.10.7 The Classification scheme report 

A classification scheme report contains information about all the classes inside the selected 

archive or class. The user creates it by selecting the icon  or the action “Classification 

scheme” or “Classification scheme with folders” in the “Classification scheme” section.  

 

Classes in the classification scheme 

By selecting the archive's root or selected entity, the user defines the scope of the report. 

 

The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Archive. 

• Scope:  the scope of entities in the report. 

• Classification code:  the classification code of the selected entity in the classification 

scheme. 

• Number of classes:  the number of classes contained. 
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By checking individual attributes in the category “View”, the classification scheme data is 

shown in the report in the following columns: 

• Classification code:  the classification code of the class in the classification scheme. 

• Title:  the title of the class being described. 

• Created:  the date the entity was created on the server. 
 

 

Image 313:  Defining the scope of the classes in the classification scheme report 

 

The report will list all classes for the user throughout the archive or under the selected entity. 

After selecting the action “Next”, the report is prepared. 
 

 

Image 314:  Example of a classification scheme report on the classes 
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Classes and folders in the classification scheme 

By selecting the archive's root or selected entity, the user defines the scope of the report. 

 

The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Archive. 

• Scope:  the scope of the report. 

• Classification code:  the classification code of the selected entity in the classification 

scheme. 

• Number of classes:  the number of classes contained. 

• Number of folders:  the number of folders contained. 

 

By checking individual attributes in the category “View”, the classification scheme data is 

shown in the report in the following columns: 

• Classification code:  the classification code of the class or folder in the classification 

scheme. 

• Title:  the title of the class or folder being described. 

• Type:  the type of the entity being described. 

• Created:  the date the entity was created on the server. 

 

 

Image 315:  Defining the scope of the classes and folders in the classification scheme report 
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The report will list all classes and folders for the user throughout the archive or under the 

selected entity. After selecting the action “Next”, the report is prepared. 

 

 

Image 316:  Example of a classification scheme report on the classes and folders 

 

4.3.10.8 The Entity report 

The entity report contains selected entity data. The user creates it by selecting the icon  or 

the action “Entity details” in the “Other” section. 

 

By selecting the entity, the user defines the scope of the report. 

The user can limit the displayed data set with the settings of the following fields and/or 

parameters: 

• Version:  entity version. 

• Content:  content of documents or emails. 

• Security:  collection of access permissions for directory entities and entity properties. 

• Physical content:  metadata and location of the physical content. 

For more information on physical content see chapter Physical content. 

• Email:  email information. Available only for documents created using the template 

“Email”. 

For more information see chapter Email. 

• Retention:  information on retention periods and disposition holds. 

For more information see chapter Retention. 

• Save log:  information on checking the validity of electronic signatures and digital 

certificates upon capture. For more information see chapter Save log. 
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• Transfer metadata:  information on the transfer of physical content (and the audit log). 

• Custom metadata:  additional metadata shown based on the type of template. 

For more information see chapter Custom metadata. 
 

After selecting the action “Next”, the report is prepared. 
 

 

Image 317:  Defining the scope of the entity report 

 

Information on entity are listed in the following columns: 

• Classification code:  the classification code of the entity in the classification scheme. 

• Template:  the name of the template. 

• Status:  the current status of the entity. 

• Significance:  the significance of the entity. 

• Security class:  the security class of the entity. 

• Current location:  the current location of the document's physical content. 

• Home location:  the home location of the document's physical content. 

• Number of contents:  the total number of content(s) in the documents. 

• Size:  sizes of content (files) attached to a document. 
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Image 318:  Example of the Entities report – Properties 

 

 

Image 319:  Example of the Entities report –Retention 

 

 

Image 320:  Example of the Entities report – Security 
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Image 321:  Example of the Entities report – Transfer metadata 

 

4.3.10.9 The Deleted entities report 

The deleted entities report contains information on entities deleted throughout the archive.  

The user creates it by selecting the icon  or the action “Deleted” in the “Other” section. 

 

The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Archive. 

• Scope:  the scope of entities in the report. 

• Size:  the number of all deleted entities. 

• Number of classes:  the number of classes contained. 

• Number of folders:  the number of folders contained. 

• Number of Documents:  the number of documents contained. 

 

By checking individual attributes in the category “View”, the deleted entities data is shown in 

the report in the following columns: 

• Classification code:  the classification code of the deleted entity in the classification 

scheme. 

• Title:  The title of the deleted entity being described. 

• Type:  the type of the deleted entity being described. 

• Description:  a short description of the deleted entity. 

• Agent:  the user who executed the delete action. 

• Deleted:  the date and time of deleting the entity from the archive server. 
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Image 322:  Decision before preparing the report 

 

After selecting the action “Next”, the report is prepared. 
 

 
Image 323:  Example of the Deleted entities report 

 

4.3.10.10 The Delete queue report 

The delete queue report contains information on entities placed on the delete queue list. 

The user creates it by selecting the icon  or the action “Queue” in the “Other” section. 

 

By selecting the root of the archive (leaving the field blank) or selected entity, the user defines 

the scope of the report. 

 

By checking of the “Recursive” parameter, the user defines that the report includes the 

selected entity, and all contained entities. On the contrary, by unchecking this parameter, 

the user limits the search to the selected entity and the first level of sub-entities. 
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The logged-on user then has the option of choosing how the data is shown in the report. 

By checking “Summary”, the user defines that the following information is shown in the report 

header: 

• Archive. 

• Scope:  the scope of entities in the report. 

• Classification code:  the classification code of the selected entity in the classification 

scheme. 

• Number of classes:  the number of classes contained. 

• Number of folders:  the number of folders contained. 

• Number of documents:  the number of documents contained. 

 

By checking individual attributes in the category “View”, the delete queue data is shown in the 

report in the following columns: 

• Classification code:  the classification code of the class in the classification scheme. 

• Type:  the type of the entity being described. 

• Template:  the name of the template used to create the entity. 

• Status:  the status of the entity in the context of the archive owner. 

• Security class:  the security class of the entity. It is used to hide entities from users 

whose security class does not provide them with access to entities. 

• Creator:  the user who created the entity; meaning the user who was logged in during 

the session when the entity was created. This metadata never changes throughout the 

entity’s existence. 

• Owner:  a directory entity (user or group) entity that is responsible for the selected 

entity (owner). 
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4.3.12 Import 

The IMiS®/wClient enables the import of entities to the IMiS®/ARChive Server together with 

their metadata on Audit log and Authenticity evidence if they exist. The entities imported by a 

user with the ImportExport role have to be compressed (.zip) and prepared in the prescribed 

XML format. 

For more information on roles see chapter Access in the IMiS®/ARChive Server Manual. 

 

Import may be performed into the root class of the classification scheme or into any chosen 

class or folder. After selecting the action »Import« in the Actions dropdown menu in the 

command bar or on a given entity, a window opens for selecting the compressed file for entity 

import (Select file). 
 

 

Image 328:  Selecting the compressed file with the imported entities 

 

Confirming the action Import starts the entity import. 

After the import process is completed, the bottom right part of the view shows an import 

notification. 
 

 

Image 329:  Displaying an import notification 

 

Each import action on the IMiS®/ARChive Server is logged in the Import folder contained in the 

Administration system folder in the left view. This folder can only be accessed by users who 

have been assigned the Reports role and the appropriate rights to import logs. 
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Image 330:  Display of the Import folder in the Administration system folder 

 

The IMiS®/wClient enables the review of imported entities on the IMiS®/ARChive Server, 

including import data. The imported entities reviewed by the user are prepared in the 

prescribed XML format.  

For more information on the file format for import and the file structure see chapter Format of 

the import / export file. 

 

After creation is completed, the import report is given the status Closed. The user can open 

the report and perform the following actions: 

• Open:  opens the selected import report in reading mode. 

• Edit:  opens the selected entity in editing mode. Enables adding the import report 

metadata, and modifying and removing the report, metadata and contents. 

• Actions:  contains commands for various actions on the selected entity: 

- New reference:  adding a connection to another report or entity in the classification 

scheme via a dialog box. For more information see chapter Reference. 

- Move:  moving the import report within the classification scheme on the archive. 

- Export:  exporting the selected report from the archive. 

• Status:  modifying the status of the import report via a dialog box which enables giving 

the reason for the change.  

• Security class:  modifying the security class of the import report via a dialog box, which 

requires the user to give the reason for the change. 

• Share:  copying the link to the selected entity to be shared with other users. 

• Delete:  deleting the selected import report. 
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In addition to limitations that specify attribute properties, certain other system limitations also 

apply. For example, some attributes are only available for specific types of entities, and some 

only for entities in a specific location in the classification scheme, or after a specific action has 

been executed (e.g. transfer)  

All the system attributes of the IMiS®/ARChive Server are described below. 

 

4.4.1 General system attributes 

The general system attributes of an entity consist of various attributes such as Title, 

Description and Classification code. They contain mandatory as well as optional attributes. 

 

Most attributes are available for all entities. The exceptions are Status, Opened date and 

Closed date, which are present for classes, folders, and those documents that are located 

directly under a class. The table below lists and describes all the general system attributes. 
 

Name Description 

Classification code Contains the entity's classification code within the classification scheme.  

The classification code is generated automatically on the archive server. 
 

Example:  The classification code 01-2019-00004/00001 represents 

document 00001, located inside folder 2019-00004, located inside class 01. 

The classification code is a publicly accessible type of metadata. 

Title Saves/contains the title of the entity. The title is a required, public metadata 

that enables search. 

Description Saves/contains a short description of the entity.  

The description is a public metadata. 

Status Saves/contains the status of the entity. The status is a required metadata for 

all entities that are either classes, folders, or documents directly under 

classes. It is a public metadata that enables search. 

The possible values are: 

• Opened:  the entity can be edited by a user with the appropriate effective 

access rights (the right to write) 

• Closed:  the entity cannot be edited. 

Opened date Contains the date and time the status of the entity was changed to Opened. 

The opened date is public metadata, is read-only and enables search. 

Closed date Contains the date and time the status of the entity was changed to Closed. 

The closed date is public metadata, is read-only and enables search. 
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4.4.5 Transferred entity attributes 

Transferred entity attributes are created by the server when an entity is imported.  

They store the system identifier, the classification code of the transferred entity, the audit log 

and the date of import. 
 

Name Description 

System Id Contains the unique system identifier of the transferred entity. 

Classification code Contains the classification code of the transferred entity. 

Audit log Contains the audit log of the transferred entity. 

Imported date Contains the date and time the entity was transferred. 

Table 19:  Description of moved entity attributes 

 

4.4.6 Email attributes 

Email attributes are only available for documents that have been created using an email 

template. Email attributes store information about the email such as the sender, recipients, 

and sent date. 
 

Name Description 

Message Id Contains the automatically generated message identifier. 

From Contains the address of the sender. This metadata is mandatory. 

To Contains the addresses of the email's recipients. 

CC Contains the addresses of the email's CC recipients. 

BCC Contains the addresses of the email's hidden recipients. 

Subject Contains the subject of the email message. 

Priority Contains the email priority status. 

Signed Contains a value that registers if the email was electronically signed. 

Date Contains the date and time the email was sent. This metadata is mandatory. 

Table 20:  Description of email attributes 
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4.4.7 Physical content attributes 

Physical content attributes are only available for documents. The existence of physical content 

is specified by the unique physical content identifier. The physical content has a home location, 

which changes when it is checked out. The change of location is saved in the Status attribute. 
 

Name Description 

Identifier Contains the unique identifier of the physical content. 

Description Contains a short description of the physical content. 

Status Contains the current status of the physical content. Possible values are:  

- CheckedIn:  the physical content is stored at its home location. 

- CheckedOut:  the physical content has been sent to another location. 

Status change date Contains the date and time of the physical content's last status change. 

Home location Contains the home location of the physical content. 

Current location Contains the current location of the physical content. 

Custodian Contains the name of the physical content's custodian. 

Return date Contains the expected return date of checked out content. 

Table 21:  Description of physical content attributes 

 

4.4.8 Review process attributes 

Review process attributes are available only during review processes. 
 

Name Description 

Members Users who perform review process. 

Action 

 

By selecting one of the valid values, you influence the review process. 

Valid values: 

• Reviewing:  the value represents the action of reviewing entities in the 

review process and does not influence the server. 

• Complete:  the value represents the action of completing the review 

process on the server. 

• Discard:  the value represents the action of canceling the review 

process on the server. 

Comments 

 

Optional attribute which is used for entering various comments, explanations 

and other information that is in any way connected with the review process. 

Message 

 

Short error description entered by IMiS®/ARChive Server. 

In the event of an error during the preparation or implementation phase of 

the review process. Also recorded in the attribute is the successful 

completion of the review process. 
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Qualified digital certificates are used for: 

• Secure internet communication using the SSL (Secure Sockets Layer) and TLS 

(Transport Layer Security) protocols. 

• Secure email traffic using the S/MIME (Secure Multipurpose Internet Mail Extensions) 

protocol. 

• Encryption and decryption of data in electronic form. 

• Digital signing of data in electronic form, and the verification of the key holder's identity. 

• Services or applications that require the use of qualified digital certificates. 

• Safe deletion of data in electronic form. 

 

4.5.1.1 Checking the validity of the digital certificate 

Each time it saves an electronically signed content in the PDF/A, TIFF or XML formats or an 

email message in the EML format, the IMiS®/ARChive Server automatically checks the validity 

of the digital certificate using the Certificate Revocation List (CRL) of the issuing authority. 

 

During the validity checking procedure, the IMiS®/ARChive Server sends the serial number of 

the certificate to the trusted authority's digital certificate server. The server, which frequently 

updates certificate revocation lists, then sends electronically signed information about the 

certificate's status to the user. 

 

4.5.1.2 Revocation of the digital certificate 

A trusted certificate authority can revoke their certificate(s), making them invalid.  

The authority's digital certificate server contains lists of active and revoked certificates.  

The Certificate Revocation List (CRL), based on the X.509 standard, shows a list of certificates 

(ID code, date and time of revocation) that were revoked by the authority before having 

expired. 

 

4.5.2 Electronic signature 

Electronic signatures are based on asymmetrical cryptography. Users signs content with their 

own private key. The private key is only accessible to a particular user and is saved in their 

digital certificate, protected by a password. The password is set by the user upon installation 

and can also be changed later. 
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After confirmation with the Next command, the user is shown the attributes of a new review in 

the review process in the Details tab. The user appropriately supplements the review details. 
 

 

Image 372:  Display of Regular review attributes in the review process 

 

In the Security tab the user with the appropriate rights defines the access permissions for 

users, groups and attributes of the directory entity type. For more information on defining 

access permissions see chapter Entity access. 
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Image 373:  Access permissions for Regular review in the Security tab 

 

After entering the metadata, the user saves the review to IMiS®/ARChive Server by selecting 

the action Create. While preparing the entities for review, the review status changes to 

"Preparing". 
 

 

Image 374:  Display of the saved Regular review 
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5 SYSTEM REQUIREMENTS 

System requirements are divided into client requirements and the IMiS®/wClient 

requirements. 

 

5.1 Hardware 

Most current workstations and computers should be able to run the IMiS®/wClient. 

The workstations and computers being sold on the market today meet the client requirements 

of the IMiS®/wClient. It needs few resources to operate and works in all of the popular web 

browsers on Windows, macOS and other operating systems. 

 

5.1.1 Minimum requirements 

• Browsers: 

 Chrome ≥ 120 

 Firefox ≥ 121 

 Edge ≥ 120 

 Safari ≥ 17 

• Size of available work memory should be about 512 MB larger than the operating 

system's memory requirements. 

• TCP/IP network access (IPv4 or IPv6). 

 

5.1.2 Recommended hardware 

• Browsers: 

 Chrome ≥ 120 

 Firefox ≥ 121 

 Edge ≥ 120 

 Safari ≥ 17 

• Size of available work memory should be about 1 GB larger than the operating system's 

memory requirements. 

• TCP/IP network access (IPv4 or IPv6). 

  



IMiS®/wClient Manual Version 1.9.2310 

 

2023 ©  MARGIS Inc., All rights reserved. 332 

 

 

5.2 Installation requirements 

Most current servers should be able to run the IMiS®/wClient. 

It needs the IMiS®/Storage Connector Services REST to operate. 

 

5.2.1 Minimum requirements 

• IMiS®/Storage Connector Services REST 9.8.2110.110. 

• Minimum free disk capacity for installing the IMiS®/wClient is 6GB. 

• TCP/IP network access (IPv4 or IPv6). 

 

5.2.2 Recommended requirements 

• IMiS®/StorageConnector Services REST 9.10.2310.114. 

• Disk capacity for installing the IMiS®/wClient is ≥ 6GB. 

• Minimum free disk capacity for installing the IMiS®/wClient is 6GB. 

• TCP/IP network access (IPv4 or IPv6). 
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6 INSTALLATION 

Below is a description of the installation procedure for the IMiS®/wClient. It can be performed 

by a user with the appropriate rights (Administrator). The installation is conducted step-by-

step and is the same for everyone. 

 

6.1 Installation procedure 

The IMiS®/wClient must be installed in an environment that satisfies minimum requirements.  

The user must have rights on the server on which he is installing the client. The installation 

package is extracted to a directory on the server selected by the administrator. 

Procedure: 

1. The administrator extracts the installation package to a directory on the server. 

2. He sets the settings.json. 

 

6.1.1 Installation settings 

For successful installation the address to the IMiS®/Storage Connector Services REST 

must be entered into the assets/settings.json as the URL property. 

 

Example of the setttings.json: 

{ 
  "url": "https://apps.imis.eu/scsvc", 
  "requestTimeout": 240000 
} 

 

url String Address of the IMiS®/Storage Connector Services REST. 

requestTimeout Integer The timeout of an individual request to the service in ms 
(optional). The default value is 120000. 

logLevel String Log records level (optional). 

Set of values: 

- DEBUG 

- INFO 

- WARNING 

- ERROR (default) 

- NONE. 

entitiesPageSize Integer The number of entities loaded when displaying a single 
page (optional, default value: 50). 
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search.maxElements Integer Maximum number of search results 
displayed. 
The user can change this value in the 
profile settings, where they also have 
the option to reset it to this value 
(optional). 

search.hideFields String [] Collection of fields which are hidden in 
the search dialog by default. 

scan.apiKey String The key to accessing IMiS®/wScan 
(optional). 

scan.url String The address of IMiS®/wScan 
(optional). 

collections.maxSize Integer The maximum number for loading the 
collection. 
The user can change this value in the 
profile settings, where they also have 
the option to reset it to this value. 

collections.displaySearchButton Boolean Specifies whether the button for 
showing the search dialog is displayed 
when the collection does not load. 

collections.displayLoadButton Boolean Specifies whether the button for 
loading the collection is displayed 
when the collection does not load. 

preview.word String Defines the URL to the Office Online 
service for previewing Word contents 
(optional). 

preview.excel String Defines the URL to the Office Online 
service for previewing Excel contents 
(optional). 

preview.powerpoint String Defines the URL to the Office Online 
service for previewing PowerPoint 
contents (optional). 

preview.onenote String Defines the URL to the Office Online 
service for previewing OneNote 
contents (optional). 

details.profiles DetailsProfile [] Profiles collection for configuring the 
display of entity details. 

details.display DetailsDisplay [] Collection of settings for the display of 
entity details. 

details.virtual_attributes DetailsVirtualAttribute [] Virtual attributes collection for the 
display of entity details. 
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CollectionProfile 

This object defines the profile for the columns display in the collections display. 

Id String Profile identifier. 

Columns String [] or 
CollectionProfileColumn [] 

Collection of displayed columns. The 
collection type can be “object” or 
“string”. 

 

CollectionProfileColumn 

This object defines the profile for the column display in the collections display. 

id String Attribute identifier. 

min_width Number Minimum width of the table in px, 
where the column is displayed. 

width Number Column width in %. 

 

CollectionView 

This object represents the settings for the collections view. 

archives String [] Collection of archive identifiers. 

profile String Profile identifier from collections.profiles. 

members String [] Collection of directory entities. 

classification_code String [] Collection of classification codes. 

context String [] The view context (optional).  

The set of values: 

- ARCHIVE 

- MY_ENTITIES 

- DRAFTS 

- DIRECTORY 

- REVIEWS 

- EXPORT 

- IMPORT 

- DELETED 

- DISPOSED 

- QUEUE. 
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Solution:  Creating a folder at a higher level, which is still supported by the classification code 

generator on the server. 
 

 

Image 429:  An example of an error when saving a new folder 

 

[Class, Folder, Document] <classification code> cannot be edited. 

Likely cause:  The entity is already open in editing mode on another computer. 
 

Solution:  Wait until the other user finishes editing and then open the entity once again. 
 

 

Image 430:  An example of an error when opening an entity in editing mode 

 

Content scanning icon does not appear 

Likely cause: Wrong key for accessing the IMiS®/Capture Service. 
 

Solution:  In the IMiS®/Capture Service settings check the suitability of the key in the 

“Security” tab. The service key value in the IMiS®/Capture Service settings must match the API 

key value in the user profile settings (“Profile / Settings”) of the IMiS®/wClient. 
 

 

Image 431:  Example of defining the service key 

 


