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3 TECHNICAL DOCUMENTATION

3.1 Client architecture

IMiS®/wClient is the user component of an electronic and physical records management
system. The client connects to the web service IMiS®/Storage Connector Services REST,
which represents the service level of the interface of the IMiS®/Storage Connector.

The latter can be connected to many IMiS®/ARChive Servers.

U

CONSUMERS

Mobile users  Laptop user Document Capture station Tablet user Mac user
using any using any using IMiS/CaptureService using any using any
browser browser  and IMiS/wScan or IMiS/wBatchScan browser browser

IMiS/wClient Application (static HTML with Angular + PrimeNG)
IMiS/Storage Connector Services REST edition
SERVICES
IMiS/Storage Connector Services Caore
. : : : : : LDAP /
DATA IMiS/ARChive IMiS/ARChive IMiIS/ARChive T PKI

Server 1 Server 2 Server 3 infrastructure

infrastructure
G G G

Image 1: Client architecture

3.2 Format of import / export files
The format of the import, export and data transfer files on the IMiS®/ARChive Server is the
XML file, structured according to a partly modified Moreg2 scheme.
The differences between XML and Moreq2 schemes are as follows:
e Attributes which are required (mandatory) in the Moreg2 scheme and are not supported
by the servers change from required to optional.

e All attributed in the "Custom" part of the XML scheme are newly added.
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/RDS/Description/abstract/reason

Required: NO Number: 1

Definition: Reason for creating a retention policy or disposition hold.

Commentary:

XMLScheme String Reference: | sys:.ret:hold:Reasonsys:ret:pol:Reason | MOREQ2 | M0O15

type: code:
/RDS/Description/title
Required: ‘ YES ‘ Number: | 1
Definition: Title of the retention policy or disposition hold.
Commentary:
XMLScheme type: | String ‘ Reference: | sys:Title MOREQZ2 code: ‘ MO15
/RDS/Event_plan/event_type/disposition_action
Required: ‘ YES | Number: | 1
Definition: Default action of the retention policy in the implementation phase of the review
process.
Commentary: Valid values:

e Dispose: the default action of the retention policy is the disposition of
entities.

e Permanent: the default action of the retention policy is the permanent
retention of entities.

e Transfer: the default action of the retention policy is the transfer of
entities to another system and their disposition after confirmation of
successful transfer.

e Review: the default action of the retention policy is to leave the entity for
the next review process.

XMLScheme type: | String | Reference: | sys:ret:pol:Action ‘ MOREQ2 code: | M014

/RDS/Identity/system_identifier/disposal_hold

Required: ‘ YES | Number: ‘ 1

Definition:

Unigue system identifier of the disposition hold.

Commentary:

Set by IMiS®/ARChive Server.

XMLScheme type:

String | Reference: Internal entity identifier | MOREQ2 code: | M137




/RDS/Identity/system_identifier/retention_and_disposition_schedule

Required: | YES | Number: ‘ 1
Definition: Unique system identifier of the retention policy.
Commentary: Set by IMiS®/ARChive Server.
XMLScheme type: | String ‘ Reference: ‘ Internal entity identifier ‘ MOREQZ2 code: ‘ M008

/RDS/Use/status/inheritance

Required: | NO | Number: | 1
Definition: Specifies whether the retention policy can be inherited by entities.
Commentary: The IMiS®/ARChive Server specifies that all retention policies are inherited.

The value is always TRUE.
XMLScheme type: | String Reference: Internal entity identifier | MOREQ2 code: | M197

Table 5: Lists of XML tags

3.2.3 Format of the additional metadata export file

The additional (user entered) metadata export file is used for the particular requirements of

the archiving process. Upon export, each entity may optionally be added additional metadata

which is not part of the arhcived entity's own metadata.

The additional metadata is prepared by the archivist, using a premade XML file.

This metadata is not within the framework of the client or server's business logic.
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The format of the file is prescribed with the following XSD scheme:

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http.//www.dlm-network.org/moreqZ2/1.04.07"
xmins:.xs="http.//www.w3.org/2001/XMLSchema"
xmins.:moreqgP="http.//www.dlm-network.org/moreq2/1.04.01"
elementFormDefault="unqualified attributeFormDefault="unqualified" version="1.04.01">
<xs.element name="AdditionalMetadataRoot">
<xs.complexType>
<xs.sequence>
<xs:.element name="Entity" minOccurs="0" maxOccurs="unbounded">
<xs:.complexType>
<xs.sequence>
<xs.any processContents="skijp" maxOccurs="unbounded"/>
</xs.sequence>
<xs.attribute name="classification_code" type="xs.string"/>
</xs.complexType>
</xs.element>
</Xs:sequence>
</xs:complexType>
</xs.element>

</xs:schema>

Image 3: Example XSD scheme

For each entity to be added user metadata during export, the archivist enters, in an XML file
under the root node with the name »AdditionalMetadataRoot« (prescribed by the Moreg2
scheme), an »Entity« node with the attribute of the entity's classification code. During export,

the content of this node is copied into the export XML file of the entity.

<moreqZ:AdditionalMetadataRoot xmins:moreqP="http.//www.dlm-network.org/moreq2/1.04.07">

<Entity classification_code="03.01">
</-- add custom XML node entries -->
<A>Metadata A</A>

</Entity>

<Entity classification_code="03.01/00001">

</Entity>
</moreqZ:.AdditionalMetadataRoot>

Image 4: Example additional metadata export file
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3.3 Format of the confirmation file during transfer

The format of the confirmation file is a text file containing comma separated values;

abbreviation: CSV.

Each record contains the following values:
o C(lassification code of the transferred entity.

e Confirmation value (»true« — if the entity has been successfully transferred to a third

archive system).

e Reference to the transferred entity in the third archive system.

m_wl TransferConfirmation[1] - BeleZnica — Od =

Datoteka Uredi Oblika Pogled Pomod
tlassificationCode;Transfered;ReFerenceId
C=01"C=01"C=82"F=2019-080026;true; 65465
C=01~C=01"C=02"F=20819-0806836; true; 65465
C=01"C=01"C=02"F=2019-080837;true; 65465
C=01"C=01"C=82"F=20819-080041;true;65465
C=01"C=01"C=02"F=2019-080850;true; 65465
C=01"C=01"C=82"F=2019-080854; true; 65465
C=087;true; 65465

Image 5: Example of a confirmation file after transfer
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4 USER MANUAL
4.1 Login and Logout

The user accesses the IMiS®/wClient application via a web browser (Google Chrome, Mozilla
Firefox, MS Edge, ... by entering the URL of IMiS®/wClient in the title bar. A login window

appears in which the user can log into the IMiS®/ARChive Server.

IMiS/wClient H

IMiS/ARChive Server W
‘ Psername |
Password
LOG IN

G Login with Google (0IDC)
| 5 Login with Microsoft Azure (0IDC)
B Login with Microsoft Azure (SAML)
f Login with Facebook (QIDC)

Image B: Login on archive

411 Cookie Policy
Before first login on the archive and every subsequent login (if cookies have been removed)
the user has to agree to the use of cookies.
To ensure proper operation and a better user experience the website uses the following
cookies:

e Toremember last selected archive

e Current archive user identifier

e Archive token

e Entity handles

e Entity information visibility
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e Current locale

e List mode

e Poalicy agreed

e C(lassification code visibility
e Description visibility

e Sort field

e Sort field descending.

IMiS/wClient - Cookies

This website uses cockies to improve user experience. By using our website you consent to
all cookies in accordance with our Cookie Policy.

Cookies

To make this site work properly, we sometimes place small data files called cookies on your
device. Most big websites do this too.

What are cookies

A cockie is a small text file that a website saves on your computer or mobile device when
you visit the site. It enables the website to remember your actions and preferences (such as
login, language and other display preferences) over a period of time, s0 you don't have to
keep re-entering them whenever you come back to the site or browse from one page to
another.

1 agree

Image 7: Cookie Paolicy

41.2 Localization
In the top right corner of the login window the user can choose the language of the
IMiS®/wClient application from a list by clicking on the icon ﬂ

In agreement with the application developer MARGIS, Inc., the language selection can be

expanded as desired.

The languages currently supported are:
e English

e Slovene.
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IMiS/ARChive Server

admin

4.1.3 About

.~ English

Slovens€ina

© About

LOG IN

Login with Google (0IDC)
Login with Microsoft Azure (0IDC)
Login with Micresoft Azure (SAML)

Login with Facebook (0IDC)

Image 8: Language selection

By selecting the »About« command, the user is shown a new window with the following

information:
¢ |MiS® module name.
¢ |MiS® module version.
e Archive name and version.
¢ |MiS®/Storage Connector
e License Agreement.

¢ Notices and Trademarks.

Services REST version.
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IMiS/wClient - Cookies

This website uses cookies to improve user experience. By using our website you consent to
all cookies in accordance with our Cookie Policy.

Cookies

To make this site work properly, we sometimes place small data files called cookies on your
device. Most big websites do this too

What are cookies

A cookie is a small text file that a website saves on your computer or mobile device when
you visit the site. It enables the website to remember your actions and preferences (such as
login, language and other display preferences) over a period of time, so you don't have to
keep re-entering them whenever you come back to the site cr browse from one page to

anotner.

| agree

41.4 Login

Image 9: About dialog box

The user logs into the archive of the IMiS®/ARChive Server via the IMiS®/wClient by first

selecting the relevant archive in the login window.

For faster searching, the user can use a search engine.

IMiS/wClient

IMiS/ARChive Server v

e e e e P T

IMiS/ARC 10.1 x64
The archiving of unlimited quantities of binary objects

IMIS/ARC 10.2
The archiving of unlimited quantities of binary objects

IMIS/ARC 10.2 AKR
The archiving of unlimited quantities of binary objects

IMiS/ARChive Server

iarc104.imis.si: 16807

Login with Microsoft Azure (OIDC)
Login with Microsoft Azure (SAML)

Login with Facebook (0IDC)

Image 10: A list of available archives
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Note:
The user can choose only among the archives predefined by the administrator. The user selects the

archive from a list by clicking on the arrow in the top right area of the login window. The administrator is

the only one who can remove an archive.

The username that the administrator enters in the field “Username” is case insensitive.

For faster selection in the case of a prior login, the username is shown below the field for

entering the username.

IMiS/wClient i

IMiS/ARChive Server v
| hdmin ‘

Saved data x
admin ﬁj
anelson
G Login with Google (0IDC)
B Login with Microsoft Azure (0IDC)

Login with Microsoft Azure (SAML)

f Login with Facebook (0IDC)

Image 11: Logging into the archive

After entering at least one character of the password, the logged-on user is shown the icon

@ . By selecting the icon, the user is shown the password characters.

The icon < next to the input field for entering the password enables displaying the password
only when the display button is active (Mousedown). The password that the user enters in the

"Password" field is case-sensitive. The user confirms login with the »Log in« button.
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The user can log into multiple archive servers in multiple browser tabs.

When displaying the login page after the user has logged out, the user session remains open.

If the browser is refreshed, the user stays logged into the last archive server.

If the archive identifier does not match the URL after the browser has been refreshed, the login

page is shown.

If two users are logged in to two different browser tabs, then, if the session is valid and the
page is refreshed, the address in the second tab changes to the address that appeared in the
first tab after login. At the same time, the logged-on user in the second tab changes to the

user of the first tab.

After a successful login, the central view shows the user a list of root classes in the

classification scheme of the selected archive to which the user has access rights.

415 Logout

The user logs out of the archive using the »Log out« command in the popup menu.
Access to the popup menu is enabled by clicking the arrow next to the user’s name in the top

right corner of the user interface.

Administrator
admin@acme.com
Profile
Activity

Reports

Log Out

Image 12: Log out of the archive










The right view provides the directory entity information.

Directory
Enabled

Deleted m

Title Description Security class level

Disabled

2 Mobilelron LDAP Connector Unspecified

@@ Ron salazar Sales - IT support Restricted © Disabled
Description
Type
First name
Last name

Email

® Ron Salazar

Sales - IT support
User

Ron

Salazar

ron.salazar@acme.com

2 results

Security class level Restricted

System Administrator 1. Jan 0001, 01:22
@ Adminisirator 12. Aug 2022, 13:12

Everyone Users IT Sales

rsalazar

Image 32: User data

4215 The Administration folder
The folder Administration is available to the user in the left view with a default display of
subfolders:

e Reviews: a list of reviews in the review process.

For more information see chapter Beview process.

e Export: a list of entity exports containing reports.
For more information see chapter Export.
e Import: a list of entity imports containing reports.
For more information see the chapter Import.
e Trash: a list of deleted entities. This folder contains the following subfolders:
— Disposed: a list of entities disposed of during the review process.
— Deleted: a list of deleted entities.
— Queue: a list of entities waiting for deletion.
4.2.2 List of entities
A list of contained entities (classes, folders or documents) of the selected class is located in the
central view of the user interface. The contained entities are shown below the bar with the

titles of the common attributes.
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IMiS/Archive Server > Supply Chain management

Title * Classification Code Description Modified

Maintenence
Manufacturing 4 22/8/2
Planning and Control 22/8/2
Procurement
Production 7 P t 27

Quality Management : 22/8/2

Waork Organization 2 22/8/2

Image 33: A list of contained entities of the selected entity

By selecting the arrow next to the title of the common attributes column, the logged-on user
is shown the entities in descending or ascending order. Similarly, by selecting the title a menu
appears with the options “Ascending” and “Descending”. The entities on the list are sorted first

by entity type and then by title.

IMiS/ARChive Server > Other

Title - Significance Opened owner
[EEA .. Retain 8. Sep 2021
Ascending

| .~ Descending kanduhe. Delete 10. Aug 2022 Alex Nelson (anelson)
no Majito Retain 29. Aug 2022 Alex Nelson (anelson)
H Lucene Query Test Retain 10. Sep 2021
H Despatch note Retain 22. Aug 2022 Alex Nelson (anelson)
H Contest Retain 2.0ct 2020 Alex MNelson (anelson)

Events Retain 16. Aug 2021 Alex Nelson (anelson)

Customer care Retain 6. Sep 2021 Alex Nelson (anelson)

Image 34: Sorting by entity type

Sorting in ascending or descending order is also possible for “Classification code” and

“Modified”.

Note: The user can select entities from the list using arrow keys on the keyboard (up/left, down/right).
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If the contained entity contains a greater number of entities than specified in the settings,

the user is shown the naotification Entity collection contains XXX entities and is too large to be
displayed automatically.

For more information on setting the number of entities shown on the list see chapter

Installation settings.

IMiS/ARChive Server > Development

Image 35: Limiting the display of a greater number of entities on the list

The user has two options:

e The user can limit the set of entities displayed on the list with a search

(the recommended choice).

e The user loads the entities and displays them on the list.

If the user selects the action Search, a dialog box appears for entering the search string.

Advanced

Type filter text

Scope
Scope Development

Recursive

Max depth

Full text
search

Title
Oowner

Review date After B Before B

The review date log

String Max

Strina Max descriotion

Image 36: Limiting the set of entities displayed on the list with a search
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For more information on limiting the set of attributes for a search, see chapter

Full text search.

If the user selects the action Load, the entities are loaded and displayed on the list.

The user adds or remove the columns of the selected attribute. Changes are saved to the user
profile and applied at the next login too. The “Title” column is always present and cannot be
removed.

For more information on the entity display options see chapter Menu functions.

By selecting the arrow or title of the column of the selected attribute Title, Classification code

or Modified, the user specifies the order of the entities shown.

IMiS/ARChive Server Other

Title Classification Code Opened
B sssEsrasL:Lr [BEEarEsSe) ep 2021
Ascending

‘ Lucene Query Test Descending Sep 2021

i Despatchnote 16/000021 22. Aug 2022

I o Moijito 16/000029 29. Aug 2022
Events 16-2021-000001 16. Aug 2021
Customer care 16.7 6. Sep 2021

E Contest 16/15-5363 2. 0ct 2020

i @ Tak for din interesse - her kan du hente dit uddrag ... 16/15-839 10. Aug 2022

Image 37: Selecting the order of displaying the list of entities

Note:
The setting of displayed attributes applies to the selected browser at the level of the entire archive for

all entities shown on the list of contained entities.

Tip:
In order to preserve a clear classification scheme and limit the moving of entities, users are advised

AGAINST classifying documents directly into classes but always in folders.
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4.2.3 Entity information
Information about the selected entity is found in the right view of the IMiS®/wClient user
interface. The tabs are available in the following modes of displaying information on the selected
entity:

e Preview: a display of tabs and their contents which are publicly accessible to the user.

e Open: a display of tabs according to the user's effective permissions.

e Edit: a dialog box opens with the attributes whaose values can be maodified.

‘ Despatch note
Details

Title Despatch note

Donec diam tellus, porttitor vitae viverra sed,
consequat in turpis.

Other

Zoran Loncar 2. Dec 2020, 15:27

. Administrator 23. Sep 2021, 11:06

Status Opened
Status
Entity status
Identifier sys:Status
Label Status
Type UINT32
Inherited  Picklist  Public  Read only after create
Required  Searchable
Review date 8 Sep 2021,10:10
» Retention
> More

Image 38: Tabs containing entity information in the reading mode

Note: By moving the cursor over the attribute name, the tooltip shows the following attribute
information. Ildentifier, Label, Description, Type and Options for attributes located in templates (see

image above the note).

4.2.31 The Details tab
The Details tab contains a list of the metadata of the selected entity.

The first column gives the titles of attributes, while the second column displays their values.

4.2.3.1.1 General metadata
The Details tab contains general and general metadata for the selected entity.
By selecting the name in front of a given set, the user is shown the remaining entity details.

For more information on required and optional attributes see chapter General system

attributes.
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m 7/ EDIT ACTIONS =
Y
- SpaceX

Details
Title SpaceX
Description SpaceX project description
Parent Administration
Created . Administrator 11. Mar 2020, 11:25
Modified . Administrator 30. Apr 2020, 11:54
Status Opened INHERITED
Security class Confidential
Significance Retain
Owner o Alex Nelson
Keywords space project
Categories projects

Image 39: The Details tab in the reading mode

Note: The user profile settings save the open/closed status for: "Reference’, “Versions’, "Retention’,

‘Email’, “Physical properties’, “Save log” and “More”.

4.2.3.1.2 Custom metadata
If using a suitable template, the user with the appropriate rights can predefine the Custom
metadata when creating or editing an entity.

They are available to the user in open mode in the Details tab.
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m # EDIT ACTIONS = [i ]

15 results

Administration

Details Security Activity
Title Administration
Description Documents, Administration, Bureaucracy
Parent IMiS/Archive 10.1
Created . Administrator 19. Feb 2020, 13:17
Modified . Administrator 23. Jun 2020, 14:58
Status Opened
Security class Confidential
Significance Permanent
Owner Marko Hren
Keywords admin
Review date 1. Jun 2020, 08:00 I
> Retention
> Save Log
> More

Image 40: Custom metadata in the reading mode

In edit mode the user has the option of editing Custom metadata.

Despatch note

Details Email Physical Properties

Template* | | E-mail

Standalone e-mail entity

Title*  Despatch note

Mandatory value for naming entity

Description | A document sent to customer
significance | Retain

Owner | g Alex Nelson

Keywords delivery »  despatch

Important words used in entity

Categories documents *

Content & Drag and drop files or click

@ Certificate of Approval tif 9352

[£) | shipping note

[ | Document 2.tif 215

External Identifiers 7872 x

Custom external entity identifiers

Review date | 01.06.2020 15:00 n

SAVE CANCEL

g Scan

Image 41: Custom metadata in edit mode
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Note: The attributes in the template, which is predefined by the user with permission,

can be multi-value.

Create Document

DETAILS

binary

PHYSICAL PROPERTIES

DY ~xnorors v BB

ARPXML v~ [

@ ICON_SAMPLE_1.PNG v +

bool +

Date | 20. September 2019

13. October 2019

Date time
decimall0 | 0.99887766
1.22334455
2.33445566
Inherited
double
nt128 | 7485896896
2456778893
attrstring20 | Monday
Tuesday

E_
0 -
0 -

SECURITY

RETENTION

+

CREATE CANCEL

Title

& Document incl. Binary properties

Image 42: Specifying multi-value attributes

Classification Code

Binary (T).dib Binary (6).dib Binary (5).dib
! opentile Open file B opentie

Medified

Binary (4).dib
Open fille

‘ Document incl. Binary properties

Details

Title
Description
Parent
Created
Modified

Status

Security class

Significance

Owner

Keywords

Categories

Binary

Date
Date Time
String 200
String Max
Time

Ulnt 64

> Retention

Binary (3).dib
Cpen file

Image 43: Display and selection of binary values

Security Activity

Document incl. Binary properties
Binary properties

Maintenence
.Adm'wswatorm Mar 2020, 09:11
@ Administrator 31. Mar 2020, 09:44
Opened INHERITED
Confidential INHERITED

Retain INHERITED

Marko Hren

binary  property

Properties

55 03 5 T O < I B
B

Show all
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4.2.3.1.3 System metadata

Unlike the general metadata, which are publicly accessible and can be edited and changed by
the user, the system metadata are read-only. The user can access them by selecting the
arrow in front of the »More« record.

For more information see chapter General system attributes.

E Shipping release note

Details
Title Shipping release note
Description Document enabling the buyer to take delivery of a
shipment
Parent ts datetime
Created admin admin 22. Sep 2023, 13:29
Modified admin admin 5. Oct 2023, 08:14
Status Opened INHERITED
Security class Confidential
Significance Retain
Owner Alex Nelson
Keywords release  note
Categories shipping
> Retention
~ More
Classification Code 06-2023-000004/000004
Template Dokument
Type i Document
Permanent No

Authenticity evidenc

]

22. Sep 2023, 13:31 &

Accessed 5. Oct 2023, 08:14
Identifier khw7W15qywolBAcavdXSaFPM_Cual9Tv

External Identifiers

Image 44: The Details tab in reading mode

4.2.3.1.4 Changing the display of metadata
Changing the display of metadata in the "Details" tab is possible in the settings of the file
settings.json, where the user can define which metadata will be displayed and which hidden,

and the display order, which matches the order in the configuration.
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Element "details.profiles.sections"

In the element "details.profiles.sections" the user defines which sections will be displayed:
e More
e Retention
e \ersions

e References.

If this element has not been defined, all sections are displayed. An empty array in the settings

means that no section is displayed.

details.profiles Description
id Profile identifier.
filker_type Type of attribute filcer. The set of values:

- Include: certain attributes will be displayed.

- Exclude: certain attributes will not be displayed.

attributes Collection of attributes. If filker_type = Include, the order applies.

sections Collection of displayed sections. If this element has not been defined,

all sections are displayed.

Table 7: Setting the collection of displayed columns

Element "details.display.members"

In the element details.display.members the user defines to which users or group the setting

refers. The user can define:
e MembersId
e Alias

e Subiject.

If this element has not been defined, the setting applies to all users.

Element "details.display.archives"

In the element details.display.archives the user defines to which archives the settings apply.

The user can define:

e Archive Id.




If this element has not been defined, the settings apply to all archives.

details.display Description

profile Profile identifier from details.profiles.id.

templates Collection of templates to which the profile applies. If this element has not
been defined or is empty, it applies to all templates.

members Collection of directory entities of type user or group. The "subject" or "alias"
is defined for the user. If a group has been defined, the setting applies to all
members.

archives Collection of archives. If this element has not been defined or is empty, it

applies to all archives.

Image 45: Settings for hiding and specifying the order of attributes in the file settings.json

4.2.3.1.5 Reference

The user with the effective Change references permission can add new references, edit and

delete them.

In the References set the user is shown the references to other entities by clicking on the

arrow in front of the name in open mode.

Organization
Human Resources and Payro!

Company Documentation

Image 46: References in the Details tab

For more information on editing a reference see chapter Adding and editing references.
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4.2.3.1.6 Email

In the Email set the user is shown the email metadata by clicking on the arrow in front of the
name in the reading mode (Open). Only the documents created based on the email template
are shown.

For more information see chapter Email attributes.

Tak for din interesse - her kan du hente dit uddrag
af rapporten

From to@herbertnathan.com

To marko.hren@imis.eu
Date 31. Aug 2015, 10:37
R <0f48f69e2bb95ece50a94c4347b720d9@dijkstra.p
fl===s= - il.dk>
Signed No

Image 47: Email data in the reading mode

In edit mode the user has the option to review email metadata but not to edit them.

Tak for din interesse - her kan du hente dit uddrag af rapporten
EMAIL
Subject  Tak for din interesse - her kan du hente dit uddrag af rapporten
From to@herbertnathan.com

marko.hren@imis.eu

date  371. Aug 2015, 10:37
d <0f48f69e2bb95ece50a94c4347b720d9@dijkstra. pil.dk=

Image 48: Email data in the editing mode
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4.2.3.1.7 Physical content
The Physical properties set is available to the user only if the value of at least one attribute has
been defined. By clicking on the arrow in front of the name in open mode, the user is shown the

physical content metadata.

For more information see chapter Physical content attributes.

=ntifier D435
Description Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1
CheckedOut ,26. Sep 2018, 11:47
Brnéiteva 416G

Dunajska cesta 56

Alex Nelson

Return due 28.5ep 2018

Image 49: Physical content data in the reading mode

In edit mode the user has the option of editing all metadata.

Information about a new payment transaction

PHYSICAL PROPERTIES

D435
Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1

CheckedOut -

Brnciceva 41G
Dunajska cesta 56

Alex Nelson

06/28/2018 n

Image 50: Physical content data in the editing mode
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4.2.3.1.8 Save log

After checking the validity of electronic signatures and digital certificates upon capture,

. . o . Get |
a Save log is created. The user can review it in the open mode by selecting the icon
in the More section.

For more information see chapter Checking the validity of the digital certificate.

~ More
Classification Code 30/18-671
Template Document 01

ype i Document

Permanent No

Save Log Get

Accessed 3. Sep 2021, 14:43

Opened 3. Sep 2021, 11:48

Identifier z7ePaGD7nZUEMVxvzOmqgyUoxjdg5nt-g

External Identifiers

<?xml version="1.8"2>
<iarc:commitlog xmlns:iarc="http://www.imis.si/imisarc/con

verifying Go-To-Market report.pdf [bceede@370@7d8e95cofbbe
Signature status: VALID

Signing certificate subject: '/C=SI/ST=Slovenija/OU=indivi
Signing certificate issuer: '/C=5I/0=Republika Slovenija/:
valid from: '2017-89-28T713:83:03Z"

valid to: '2022-89-28T13:33:03Z

Digital signature verification ended: 2018-19-18T@7:32:04.
MIIELjCCAVKgAWIBAZINAICUd3YAAAAAVX3QbzANBEkghkiGOWEBAQSFAL
CQYDVQQGEWITSTECMBOGALUEChMTUMVWwdI I salthIFNsb3Z1bmlgYTEXME
YRMOVKFUUGKtMTc2NTKSNT cxF jAUBgNVBAMTDVNILVRSVVNUIF Jvb3QuHt
NDI1MDCczZODE3WhchMzcxM] IAMDEWODESKF BCMQswCQYDVQQGEWITSTECHME
ChMTUmVwdW]sakithIFNsb3Z1bmlg¥YTEXMBUGATIUEYRMOVKFUUBKEMT c2N1
FJAUBgNVBAMTDVNILVRSVVNUIFIvb3QuggGiMARGLSqGSIb3DQEBAQUAAL
gEGKAOIBZQDTY SwiwuAwQ2UxIPOLsDIZqVPXNdHbteuTtHKNScuvalmrd:
PgIG3a9wFaGqzxGHimZ7y8udcERcj6zK5sNbI7SNo44Qv25UdAhwiiPoy«
IN1LEKWEdaWY1YKLG+EgIAdGgwxINKBni3XugdmRKRvEby1FwtbiYAGXSE
PAW+CPITK3uiyUWhRIGAZppgOhvEVEZMMBE/ETYASUaboZZTITMECYETH
Aa+MHDX8uZM33/1dPdzrDSdsRM1ZZ1tWb/8EG/ flacNdwxj+vafZZC+in:
PHXy1SeYLjgdydiNdb2rsCIhWAE3KKYEnS SgXPUQvEZDUPSt2MBmMIIRrNE
HO1I005MvQF7b] SA6THCCKKTZ8MML Z8HWS+v4x300uT 14YSRP/VmAP 2qME

Image 51: A report on checking the validity of electronic signatures and digital certificates

4.2.3.1.9 Retention
A user with the »Change retention« effective permission is enabled the adding and editing of

retention and disposition hold periods.

In the Retention set the user is shown the settings for the selected retention and disposition

hold periods in the preview or reading mode by clicking on the arrow in front of the name.
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~ Retention

Il Legacy procedure
€5 10-years

Valid for Classes Folders | Documents

Image 52: Retention and disposition hold periods in the »Retention« tab

By clicking on the Dispaosition hold title, a notification window opens, containing the following
information:

e Name: unique name of the disposition hold.

e [Description: a short description of the disposition hold.

e Reason: the reason for creating a disposition hold.

e |dentifier: unique identifier of the disposition hold.

Disposition hold

Legacy procedure
Mame Legacy procedure
Description  Legal pocedure in progress, material must be preserved until finished
Reason  Active legal procedure

dentifier HMIFdYUyhsGOfJRiliaQ9aiN4FVwKeck

Image 53: Information on disposition hold

By clicking on an individual Retention policy title, a notification window opens, containing the
following information:

e Name: unigue name of the retention palicy.

e Description: short description of the retention policy.

e [Detailed description: detailed description of the retention policy.

e Action: the default action from the list of actions for entity.

¢ Identifier: unique identifier of the retention policy.

e Mandates: mandates for an individual retention policy.
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Retention policy

10 years + Transfer
Mame 10 years + Transfer
n Transfer to National Archives for permanent archival

=d Records must be kept 10 years from the end of the year when they were closed and then transferred to
n National Archives for permanent archival

n Transfer

er  5CobtV-H1DNFXeph2W3IGEafgazOvtfp

Description Size

Transfer Guideline.docx

Image 54: Retention policy information

By selecting the command “Get”, the content opens for the user in the viewer.

For more information on editing retention and disposition hold periods see chapter

Editing retention policies.

4.2.3.2 The Security tab

The Security tab is intended for reviewing the access control list (ACL) or the list of explicit

permissions of groups or users on the entity and its metadata.

The list of permissions granted to the user (on the selected entity) consists of the following

permissions;

Read: permission to read data on the selected entity (view metadata and content files).
Whrite: permission to edit entity data (write metadata and add content files).

Move: permission to move the entity within the classification scheme.

Delete: permission to delete entity data (delete metadata and remove content files).
Create entities: permission to create sub-entities inside the selected entity.

Change permissions: permission to change the effective permissions of other users on
the selected entity.

Change security class: permission to change the security class of the selected entity.
Change status: permission to change the status of a selected entity.

Change retention: permission to read and change the content of »Retention« tab.

Create references: permission to create a reference to another reference.
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In the preview mode the user is shown a list of the access control list (ACL) for the logged user.

- Administrator
m @ OPEN 7 EDIT ACTIONS v = ®

44 results

‘ Cerificate of origin

Details Security Activity

My permissions

Read -
Write 4
Move -
Delete -
Create entites -
Change permissions ~
Change security class -
Change status -
Change retention o
Create references -

View permissions

Image 55: The Security tab for a logged user in the preview mode

By selecting View permissions below the list of access permissions, when in read-only mode
the user is shown a list of all directory entities that have been granted at least one explicit

permission on the selected entity in the access control list (ACL).
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- Administrator

m @ OPEN 7 EDIT ACTIONS v = @

1 results

‘ Cerificate of origin

Details Security Activity

My permissions [

Read -
Write ~
Move ~
Delete ~
Create entites ~
Change permissions ~
Change security class ~
Change status ~
Change retention ~
Create references ~
Permissions

& Alex Nelson (anelson)

Show a

& Anonymous (Anonymous)

Show a

Image 56: A list of directory entities with access rights to the entity in the reading mode

By selecting “Show all”, the current status of effective permissions for the selected user is

shown.
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By selecting the icon Tin reading mode, the user can copy all the explicit permissions of all
users on the entity to speed up the entry of access permissions. The user then pastes the

permissions to another entity.

< Administrator

m @ OPEN 7 EDIT ACTIONS v = 0]

19 results

Development

Details Security

My permissions

Read ~
Write ~
Maove
Delete
Create entites ~
Change permissions ~

Change security class

Change status

Change retention -~
Create references ~
Permissions @

'5 Ald Copy all permissions

& Anonymous (Anonymous)
Image 57: Copying the explicit permissions of all users on the entity
4.2.3.3 The Activity tab

The Activity tab shows the audit log for the selected entity. This tab is shown to the user with
the AuditLogQuery role.
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| FREE Alex Nel
| ex son
-

m @ OPEN 7 EDIT ACTIONS = i}

10 results
Development
Details Security Activity
29. Jun 2020
Marko Hren Entity save 4m
View details
Marko Hren Entity open read-write 45m
View details
m® Alex Nelson Entity save 47m
View details
m® Alex Nelson ACL entry change 47m

Added ALLOW rights for jturner’: Read: ON; Write: OFF; Delete: OFF; Change
permissions: OFF; Create entities: ON; Move: ON; Change security class: OFF;
Change status: OFF; Change retention: OFF; Create references: OFF;

View details
B Alex Nelson Entity open read-write 47m
View details

Image 58: The Activity tab in the preview and reading mode

The audit log records the following information:
e User: the name of the user who performed an action on the selected entity.

By clicking on the user’s name, a notification window opens, showing user information.

e Event type: a type of event that was performed on the selected entity.

19. Nov 2019

™ Administrator Entity save 19. Nov 2018
View details

Date 19. Nov 2019, 15:48

Device name Chrome on Windows 10

Address Mozilla/5.0 (Windows NT 10,

internal address P9 0; Win64; x64) AppleWebKit/5

Py 37.36 (KHTML, like Gecko) Chr

ome/78.0.3904.97 Safari/537.
36

™ Administrator ACL entry change
Added ALLOW rights for janez’: Read: ON; Write: ON; Delete: ON;
Change permissions: ON; Create entities: ON; Move: ON; Change
security class: ON; Change status: ON; Change retention: ON; Create
references: ON,;

View details

Image 59: Information about the user who performed an action on the entity
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Date: a time when an action was performed on the selected entity.

Device name: the name of device, from where the command to perform the action on the
selected entity came from.

Address: the network address from where the command to perform the action on the
selected entity came from.

Internal address: IP address, which is set by opening a new session with the REST

service.

When choosing the »Export« command in the right upper button, a popup menu appears with

the possible audit log export formats for the selected entity. The supported formats are CSV

and XML.

After selecting the format, the user is shown a notification in the bottom left corner about the

downloaded content.

In the popup menu the user has the option of selecting actions. By selecting the action “Open”,

the user has the option of saving the audit log to the file system.

4.2.4 Command bar

After the user logs in to the selected archive, the following commands appear in the command

bar above the information on the selected entity:

New: creates a new root class or contained entity.

Open: opens the selected entity in the reading mode.

Edit: opens the selected entity in the editing mode.

Actions: contains commands for performing various operations on the selected entity:

- Status: edits the status of the entity via a dialog box,
which also offers the option to enter the reasons for the changes performed.

- Security class: changes the entity's security class via a dialog box, which requires the
user to enter the reasons for the change performed.

- Share: copying the link to the selected entity to be shared with other users.

- New reference: adding a connection to another entity in the classification scheme via
a dialog box. For more information see chapter The Details tab.

- New version: creating a new version of the selected document in the classification
scheme via a dialog box. For more information see chapter Versioning.

- Classification code: changes the classification code of the selected entity.




IMiS®/wClient Manual Version 1.9.2310

- Move: moves the selected entity around the classification scheme of the archive.
- Delete: deletes the selected entity.

- Import: imports the selected entities to the archive.

- Export: exports the selected entities of the archive.

m <@ OPEN 7 EDIT ACTIONS = 0]

ults
Status

Distribution Security class
Details Share
Title Distribution New reference
Description ;’;‘; aﬁge{%‘? ?I-T~ New version
Parent IMiS/Archi Classification Code
Created . Administrat Mave
Modified @ ~dministrat Delete
Status Opened Import
Security class Restricted Export
Significance Retain
Oowner oB Alex Nelson
Keywords distribution  service

Image 60: Command bar above the information of the selected entity

Below the command bar is the search results counter. It displays the number of entities on the

list in the central view.

To the right of the icon for the entity display mode, the user can close or open the right view

with entity information by selecting the icon o .

m @ OPEN 4 EDIT ACTIONS Vv = o

Image 61: Enabling/disabling the display of entity information

4.2.5 Menu functions
By selecting the user's name or icon, the following commands are available in the popup menu:
e Profile: information about the user.

For more information see chapter User information.

e Activity: information about audit log events for the selected user and entity.

For more information see chapter Searching audit log events.
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e Reports: reports on document contents, retention periods, reviews, access
permissions, classification schemes, entities, deleted entities and entities waiting for
deletion. For more information see chapter Beporting.

e Log out: log out from the application. After logging out of the selected archive, a dialog
box appears for the user to log in again to the selected archive.

e About: information about the application.

ﬁ Alex Nels
) ex on
l-'

m Alex Nelson
alex.nelson@acme.com

Profile

Activity

R @

Reports

“

Log Out

Image 62: Popup menu in the header of the user interface

4.2.5.1 User information

By selecting on Profile, a dialog window opens, showing the following sections:
e Details
e Security
e Settings

e Search History

Note: The user leaves the profile settings by selecting the name of the IMIS®/wClient application or

archive (e.g. IMIS/ARChive Server).

IMiS/wClient
- Administrator /# Edit

Details

Image 63: Transition from profile settings to the entity review in the archive
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4.2.5.1.1 The Details tab

The “Details” tab contains the following information on the logged-on user:

First name: the first name of the user.

Last name: the last name of the user.

Email: the email address of the user.

Security class level: the security class level of the user.

The madified value is shown after 15 minutes or after logging out and logging back in.

The administrator has a special value (1) which is not mapped to the text.

Created: the user that created the directory entity and the date and time of creating

the directory entity.

Modified: the user that last edited the directory entity and the date and time of the last

change to the directory entity.

Aliases: alternative names of the directory entity with which the directory entity can

access the archive.
Member of groups: view of the list of groups of which a specific user is a member.
Type: a directory entity type (user, group).

Identifier: the unique identifier of the user.

7 Edit
o Alex Nelson
Details

First name Alex
Last name Nelson
Description Sales - Controlling
Emai alex.nelson@acme.com
Security class level Top Secret
Created System Administrator 1. Jan 0001, 01:22
Medified . Administrator 2. Sep 2021, 10:31
Aliase
Member of groups Everyone
Type User
dentifier anelson

Image 64: Display of details in the “Basic” tab
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By selecting the action “Edit”, the user edits information in the “Basic” tab.

The user has the following icon (avatar) management options:

e Change avatar: selecting a new image file from the file system. The change becomes

effective as soon as the file selection is confirmed.

e Remove avatar: remaoval of the existing image. The change is executed immediately.

After the removal it is replaced by the default image.

100 Alex Nelson
Details
First name
Last name
Description
Email

Security class level
Created

Modified

Aliases

Member of groups

Type

Identifier

Change avatar Remove avatar

Alex
Nelson
Sales - Controlling

alex.nelson@acme.com

Top Secret
System Administrator 1. Jan 0001, 01:22

@ ~Administrator 2. Sep 2021, 10:31

Everyone

User

anelson

Image 65: Editing user details
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Connected accounts

When defining the connected accounts, the logged-on user manages the external identities,

which can be used to log in to IMiS®/ARChive Server.

Connected accounts

G Google (0IDC)
=. Microsoft Azure (0IDC)
=. Microsoft Azure (SAML)
f Facebook (0IDC)

Image 66: Display of connected accounts available

Note: The action "Connect” is enabled if the parameter “Enabled” under “ldentity linking” is checked in

the IMIS®/ARChive Server (wAdmin) settings.

By selecting the action “Connect”, an authorization page opens at the external identity
provider, where the user allows the use of the external identity or enters the username and
password. After a successful authorization, the link is added to the profile of the logged-on user
under the connected accounts listed.

The logged-on user remaoves the link by selecting the action “Remove”.

Connected accounts

G Google (0IDC)
=. Microsoft Azure (0IDC)
=. Microsoft Azure (SAML)
f Facebook (0IDC)

Subject Issuer Status

1. 109489847908318677460 https://accounts.google.com ] Remove
https://login.microsoftonline.com/6ca0fd20-5d0b-4b34-95f0- )

2. yuCgkNPebAvHdcYVBMKRTDWITEpXnGhBp7CrYsX2Jfy £8d3b5c34c72/v2.0 ] Remove

3. wnaiiien@imis.si https://sts.windows.net/6ca0fd20-5d0b-4b34-95f9-f8d3b5c34c72/ e Remove

Image 67: A link added to the logged-on user's profile

Note: For more information on setting editing permissions see chapter "Server Configuration” /

“Authentication” in the IMIS€/ARChive Server Manual.
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4.2.5.1.2 The Security tab

The “Security” tab is used to manage the “Password” and review the “Session history”.

# Edit
L Alex Nelson

Security

Password Change password

Image 68: Display of the “Security” tab

Note: By unchecking the parameter "Show closed’, the list shows only active sessions. On the right, the

user can see the displayed sessions counter.

Password
By selecting the action “Change password”, the user is shown a dialog box for entering the
current password and the new password, which the user must confirm. The user confirms the

final change of password by selecting the command “Change password”.

Password

Password

CHANGE PASSWORD CANCEL

Image 69: Display of the window for changing the user password

By selecting the action “Logout”, the logged-on user can close the current session, while the

user with permission (administrator) can close the active session of another user.

To make searching for attributes on a list easier, the user with permission can use the
browser. By entering at least two characters of the search string, the user narrows the scope

of the search results displayed on the list.
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4.2.5.1.3 The Settings tab

The “Settings” tab is used to manage the view of entities and set the parameters for

connecting to the IMiS®/wScan scanning module.

# Edit

e Alex Nelson

Settings

Language English

Display reason dialog No

Manx collection size 500

Max search results 250

Search should return exact matches Yes

IMiS/wScan

URL https://localhost:5443

API key imiswscan

Image 70: View of the “Settings” tab

Under the settings of the view of entities, the logged-on user can set the following attribute

parameters and values:

e Language: Selecting the display language. After confirmation the user interface is

displayed in the selected language.

Choose a language

English Slovenscina

Image 71: Language selection dialog

e Display reason dialog

By checking the parameter, the user enables the display of the dialog box for entering the

reason for performing the action.

The dialog box shows an additional field for the user to (optionally) enter the reason
before performing any of the following actions:
- Creating an entity (dialog box, input field).

- Modifying a template (dialog box).




- Opening an entity (dialog box).
- Editing an entity (dialog box).
- Creating a new version of the entity (dialog box, input field).

- Adding an entity to the queue for indexing or conversion (dialog box).

The user can disable the entry of the reason when first entering the reason for
performing the action. The setting applies to any subsequent execution of the above-

mentioned actions.

Entity create

Reason to create an entity

Display reason dialag

NEXT CANCEL

Image 72: Dialog box for disabling the entry of the reason for performing actions

Max collection size
By defining the attribute value, the user limits the number of entities shown on the list.
The default value is defined in the settings (assets/settings.json).
Max search results
By defining the attribute value, the user limits the number of entity search results shown
on the list. The default value is defined in the settings (assets/settings.json).
Search should return exact matches.
By checking this parameter, the logged-on user defines that the search will be
performed with the search engine built into the archive.
The default value is “False” and can be changed in the file settings.json
(search.exact_match).
Categories
If the user selects a categorized Keywords view (sys:Keywords or sys:Category) in the
entity view mode, the categorization settings are saved for the template under which the
categorization was performed.

For more information on categorized views see chapter View mode.
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e Alex Nelson

Settings

Language English
Display reason dialog
Max collection size

500

Max search resulis 250

Search should return exact matches

Cateqgories

Reset

Image 73: Showing the basic settings

The action “Reset” enables the user to restore the original status and set the default value.

IMiS®/wScan
While defining the parameters for connecting the IMiS®/wClient web client with the
IMiS®/wScan scanning module, the user can set the following attribute values:

e URL: Address of the IMiS®/Storage Connector Services REST

e APl key: Security key preventing unauthorized use of the API.

IMiS/wScan

URL https://localhost:5443

APl key

Imiswscan

@ Verified Reset

m Cancel

Image 74: Setting the parameters in the “IMiS®/wScan” tab

The action “Reset” enables the user to restore the original status and set the default value.

Before capturing scanned documents, the settings of the service address (URL) and the
security key (APl key) must be coordinated with the settings of the IMiS®/Capture Service in
the “Security” tab.

2023 © MARGIS Inc., All rightis reserved. 97




IMiS®/wClient Manual Version 1.9.2310

Verifying the validity of the service address settings is performed in editing mode automatically

when modified, or on demand by clicking on the verification status text (Not verified, Verified).

IMiS/wScan
URL hitps:/localhost:544
APl key .
Imiswscan
© Not verified | Reset
m Cancel
Image 75: Validity of the service address settings not verified
IMiS/wScan
Rk hitps://localhost:5443]
APl key

Imiswscan

@ Verified | Reset

Image 76: Validity of the service address settings verified

4.2.5.1.4 The Search history tab

The “Search history” tab is used to view the last searches performed by the logged-on user.

190 Alex Nelson 7 Bt
Details Security Settings Search History

Clear all
maxDepth:3 6.5ep2021,11:52  Remove
title:"Shipping costs" content:manufactured 6.8ep2021,11:51 Remove
title:"Shipping costs" after:2021-09-06 6.5ep2021,11:51 Remove
title:"Shipping costs" 6.5ep2021,11:50 Remove
owner:anelson 6.5ep2021,11:49 Remove
production 6.5ep2021,11:49 Remove

Image 77: View of the “Search history” tab
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The user can remove the search result record by selecting the action "Remove".

4.2.5.2 Information about audit log events
By selecting the command “Activity”, the user is shown information about audit log events for
the selected user and entity. More information on the Activity action is available to the user in

the chapter Searching audit log events.

4.2.5.3 Reports
The IMiS®/wClient enables users with a Reports role on the server to create reports on the
IMiS®/ARChive Server. Logged-on user can create report on folders, documents, document

contents, retention, reviews, user access, entities, classification scheme

Report types
]
Folders Documents Contents Retention
Shew folders report. Shew documents report. Show centents report. Shows archive retentien policies and dispesition
holds report

Review Access

Shows access control report.

Classification scheme

Classification scheme Classification scheme with folders

Shows classes classification scheme. Shews classes and folders classification scheme.

Other

Entity details Deleted Queue

Shows entity detalls Shows delsted entities report Shows entities trash gueue report

Image 78: Report types

For more information on specific report see chapter Reporting.




4.2.5.4 Logout
By selecting the Log out command, the user logs out of the archive. A login window appears for

logging in to the archive. For more information see chapter Login and logout.

4.2.5.5 About
By selecting the “About” command, the user is shown information about the application and
licensing terms. More information on the About command is available to the user in the

chapter About.

4.2.5.6 Display of entities

By selecting the icon to the right of the command bar, the user can define the display

mode for the list of entities.

List
Grid

ltem check boxes

Category

Keywords

Classification Code
Description
Modified

Custom...

Image 79: Setting the display of entities

4.2.5.6.1 View mode
In the View mode, the user defines how the entities are displayed in the central view and marks
entities for performing actions. The available options are:

e List

e Grid

e |tem check boxes.




4.2.6 Search

Located above the central view in the header of the user interface is the Search field.

It enables the user to search by the metadata of selected entities and to search by the entire
text of the content of documents over the entire archive.

For more information on search options see chapter Search functions.

4.3 Actions
This chapter describes the actions of the IMiS®/wClient on the selected archive:

e Entity access

e (Creating an entity

e FEditing entity data

e Entity move

e (Content management

e Versioning

e Search functions

e Archiving email messages

e Acquiring authenticity evidence

e |mport

e Export

e Deleting an entity.

4.31 Entity access

Access to the entity in the classification scheme depends on the:
e Security class of the entities.
e User’s security class level.

e User’s access right.

4.3.11 Security class of the entities

This setting in the entity details specifies the set of available entity security classes based on
the entity's position in the classification scheme.

For more information on security classes see chapter Access in the IMiS®/ARChive Server
user manual. Changing the security class of the entities is described in greater detail in the

chapter Changing the security class.
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Create Document

DETAILS
Editors g Alex Nelson -
& Jerry Turner B
John Smith B
@ Keira Clay -

® Marco Welch +

X
X
X
o

binary [8

bool
double
atirlabel
time n
attruint64

Reason

CREATE CANCEL

Image 107: Entering the values of multiple directory entities

After entering all of the required and desired attribute values in the Details tab, the user

continues by entering the values in the remaining tabs.

4.3.2.3 Entry of the classification code
The entry of the classification code for new entities depends on the selected type of

classification code generation of the parent class or folder.

In the preview or open mode, the information about the classification code of an existing entity

is in the Details tab in the set More.
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In the editing mode, the drop-down list of the field Child classification code generation allows
the user to set the entry type for the selected class or folder:

e Automatic: Entity numbering is automatic. The classification code of child entity is
generated automatically by the IMiS®/ARChive Server. These classification codes appear
as successive numbers, with each new child entity increasing the number by one.

e Manual: Entity numbering is manual. The classification code of child class or folder entity
must be entered manually by the user. This classification code may be any combination of
letters and numbers, providing it is unique inside the entire parent class.

e »Manual (Optionall«: Entity numbering is flexible.

If the user manually sets the classification code, the server first checks whether the code
is duplicate. If it is, it rejects it with an error. If the user does not manually set the

classification code, the server assigns it automatically.

| Manual (optional) |

Automatic

Manual

Manual (optional)

Image 108: Selecting the type of classification code entry for the contained entity

In the event of a manual entry of the classification code, the user only enters the relative (own)
part of the classification code, and the full classification code is then created from the parent

entity's own classification code and the code input by the user.

Example: (see below] Inside a class with the classification code 05.04, the user creates a new folder for
which user manually input IS-EXP-1000 as the relative part of the classification code. When the folder is
saved to the IMiIS€/ARChive Server, its full classification code will be 03.04.1S-EXP-1000.
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Create Document X

Details Physical Properties

Parent Administration

Template* B Document v

Standalone document entity

Title* Export

Mandatory value for naming entity

Classification Code | IS-EXP-2000|

Description Export documents

Status Opened v
Security class Confidential v
Significance Retain v
owner ® Alex Nelson
Keywords office () documents (% export (&

Important words used in entity

Categories administration (&

Content &3 Drag and drop files or click
Binary content container

() certificatenit 158.7 kB

External Identifiers

Custem external entity identifiers

Review date 09.09.2009 0719 E
Create another Cancel

Image 109: Manual entry of a child entity’s classification code

IMiS/ARChive Server > Administration
Title -4 Classification Code Creator Owner

‘ Export 3/IS-EXP-2000 Administrater (admin) Alex Nelson (anelson)

Image 110: Display of manually entered classification code

4.3.2.4 Setting an entity's security class
This setting hides entities from users whose security class level is not high enough to access
them. The user with the Create entities permission can specify a new Security class for new

entities in the Details tab in the Create entity dialog box.

Inherited ~

Inherited

Unspecified
Top Secret
Secret
Confidential

Restricted

Image 111: Specifying the security class of a new entity

2023 © MARGIS Inc., All rightis reserved. 123




IMiS®/wClient Manual Version 1.9.2310

Security classes are predefined, and range from lowest to highest as follows:

e Inherited: The security class is implicitly inherited from the parent entity.
In case of root classes, the inherited security class value is empty.

e Unspecified: Access to this entity is not specified.

e Restricted: The entity is an internal matter. It may only be accessed by users with a
clearance level Restricted or higher.

e (Confidential: The entity is considered confidential. It may only be accessed by users with
a clearance level Confidential or higher.

e Secret: The entity is considered secret. It may only be accessed by users with a
clearance level Secret or higher.

e Top Secret: The entity is considered top secret. It may only be accessed by users with a

Top Secret clearance level.

Change security class

Entity | Release notes

Security class | Confidential INHERITED

Reason* (& GENVET INHERITED

Unspecified

Top Secret NCEL

Secret

Confidential

Restricted

Image 112: Entity information after entering the security class

4.3.2.5 Entering the status of an entity
The user with the Create entities permission can specify the Status of new entities in the

Details tab in the Create entity dialog box.

The user can choose from predefined values for the status of an entity:
e Inherited: the status of the entity is implicitly inherited from the parent entity.
In the case of root classes, it matches the status Opened.
e QOpened: the status of the entity changes explicitly to Opened.

e C(Closed: the status of the entity changes explicitly to Closed.
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Create Document

DETAILS

Parent wClient project
Template B Document
Title Development strategy
Description | Total transformation through a right-the-time approach

Status ‘ Opened INHERITED ‘

Security class Opened ([RENED

o Opened
Significance
Closed
owner | @@ Alex Nelson
Keywords  gevelopment strategy
Categories development
Content
External Identifiers

CREATE CANCEL

Image 113: Specifying the status of a new entity

4.3.2.6 Entry of physical content metadata
In the case of a document- or folder-type entity, information about the physical content is also

available to the user in addition to the above-mentioned information when in open or edit mode.

When capturing physical content into its electronic form, users may add metadata that
describes the physical location of the stored content, in addition to other types of metadata.
The location metadata is optional. Entry of physical content metadata is possible upon

capture/import, or later when the content is already stored in electronic form.

By selecting the Physical Content tab in the editing mode, a list of attributes, referring to the

description of physical content, appears.
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The list of user permissions on the selected metadata of the entity consists of the following
access rights:
e Read: the user has permission to read the value of the selected metadata of the entity.
e \Write: the user has permission to edit the value of the selected metadata of the entity.
e Create: the user has permission to create the value of the selected metadata of the
entity.
e Delete: the user has permission to delete the value of the selected metadata of the

entity.

The user confirms the changes to the explicit permissions with the Save command or cancels

them with the Cancel button.

4.3.3.5 Editing retention policies
The user with the Change retention permission can edit the retention periods and disposition

holds of the selected entity by selecting the Edit command.

A new window opens containing the tabs:
e Retention policy: entity retention policy list.

e Disposition hold: entity disposition hold list.

In the central view of the contained Retention policy tab is a list of retention periods for the
selected entity. The user can edit only the explicit retention periods.

The inherited retention periods cannot be edited.

Export
Retention

Retention Policy

40 10-years INHERITED ~ Valid for B Classes Wm Folders |l§ Documenis

Image 140: The Retention policy tab in editing mode

The user can remove explicit retention periods from the list by clicking on the icon = at the

end of the record of an individual retention period.
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The user confirms the changes to the retention periods with the Save command or cancels

them by selecting the Cancel command.

In the central view of the contained Disposition hold tab is a list of disposition holds for the

selected entity.

Export
Retention

Disposition Hold

Legacy procedure

Il Legacy procedure

Image 141: The Disposition hold tab in editing mode

If the disposition hold is not given on the list, the user can select and add it using the Add

button in the top part of the view.

The user can remove disposition holds from the list by clicking on the icon at the end of the

record of an individual disposition hold.

The user confirms the changes to the disposition holds with the Save command or cancels

them by selecting the Cancel command.

4.3.3.6 Changing the classification code of an entity

The user can change the relative entity classification code even after assigning the
classification code on entity creation. The classification code can be changed only on entities
where the classification code of their parent entity has been set to “Manual” or “Optional”.
For more information on setting the parent classification code see chapter Entry of the

classification code.

For changing the classification code of an entity, the user has to have the Change entity
permission on the entity. The user can change the current classification code on existing
entities by selecting the Actions command in the command bar and the Classification code

action in the popup menu.
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Distribution

Details
Title
Description
Parent
Created
Modified
Status
Security class
Significance
Owner
Keywords
Review date
~ Retention

49 10-years
Valid for Classes

/7 EDIT ACTIONS v = O]

Distribution

The process of
available for the

IMiS/Archi
@ ~dministrat b
@ 2dministrat

Opened A
Restricted L4
Retain

mB Alex Nelson

Status

Security class
Share

Mew reference

New version
Classification Code
Move

Delete

Import

Export

distribution  service

Folders . Documents

Image 142: Selecting the classification code

In the Change classification code dialog box in the Classification code field the user enters the

new relative entity classification code.

The user writes a reason for the classification code change in the Reason to change field.

The change of classification code for the selected entity is confirmed using the Save button.

Change classification code

Entity [ Cerificate of origin
Classification Code* 1S-CC-027

Reason* Evidence change

Image 143: Selecting the classification code and giving the reason for the change

2023 © MARGIS Inc., All rightis reserved.

143




IMiS®/wClient Manual Version 1.9.2310

4.3.3.7 Changing the status of an entity
For changing the status of an entity, the user has to have the Change status permission on the
entity. The user can change the current status on existing entities by selecting the Actions

command in the command bar and the Status action in the popup menu.

m @ OPEN 7 EDIT ACTIONS = 0}

ults

Status
Distribution Security class
Details Share
Title Distribution New reference
Description ;C:i aﬁ;'}%ﬁ ﬂi New version
Parent IMiS/Archi Classification Code
Created @ ~dministrat Move
Modified . Administrat Delete
Status Opened Import
Security class Restricted Export
Significance Retain
Owner @ Alex Nelson
Keywords distribution  service
Review date
~ Retention
49 10-years
valid for Classes Folders . Documents

Image 144: The popup menu for selecting the Status command

In the Change status dialog box in the Status field the user selects the desired status from the
drop-down menu.
For more information on the set of predefined values for the entity's status see chapter

Entering the status of an entity.

Change status

Entity Distribution

Status | Opened |

Reason INHERITED

Opened

Closed ANCEL

Image 145: Selecting the status

2023 © MARGIS Inc., All rightis reserved. 144




IMiS®/wClient Manual Version 1.9.2310

The user writes a reason for the status change in the Reason to change field.

The change of status for the selected entity is confirmed using the Save button.

Change status
Entity Distribution
Status | Opened

Reason | Re-open document

SAVE CANCEL

Image 146: Selecting the status and giving the reason for the change

4.3.3.8 Changing the security class

To change an entity's security class, the user must have the Change security class access
right on the entity.

The user can change the current security class on existing entities by selecting the Actions

command in the command bar and Security class in the popup menu.

m @ OPEN s EDIT ACTIONS = 0}

Status
Distribution e
Details Share
Title Distributien New reference
Description ;—C:i arlg:igefsosr ?g‘ Mew version
Parent IMiS/Archi Classification Code
Created . Administrat Move
Modified . Administrat Delete
Status Opened Import
Security class Restricted Export
Significance Retain
Owner B Alex Nelson
Keywords distribution  service

Image 147: The popup menu for selecting the Security class command

In the Change security class dialog box in the Security class field the user selects the desired
security class from the drop-down menu.
For more information on the set of predefined values for the entity's security class see chapter

Setting an entity’s security class.
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Change security class
Entity Distribution
Security class | Restricted N

- INHERITED

Reason®
Unspecified
Top Secret

ANCEL

Secret

Confidential

Restricted

Image 148: Selecting the security class

The user enters the reason for the change of security class into the Reason to change field.

The change is confirmed by clicking the Save button.

Change security class

Entity Distribution
Security class | INHERITED N
Reason'  Raise the security class

SAVE CANCEL

Image 149: Selecting the security class and giving the reason for the change

4.3.3.9 Sharing an entity

An entity can be shared by a user with the Read permission.

The user creates a copy of the link to the entity and saves it to the clipboard.

In open mode, the user selects the entity. By selecting the popup menu on the marked entity,

the user selects the command Share.

IMiS/ARChive Server > Maintenence > Customs documentation m © OPEN £ EDIT  ACTIONS ¥ = @
3results
e s odied Customs declaration.pdf
[ Customs declaration pdf 716.0kB 10.5ep 2021
o Preview Customs declaration pdf
> @ invoicedf 332kB 10. Sep 2021 POF

@ bownlozd application/pdf

Copy 71608
Ep— 10. Sep 2021, 08:38
10. Sep 2021, 08:38
* Manage 10. Sep 2021, 08:38
Indexed Yes
Signed No
Identifier N4sEdE50qxicRp7M15ZFpQcKrJOX6sHH

Image 150: Selecting the command Share in the popup menu
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A dialog box opens containing the created link to the selected entity or content.

Share
Entity B Customs documentation

[5 Customs declaration. pdf

Link | https://apps01.imis.si/wclient/1.7.2110.7-beta.8/#/archive/iarc/entities/E86kFeoX0KIFDEABGEA 1 eM3RI

=

Image 151: Displaying the created link to the selected entity

By clicking on the field, the user can select the full text of the displayed link. Selecting the email
icon opens a window for a new email message in the default application. The button Copy copies

the link the same as using a right click and Copy over highlighted text or Ctrl+C over

highlighted text.

Share
Entity | i Customs documentation

Link https://apps01.imis.si/wclient/1.9.2310.10-beta 3/#/archive/iarc/entities/ab09e558291528ab117b30e1¢

&

Image 152: Copying the link to the selected entity

By confirming the action Copy, the link to the entity is copied to the clipboard.

Customs documentation
Link copied to clipboard !

Image 153: Notification of copying a link to the clipboard

148
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By selecting the icon , the user is shown the email content in the default messaging client

with a link to the entity/content.

Send SendandFile.. SaveasDraft DeliveryOptions.. P> = & Signature~ Display~ More™

Subject: |Customs.

cam) shared "Customs " on IMiS/wClient|
https:/fapps01.imis.sifwclient'1.7.2110.7-beta 6/#/archive/jarc 102/entities /E86KE «9X0KIFDOABGEA T eMIRKAKuXAoy/view?id=0ENVWLUAUR I OUNBOSMrHjoghKHI1 3zpL

Image 154: Sending a link to the selected entity/content by email

By clicking the link, the email recipient is shown a login window of the IMiS®/wClient.

After login, the user is shown the selected entity/content in the preview mode.

4.3.3.10 Adding and editing references

References enable a user to establish connections between entities and instantly move to

other entities in the classification scheme.

To add references on an entity the user must have the Create reference permission.

The user can add a reference on existing entities by selecting the Actions command in the

command bar and New reference in the popup menu.

Note: Functionality is supported in IMiIS/ARChive Server version 9.9 or higher.

m @ OPEN # EDIT ACTIONS = @

ults
Status

h .
. Customs documentation Security class

Details Share
Title Customs docur New reference
Description New version
Parent Distributial Classification Code
Created Administrat
; . Move
Modified . Administrat
Delete
Status Opened
Export
Security class Restricted INHERITED
Significance Retain INHERITED
Owner
Keywords

Image 155: The popup menu for selecting the New reference command
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The user is shown a dialog box for adding a reference.

New reference

L -
. Customs documentation

Search for entity...

More v

CANCEL

Image 156: The dialog box for adding and editing a reference

By selecting Search for entity, an entity tree opens for the user in the dialog box.

By confirming the selection of the relevant entity (Add), the user establishes a reference

between the entities.

Select entity
< Administration

Accounts

Agreements

Terms and conditions

ADD

CANCEL

Image 157: Selecting Search for entity« in the New reference dialog box
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After confirming the detachment of converted content, the selected content is classified under

the last content on the list.

Content Drag and drop files or click

Binary content container

B Invoice_63418_2020.pdf 310.5kB
@ Invoice_62536_2020.tif 381.5kB
Invoice_62536_2020 [OCR].docx 6.0 kB
B Invoice_62536_2020 [OCR].pdf 99.2 kB

Image 226: Displaying detached content on the list

Warning: Removal of source content is possible only after a prior removal of all interpretations of the

content. While removing content at individual levels, the entity must be saved.

4.3.6 Versioning

The user is enabled the versioning of the values of document attributes. The properties that
have been madified in individual document versions can be reviewed only on templates that
enable versioning. The basic condition is that the template attribute has been marked as
“versionable”.

This functionality is supported in IMiS®/ARChive Server version 9.9 or higher.

For more information see chapter Versioning in the IMiS®/ARChive Server Manual.




4.3.6.1 Creating new version
By selecting the action “New version” in the popup menu on the “Actions” button in the
command bar or on the document selected from a list, the user is shown a dialog box with the

relevant tabs and set of attributes.

m @ OPEN s EDIT ACTIONS = 0]

Status

1Y . P
. Cerificate of origin Security class

Details Share
Title Cerificate of ori New reference
Description New version
Farent Administr3 Classification Code
Created Administrat
. Mave
Modified @ ~dministrat
Delete
Status Opened INHERI
Export
Security class Confidential INFERITED
Significance Retain
Owner Grace Layton

Keywords certificate  origin
Categories administration
Review date 31. Jul 2020, 16:05

Image 227: Selecting the action “New version” in the popup menu

In the Details tab the following attributes are available to the user:

e \Version:; selecting a document version. The available options are:
— Major: signifies major changes to the document.
— Minor: signifies minor changes to the document.
— 3" level: signifies minimum changes to the document.
— 4% |evel: signifies the smallest changes to the document.
— Overwrite: overwrites the existing document version.

e Comment: a comment to the document version.

e Title: the name of the document. This attribute is mandatory.

e [Description: a short description of the document.

e Significance: a set of available document significances.

e QOwner; the directory entity (user or group) that is responsible for the selected

document version (owner).
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e Keywords: document-related keywords. This attribute can have multiple values.

e (Categories: a collection of document categories.

e (Content: document contents.

e External identifiers: a list of the unique external identifier of the document version on the

server.

Cerificate of origin

Details ecurit
Version ‘ Major 3 ‘
Minor
Title* 3rd level
4th level
Description Overwrite
Owner @ Administrator
Keywords certificate origin
Important words used in entity
Categories administration &
Content

&3 Dragand drop files or click

Binary content container

original xls 30.5kB

[5 | Application.pdf 514.8 kB

[F] | Examples.ppt 1.7MB
> Certificate of Origin.docx 13.8kB

Image 228: Checking out a document version

The user confirms the checking out of a new document version with the Save command or

cancels it with the Cancel button.

Cerificate of origin
Entity saved

Image 229: Information about saving a document version

Note: While creating a document version, the source document is available to other users only in read-

only mode.
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4.3.6.2 Reviewing a document version
In the preview mode and open mode, the user can review document versions in the set

Versions in the Details tab in the right view.

~ Versions
m Cerificate of origin
Administrator 22. Sep 2020, 09:29

Cerificate of origin

3 Administrator 17. Sep 2020, 18:01
Cerificate of origin

2 Administrator 21. Jul 2020, 16:05

11 Cerificate of origin

Administrator 8. Jul 2020, 12:03
Cerificate of origin

Administrator 5. Jul 2020, 07:15

Image 230: Displaying document versions in the set Versions

Note: The last saved document version is placed at the top of the view. The selected document version

/s marked in blue.

4.3.6.3 Editing document version

The user can edit only the values of attributes to which he has the appropriate access rights.

By selecting the icon on the document version record, the user can choose from the
following options in the popup menu:

e QOpen: opens the selected document version in the reading mode.

e Edit: opens the selected document version in the editing mode.

e New version: creates a new version of the document via a dialog box.

e Delete: deletes a document version.

~ Versions

Cerificate of origin
m Administrator 22. Se

Open
Cerificate of origin )
3 Administrator 17. Se Edit
New version
9 Cerificate of origin
Administrator 21. Ju Delete

Cerificate of origin

1.1 Administrator 8. Jul 2020, 12:03

Cerificate of origin
Administrator 5. Jul 2020, 07:15

Image 231: A popup menu on the document version
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In edit mode the user can change the attribute values.

Cerificate of origin
Details
Template* B Document
Standalone document entity

Title* Cerificate of origin

Mandatory value for naming entity

Description

Significance | Retain

Owner 2 Grace Layton
Keywords certificate origin
Important words used in entity
Categories administration
Content Drag and drop files or click
Binary content container
Original.xls 30.5kB
[5 | Application.pdf 514.8 kB
[8] | Examplesppt 1.7 MB
Certificate of Origin.docx 13.8 kB
= Content.txt 3.0kB

m Cancel

Image 232: Opening a document version in editing mode

Note: When editing the document version, the values of attributes with the property Versionable will
apply only to this version. By changing the values of attributes that do not have this property,

the changed values will be saved in all previous versions of the document.

The user can delete an individual version of the document or the versioned document by

removing every single version.

4.3.6.4 Creating draft
If the user wants to check in a document version at a later time, he can save it temporarily

with the command Save as draft.

Note: While preparing and creating a draft, the value of the draft attribute "Owner" changes to the
current user. Thus, the document owner differs from the draft owner.

Depending on the settings for access permissions to the attribute of the directory entity type
"sys:Owner', it is possible that the document; owner will not see the draft in the Drafts folder but will see

it on the list of entities.
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The default settings for hiding and displaying the order of attributes in the search are defined in
the file settings.json, where they can be defined in the elements search.profiles and

search.views.

search.profiles Description

Id Profile identifier.

Attributes Collection of attributes.

filcer_type Type of attribute filcer. The set of values:

- Include. certain attributes will be displayed.

- Exclude. certain attributes will not be displayed.

Table 12: Setting a collection of profiles

search.views Description

profile Profile identifier from search.profiles.

archives Collection of archive identifiers.

members Collection of directory entities.

editable Defines whether the search view can be edited.

The set of values:

- true. The user modifies the view which is saved to the
user settings. Default value.
- false. Disables editing the view.

Table 13: Setting the search view
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By selecting the icon “.*, a dialog box opens for setting the attributes for defining the custom

search conditions. In the menu, the user is offered both the system attributes and the custom

attributes.
Edit search view
Check all Reset
Title Visibility
= Directory Entity
= Evaluation
= string20
= String30
= Title
= String 10
= Decimal2
= Decimal 3
= UINT128
= INT128
= UINTB4
= Scope
= Recursive
= Maxdepth
= Fulltext search
= Include
= Owner
= Keywords
= Date modified
= Content description
= Review date
= String 200
m Cancel

Image 240: Setting the attributes to define the search conditions

By moving the icon in front of the title of the attribute for defining the search conditions up

or down, the user defines the sequence of the display of attributes in the search dialog box.
The user has the option of defining a single description for all selected entities.

By checking the checkbox, the user can check or uncheck all attributes for defining the search
conditions simultaneously ("Check all").

The user selects “Reset” for the default display settings.

By confirming the selection (“Save”), the display settings are saved to the user profile and the

set of displayed attributes for defining the search conditions is adjusted accordingly.

By selecting the “Cancel” button, the settings are not saved.
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Advanced

Type filter text

Directory
Entity
SCcope Search for entity...

Max depth
Owner

Content
description

HEIS a0 After B Before B
The review date log

Image 241: Displaying the set of attributes for defining the search conditions

The user has the option of filcering the attributes for defining the search conditions.

By entering text in the Type filter text field, the set of displayed attributes is limited

accordingly.

Example 1. The user previously searched by the value of the attribute Full text search = STATE
DEPARTMENT. The user enters the search string “sc” in the Type filter entity field.
The set of attributes which will be searched is limited to attributes with titles containing the search

string “sc”. Additionally, the set of attributes for the search also contains the attribute Full text search
with the value STATE DEPARTMENT.
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Type filter text

Include B CLASSES Im FOLDERS
Scope Development x
Recursive

Max depth 4

Title

Full text search | state department
Content
description

Owner m  Alex Nelson

Date medified | Any time

Advanced

I DOCUMENTS

SEARCH CANCEL

Image 242: Before entering the text of limiting the set of attributes for the search

sC

Scope Development =
Recursive
Max depth 4

Full text search | state department
Content
description

Owner m Alex Nelson

Advanced

SEARCH CANCEL

Image 243: After entering the text of limiting the set of attributes for the search
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Example Z2: Building on the previous example, the user removes the value GENUINE from the field for
entering the value of the attribute Full text search. The user reenters the search string “sc” in the Type
filter entity field and performs the search. The set of displayed attributes which will be searched is

additionally imited to attributes with titles containing the search string "sc”.

Search  sc
Scope Search for entity...

Content
description

Image 244: Example of limiting the set of attributes for the search

4.3.71 Full text search

The user begins searching the full text of the content by entering a search string in the Search

field in the header of the user interface. The user confirms it by selecting the icons ,

which denote a search or “Enter” on the keyboard.

state depariment] Q

Recent

Search history is empty

Search Cancel

Image 245: Entering a search string in the Search field

An alternative way of searching the full text of the content is by selecting the Search field in
the header of the user interface, selecting the section “Advanced” in the Search dialog box and

entering the search string in the »Full text search« field in the »Search« dialog box.
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4.3.7.7 Searching Audit log events

By selecting the username or icon and the action Activity in the popup menu, a dialog box

opens for searching for information on audit log events.

- Administrator
Administrator
admin@acme.com

a Profile

B Activity
" Reports
=] Log Out

Image 266: Popup menu for reviewing audit log events

IMiS/ARChive Server

Activity
User User
Entity Search for entity... v
Recursive
Events All events ~

Date After B Before B

Image 267: Setting the parameters for searching audit log events

The user can specify the following settings:

e User: by entering the search string, the user selects the directory entity from the list to

display information on selected audit log events.

User ‘ alex ‘

@ Alex Nelson (anelson)

Image 268: Selecting a directory entity from a list
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e Entity: the user can select or define one of the following search modes based on which
the information on selected audit log events will be shown:

— Browse mode: selects an entity in the entity tree.

Entity Administration v

Browse mode

Identifier

Image 269: Selecting an entity in the entity tree

— lIdentifier: defines a unique entity identifier on the server.

Entity Identifier ‘ hd ]
Browse mode

Identifier

Image 270: Defining an entity identifier

e Recursive: checking this parameter means that the search is implemented on the
selected entity and on all contained entities. On the contrary, by unchecking this
parameter, the user limits the search to the selected entity and the first level of sub-
entities.

e Events: selecting the audit log events for which the information will be displayed.

@;erts Audit Log Query ~

ACL entry change

() Audit Log Query

Configuration change
Content create

Content delete

Image 271: Selecting audit log events

e After: start of the time period for displaying information on audit log events.
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e Before: end of the time period for displaying information on audit log

Date 01.09.2021 00:00 E 31.08.2023 23:59 E

Image 272: Selecting the time range and save format of audit log

events.

events

By selecting the action View, a list of audit log events that match the search criteria is shown

by pages.

By selecting the action Save, a popup menu appears with the possible formats (CSV, XML) for

saving information on audit log events.

A 8 c D 3 F G H |
Sequence Time User  Address Computer  InternalAddress [t} ClassificationCode EventType

11 2020-04-01T09:00:247 anelson 127.0.0.1 SERVER RSUtRGVPti7y7_zbalvAla7logfulylm c=3"C=8 ENTITY_REVIEWED
anelson 127.0.0.1  SERVER XB8d_bpJV]UoGxaD_0jm06OIDI-R2fk1 €=3/F=2020-000030 ENTITY_REVIEWED

9 2020-04-01T09 anelson 127.0.0.1 SERVER ijddH_IP2TBdj6hQMIToEzZLSPAAZSKDT C=3"F=2020-000030"D=000001 ENTITY_REVIEWED
anelson 192.168.50.15 Mozilla/5.0 2a01:260:4086:1282:100::0 20GEGUVIgUMIDCOAGhTRKSagh6nAPV3_  C=3"D=000034 ENTITY_OPEN_READ_ONLY
7 2020-03-19T13, anelson 192.168.50.15 Mozilla/5.0 2a01:260:4086:1282:100:b _-a2axINwATyNWeVII9q1XgFqQKQWCEN  C=37D=000033 ENTITY_OPEN_READ_ONLY
6 2020-03-17T15:00:13Z anelson 192.168.50.15 Mozilla/5.0 2301:260:4086:1282:100::¢  RSUtRGVPLI7y7_zbalvAJ47logfulylm C=3nc=8 ENTITY_OPEN_READ_WRITE
5 2020-03-17T07:55:312 anelson 192.168.50.15 Mozilla/5.0 152.168.100.51 UI5xIqUKX70ano1FhnLNNnV_G2TITR71 ENTITY_SAVE
) 4 2020-03-17T07:55:312 anelson 192.168.50.15 Mozilla/5.0 192.168.100.51 UI5xIgUKX70anolFhnLNNnV_G2TITR71 PROPERTY_VALUE_CHANGE
10 3 2020-03-17T07:55:202 anelson 192.168.50.15 Mozilla/5.0 152.168.100.51 UI5xIqUKX70ano1FhnLNNnV_G2TITR71 ENTITY_OPEN_READ_WRITE
1 2 2020-03-12T14:12:03Z anelson 192.168.50.15 Mozilla/5.0 2a01:260:4086:1282:100::5 XB8d_bpJVjUoGxaD_0jm06OIDI-R2fK1 =2020-000030 ENTITY_SAVE
12 1 2020-03-12T14:12:037 anelson 192.168.50.15 Mozilla/5.0 2a01:260:4086:1282:100::5 XBS8d_bpJVjUoGxaD_0jm0GO0IDI-R2fk1 =2020-000030 PROPERTY_VALUE_CHANGE
13 02020-03-12T14:11:327 anelson 192.168.50.15 Mozilla/5.0 2a01:260:4086:1282:100::5 XBSd_bpJVjUoGxaD_0jm06OIDI-R2fk1 =2020-000030 ENTITY_OPEN_READ_WRITE

Image 273: Saving audit log events in the CSV format

<?xml version="1.@" encoding="UTF-8"2>

J
EventDetails
Retention policy conflict. No default reason available.
Retention policy conflict. No default reason available.
Retention policy conflict. No default reason available.

Changed properties: sys:Externallds

Changed properties: sys:Category, sys:Keywords

<auditlog.query.resultset xsi:schemalocation="http://www.imis.si/imisarc http://www.imis.si/imisarc/auditlog.xsd” xmlns="http://www.imis.si/imisarc” xmlns:xsi="http:/

<sessions>
<!--Audit guery sessions.-->
<session i closureReason="8"
<session i " closureReason="8"
" closureReason="8"
closureReason="0@"

192.168.50.15" internal_addres
192.168.50.15" internal_address=
192.168.58.15" internal_addres
192.168.50.15" internal_addres

2201:260:4086:1282:180: :

2a01:260:4086:1282:100::5" dateTimeOpened="2020-83-12T09:10:12Z" username="anelson"
192.168.100.51" dateTimeOpened="2020-83-17T06:81:88Z" username="anelson” computeris
c” dateTimeOpened="2020-83-17T14:44:317" username="anelson"
2a01:260:4886:1282:100::b" dateTimeOpened="2020-03-19T13:26:57Z"

<session id="1954" closureReason="0" address="127.0.8.1" dateTimeOpened="2020-84-01T@9:008:247" username="anelson” computerName="SERVER"/>

</sessions>

<events>
<!--Audit query events.--»
<!--Sort compare function is QuerySorter::CompareSESS_TS-->
<event sessionIld="1098" typ 2020-83-12T14:11:33Z" classificationCod:
<event sessionId="1098" typ 2020-83-12T14:12:03Z" classificationCod
<event sessionId="1898" typ 2020-83-12T14:12:837" classificationCod
<event sessionId="1196" typ 2020-83-17T07:55:20Z" classificationCod:

37F=2020-800030" context="XB8d_bplVjUoGxaD_ 8jm@e0IDi-R2fkl"/>
3F=2020-800030" context="XB&d_|
37F=2020-8080830" context="XB8d_bpIVijUoGxaD_8jm@e0IDi-R2fk1"/>
" context="UI5xIqUKX7@anolFhnLNNnV_G2TITR71"/>

bpIVjUoGxaD_@jm@60IDi-R2fkl" message

<event sessionId="1196" type= i 2020-83-17T@7:55:31Z" classificationCode="C=3" context="UI5xIqUKX7@anolFhnLNNnV_G2TITR71" message="Changed prop

<event sessionId="1196" typ
<event sessionIld="1222" type:
<event sessionId="1357" typ
<event sessionId="1357" typ

2828-83-17T87:55:317" classificationCod
2020-83-17T15:80:137" classificationCode=
2020-83-19T13:27:28Z" classificationCod
2828-83-19T13:27:487" classificationCod
<event sessionId="1954" typ 2020-04-01709:80:247" classificationCode="
<event sessionld="1954" type="26" seq="10" dateTime="2020@-84-01T09:00:247" classificationCode
<event sessionId="1954" type="26" seq="11" dateTime="2020-04-81T69:00:247" classificationCode=
</events>

37D=80@833" context
3°D=80@834" context="

Image 274: Saving audit log events in the XML format

" context="UI5xIqUKX7@anolFhnLNNNV_G2TITR71" message="get"/>
~C=8" context="RSUtRgqVPti7y7_zbalvAl47logfulylm”/>
-a2axINwA7yNWeV]19q1XgFqQKQHCEn" />
0GEGUV1gUMIDCOAGhTRkSagh6nAPV3_" />
(C=3"F=2020-000030~D=008001" context="1jddH_1P2TBdj6hQMIToEzLSPAA2SKL
=3"F=2020-800030" context="XB8d_bpIVjUoGxaD_8jm@60IDi-R2fk1"
C=37C=8" context="RSUtRqVPti7y7_zbalwAl47logfulylm” message=
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username="anelson"

messa
Retent



The number of events and users for each day in the selected time period is shown in graphs.

Events Users

2events

Title Details Identifier Classification Code | User | Delegate ‘ Version Device name Address Internal address Date

RSUtRQVP1i7y7_zbalv

fon policy conflic
3 | AJd710gfulyim

Entity reviewed efault rea: 38 Alex Nelson SERVER 127.00 1. Apr 2020, 11:00

ion policy conflic

XB8d_bpJVjUoGxaD_0|
efault reason av : !

MO6OIDIRA 3-2020-000030 Alex Nelson SERVER 127.00 1. Apr 2020, 11:00

Entity reviewed t

fon policy conflic 3.2020-0¢ '
ijddH_IP2TBdj6haMIT S2020000020/00000 | oo servER 127,00 1. Apr 2020, 11:00

stauttressonay | U ars Do

Z0GEGUVIgUMJIDCOA

/000024 Edge on Windows 10 02nee 0z 2a01:260:4086:128210 | 1o pro oo s
GHTRKSBQRGAAPYE. 00003: Alex Nelson Edge on Windows 10 | 192.168.50.15 b s

Entity open read-only

Image 275: Result of searching by audit log events

By selecting the icon the user defines which information will be shown in the columns.
In the top right part of the view, a popup menu appears with the following options:
¢ |dentifier: unique identifier of the entity on the IMiS®/ARChive Server.
o C(lassification code: the entity classification code for displaying information on audit log
events.
e User: the name of the selected user for displaying information on audit log events.
e Delegate: auser presented as a person authorized by another user in the authentication
process and who executed an operation on that user's behalf.
e \Version: the entity version for which data on selected audit log events will be displayed. If
it is not a document, the value is empty.
e Device name: the name of the device from where the request to perform an action on
the selected entity came.
e Address: the network address from where the request to perform an action on the
selected entity came.

e Internal address: the IP address, which is set by opening a new session.




12 events

Identifier
Classification Code
User

Delegate

Version

Device name
Address

Internal address

Image 276: Selecting information shown in columns

4.3.8 Archiving email messages
The IMiS®/wClient enables users to:
e Capture the received and sent email messages with corresponding metadata and
attachments, depending on the IMiS®/ARChive Server settings.

e Creating and saving email messages based on the template “Email”.

To enable capture, the server must be configured with at least one template that contains

email message attributes Email attributes.

4.3.81 Capturing received and sent emails
The user can capture a received or sent email directly from the messaging client (MS Outlook,

HCL Notes, etc.) and save it to the classification scheme of IMiS®/ARChive Server.
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<ts:Policy id="http.//www.si-tsa.si/dokumenti/SI- TSA-politika-za-casovni-zig-1.pdf"/>
<ts:Digest>

<ds.DigestMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#shal"/>
<ds.DigestValue>kKsYK3bWkp52Zc/wbgssA/XIbNsA=</ds.DigestValue>

</ts:Digest>
<ts:SeriaINumber>1084876537460..6624147310345175</ts.SerialNumber>
<ts:CreationTime>2014-04-02T709:45:00.0952</ts.CreationTime>
<ts:.Nonce>7949411139179750976</ts.Nonce>

</ts:TimeStamplinfo>

</dsig.Object>

</dsig.Signature>

</TimeStampToken>

<CryptographicinformationList>

<Cryptographicinformation Order="1"
Type="CERT">MIIEHDCCAwSgBAgIE..z90z6gk/2vorAfGEhuBSnBxVeolp</Cryptographicinformation>
<Cryptographicinformation Order="2"
Type="CRL">MIISKTCCERECAGEWDQAYJ....pYOZSYQAMkwE19LR3I/YOFg</Cryptographicinformation>
</CryptographicinformationList>

</TimeStamp>

</ArchiveTimeStamp>

</ArchiveTimeStampChain>

</ArchiveTimeStampSequence>

</EvidenceRecord>

Image 292: Example evidence record

4.3.10 Reporting
The user can make reports on:
e folders
e documents
e contents
e retention
e reviews
® 3dCCEss

e classification scheme

e entities

e deleted entities

e entities waiting for deletion.
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The user can access reports by selecting the username or icon and the action "Reports" in the

Administrator
Administrator
admin@acme.com

popup menu.

&  Profile

=] Activity
\~"  Reports
| Log Out

Image 293: Popup menu for selecting a report

Reports
Report types
.
] O 9
Folders Decuments Contents Retention Review
Show foiders rapart Show documents report Show contents report Snows archive retention policies and disposition Shows review report
nolds report.
Access

Snows access control report

Classification scheme

Classification scheme Classification scheme with folders

Snows classes classification screme Snows classes and folders classication scheme.

Other

Entity details Deleted Queue

Snows entity details Snows deleted entities report Snows entities trash quave rapart

Image 294: Review of available reports
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4.3.10.1 The Folder report
A folder report contains information about all the folders inside the selected archive, class or

folder. The user creates it by selecting the icon or the action “Folders” in the “Report types”

section.

By selecting the root of the archive or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.

The report will list all folders for the user throughout the archive or under the selected entity.

After selecting the action “Next”, the report is prepared.

Folders

Show folders report.

Scope Maintenence
¥4 Recursive

Next Cancel

Image 295: Defining the scope of the folders report

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive
e Scope: the scope of the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.

e Number of folders: the number of folders included.




By checking individual attributes in the category “View”, the folder data is shown in the report
in the following columns:

o C(lassification code: the classification code of the folder in the classification scheme.

o Title: the title of the folder.

e Template: the name of the template, on which the folder was created.

e Status: the current status of the folder in the context of the archive.

Status dictates whether certain actions on the folder are allowed or not.

e Significance: the significance of the folder in the context of the archive.

e Security class: the security class of the folder or document. Security class is used for
hiding entities from users, that do not have access rights to the entities set by the
Security clearance level.

e Current location: the current location of the folder's physical content.

¢ Home location: the home location of the folder's physical content.

o Number of entities: represents the number of all contained entities.
Folders

Scope Maintenence

Recursive
Summary Show

View Classification Code

Title

Ternplate

Status

Significance

Security class
Current location
Home location

Number of subentities

Next Cancel

Image 296: Defining the scope of the folders report

Note: In the case of a longer report the user is first shown the notification "Preparing report”, followed

by an indicative timeframe for preparing the report.
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Folders

Show Taiders repart,

Preparing report

Image 297: The estimated timeframe for preparing the folders report

The report will list all folders for the user throughout the archive or under the selected entity.

After selecting the action “Next”, the report is prepared.

Folders
Show folders report.
& Print Export v
Summary
Archive: IMiS/Archive 10.2
Scope: Maintenence
Classification Code: 30
Number of folders:
Classification Code Title Template Status Significance Security class Number of subentities
Razor Folder Opened Retain Top Secret 0
Folder Opened Retain Restricted o
Folder Opened Retain Restricted 1

Mojstrovka

Folder

Opened

Rztan

Secrat

Mala

Folder

Opened

Retain

Secret

Olseva

Folder

Opened

Retain

Top Secret

3015-832 stol

Folder

Opened

Restricted

Image 298: Example folder report

4.3.10.2 The Document report

A document report contains information about all the documents contained inside a selected

S
archive, class or folder. The user creates it by selecting the icon . or the action “Documents”

in the “Report types” section.
By selecting the root of the archive or selected entity, the user defines the scope of the report.
By checking of the “Recursive” parameter, the user defines that the report includes the

selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.
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The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive
e Scope: the scope of entities in the report.

e C(lassification code: the classification code of the selected entity in the classification

scheme.
¢ Number of documents: the number of documents contained.
e Documents size: the total size of documents (KB/MB/GB).

e Number of errors: the total number of errors found (this field is shown if at least one

error occurs).

By checking individual attributes in the category “View”, the document data is shown in the

report in the following columns:
¢ C(lassification code: the classification code of the document in the classification scheme.
e Title: the title of the document.
e Template: the name of the template, on which the document was created.

e Status: the current status of the document in the context of the archive.
Status dictates whether certain actions on the documents are allowed or not.

e Significance: the significance of the document in the context of the archive.

e Security class: the security class of the entity. It is used to hide entities from users
whose security class does not provide them with access to entities.

e Current location: the current location of the document's physical content.

¢ Home location: the home location of the document's physical content.

e Number of contents: the total number of content(s) in the documents.

e Size: the total size of the content(s) in the document.
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Documents

Show documents report.
Scope Maintenence X

Recursive
Summary Show

View Classification Code
Title
Termnplate
Status
significance
Security class
Current location
Home location

Nurber of contents

Size

Next Cancel

Image 299: Defining the scope of the documents report

The report will list all documents for the user throughout the archive or under the selected

entity. After selecting the action “Next”, the report is prepared.

Documents

Show documents report.

& Print Export v
Summary
Archive: IMiS7Archive 10.2
Scope: Maintenence
Classification Code: 30
Number of documents: 2
Documents size: 602 ME
Classification Code 7 | Title Template Status Significance Security class Current location Home location Number of contents Size
30/000076 Km Document Opened Retain Restricted 2 28M8
20/00002 Grintave Document Opened Retain Top Secret Go1 K92 218
20/000023 Peca Document 0 Opened Vit Confidential s 30M8
30/0 Email: Bo& E-mail Opened Retain Restricted 11.3kB
30/000027 Email: Kladivo E-mail Opened Permanent Restricted 48kB
30/000029 Email: Konj E-mail Opened vital Restricted 297 kB
30/000030 Email: Kum E-mail Opened Retain Restricted 457 kB

Image 300: Example of documents report

Note: In the event of errors, an entity error notification is shown below a given entity. All errors that are

created if the entity fails to open are logged.
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4.3.10.3 The Contents report

The content report contains information about all the files attached to the documents inside

the selected archive, class or folder. The user creates it by selecting the icon or the action

“Contents” in the “Report types” section.

By selecting the root of the archive or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive
e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.
¢ Number of documents: the number of documents contained.
e Documents size: the total size of documents (KB/MB/GB).
¢ Number of contents: the total number of content(s) in the documents.

e Number of errors: the total number of errors found (this field is shown if at least one

error occurs).

By checking individual attributes in the category “View”, the contents data is shown in the

report in the following columns:
¢ C(lassification code: the classification code of the document in the classification scheme.
e Title: the title of the document.
e Template: the name of the template, on which the document was created.
e (Content description: a description of content (files) attached to a document.
e (Content type: the types of content (files) attached to a document.

e Size: the sizes of content (files) attached to a document.
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Contents

Show contents report
Scope
Summary

View

Distribution

Recursive

Show

Classification Code
Title

Template

Content description
Content Type

Size

Next Cancel

Image 301: Defining the scope of the document contents report

The report will list all content(s) in all documents for the user throughout the archive or under

the selected entity. After selecting the action “Next”, the report is prepared.

Contents
Show contents report

& Print Export v

Summary

Archive:
Scope:
Classification Code:

Number of documents:

IMiS/ARChive Server

Distribution

Documents size: 2GB

Number of contents: 232

Classification Code Title Template Content description Content Type size

5.197/000001 Document 07 Document 01 Binary_1.txt text/plain 31kB

s Document 01 Document 01 Binary_2 pdf application/pdf 417k8

Document 01 Document 01 Binary_2 pdf application/pdf 417k8

Document 01 Binary_2 pdf application/pdf 4178
Custom document Binary_1 (2).txt text/plain 31k8
Custom document binary_3.mp4 video/mp4. 7ems

Image 302: Example of a document contents report

4.3.10.4 The Retention report

The retention report contains information on retention periods and disposition holds on all

entities under the selected archive, class or folder. The user creates it by selecting the icon

or the action “Retention” in the “Report types” section.

By selecting the root of the archive or selected entity, the user defines the scope of the report.
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By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.
e Number of classes: the number of classes contained.
e Number of folders: the number of folders contained.

e Number of documents: the number of documents contained.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
o C(lassification code: the classification code of the entity in the classification scheme.
o Title: the title of the entity being described.
e Type: contains the type of the entity being described.
e Template: the name of the template, on which the entity was created.
e Poalicy: represents the type of entry (retention policy or disposition hold).
¢ Name: the name of the retention policy or disposition hold.
e Reason: the reason for the retention policy or disposition hold.

e Description: a description of the retention policy or disposition hold.
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Retention

Shows archive retention policies and disposition helds report
Scope Administration

Recursive
summary Show

View Classification Code
Title
Type
Temnplate
Retention
Name
Reason

Description

Image 303: Defining the scope of the retention report

The report will list all content(s) in all documents for the user throughout the archive or under

the selected entity. After selecting the action “Next”, the report is prepared.

Retention

Shows archive retention policies and disposition holds report.

& Print Export v

Summary

Archive:

IMIS/ARChIve Server

Scope:

Administration

Classification Code:

Number of classes: 8

Number of folders: 32

Number of documents: 88

Classification Code Title Type Template Retention Name Reason Description

3 Administration Class Class Retention policy O-years Dispose after 10 years retention | Dispose after 10 years retention
AgresmentsAgreementsAgres,

3124 entsAgreement entsAgr | Class Class Retention policy ars Dispose after 10 years retention | Dispose after 10 years retention
cemenisAgresmentsAgreements

3 f0 Folder Folder Retention policy ars Dispose after 10 years retention | Dispose after 10 years retention

E fo2 Folder Folder Retention policy ars Dispose after 10 years retention | Dispose after 10 years retention

AgresmantsAgraamentsgreem
3133 entsagreementsAg sagr
sementsAgrasmentsAgra

Cless Class

g
mants

Retention policy

Dispose after 10 years ratention | Dispose after 10 years retention

Image 304: Example of a review report

4.3.10.5 The Review report

The review report contains information on reviews. The user creates it by selecting the icon

or the action “Review” in the “Report types” section.

By selecting the review, the user defines the scope of the report.

The report will list all reviews for the user throughout the archive or under the selected entity.
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After selecting the action “Next”, the report is prepared.

Review

Shows review report.
Scope Review September 2022 >

Next Cancel

Image 305: Defining the scope of the review report

The report header provides the following information to the user:
e Review: the title of the review.

e Entities: the number of entities in the selected review.

Review
shows review report.

& Print

Review: ‘ Review September 2022

Entities:

18

Image 306: Display of the renewal summary

Information on reviews is listed in the following sections and columns:

The Details section

e Property: the review properties.

e Value: the value of the review properties.

Details

Property Value

Title Review September 2022
Scope

Scope Classification Code

Description Reqular review 10-years
Status Opened

Owiner Alex Nelson (anelson)
Creator Administrator (admin)
Keywords oy

State InReview

Message Review prepared

Jomn
Members Jack
Jil

Action

Comments May 2021 review
Created 6.May 2021,1314
Modified 6.5ep 2022, 0843
Igentifier BU-Yv90_KYPPT200L BE: 9mU

Image 307: Example of a Review report - Properties
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The Retention policy section

e Title: the name of the retention policy.
e Reason: the reason for the retention policy.

e Description: a description of the retention policy.

Retention policy

| N ‘ Resstn) ‘ Description

| 10-yzars ‘ Dispose after 10 years ratention ‘ Dispose after 10 years retention

Image 308: Example of a Review report — Retention policy

The Entities section

o C(lassification code: the classification code of the entity in the classification scheme.
o Title: the title of the entity being described.

e Type: contains the type of the entity being described.

e Action: an action on the entity.

e Reason: the reason for performing the action on the entity.

e Comment: the comment of the entity.

e Transferred: this parameter means the entity was transferred.

e Transfer identifier: a reference to the transferred entity.

e |dentifier: the identifier of the review.

Entities

Classification Code Title Type Action Reason Comment Transferred Transfer Identifier Identifier

Default action changed due t
1.123.532 Class Class Review o 'Retain’ significance of entit No
y or its children.

Default action changed due t
16.8.0.0.0-2020-000002 SUNF4 Falder Review o 'Retain’ significance of entit No
y or its children.

Default action changed due t
16.8.0.0-2020-000002 SUNF3 Falder Review o 'Retain’ significance of entit No
y or its children.

Default action changed due t
16.8.0-2020-000002 SUNF2 Folder Review o 'Retain’ significance of entit No
y or its children.

Default action changed due t
16.8-2020-000002 SUNF Folder Review o 'Retain’ significance of entit No
yor s chidren.

Image 309: Example of a retention report - Entities
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The Report section

e Property: the review properties.
e Value: the value of the review properties.
e Review execute report: an XML report on the review.

e Textual review execute report: a textual report on the review.

Review execute report

Property Value

Title Reaview sxecute rzport

Deseription

Created 6.5ep 2 2
6.5ep 2 2

0" encoding="UTF-8"2>
der on:

>Transfer</Action><
fessages/

oce) xecuted
ecuted

onCode) executed.

s ficationCoce) executed

071" (d type ‘ClassificationCode) executed
(id type ClassificationCock

&) executed.
ssing aborted due to reason that entity is marked as already rev
S d

onentity C: a
on entity g t ecute = s or
onentity ) son: Processing aborted due to reason that entity is
on entity ute Reason Processing aborted due to reason th
te. Reasan: Processing aborted due to rzason that entity is marked 23 alrea
ssificationCode’) FAILED to &) eason: Processing al c| due to reason that entity is marked as
0 2xecute. Reason: Processin 20 Gus 10 entity s gnicance value

nCods) executed

wed
already reviewed

nt on entity ¢ LED to execute. Reason: Processing aborted du to reason that entity is marked as already reviewed

Image 310: Example of a retention report - Repot

4.3.10.6 The Access report
The access report contains information about the access rights / permissions of users on all

the folders and documents inside a selected archive, class or folder, to which the archive users

have access. The user creates it by selecting the icon or the action “Access” in the “Report

types” section.

By selecting the archive's root or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the

selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.
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Select the “User” from the list.

If you wish to create an entity access report on all the users of the archive, leave the field with

the label “All users” blank. Otherwise, select one or more users from the list (“Select user”).

The logged-on user then has the option of choosing how the data is shown in the report.

By checking “Summary”, the user defines that the following information is shown in the report

header:

Archive.
Scope: the scope of entities in the report.

Classification code: the classification code of the selected entity in the classification

scheme.
Number of classes: the number of classes contained.
Number of folders: the number of folders contained.

Number of documents: the number of documents contained.

By checking individual attributes in the category “View”, the access data is shown in the report

in the following columns:

Classification code: the classification code of the entity in the classification scheme.
Title: the title of the entity.

Type: the type of the entity being described.

Template: the name of the template, on which the document was created.

Status: the status of the entity in the context of the archive.

Status dictates whether certain actions on the document are allowed or not.
Significance: the significance of the entity in the context of the archive.

Security class: the security class of the entity. Security classes are used to hide entities

from users whaose clearance level is not high enough to access them.
Current location: the current location of the entity's physical content.
Home location: the home location of the entity's physical content.
User: the name of the user the report is on.

Read: this value tells if the user has access right to read entities.
Worite: this value tells if the user has access right to edit entities.

Delete: this value tells if the user has access right to delete entities.
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e Move: this value tells if the user has access right to move entities.

e Create entities: this value tells if the user has access right to create entities.

e (Change permissions: this value tells if the user has access right to change permissions.

e (Change security class: this value tells if the user has access right to change security

class.

e Change status: this value tells if the user has access right to change status.

e (Change retention: this value tells if the user has access right to change retention.

o Create references: this value tells if the user has access right to create a reference to

another reference.

Access

Shows access control report.
Scope Development
Recursive

User 4 Alex Nelson

Summary Show

View Classification Code
Title
Type
Temnplate
Status
Significance
Security class
Current location
Home location
User
Read
Write
Delete
Move
Create entites
Change permissions
Change security class
Change status
Change retention

Create references

Image 311: Defining the scope of the access report
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The report will list all access rights for the user throughout the archive or under the selected

entity. After selecting the action “Next”, the report is prepared.

Access
Shows access control report.

& Print Export ~v

summary

Archive:
Scope:
Classification Code:
Number of classes:
Number of folders

Number of documents:

IMIS/ARChIve Server

Development

a

Classificat

jonCode | Title Type Template | Status 29“'““" g::""“f" Currentlo

cation

Home loc
ation

Read

Write

Delete

Move

Create ent

Change pe
rmissions

Change se
curity clas
s

Change st
atus

Changere
tention

Create ref
erences

14 ass Class Opened Rztain

; 5 5 fident
14666 fass Class Opened | permanent | PONIEENTE

14,668 onCodsTes | Class Class Opsned Rztain
10

Image 312: Example access report on the selected user

4.3.10.7 The Classification scheme report

A classification scheme report contains information about all the classes inside the selected

archive or class. The user creates it by selecting the icon

scheme” or “Classification scheme with folders” in the “Classification scheme” section.

Classes in the classification scheme

By selecting the archive's root or selected entity, the user defines the scope of the report.

or the action “Classification

The logged-on user then has the option of choosing how the data is shown in the report.

By checking “Summary”, the user defines that the following information is shown in the report

header:

e Archive.

e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.

e Number of classes: the number of classes contained.
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By checking individual attributes in the category “View”, the classification scheme data is

shown in the report in the following columns:
e (lassification code: the classification code of the class in the classification scheme.
e Title: the title of the class being described.

e Created: the date the entity was created on the server.

Classification scheme

Shows classes classification scheme.
Scope Development
Summary Show

View Classification Code

Title

Created

Next Cancel

Image 313: Defining the scope of the classes in the classification scheme report

The report will list all classes for the user throughout the archive or under the selected entity.

After selecting the action “Next”, the report is prepared.

Classification scheme

Shows classes classification scheme.

& Print Export ~
Summary
Archive: IMIS/ARCH e Server
Scope: Development
Classification Code: 4
Number of classes: 8
Classification Code Title Created
eses Agresmentsagree Agree A entsAgreementsAgreementsAgresmentsagreem | 1o\ oo oo
14668 ClassificationCodeTestol
14669 ationCodeTest2
14671 <102
14684 Road show
146840 SMILE C2
1468000 SMILEC3
14684000 SMILE 04

Image 314: Example of a classification scheme report on the classes
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Classes and folders in the classification scheme

By selecting the archive's root or selected entity, the user defines the scope of the report.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of the report.

e C(lassification code: the classification code of the selected entity in the classification

scheme.
e Number of classes: the number of classes contained.

e Number of folders: the number of folders contained.

By checking individual attributes in the category “View”, the classification scheme data is

shown in the report in the following columns:
o C(lassification code: the classification code of the class or folder in the classification
scheme.
o Title: the title of the class or folder being described.
e Type: the type of the entity being described.

e (Created: the date the entity was created on the server.

Classification scheme with folders

Shows classes and folders classification scheme

Scope Distribution

Summary Show

Classification Code
Title
Type
Created

Next Cancel

Image 315: Defining the scope of the classes and folders in the classification scheme report




The report will list all classes and folders for the user throughout the archive or under the

selected entity. After selecting the action “Next”, the report is prepared.

Classification scheme with folders
Shows classes and folders classification scheme.

& Print Export ~v

summary

Archive: IMIS/ARChive Server
Scope: Distribution
Classification Code:

Number of classes: 1

Number of folders:

Classification Code Title Type

5233

5.5CSVCJ-371

515-315

5245 Emails

Image 316: Example of a classification scheme report on the classes and folders

4.3.10.8 The Entity report

The entity report contains selected entity data. The user creates it by selecting the icon or

the action “Entity details” in the “Other” section.

By selecting the entity, the user defines the scope of the report.
The user can limit the displayed data set with the settings of the following fields and/or
parameters:
e \ersion: entity version.
e Content: content of documents or emails.
e Security: collection of access permissions for directory entities and entity properties.
e Physical content: metadata and location of the physical content.

For more information on physical content see chapter Physical content.

e Email: email information. Available only for documents created using the template
“Email”.
For more information see chapter Email.

e Retention: information on retention periods and disposition holds.
For more information see chapter Betention.

e Save log: information on checking the validity of electronic signatures and digital

certificates upon capture. For more information see chapter Save log.




e Transfer metadata: information on the transfer of physical content (and the audit log).

e (Custom metadata: additional metadata shown based on the type of template.

For more information see chapter Custom metadata.

After selecting the action “Next”, the report is prepared.

Entity details

Shows entity details.

Scope Other
Version

Content

Security

Physical properties

Email

Retention

Save Log

Transfer metadata

Review date

Next Cance

Image 317: Defining the scope of the entity report

Information on entity are listed in the following columns:
e C(lassification code: the classification code of the entity in the classification scheme.
e Template: the name of the template.
e Status: the current status of the entity.
e Significance: the significance of the entity.
e Security class: the security class of the entity.
e Current location: the current location of the document's physical content.
¢ Home location: the home location of the document's physical content.
e Number of contents: the total number of content(s) in the documents.

e Size: sizes of content (files) attached to a document.
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Entity details
Sl entity details.
& Print
Other
Property Type Value
Classification Code STRING200 16
Title STRING200 Other
Description STRING200
Permanent BOOL No
Status UINT32 Opened
Opened DATE_TIME 2.Jun 2020, 16:39
Closed DATE_TIME
Security class UINT32
Significance UINT32
Owner DIRECTORY_ENTITY Alex Nelson (anelson)
Creator DIRECTORY_ENTITY ‘Administrator (admin)
Keywords STRING30
Template STRING200 Class
Type STRING10
Created DATE_TIME 2.Jun 2020, 16:39
Modified DATE_TIME 27.8ep 2020, 2029
Accessed DATE_TIME 8.5ep 2027, 14:01
Identifier STRING100 45-K2adKg-§) YFERX-m180METSING204
External Identifiers STRING100(]

Farnt

STRINGZ00

Review Trigger

DATE_TIME

1.p 2009, 2025

Image 318: Example of the Entities report — Properties

Retention

Name Reason Description

10-years Dispose after 10 years retention Dispose after 10 years retention
S-years Dispose after 5 years retention Dispose after 5 years retention
Zyears Dispose after 2 years retention Dispose after 2 years retention

Disposition holds

[ Mame

[ Reason

‘ Desorption

| Legacy rocedure

‘ Actye legal procedure

‘ Legal pogedure in progress, material must be preserved untl finisned

Image 319: Example of the Entities report —Retention

Security

Name Type Permission Read Delete Move i‘;"‘:"ﬂ’ permiss G Change status E"’“ﬂe"‘”‘“ f;"“ Teferenc | vaiid from Valid to

anelson USER Allow v - - - - - )

anelson USER Allow, Inherited - v v - - - P

anonymous | USER Allow, Inherited - - v - > > >

;ﬁ;gsgﬁrg GROUP Allow, Inherited v v v - - - ~

sysEveryone | GROUP Allow v - - > > > >

sysEveryone | GROUP Allow, Inherited v

glayton User Allow, Inherited v v v v v -

Jturner USER Allow, Inherited v v v v v v ~

jsmith [DELETE

D 20008] USER Allow, Inherited v

kclay USER Allow, Inherited e v v e e e ~

marke USER Allow, Inherited v v

sysCwner ATTRIBUTE | Allow v -

sysOvner ATTRIBUTE | Allow, Inherited - v v - - - -

sysAdministrat | gpoyp Allow, Inherited v v v - - - -
‘Security / DateTime
| Name | Type | Permission | Read ‘ Wiite ‘ Create ‘ Delete ‘ Valid from ‘ Valid to
| glayton | useR | Allow, Inherited | v ‘ ‘ - ‘ ‘
‘Security / evaluation
| Name | Type | Permission | Read ‘ Wiite ‘ Create ‘ Delete ‘ Valid from ‘ Valid to
|,|umer | useR | Allow, Inherited | v ‘ ‘ - ‘ ‘

Image 320:

Example of the Entities report — Security
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Transfer metadata

Property Type

Value

Classification Code STRING100

0

Transf:

te DATE_TIME

10. Mar 2020, 08:25

Transfer system identifier STRING100

5910_UZK30J TiL9sVyOCaFBRDARS-BmM

Transfer audit log

Image 321: Example of the Entities report — Transfer metadata

4.3.10.9 The Deleted entities report

The deleted entities report contains information on entities deleted throughout the archive.

The user creates it by selecting the icon

or the action “Deleted” in the “Other” section.

The logged-on user then has the option of choosing how the data is shown in the report.

By checking “Summary”, the user defines that the following information is shown in the report

header:

e Archive.

e Scope: the scope of entities in the report.
e Size: the number of all deleted entities.
e Number of classes: the number of classes contained.

e Number of folders: the number of folders contained.

e Number of Documents: the number of documents contained.

By checking individual attributes in the category “View”, the deleted entities data is shown in

the report in the following columns:

e C(lassification code: the classification code of the deleted entity in the classification

scheme.

e Title: The title of the deleted entity being described.
e Type: the type of the deleted entity being described.
e Description: a short description of the deleted entity.

e Agent: the user who executed the delete action.

e Deleted: the date and time of deleting the entity from the archive server.
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Deleted

Shows deleted entities report.

Summary Show

View Classification Code
Title
pe

Description

Agent

Deleted

Next Cancel

Image 322: Decision before preparing the report

After selecting the action “Next”, the report is prepared.

Deleted
Shows deleted entities report.
& Print Export v
Summary
Archive: IMIS/ARChive Server
Size: 133
Number of classes: 263
Number of folders: 49

Number of documents: 821

Classification Code

Title.

Type

Description Agent

Deleted

[

Administration

Class

Administrator (admin)

10. Mar 2020, 10:31

Class 5

Class

Administrator (admin)

1015

a.

Class 6

Class

administrator (admin)

1015

012

Class

Class

Administrator (admin)

016

Categories

Class

Administrator (admin)

0166

Class 1

Class

Administrator (admin)

Image 323: Example of the Deleted entities report

4.3.10.10 The Delete queue report

The delete queue report contains information on entities placed on the delete queue list.

The user creates it by selecting the icon ' or the action “Queue” in the “Other” section.

By selecting the root of the archive (leaving the field blank) or selected entity, the user defines

the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter,

the user limits the search to the selected entity and the first level of sub-entities.
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The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of entities in the report.

e C(lassification code: the classification code of the selected entity in the classification

scheme.
e Number of classes: the number of classes contained.
e Number of folders: the number of folders contained.

e Number of documents: the number of documents contained.

By checking individual attributes in the category “View”, the delete queue data is shown in the

report in the following columns:

o C(lassification code: the classification code of the class in the classification scheme.

e Type: the type of the entity being described.

e Template: the name of the template used to create the entity.

e Status: the status of the entity in the context of the archive owner.

e Security class: the security class of the entity. It is used to hide entities from users
whose security class does not provide them with access to entities.

e (Creator: the user who created the entity; meaning the user who was logged in during

the session when the entity was created. This metadata never changes throughout the

entity’s existence.

e QOwner: adirectory entity (user or group) entity that is responsible for the selected

entity (owner).













4.3.12 Import

The IMiS®/wClient enables the import of entities to the IMiS®/ARChive Server together with
their metadata on Audit log and Authenticity evidence if they exist. The entities imported by a
user with the ImportExport role have to be compressed (.zip) and prepared in the prescribed
XML format.

For more information on roles see chapter Access in the IMiS®/ARChive Server Manual.

Import may be performed into the root class of the classification scheme or into any chosen
class or folder. After selecting the action »Import« in the Actions dropdown menu in the
command bar or on a given entity, a window opens for selecting the compressed file for entity

import (Select file).

Import

Distribution
5

DESPATCH NOTE.ZIP

Reason

IMPORT CANCEL

Image 328: Selecting the compressed file with the imported entities

Confirming the action Import starts the entity import.
After the import process is completed, the bottom right part of the view shows an import

notification.

Distribution
Successfully imported

Image 329: Displaying an import notification

Each import action on the IMiS®/ARChive Server is logged in the Import folder contained in the
Administration system folder in the left view. This folder can only be accessed by users who

have been assigned the Reports role and the appropriate rights to import logs.
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2 import

Import ACTIONS v = @

Ttle

Do 20231011T11:25:18.462+02:00

11.0ct 2023, 1125
11.0ct 2023, 1125

Closed 11.0ct 2023, 1125

dentifier 36575111c537780261393718acco0fb6 1 cdB4bosfe
dentifie 10cd250153269dd6bsb15e

Image 330: Display of the Import folder in the Administration system folder

The IMiS®/wClient enables the review of imported entities on the IMiS®/ARChive Server,

including import data. The imported entities reviewed by the user are prepared in the

prescribed XML format.

For more information on the file format for import and the file structure see chapter Format of

the import / export file.

After creation is completed, the import report is given the status Closed. The user can open

the report and perform the following actions:

Open: opens the selected import report in reading mode.

Edit: opens the selected entity in editing mode. Enables adding the import report

metadata, and modifying and removing the report, metadata and contents.

Actions: contains commands for various actions on the selected entity:

- New reference: adding a connection to another report or entity in the classification
scheme via a dialog box. For more information see chapter Reference.

- Move: moving the import report within the classification scheme on the archive.

- Export: exporting the selected report from the archive.

Status: modifying the status of the import report via a dialog box which enables giving

the reason for the change.

Security class: modifying the security class of the import report via a dialog box, which

requires the user to give the reason for the change.

Share: copying the link to the selected entity to be shared with other users.

Delete: deleting the selected import report.
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In addition to limitations that specify attribute properties, certain other system limitations also
apply. For example, some attributes are only available for specific types of entities, and some
only for entities in a specific location in the classification scheme, or after a specific action has
been executed (e.g. transfer)

All the system attributes of the IMiS®/ARChive Server are described below.

4.41 General system attributes
The general system attributes of an entity consist of various attributes such as Title,

Description and Classification code. They contain mandatory as well as optional attributes.

Most attributes are available for all entities. The exceptions are Status, Opened date and
Closed date, which are present for classes, folders, and those documents that are located

directly under a class. The table below lists and describes all the general system attributes.

Name Description

Classification code Contains the entity's classification code within the classification scheme.
The classification code is generated automatically on the archive server.

Example: The classification code 01-2019-00004,/00001 represents
document 00001, located inside folder 2013-00004, located inside class O1.

The classification code is a publicly accessible type of metadata.

Title Saves/contains the title of the entity. The title is a required, public metadata

that enables search.

Description Saves/contains a short description of the entity.

The description is a public metadata.

Status Saves/contains the status of the entity. The status is a required metadata for
all entities that are either classes, folders, or documents directly under
classes. It is a public metadata that enables search.
The possible values are:
e (Opened: the entity can be edited by a user with the appropriate effective
access rights (the right to write)

o (losed: the entity cannot be edited.

Opened date Contains the date and time the status of the entity was changed to Opened.

The opened date is public metadata, is read-only and enables search.

Closed date Contains the date and time the status of the entity was changed to Closed.

The closed date is public metadata, is read-only and enables search.




4.4.5 Transferred entity attributes

Transferred entity attributes are created by the server when an entity is imported.

They store the system identifier, the classification code of the transferred entity, the audit log

and the date of import.

Name

Description

System Id

Contains the unique system identifier of the transferred entity.

Classification code

Contains the classification code of the transferred entity.

Audit log

Contains the audit log of the transferred entity.

Imported date

Contains the date and time the entity was transferred.

Table 19: Description of moved entity attributes

4.4.6 Email attributes

Email attributes are only available for documents that have been created using an email

template. Email attributes store information about the email such as the sender, recipients,

and sent date.

Name Description

Message Id Contains the automatically generated message identifier.

From Contains the address of the sender. This metadata is mandatory.

To Contains the addresses of the email's recipients.

CC Contains the addresses of the email's CC recipients.

BCC Contains the addresses of the email's hidden recipients.

Subject Contains the subject of the email message.

Priority Contains the email priority status.

Signed Contains a value that registers if the email was electronically signed.

Date Contains the date and time the email was sent. This metadata is mandatory.

Table 20: Description of email attributes




4.4.7 Physical content attributes
Physical content attributes are only available for documents. The existence of physical content
is specified by the unique physical content identifier. The physical content has a home location,

which changes when it is checked out. The change of location is saved in the Status attribute.

Name Description

Identifier Contains the unique identifier of the physical content.

Description Contains a short description of the physical content.

Status Contains the current status of the physical content. Possible values are:

- CheckedIn: the physical content is stored at its home location.

- CheckedQut: the physical content has been sent to another location.

Status change date Contains the date and time of the physical content's last status change.
Home location Contains the home location of the physical content.

Current location Contains the current location of the physical content.

Custodian Contains the name of the physical content's custodian.

Return date Contains the expected return date of checked out content.

Table 21: Description of physical content attributes

4.4.8 Review process attributes

Review process attributes are available only during review processes.

Name Description

Members Users who perform review process.

Action By selecting one of the valid values, you influence the review process.
Valid values:

e Reviewing: the value represents the action of reviewing entities in the
review process and does not influence the server.

e Complete: the value represents the action of completing the review
process on the server.

e Discard: the value represents the action of canceling the review

process on the server.

Comments Optional attribute which is used for entering various comments, explanations

and other information that is in any way connected with the review process.

Message Short error description entered by IMiS®/ARChive Server.
In the event of an error during the preparation or implementation phase of
the review process. Also recorded in the attribute is the successful

completion of the review process.




Qualified digital certificates are used for:

e Secure internet communication using the SSL (Secure Sockets Layer) and TLS
(Transport Layer Security) protocaols.

e Secure email traffic using the S/MIME (Secure Multipurpose Internet Mail Extensions)
protocaol.

e Encryption and decryption of data in electronic form.

¢ Digital signing of data in electronic form, and the verification of the key holder's identity.

e Services or applications that require the use of qualified digital certificates.

e Safe deletion of data in electronic form.

4.5.11 Checking the validity of the digital certificate

Each time it saves an electronically signed content in the PDF/A, TIFF or XML formats or an
email message in the EML format, the IMiS®/ARChive Server automatically checks the validity
of the digital certificate using the Certificate Revocation List (CRL) of the issuing authority.

During the validity checking procedure, the IMiS®/ARChive Server sends the serial number of
the certificate to the trusted authority's digital certificate server. The server, which frequently
updates certificate revocation lists, then sends electronically signed information about the

certificate's status to the user.

4.5.1.2 Revocation of the digital certificate

A trusted certificate authority can revoke their certificate(s), making them invalid.

The authority's digital certificate server contains lists of active and revoked certificates.

The Certificate Revocation List (CRL), based on the X.509 standard, shows a list of certificates
(ID code, date and time of revocation) that were revoked by the authority before having

expired.

4.5.2 Electronic signature

Electronic signatures are based on asymmetrical cryptography. Users signs content with their
own private key. The private key is only accessible to a particular user and is saved in their
digital certificate, protected by a password. The password is set by the user upon installation

and can also be changed later.
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After confirmation with the Next command, the user is shown the attributes of a new review in

the review process in the Details tab. The user appropriately supplements the review details.

Create review

Details

Titlex Review May 2021

Description Regular review 10-years

Status Opened

Owner =@ Alex Nelson

Keywords 10y

Members* John Jack Jill

Comments May 2021 review

Reason Regular review

Image 372: Display of Regular review attributes in the review process

In the Security tab the user with the appropriate rights defines the access permissions for
users, groups and attributes of the directory entity type. For more information on defining

access permissions see chapter Entity access.
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Create review X
Details Security

Search Permission Effective
@B Alex Nelson (anelson) Full access - Allow Deny

Read - UL Den
& Anonymous (Anonymous) e - ¥

Writs - UL Den
A Benjamin Dobravec (benjamin) e - ¥

Move - Deny
[3 Directory Entity

Delete - Allow Deny
A% Everyone (sys:Everyone)

Create entites - Allow Deny
2 Grace Layton (glayton)

Change permissions - Allow Deny
& Jerry Turner (jturner)

Change security class - Allow Deny
2 John Smith (jsmith)

Change status 4 Allow Deny
2 John Smith (jsmith [DELETED 20005])

Change retention 4 Allow Deny
@ Jure Puhek (urko)

Create references - Allow Deny
e Keira Clay (kclay)

Options

2 Marco Welch (mwelch [DELETED 20008])

Enabled for this entity Allow Deny
2 Marco Welch (mwelch [DELETED 20094])
Enabled for subentities Allow Deny

Nelenate rontert Allow Nenv

Marko Hren (marko)

Image 373: Access permissions for Regular review in the Security tab

After entering the metadata, the user saves the review to IMiS®/ARChive Server by selecting
the action Create. While preparing the entities for review, the review status changes to

"Preparing".

IMiS/wClient Administrator
e Reviews m © OPEN 7 EDIT B SAVE ACTIONS -
entitie 46 results
Title State Meodified

B Mis/Archive 10.1

Review L InReview 20. Apr 2021 ame WIS/ Arehive 101
Description iarc101-x64.imis.si: 16807

Review M InReview 20. Apr2021

Administration Host iarc107-x64 imis 5i:16807
© Reviews I © Review May 2021 Preparing 6. May 2021 I Audit Query  Content Management  Import/Export  Reporis
Draft management ~ Content Convert  Content Detach
© Review MH Completed 25. Sep 2020 Gontent index ~ Content Move
Review N InReview 20. Apr 2021
Review 0A InReview 20. Apr 2021

Image 374: Display of the saved Regular review
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5 SYSTEM REQUIREMENTS

System requirements are divided into client requirements and the IMiS®/wClient

requirements.

5.1

Hardware

Most current workstations and computers should be able to run the IMiS®/wClient.

The workstations and computers being sold on the market today meet the client requirements

of the IMiS®/wClient. It needs few resources to operate and works in all of the popular web

browsers on Windows, macOS and other operating systems.

5.1.1 Minimum requirements

Browsers:

- Chrome 2120

- Firefox 2121

- Edge =120

- Safariz17

Size of available work memory should be about 512 MB larger than the operating
system's memary requirements.

TCP/IP network access (IPv4 or IPvB).

5.1.2 Recommended hardware

Browsers:

- Chrome =120

- Firefox 2121

- Edge =120

- Safari=17

Size of available work memory should be about 1 GB larger than the operating system's
memory requirements.

TCP/IP network access (IPv4 or IPvB).




5.2 Installation requirements

Most current servers should be able to run the IMiS®/wClient.

It needs the IMiS®/Storage Connector Services REST to operate.

5.2.1 Minimum requirements
e |IMiS®/Storage Connector Services REST 9.8.2110.110.
e Minimum free disk capacity for installing the IMiS®/wClient is 6GB.
e TCP/IP network access (IPv4 or IPvB).

5.2.2 Recommended requirements
e [IMiS®/StorageConnector Services REST 9.10.2310.114.
e Disk capacity for installing the IMiS®/wClient is = 6GB.
e Minimum free disk capacity for installing the IMiS®/wClient is 6GB.
e TCP/IP network access (IPv4 or IPvB).




6 INSTALLATION

Below is a description of the installation procedure for the IMiS®/wClient. It can be performed
by a user with the appropriate rights (Administrator). The installation is conducted step-by-

step and is the same for everyone.

6.1 Installation procedure

The IMiS®/wClient must be installed in an environment that satisfies minimum requirements.
The user must have rights on the server on which he is installing the client. The installation
package is extracted to a directory on the server selected by the administrator.
Procedure:

1. The administrator extracts the installation package to a directory on the server.

2. He sets the settings.json.

6.1.1Installation settings

For successful installation the address to the IMiS®/Storage Connector Services REST

must be entered into the assets/settings.json as the URL property.

Example of the setttings.json:

{
‘url”: "https.//apps.imis.eu/scsvc’,
‘requestTimeout": 240000

/
url String Address of the IMiS®/Storage Connector Services REST.
requestTimeout Integer The timeout of an individual request to the service in ms
(optional). The default value is 120000.
logLevel String Log records level (optional).
Set of values:
- DEBUG
- INFO
- WARNING
- ERROR (default)
- NONE.
entitiesPageSize Integer The number of entities loaded when displaying a single
page (optional, default value: 50).
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search.maxElements

Integer

Maximum number of search results
displayed.

The user can change this value in the
profile settings, where they also have
the option to reset it to this value
(optional).

search.hideFields

String [1

Collection of fields which are hidden in
the search dialog by default.

scan.apiKey

String

The key to accessing IMiS®/wScan
(optional).

scan.url

String

The address of IMiS®/wScan
(optional).

collections.maxSize

Integer

The maximum number for loading the
collection.

The user can change this value in the
profile settings, where they also have
the option to reset it to this value.

collections.displaySearchButton

Boolean

Specifies whether the button for
showing the search dialog is displayed
when the collection does not load.

collections.displayLoadButton

Boolean

Specifies whether the button for
loading the collection is displayed
when the collection does not load.

preview.word

String

Defines the URL to the Office Online
service for previewing Word contents
(optional).

preview.excel

String

Defines the URL to the Office Online
service for previewing Excel contents
(optional).

preview.powerpoint

String

Defines the URL to the Office Online
service for previewing PowerPoint
contents (optional).

preview.onenote

String

Defines the URL to the Office Online
service for previewing OneNote
contents (optional).

details.profiles

DetailsProfile []

Profiles collection for configuring the
display of entity details.

details.display

DetailsDisplay [1

Collection of settings for the display of
entity details.

details.virtual_attributes

DetailsVirtualAttribute (1

Virtual attributes collection for the
display of entity details.
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CollectionProfile

This object defines the profile for the columns display in the collections display.

Id String Profile identifier.
Columns String [1 or Collection of displayed columns. The
CollectionProfileColumn [] collection type can be “object” or
“string”.

CollectionProfileColumn

This object defines the profile for the column display in the collections display.

id String Attribute identifier.

min_width Number Minimum width of the table in px,
where the column is displayed.

width Number Column width in %.

CollectionView

This object represents the settings for the collections view.

archives String [1 Collection of archive identifiers.

profile String Profile identifier from collections.profiles.
members String [1 Collection of directory entities.
classification_code String [1 Collection of classification codes.
context String [1 The view context (optional).

The set of values:
- ARCHIVE

- MY_ENTITIES
- DRAFTS

- DIRECTORY
- REVIEWS

- EXPORT

- IMPORT

- DELETED

- DISPOSED

- QUEUE.
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Solution: Creating a folder at a higher level, which is still supported by the classification code

generator on the server.

Create Folder

DETAILS

defined for its hierarc

Image 429: An example of an error when saving a new folder

[Class, Folder, Document] <classification code> cannot be edited.

Likely cause: The entity is already open in editing mode on another computer.

Solution: Wait until the other user finishes editing and then open the entity once again.

Error x

Server reported an error processing request (Reason: code=ERR_IAS_ERROR, message="Entity
‘200039759 15 being edited by another party.}

Image 430: An example of an error when opening an entity in editing mode

Content scanning icon does not appear
Likely cause: Wrong key for accessing the IMiS®/Capture Service.

Solution: In the IMiS®/Capture Service settings check the suitability of the key in the
“Security” tab. The service key value in the IMiS®/Capture Service settings must match the API

key value in the user profile settings (“Profile / Settings”) of the IMiS®/wClient.

i IMiS/Capture Service settings = O x
Profile Enter or generate new application key
Security Service key: |4713a71b-bded-deTe-ac0d-aceTedTebl6a

Image 431: Example of defining the service key
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