2 INTRODUCTION

2.1 Features

IMiS®/wClient is web client intended for the capture and management of content of electronic
origin or content digitalized using scan procedures. The client operates directly with the
IMiS®/ARChive Server, which ensures secure long-term storage of documents and archived
content along with the corresponding metadata.

Users access the content from any web browser via the web client IMiS®/wClient.

Content is structured by the classification scheme, which sorts materials according to their
subject, authority, activity, and the business and expert functions of corresponding personnel

within the company.

Entities follow a hierarchical order (classes, folders, documents), with practically unlimited
sub-levels specified according to need. Each entity in the archive has its own unique

classification code.

Secure authentication of a local archive user is enabled via the username and password of the
user, registered in the external directory, which is synchronized with the archive server via
LDAP. Secure authentication is provided by username and password, along with all the current
technological means of protection from unauthorized data access.

Content security is ensured through unique identifiers (ID), which are assigned to each entity
and document when it is being stored on the IMiS®/ARChive Server. The identifiers are

encrypted and prevent unauthorized access, viewing or deletion.

Managing the users' access rights to entities and metadata is a key concept for ensuring the
confidentiality and integrity of archived content, along with appropriate availability.

Users are limited to accessing those entities; they have been authorized to access according
to the security class of the document and the security class level of the user, which are both

dictated by the access control list (ACL).

The audit log records all instances of server access, along with all the events and changes
performed on the server. Throughout its entire life cycle, it is impervious to modification and

protected from any interventions, whether authorized or not.




One of the most practical functionalities of the electronic archive is searching by metadata
or searching the full text of stored content. Users may perform search functions on the

complete archive, or on any selected entity.

The IMiS®/wClient can be connected to many IMiS®/ARChive Servers, which facilitates the
capture and management of electronic content of several separate organizational units on a

single location.

2.2 Versioning and numbering

The version of the IMiS®/wClient can be read from the name of the installation package, which

appears according to this scheme:

IMiS.wClient. MAJOR.MINOR.RELEASE.BUILD.zjp

The example of installation package name:

IMiS.wClient. 1.8.2210.zip

The scheme consists of the name of the IMiS® module (IMiS.Client) and the following elements:

e MAJOR: marks a major/central version of the IMiS® module, which changes least
frequently. Changes indicate a new generation of module that introduces major
functionality changes compared to the previous version. The identifier has values ranging
from 1-n which grow in successive numbers.

e MINOR: marks a minor version of the IMiS® module, which changes more frequently.
Changes indicate fixes and minor changes to functionalities, and fixes to the generation
of module marked by the MAJOR version. The values range from 1-n, are not always
successive and revert back to the base value (1) with each change of the MAJOR version.

e RELEASE: marks the release version. Unlike the other value ranges, the IMiS® module
release date follows a YYMM scheme, where MM marks the release month (range 01-12)
and YY marks the final two digits of the year.

e BUILD: The identifier in this position indicates the unique serial number of the product
build; this number never repeats. If smaller changes are made to the product within a
single month, this identifier may change. In this case, all other identifiers remain the
same. The range of values is from 1 to n. This number is not continuous and can only

increase.




2.3 Functionalities

The basic functionalities of the IMiS®/wClient are as follows:

e Access to any of IMiS®/ARChive Servers from any web browser.

e Secured communication with the IMiS®/ARChive Server via SSL/TLS protocol.
e Secure user authentication (SRP-B6A, LDAP).

e Simple user authentication via Single Sign-on (SS0) mode.

e Access to the records according to a predetermined classification scheme.

e Editing of access permissions for entities, attributes of directory entity type and

metadata.

e Entry and management of the records metadata according to a predetermined attribute
scheme.

e Content management (capturing, viewing data, saving, previewing, downloading, updating,
copying, moving, deleting, tagging for later indexing or conversion).

e Document versioning.

e Storage of archive materials of electronic origin or digitized using the scanner.

e Streaming-mode access to the records.

e Audit log that records every operation performed over the records stored on the archive
server (includes date and time, user name, name of computer, type of event, reason for

action taken).

e Secure audit log viewing for authorized users.

e Search by metadata and search full text of stored content.

e Sorting of entities according to the values of the categorized attributes (categorized
views).

e Establishing of connections between different entities (references).

¢ Management of retention policies and disposition holds for the records.

e Making reports on folders, documents, document contents, retention, reviews, accesses,
the classification scheme, entities, deleted entities, and entities to be deleted.

e Support for IPv4 and IPvB network communication systems.




2.4 New functionalities in this version

We have implemented the following new functionalities and improvements to the previous
certified version 1.7.2110 of the IMiS®/wClient module:

New functionalities:

¢ Disabling/enabling modifications to the columns view.
e Alink to the help page.

e [Disabling the search box.

e Copying ACL permissions to an entity, review, draft.
¢ (Opening an entity in a notification.

e Folder directory filtering.

e Virtual metadata support.

¢ Linking user accounts with external identities.

e (Changing the date format.

¢ Moadified user interface language.

e (Changing the search mode in the profile.

Improvements:

e Enabling the copying of content in a preview.
e Sorting content in a list.

e Additional view options in reports.

Small improvements:

e Framework upgraded to Angular 14 and PrimeNG 14.
e Upgraded CodeMirror library.
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3 TECHNICAL DOCUMENTATION

3.1 Client architecture

IMiS®/wClient is the user component of an electronic and physical records management
system. The client connects to the web service IMiS®/Storage Connector Services REST,
which represents the service level of the interface of the IMiS®/Storage Connector.

The latter can be connected to many IMiS®/ARChive Servers.

R

CONSUMERS

Mobile users  Laptop user Document Capture station Tablet user Mac user
using any using any using IMiS/CaptureService using any using any
browser browser and IMiS/wScan or IMiS/wBatchScan browser browser

IMiS/wClient Application (static HTML with Angular + PrimeNG)
IMiS/Storage Connector Services REST edition
SERVICES
IMiS/Storage Connector Services Core
IMiS/ARChive IMiS/ARChive [IMiS/ARChive Ll g PKI
DATA Kerberos .
Server 1 Server 2 Server 3 . infrastructure
infrastructure

Image 1: Client architecture

3.2 Format of import / export files
The format of the import, export and data transfer files on the IMiS®/ARChive Server is the
XML file, structured according to a partly modified Moreqg2 scheme.
The differences between XML and Moreg2 schemes are as follows:
e Attributes which are required (mandatory) in the Moreg2 scheme and are not supported
by the servers change from required to optional.

e All attributed in the "Custom" part of the XML scheme are newly added.
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The format of the file is prescribed with the following XSD scheme:

<?xml version="1.0" encoding="UTF-8"7>
<xs.schema targetNamespace="http.//www.dlm-network.org/moreqg2/1.04.01"
xmins.xs="http.//www.w3.0rg/2001/XMLSchema”
xmins:moreq2="http://www.dlm-network.org/moreq2/1.04.01"
elementFormDefault="unqualified attributeFormDefault="unqualified" version="1.04.01">
<xs.element name="AdditionalMetadataRoot">
<xs.complexType>
<xs.sequence>
<xs.element name="Entity" minOccurs="0" maxOccurs="unbounded">
<xs.complexType>
<xs.sequence>
<xs:any processContents="skip" maxOccurs="unbounded"/>
</xs.sequence>
<xs.attribute name="classification code" type="xs:string"/>
</xs.complexType>
</xs.element>
</Xxs:sequence>
</xs:.complexType>
</xs:element>

</xs.schema>

Image 3: Example XSD scheme

For each entity to be added user metadata during export, the archivist enters, in an XML file
under the root node with the name »AdditionalMetadataRoot« (prescribed by the Moreqg2
scheme), an »Entity« node with the attribute of the entity's classification code. During export,

the content of this node is copied into the export XML file of the entity.

<moreqg”:AdditionalMetadataRoot xmins.moreqgP="http.//www.dlm-network.org/moreq2/1.04.07">

<Entity classification_code="053.01">
</-- add custom XML node entries -->
<A>Metadata A</A>

</Entity>

<Entity classification_code="053.01/000017">

</Entity>
</moreqZ.AdditionalMetadataRoot>

Image 4: Example additional metadata export file
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3.3 Format of the confirmation file during transfer

The format of the confirmation file is a text file containing comma separated values;

abbreviation: CSV.

Each record contains the following values:
e C(lassification code of the transferred entity.
e Confirmation value (»true« — if the entity has been successfully transferred to a third
archive system).

e Reference to the transferred entity in the third archive system.

Mj TransferConfirmation[1] - BeleZnica - ] X

Datoteka Uredi Oblika Pogled Pomod
tlassificationCode;TransFePed;ReFerenceId
C=01~C=01"C=02"F=20819-080026; true; 65465
C=01"C=01"C=82"F=20819-080036;true; 65465
C=01"C=01"C=82"F=20819-880B37;true;65465
C=01"C=01"C=02"F=2019-000041;true; 65465
C=01"C=01"C=82"F=2019-080858; true;65465
C=01~C=01"C=02"F=2019-080854; true; 65465
C=087;true; 65465

Image 5: Example of a confirmation file after transfer
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4 USER MANUAL

4.1 Login and Logout

The user accesses the IMiS®/wClient application via a web browser (Google Chrome, Mozilla

Firefox, MS Edge, ...) by entering the URL of IMiS®/wClient in the title bar. A login window

appears in which the user can log into the IMiS®/ARChive Server.

IMiS/wClient :

411

IMiS/ARC 10.3
| Username
Password
LOG IN
G Login with Google (OIDC)
Hd Login with Microsoft Azure (0IDC)
Hd Login with Microsoft Azure (SAML)
f Login with Facebook (0IDC)

Image 6: Login on archive

Cookie Policy

Before first login on the archive and every subsequent login (if cookies have been removed]

the user has to agree to the use of cookies.

To ensure proper operation and a better user experience the website uses the following

cookies:

To remember last selected archive
Current archive user identifier
Archive token

Entity handles

Entity information visibility
Current locale

List mode

Poalicy agreed

2022 © Imaging Systems Inc., All rights reserved.
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o C(lassification code visibility
e Description visibility
e Sort field

e Sort field descending.

IMiS/wClient - Cookies

This website uses cookies to improve user experience. By using our website you consent to
all cookies in accordance with our Cookie Policy.

Cookies

To make this site work properly, we sometimes place small data files called cookies on your
device. Most big websites do this too.

What are cookies

A cookie is a small text file that a website saves on your computer or mobile device when
you visit the site. It enables the website to remember your actions and preferences (such as
login, language and cther display preferences) over a period of time, so you don't have to
keep re-entering them whenever you come back to the site or browse from one page to
another.

| agree

Image 7: Cookie Paolicy

4.1.2 Localization
In the top right corner of the login window the user can choose the language of the
IMiS®/wClient application from a list by clicking on the icon H

In agreement with the application developer Imaging Systems Inc., the language selection can

be expanded as desired.

The languages currently supported are:
e English

e Slovene.
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IMiS/wClient H

LANGUAGE

IMiS/ARC 10.3
-~ English

admin Slovenscina
@ About
LOG IN

G Login with Google (0IDC)

B Login with Microsoft Azure (0IDC)

] Login with Microsoft Azure (SAML)

f Login with Facebook (01DC)

Image 8: Language selection

4.1.3 About

By selecting the »About« command, the user is shown a new window with the following

information:
¢ IMiS® module name.
¢ IMiS® module version.
e Archive name and version.
¢ [IMiS®/Storage Connector Services REST version.
e License Agreement.

e Notices and Trademarks.
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4.2.3 Entity information
Information about the selected entity is found in the right view of the IMiS®/wClient user
interface. The tabs are available in the following modes of displaying information on the selected
entity:

e Preview: a display of tabs and their contents which are publicly accessible to the user.

e Open: a display of tabs according to the user's effective permissions.

e Edit: a dialog box opens with the attributes whose values can be maodified.

E Despatch note
Details

Title Despatch note

Donec diam tellus, porttitor vitae viverra sed,
consequat in turpis.

Other

Zoran Loncar 2. Dec 2020, 15:27

@ Administrator 23. Sep 2021, 11:06

Status Opened
Status
Entity status
Identifier sys:Status
Label Status
Type UINT32
Inherited  Picklist Public  Read only after create
Required  Searchable
Review date 8. Sep 2021, 10:10
> Retention
> More

Image 38: Tabs containing entity information in the reading mode

Note: By moving the cursor over the attribute name, the tooltip shows the following attribute
information. Identifier, Label, Description, Type and Options for attributes located in templates (see

image above the note).

4.2.31 The Details tab
The Details tab contains a list of the metadata of the selected entity.

The first column gives the titles of attributes, while the second column displays their values.

4.2.3.11 General metadata
The Details tab contains general and general metadata for the selected entity.
By selecting the name in front of a given set, the user is shown the remaining entity details.

For more information on required and optional attributes see chapter General system

attributes.
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m 7 EDIT ACTIONS =
LS
. SpaceX

Details
Title SpaceX
Description SpaceX project description
Parent Administration
Created . Administrator 11. Mar 2020, 11:25
Modified . Administrator 30. Apr 2020, 11:54
Status Opened INHERITED
Security class Confidential
Significance Retain
Owner O3 Alex MNelsen
Keywords space project
Categories projects

Image 39: The Details tab in the reading mode

Note: The user profile settings save the open/closed status for: “Reference”, “Versions”, "Retention’,

‘Email”, “Physical properties’, “Save log” and “More”.

4.2.3.1.2 Custom metadata
If using a suitable template, the user with the appropriate rights can predefine the Custom
metadata when creating or editing an entity.

They are available to the user in open mode in the Details tab.
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Administration

ACTIONS v = @

15 results

Details Security
Title Administration
Description Documents, Administration, Bureaucracy
Parent IMiS/Archive 10.1
Created . Administrator 19. Feb 2020, 13117
Modified . Administrator 23. Jun 2020, 14:58
Status Opened
Security class Confidential
significance Permanent
Owner Marko Hren
Keywords admin
Review date 1. Jun 2020, 08:00 I
> Retention
> Save Log
> More

Image 40: Custom metadata in the reading mode

In edit mode the user has the option of editing Custom metadata.

Despatch note

Details Ema

-

Template* | W E-mail

Standalone e-mail entity

Title* | Despatch note

Mandatory value for naming entity
Description | A document sent to customer
Significance | Retain
Owner | g Alex Nelson
Keywords | gelivery = despatch x
Important words used in entity

Categories documents =

Content &3 Drag and drop files or click

@ Certificate of Approval.tif
[ | shipping note
@ Document_2.tif

External Identifiers 7872 =

Custom external entity identifiers

Review date | 01.06.2020 15:00 n

Q Scan

SAVE CANCEL

Image 41: Custom metadata in edit mode
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Note: The attributes in the template, which is predefined by the user with permission,

can be multi-value.

Create Document

DETAILS

binary @ AXNOP.JPG v B
&) APXML v [
[sa] ICON_SAMPLE_1.PNG  ~ [ER

baal +

Date | 20. September 2019

n_
D -

13. October 2019

Date time n +
decimal10 | 0.99887766
1.22334455
2.33445566
Inherited
double

int128 | 7485806896
2456778893

attrstring20 | Monday

Tuesday

PHYSICAL PROPERTIES

SECURITY

RETENTION

+

CREATE CANCEL

Title

n Document incl. Binary properties

Image 42: Specifying multi-value attributes

Classification Code

Binary (7)dib Binary (6).cib Binary (5).dic
] Open file B Open file Open file C]

Modified

Binary (4).dio
Open file

‘ Document incl. Binary properties

Details Security Activity
Title Document incl. Binary properties
Description Binary properties
Parent Maintenence
Created @ Administrator 31. Mar 2020, 09:11
Modified . Administrator 31. Mar 2020, 09:44
Status Opened INHERITED
Security class Confidential INHERITED
Significance Retain INHERITED
Owner Marko Hren
Keywords binary  property
Categories Properties
Binary
Date
Date Time
String 200
String Max
Time
Uint 64
> Retention
Binary (3)dib
Open file Show all

Image 43: Display and selection of binary values

2022 © Imaging Systems Inc., All rights reserved.

74




IMiS®/wClient Manual Version 1.8.2210

4.2.3.1.3 System metadata

Unlike the general metadata, which are publicly accessible and can be edited and changed by
the user, the system metadata are read-only. The user can access them by selecting the
arrow in front of the »More« record.

For more information see chapter General system attributes.

‘ Shipping release note

Details
Title Shipping release note
e Document enabling the buyer to take delivery of a
Description shipment
Parent Administration
Created . Administrator 13. Mar 2020, 08:36
Modified @ Administrator 15. Sep 2020, 08:12
Status Opened INHERITED
Security class Confidential
Significance Retain
Owner @ Keiraclay
Keywords release  note
Categories shipping
Review date 1.Jun 2020, 08:00 INHERITED
> Retention
~ More
Classification Code 3/000034
Template E-mai
Type Bl Document
Permanent No
Authenticity evidence Get
Accessed 15. Sep 2020, 14:10
Opened 13. Mar 2020, 08:36
Identifier ZOGEGUVIgUMJDCOAGhTRkSagh6nAPY3_

Image 44: The Details tab in reading mode

4.2.3.1.4 Changing the display of metadata
Changing the display of metadata in the "Details" tab is possible in the settings of the file
settings.json, where the user can define which metadata will be displayed and which hidden,

and the display order, which matches the order in the configuration.
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If this element has not been defined, the settings apply to all archives.

details.display

Description

profile Profile identifier from details.profiles.id.

templates Collection of templates to which the profile applies. If this element has not
been defined or is empty, it applies to all templates.

members Collection of directory entities of type user or group. The "subject" or "alias"
is defined for the user. If a group has been defined, the setting applies to all
members.

archives Collection of archives. If this element has not been defined or is empty, it

applies to all archives.

Image 45: Settings for hiding and specifying the order of attributes in the file settings.json

4.2.3.1.5 Reference

The user with the effective Change references permission can add new references, edit and

delete them.

In the References set the user is shown the references to other entities by clicking on the

arrow in front of the name in open mode.

Organization
Human Resources and Payro!

Company Documentation

Image 46: References in the Details tab

For more information on editing a reference see chapter Adding and editing references.




IMiS®/wClient Manual Version 1.8.2210

4.2.3.1.6 Email

In the Email set the user is shown the email metadata by clicking on the arrow in front of the
name in the reading mode (Open). Only the documents created based on the email template
are shown.

For more information see chapter Email attributes.

Subiaat Tak for din interesse - her kan du hente dit uddrag
Subject af rapporten

From to@herbertnathan.com

To marko.hren@imis.eu

Date 31, Aug 2015, 10:37

Message id <0f48f69e2bb35ece50a94c4347b720d9@dijkstra.p

=es il.dk>

Signed Mo

Image 47: Email data in the reading mode

In edit mode the user has the option to review email metadata but not to edit them.

Tak for din interesse - her kan du hente dit uddrag af rapporten

DETAILS EMAIL  PHYSICAL PROPERTIES  SECURITY

Subject  Tak for din interesse - her kan du hente dit uddrag af rapporten

From to@herbertnathan.com

marko.hren@imis.eu

Date  31. Aug 2015, 10:37

id  <0f48f69e2bby5ece50a94c4347b720d9@dijkstra.pil.dk=

Image 48: Email data in the editing mode
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4.2.3.1.7 Physical content

The Physical properties set is available to the user only if the value of at least one attribute has
been defined. By clicking on the arrow in front of the name in open mode, the user is shown the
physical content metadata.

For more information see chapter Physical content attributes.

dentifier D435

Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1
CheckedOut ,26. Sep 2018, 11:47

Brnéiteva 416G

Dunajska cesta 56

Alex Melson

28. Sep 2018

Image 49: Physical content data in the reading mode

In edit mode the user has the option of editing all metadata.

Infarmation about a new payment transaction
PHYSICAL PROPERTIES
D435

Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1

CheckedOut -

Bméiceva 416
Dunajska cesta 56

Alex Nelson

09/28/2018 n

Image 50: Physical content data in the editing mode
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4.2.3.1.8 Save log

After checking the validity of electronic signatures and digital certificates upon capture,

Get
a Save log is created. The user can review it in the open mode by selecting the icon

in the More section.

For more information see chapter Checking the validity of the digital certificate.

~ Maore

Classification Code 30/15-671

Template Document 01

Type Il Document

Permanent No

Save Log Get

Accessed 3. Sep 2021, 14:43

Opened 3. Sep 2021, 11:48

Identifier z7ePaGD7nZUEMVxvzOmqgyUoxjdgsnt-g

External Identifiers

v

<?xml version="1.8"2>
<iarc:commitlog xmlns:iarc="http://www.imis.si/imisarc/con

verifying Go-To-Market report.pdf [bceede@370@7d8e95cofbbe
Signature status: VALID

Signing certificate subject: '/C=SI/ST=Slovenija/OU=indivi
Signing certificate issuer: '/C=SI/O=Republika Slovenija/:
Walid from: '2817-89-28T13:83:83Z°

Walid to: '2022-89-28T13:33:03Z

Digital signature verification ended: 2018-18-19T87:32:04.
MIIEIjCCAVKgAWIBAZINAICUd3YAAAAAVX3QbzANBZkghkiGOWeBAQSFAL
CQYDVQQGEWITSTECMBOGALUEChMTUMVIWdl ] salthIFNsb3Z1bmlg Y TEXME
Y¥RMOVKFUUBKEMTc2NTkSNTcxFJAUBgHVBAMTDVNI LVRSVWNUTFJvb3QuHt
NDI1MDCczODE3WhcHMzcxMj IAMDgwODE3KFBCMQswCQYDVQQGEWITSTECHME
ChMTUmVwdW sakthIFNsb3Z1bmlgY TEXMBUGALUEYRMOVKFUUSKTMT C2N1
FJAUBgNVBAMTDVNILVRSVVNUIFIvb3QuggGiMABGCSqGSIb3DQEBAQUAAL
gEGKA0IBZQDTY SwiwuAwQ2UxIPOLsDIZqVPXNdHbteuTtHKNS cuvalmrd:
PgIG3a9uFaGqzxGHimZ7y8udcERcj6zK5sNbI7SNo44Qv25UdAhwiiPoy:
IN1L6KWEdaWY1YKLG+EgIAdGqwx1NkBni3XugdmRKRvEDbY1FwtbiYAGXSE
PAW+CPZTK3uiyUWhRIGAZppgOhvEVEZMMBB/ETYASUaboZZTnITMECYETE
Aa+MHDX8uZM33/1dPdzrDSdsRM1ZZitWh/ BEG/ FlacNdwxj+vafZZC+in:
PHXyJSe¥Ljg4yd1Ndb2rsCIhWAE3KKYgnS5gXPuQvEZDUPSt2MBmIiRrNE
WO1I005MvQF7b]5ATHCCKKTZ8MmML Z8HIWS+v4x300ul14YSRP/VmAP2qMe

Image 51: A report on checking the validity of electronic signatures and digital certificates

4.2.3.1.9 Retention
A user with the »Change retention« effective permission is enabled the adding and editing of

retention and disposition hold periods.

In the Retention set the user is shown the settings for the selected retention and disposition

hold periods in the preview or reading mode by clicking on the arrow in front of the name.
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The user can remove the search result record by selecting the action "Remove".

4.2.5.2 Information about audit log events
By selecting the command “Activity”, the user is shown information about audit log events for
the selected user and entity. More information on the Activity action is available to the user in

the chapter Searching audit log events.

4.2.5.3 Reports
The IMiS®/wClient enables users with a Reports role on the server to create reports on the
IMiS®/ARChive Server. Logged-on user can create report on folders, documents, document

contents, retention, reviews, user access, entities, classification scheme

Report types
]
Folders Documents
Show folders report Show documents report ive retention palicies and disposition
Review Access
Shows review report Shows access control report
Classification scheme
Classification scheme Classification scheme with folders
Shows classes classification scheme. Shows classes and folders classification scheme
Other
Entity details Deleted Queue
Shows entity details Shows deleted entities report Shows entities trash queue report

Image 78: Report types

For more information on specific report see chapter Reporting.




4.2.5.4 Logout
By selecting the Log out command, the user logs out of the archive. A login window appears for

logging in to the archive. For more information see chapter Login and logout.

4.2.5.5 About
By selecting the “About” command, the user is shown information about the application and
licensing terms. More information on the About command is available to the user in the

chapter About.

4.2.5.6 Display of entities

By selecting the icon to the right of the command bar, the user can define the display

mode for the list of entities.

List
Grid

Item check boxes

Category

Keywords

Classification Code
Description
Modified

Custom...

Image 79: Setting the display of entities

4.2.5.6.1 View mode
In the View mode, the user defines how the entities are displayed in the central view and marks
entities for performing actions. The available options are:

o List

o Grid

e [tem check boxes.
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IMiS/ARChive Server > Other

Title Classification Code Opened
B ss8nrasl: L [EEarEss) 16/000005 8. Sep 2021
E Lucene Query Test 16/000008 10. Sep 2021
E Despatch note 16/000021 22. Aug 2022
‘o Majito 16/000029 29. Aug 2022
Events 16-2021-000001 16. Aug 2021
Customer care 16.7 6. Sep 2021
E Contest 16/15-563 2.0ct 2020
‘o Tak for din interesse - her kan du hente dit uddrag 16/1S-839 10. Aug 2022

Other
Details

Title
Description
Parent
Created
Modified
Status
Security class
Significance
Owner
Keywords
Review date

> Retention

> More

Image 80: Entities shown on a list

IMiS/ARChive Server > Other

Title

3 3 3 B
[

EEER S HELEL:

Lucene Query Test Despatch note Mojito

H ﬁ
©
Events Customer care Contest Tak for din interesse - her ..

Other
Details

Title
Description
Parent
Created

Modified
Status
Security class
Significance
Owner
Keywords
Review date

> Retention

> More

Image 81: Entities shown in a grid

# EDIT ACTIONS v =| @
. 8 results
-~ List
Grid
~ Item check boxes
Other
Categon
IMiS, o
. Admir Keywords
@ ~dmi
~  Classification Code
Opened
Description
B Modified
Retain
@ Alexn Custom...

1. Sep 2009, 20:25

7 EDIT ACTIONS v El @

8 resuits
List
.~ Gnd
~  Item check boxes
Other
MiS) Category

. Admir Keywords

@ ~dministrator 30. Aug 2022, 09:04

Opened INHERITED

Retain

& Alex Nelson

1. Sep 2009, 20:25

By selecting the option ltem check boxes in the menu, the user can mark the individual entities

which will be moved or deleted in the next step. The user can also do that by holding down the

Ctrl key on the keyboard and selecting the entity, or by selecting the entity and pressing the

Space key.
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Troubleshooting: the most frequent issues when creating a new entity are:
o Entity with the template you selected cannot be created inside the selected entity.

o User does not have permission to create new entities inside the selected entity.

4.3.2.2 Entering entity metadata
The Details tab in the Create entity dialog box contains a list of all attributes of the class, folder

or document, which can be entered by the user.

The order of attributes on the list is defined by the order of the template attributes.
The following can be edited in the web administration interface IMiS®/wAdmin.

For more information see chapter The Template folder in the IMiS®/ARChive Server Manual.

Required attributes are marked with an asterisk and must be entered before saving.

Title* Invoices

Image 100: Entry of required metadata

Attribute entry fields are as follows:

e Text field where the user inputs any string of characters.

Description Invoices, Letters, Notes, Related documents

Image 101: Entry of text metadata
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A dialog box opens containing the created link to the selected entity or content.

Share
Entity B Customs documentation
[%) customs declaration. pdf

Link https://fapps01.imis.si/wclient/1.7.2110.7-beta.8/#/archive/iarc/entities/E86kFe9X0KIFDEABGEA 1 eM3RI

B8

Copy Cancel

Image 151: Displaying the created link to the selected entity

By clicking on the field, the user can select the full text of the displayed link. Selecting the email
icon opens a window for a new email message in the default application. The button Copy copies
the link the same as using a right click and Copy over highlighted text or Ctrl+C over
highlighted text.

Share
Entity B Customs documentation
[ customs declaration pdf

Link | https://apps01.imis.sifwclient/1.7.2110.7-beta.8/#/archive/iarc/entities/EB6kFe9X0KIFDEABGEAT1eM3RI

8

Copy Cancel

Image 152: Copying the link to the selected entity

By confirming the action Copy, the link to the entity is copied to the clipboard.

Customs documentation
Link copied to clipboard

Image 153: Notification of copying a link to the clipboard
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By selecting the icon , the user is shown the email content in the default messaging client

with a link to the entity/content.

Send SendandFile.. SaveasDraft DeliveryOptions.. P>~ & Signature~ Display~ More~

<t |Customs d

(admnt com) shared "Customs " on IMIS/wCligo]
hiips ffapps07.imis sifwelieny.7.2110.7-beta 6/#/archive/iarc 102/entities/E86kF eOXOKIFDEABGEATeM3RKAK iewid-oE NV UALIN QUNBOEMrHjaehKHIT 3zl

Image 154: Sending a link to the selected entity/content by email

By clicking the link, the email recipient is shown a login window of the IMiS®/wClient.

After login, the user is shown the selected entity/content in the preview mode.

4.3.3.10 Adding and editing references

References enable a user to establish connections between entities and instantly move to

other entities in the classification scheme.

To add references on an entity the user must have the Create reference permission.

The user can add a reference on existing entities by selecting the Actions command in the

command bar and New reference in the popup menu.

Note: Functionality is supported in IMiIS/ARChive Server version 9.9 or higher.

m @ OPEN s EDIT ACTIONS = @

ults
Status

b .
. Customs documentation Security class

Details Share
Title Customs docur New reference
Description Mew version
Parent Distributiol Classification Code
Created Administrat
. Move

Modified @ sdministrat

Delete
Status Opened

Export
Security class Restricted INHEwiTED
Significance Retain INHERITED
Owner
Keywords

Image 155: The popup menu for selecting the New reference command
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The user is shown a dialog box for adding a reference.

New reference

n
. Customs documentation

Search for entity...

More ~

CANCEL

Image 156: The dialog box for adding and editing a reference

By selecting Search for entity, an entity tree opens for the user in the dialog box.

By confirming the selection of the relevant entity (Add), the user establishes a reference

between the entities.

Select entity

<& Administration
Accounts
Agreements

Terms and conditions

ADD

CANCEL

Image 157: Selecting Search for entity« in the New reference dialog box
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By selecting More in the dialog box, the user is shown two fields for entering the values of the

attributes Title and Description of the reference.

The two attributes are not mandatory. If their values are empty, the fields stay hidden.

The title of the reference is simply the name of the reference, if there is no reference title and

there is only one entity in the reference. If there is more than one entity in the reference,

they are shown below the title of the reference.

New reference

Title

Description

i Customs documentation
Terms and conditions

Search for entity...

Terms and conditions on documents

Terms and conditions agreement

SAVE CANCEL

Image 158: Adding the Title and Description in the New reference dialog box

The reference can be removed by selecting the icon ~  at the end of the record of each

reference.

New reference

Title

Description

i Customs documentation
Terms and conditions
Agreements

Search for entity.

Terms and conditions on documents

Terms and conditions agreement

SAVE CANCEL

Image 159: Removing a reference before saving
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When adding, modifying or deleting a reference, a naotification is shown on save.

Terms and conditions on documents (Customs docume

IMiS/ARChive Server > Maintenence

Title

Triglav

Kanjevec

Stol

Brana

Customs documentation

Email: Begunjséica

Email: Blegos

Email: Boé

Email: Kladivo

Email: Konj

Email: Krim

Email: Kum

Email EEEHAZEL = L= [EFAZESE)]

Krn

Peca

Classification Code

3015997

30-2021-000015

3015833

30/15-812

30/000034

30/000024

30/15-982

30/000025

30/000027

30/000029

30/000031

30/000030

30/000038

30/000016

30/000023

Owner

Administrator (admin)

Marko Hren (marko)

Marko Hren (marko)

Keira Clay (kclay)

Keira Clay (kclay)

Alex Nelson (anelson)

Alex Nelson (anelson)

Keira Clay (kclay)

Marko Hren (marko)

Marko Hren (marko)

Alex Nelson (anelson)

Marko Hren (marko)

Marko Hren (marko)

Significance

Vital
vital

Retain

Retain

Delete

Retain

Retain

Retain

Retain

Retain

Retain

Retain

Retain

Retain

Retain

vital
vital

ntation, Terms and conditions)

m Entity reference created

24 resuns

N :
. Customs documentation

Details
Title Customs documentation
Description
Parent Maintenence
Created @ Administrator 28. Aug 2020, 1412
Modified . Administrator 23. Sep 2021, 08:10
Status Opened
Security class Confidential
Retain
@ Keira Clay

String 200

Binary

String 10

Date

Directory Entity
Decimal 3
NT128
Evaluation

~ References

Terms and conditions on documents Terms and conditions agreement
Terms and conditions

Image 160: Notification about an added, modified or deleted reference

Note: Saving is enabled in the dialog for editing a reference if at least 2 entities are displayed.

A reference with a single entity cannot be saved,

References between entities are visible to the user in the set References in the Details tab in

the right view. The user can edit the reference in the preview mode or in the open mode by

selecting the icon ~ at the end of the reference record.

One exception is a document classified under a folder, in which case the set References is

visible only in open mode.

By selecting the Edit command, the user can edit existing references or add new ones.

By selecting the Delete command, the user removes the reference from the list.

The user cannot delete an entity that contains a reference which the user is editing.
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4.3.5.2 Content details

The entity content details provide certain information to the user which is otherwise not
shown in the list of contents. If the details are not shown in the right view by default, the user
can access them by selecting the »Details« command in the popup menu on the tagged

content.

Besides the list of contents, the user is also shown the following entity content details in the
right view:

e Description: content description.

e Entity: he title of the entity.

e Type: content type.

e Content type: MIME content type.

e Size: content size in kB.

e (Created: timestamp of the content creation.

¢ Moadified: timestamp of the last change of the content.

e Accessed: timestamp of the last access to the content.

¢ Indexed: states whether the content is indexed.

e Signed: avalue that registers if the email message was electronically signed.

e |dentifier: unique identifier of the content.

IMiS/ARChive Server > Administration > SpaceX m © OPEN S EDIT  ACTIONS v = O
2resuls

D Go-to-Market_SpaceX.pdf

B =

SpaceX General instructions.docx 22MB

CustomContent

J

Go-to-Market_SpaceX.pdf 65.5kB 8. Nov 2020
Description Go-to-Market_SpaceX.pdf

PDF
application/pdf
65.5kB

18. Nov 2020, 15:58
18. Nov 2020, 15:58
20. Sep 2021, 16:15

CustomContent

M8Xg_vvoaldqoUnZmmH20VjWidvufdke

Image 175: Content details in the right view
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Of all the displayed data the user can change only the description of the content when in entity

editing mode.

Content Drag and drop files or click Scan

SpaceX General instructions

Custom Content Drag and drop files or click Scan

3 Go-to-Market_SpaceX.pdf

Image 176: Changing the description of content in editing mode

Note: Depending on the template settings in the IMIS®/ARChive Server administrative interface, the
logged-on user also has the option of saving content to the "Custom content container’, For more

information see the chapter Moving content.

By selecting the content from the list in the central view, the following options are available to

the user in the popup menu - in reading mode (Open):

e Preview: opening content in the preview mode.

e Download: downloading the content to a computer or device.

e Copy: copying content to another document.

e Details: displaying information on the content. These details are displayed if they were
not displayed yet.

e Manage: tagging the content for executing specific actions.
- Queue for Indexing: the selected content is tagged for later indexing.

- Queue for Conversion: the selected content is tagged for later conversion.

IMiS/ARChive Server > Administration > SpaceX m © 0PEN £ EDIT  ACTIONS v = @
2results
Tide Size .
Go-to-Market_SpaceX.pdf
SpaceX General instructions.docx 2.2 MB ar 202
CustomContent
[ Goto-Market_SpaceX pdf 65.5kB 18. Nov 2020

Go-to-Market_SpaceX. pdf
POF

Download application/pdf

655kB

18. Nov 2020, 15:58

18 Nov 2020, 15:58

Preview

Copy
Share
Manage Queue for indexing

Queue for conversion

CustomContent
MaXg_wvoal dqoUhZmmH20VjWidvufoke

Image 177: Popup menu on the selected content in the reading mode
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4.3.5.3 Saving content
When saving document content to the IMiS®/ARChive Server, the following attribute values

are automatically recorded into the entity:

e Content type: the type of the content output format (MIME type).

application/pdf

Image 178: An example of the content type of a document

o C(Created: the date the document content was created on the server. As long as the
content exists, the attribute value does not change.

Created 10. Mar 2020, 08:25

Image 179: An example of the date of creating the document content

¢ Moadified: the date the user changed the document content. As long as the document
content exists, the attribute value changes with each change of content.

Modified 30. Jun 2020, 13:34

Image 180: An example of the date of modifying the document content

e Accessed: the date and time the document content was last opened in reading mode or
in editing mode. As long as the content exists, the attribute value changes each time the
user opens or modifies the content.

Accessed 30. Jun 2020, 13:34

Image 181: An example of the date of the last access to the document content

¢ Identifier: The unique identifier of the content of the document saved on the server.

As long as the content exists, the attribute value does not change.

dentifier UhwTMgaNrMOgw7HjhmVy2s6Z26VGe58kA

Image 182: An example of the document content identifier
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e |ndexed: A value that shows whether the document content is indexed.

o
0

Image 183: An example of a display of indexed document content

e Signed: A value that shows whether the document content is electronically signed.

Image 184: An example of a display of signed document content

4.3.5.4 Content preview

The content can be previewed by a user with the Read permission.

The user opens the document content by selecting Preview in the popup menu on the tagged

content in the reading mode (Open).

IMiS/ARChive Server > Other > Despatch note

Title Size
[}  certificate of approval.tif 1127 kB
[  pelivery notification tif 117.3kB
2 shipping note 128

Modified

7.Sep 2021

7.Sep 2021

7.Sep 2021

Image 185: Opening document content

EZB oo cor ooy

@ Certificate of approval.tif

Preview Certificate of approval tif
TIFF

Download
imagetift

Copy 127 k8

Share 7 Sep 2021,08:47

7.Sep 2021,10:04

Manage
15.8ep 2021, 10:36
Indexed Yes
Signed Yes
Identifier rehcatu-0JcJicpZ_S-GNOVmalnowhNF

An alternative option is that the user simply clicks on the content record.

IMiS/ARChive Server > Other > Despatch note
Title
@ Certificate of approval &if

@ Delivery notification tif

@ Shipping note

1127 kB

117.3 kB

12B

Modified

7. Sep 2021

7.8ep 2021

7. Sep 2021

Image 186: Opening content by clicking on the content
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If the logged-on user has the “Write” permission, then in edit mode they can select the

command “Preview” in the popup menu on the marked content.

Categories lorem.

Preview
Content Drag and drop files or click Scan Download
Binary content container Update
A Export.eml 11.3 kB Move up
[ Manual_2022 pdf 12.8MB Move down
Move
j NewDocument_2.pdf 35.0kB
Delete
[  signed TIFFtif 501.7 kB
j NewDocument_1.pdf 35.0kB

Image 187: Selecting the “Preview” command in the popup menu

Certain contents are opened directly in the browser’s viewer; if that is not possible, the
contents are downloaded and opened with an external viewer.

For more information on downloading content see chapter Downloading content.

e Despaichnole o Cerlificabe of Approvaltd

Image 188: Loading content

By selecting the content preview, in the case of multiple contents a menu appears at the
bottom for selecting and displaying contents under a specific entity. The user switches
between contents by clicking on the title of each content or using the left/right keys on the

keyboard.

2022 © Imaging Systems Inc., All rights reserved. 165




IMiS®/wClient Manual Version 1.8.2210

4.3.5.6 Downloading content

The content can be downloaded by a user with the Read permission.

By selecting the Download command in the popup menu on the tagged content in the
document reading mode (Open), the user downloads the content to the device.

The content is saved in the selected location on the device.

IMiS/ARChive Server > Other > Despatch note m © OPEN # EDIT AGTIONS =
Title Size Modified
@ Certificate of approval.tif

[sd) certificate of approval tif 112.7kB 7. Sep 2021

Preview Certificate of approval tif
B Delivery notification tif 117.3k8 7. Sep 202 TIFF

Download

imagey/tiff

[2) shipping note 128 7. Sep 202 Copy 1127KB

Share 7.Sep 2021, 08:47
7.8ep2021,10:04
Manage
15. Sep 2021, 10:36

Indexed Yes

rehcqtu-0JcJlcpZ_S-BNOVmalhowhNF

Image 197: Selecting the Download command in the popup menu

In the bottom left corner, the user is shown the progress of the download of content and the

Cancel option.

[ certificate of Approval tif

Cancel

Image 198: Displaying the progress of the download of content

By selecting the popup menu on the notification about downloaded content, the user has the

option of selecting actions.

Cpen

Always open files of this type

Show in folder

Copy download link

Certificate of Approval tif
Cpen file

Image 199: Displaying the option of selecting actions on downloaded content
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If the logged-on user has the “Write” permission, then in edit mode they can select the

command “Download” in the popup menu on the marked content.

Content

Binary

£

B VB V2 B (5 N Vi B V=

4.3.5.7

a Drag and drop files or click

content container

Export.eml

Manual_2022.pdf

NewDocument_2.pdf

Signed TIFFLif

NewDocument_1.pdf

Testni podpisani PDF #1 pdf

Documents - Reports - IMiS_wClient.pdf

.
=y Scan

11.3kB
12.8 MB
35.0kB
501.7 kB
35.0kB
144.0kB

2.2MB

Q Preview

Download

e o

Update
Move up
Move down
4 Move

B Delete

Image 200: Selecting the “Download” command in the popup menu

Copying content

Copying content can be performed by the user with the Write right.

The user makes a copy of the entity's content and copies it to another document-type entity.

The user selects the content in the Open mode. By selecting the popup menu on the tagged

content, the user selects the Copy command.

IMiS/ARChive Server

Title

[} Certificate of approval if

[sd]  pelivery notification tif

[ shipping note

Other

Despatch note

Image 201:

Size Modified

1127 kB 7. Sep 2021

Preview

117.3kB 7.Sep 2021

©  Download

128 7. Sep 2021 Copy

<. Share

®  Manage
Indexed
Signed

Identifier

Selecting the Copy command in the popup menu

# EDIT ACTIONS v = Q@

3 results

@ Certificate of approval.tif

Certificate of approval tif
TIFF

image tiff

1127k8

7.5ep 2021, 08:47

7.Sep 2021, 10:04

15. Sep 2021, 10:36

Yes

Yes
rehcqtu-0JcJicpZ_S-GNOVmalhowhNF
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This opens a dialog box for selecting the target document in the classification scheme.

Copy

Selected [ Despatch note k) Certificate of approval tif

Copy to IMiS/ARChive Server » Maintenence > Porezen

Reason Move to appropriate document
€ Maintenence
B emaESERsBEL S L (EEAEESE) 30/000038
I Grintavec 30/000021
| S 15741
B ot
B 000016
| BES 30/000023
‘ Porezen 30/18-777
B o 30715671

Copy Cancel

Image 202: Copying the content to another document

After confirming the Copy command, a copy of the content is saved to the selected document.

The user is informed of saving a copy of the content.

Certificate of approval tif
Object Copied

Image 203: Information about saving a copy of the content

4.3.5.8 Sharing content

The content can be shared by a user with the »Read« permission.

The user creates a copy of the link to the entity's content and saves it to the clipboard.
In open mode, the user selects the content. By selecting the popup menu on the tagged

content, the user selects the command Share.
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IMiS/ARChive Server > Other > Despatch note
Trle

@ Certificate of approval.tif

[s8) Delivery notification tif

2 shipping note

Size

112.7kB

117.3kB

12B

Modified

7.Sep 2021

7.8ep 2021

7.Sep 2021

m ® OPEN / EDIT ACTIONS v =

@ Certificate of approval.tif

o Praview

©  Download

% Copy

< share
™ Manage

Indexed
Signed
Identifier

Certificate of approval tif

TIFF

imagertift

127 kB

7.Sep 2021, 08:47

7.5ep 2021, 10:04

15. Sep 2021, 10:36

Yes

Yes
rencqtu-0Je.iepZ_S-GNOVmglhowhNF

Image 204: Selecting the command Share in the popup menu

A dialog box opens containing the created link to the selected content.

Share
Entity | |l Despatch note

k) Certificate of approval tif

=

Link | https://apps01.imis.si/wclient/1.7.2110.7-beta.6/#/archive/iarc102/entities/821MQ25knC1j0jLambF 134

Copy

Cancel

Image 205: Displaying the created link to the selected content

By confirming the action Copy, the link to the content is copied to the clipboard.

Despatch note
Link copied to clipboard

Image 2086: Notification of copying a link to the clipboard

0]

3results

2022 © Imaging Systems Inc., All rights reserved.

174




IMiS®/wClient Manual

Version 1.8.2210

4.3.5.9 Content update

Content update can be performed by the user with the Write right.

The user has the option of updating saved content. In editing mode, the user selects the

document content. In the popup menu the user selects the Update command.

This opens a dialog box for selecting the content which will replace the existing content.

If the user does not change the title of the content;, it is preserved.

The user confirms the change to the entity with the Save command or cancels it with the

Cancel command.

Content Drag and drop files or click

&

5 I

Binary content container

Export.eml

Manual_2022.pdf

NewDocument_2.pdf

Thanks & Appreciation.pdf

Signed TIFFif

Sci
c Preview

Download
11.3kB

Update
128 MB Move up
35.0 kB Move down

Move
514.8 kB

Delete
75.8 kB

Image 207: Selecting the »Update« command in the popup menu

IMiS/ARChive Server > 365 > Nullam mauris

Title

W B

B

Export.em!

Manual_2022.pdf

NewDocument_2.pdf

Thanks & Appreciation.pdf

signed TIFFtif

Image 208:

Slze

11.3kB
12.8 MB
35.0kB
514.8 kB

501.7 kB

The selected content after update

L

—
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4.3.5.10 Moving content up/down

The actions “Move up” and “Move down” enable moving content in the list by one position.

Keywords hendrerit

mportant words used in entity

Categories lorem

Content a Drag and drop files or click
Binary content container

[ Export.eml
Manual_2022.pdf

Business report_2021.xltx

External Identifiers 9453 (=

Custom external entity identifiers

11.3kB

12.8 MB

87.2kB

—
e Scar

|

Q Preview

Download

P ©

Update

1 Move up
Move down

& Move

§ Delete

Image 209: Selecting the “Move up” command in the popup menu

4.3.5.11 Moving content between entities

Moving content from one entity to another can be performed by the user with the Write right.

The user selects the content in the editing mode. In the popup menu on the tagged content,

the user selects the Move command.

Keywords hendrerit (=

mportant words used in entity

Categories lorem

Content O Drag and drop files or click
Binary content container

M Export.eml
Manual_2022 pdf

Business report_2021 .xltx

External Identifiers 9453 (x

Custom external entity identifiers

11.3kB

12.8 MB

87.2kB

—
B Scar

|

o Preview

Download

D ©°

Update
Move up
Move down

+ Move

B Delete

Image 210: Selecting the Move command in the popup menu
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This opens a dialog box for selecting the target document in the classification scheme.

Move X
Selected I Nullam mauris [@ Business report_2021.xitx
Target | IMiS/ARChive Server > Distribution > PDF
Reason Duis pulvinar porta neque, et dapibus odio dictum ut.
< Distribution
B 'nvoices 5/1S-CODE-0000
B s 5/000206
I november 5/000205
B e 5/1S-CODE-923
E ror 5/000227
B s2Pdocument 5/000154
I s2Pdocument 5/000155
i scsvenism 5/000240
B september 5/000082
‘ Test dvonivojske konverzije 1 5/000045
E e 5/000244
B 5/000173
-, ~innnen
m Cancel

Image 211: Selecting the target document for moving content

By confirming the selection with the Move command, the content is tagged to move.

Content &3 Dragand drop files or click & sean

Binary content container

4 | Exporteml 11.3kB
Manual_2022.pdf 12.8 MB

Move to PDF 2021 .xltx 87.2kB

Image 212: Content temporarily removed from the document
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Content move is not performed until after saving changes.

IMiS/wClient Search
> Wl Archive IMiS/ARChive Server > Distribution > PDF
My entities
Title

Business report_2021.xltx

Image 213: Saved document content

B ror
Details
Title
Description
Parent
Created
Modified
Status
Security class
Significance
Owner
Keywords

Categories

Review date

> References

> Retention

> More

Administrator

7 EDIT ACTIONS v =

Distribution
@ Administrator 17. Nov 2020, 11:03
@ Administrator 20. Sep 2022,09:48
Opened

Top Secret

Permanent

®

1 results

The logged-on user can also move content to the “Custom content container”. When selecting

the target document for moving content, an additional “Container” attribute is shown if the

template contains an attribute of the File type.

The user selects accordingly from the set of values.

Move

Selected | [ Despatchnote [2) Shipping note

Target IMiS/ARChive Server » Maintenence > Peca

Container

CustomContent

+

Maintenence

r

Email: Krim

Email: Kum

rr

Email EEE#9BIEL = L7 [BREATEEE]

Grintavec

| N

Kanin

r

Kotna

Km

rr

Peca

Porezen

|

Spik

r

30/000031

30/000030

30/000038

30/000021

30/18-741

30/15-870

30/000016

30/000023

Reason _

Image 214: Selecting the target document for moving content to the custom content container
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By confirming the selection with the Move command, the content is tagged to move to the

custom content container.

Cantent Drag and drop files or click

Binary content container

@ Certificate of approval tif 29.4kB
@ Delivery notification.tif 7.3kB
@ Move to Peca (CustomContent) 12B

Image 215: Content temporarily removed from the document

Content move to the custom content container is not performed until after saving changes.

Gontent Drag and drop files or click
Binary coment comtainer
Custom content Drag and drop files or click

Custom Content description

@ Shipping note 12B

Image 216: Saved document content to the custom content container

4.3.5.12 Deleting content

Deleting content can be performed by the user with the Write right.

The user removes document content by first selecting the document content in Edit mode.

In the popup menu the user selects the Delete command. The content is removed from the list.

The user confirms the change to the entity with the Save command or cancels it with the

Cancel command.

Content Drag and drop files or click Scan Preview
Binary content container Download
EA Export.eml 11.3kB Update
_ . Move up
Manual_2022.pdf 12.8 MB
Move down
NewDocument_2.pdf 35.0kB
Move
Thanks & Appreciation.pdf 514.8 kB - Delete
[d  Signed TIFFtif 501.7 kB

Image 217: The content on the list before deletion
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IMiS/ARChive Server > 365 Nullam mauris

Export.eml
Manual 2022.pdf

NewDocument_2.pdf

NewDocument_1.pdf

&4
]
B
[] signed TIFF1if
]
B

Testni podpisani PDF #1.pdf

Size

11.3kB

12.8 MB

35.0kB

501.7 kB

35.0kB

144.0 kB

Image 218: The content on the list after deletion

4.3.5.13 Indexing content

The manual tagging of content for indexing can be performed by the user with the

ContentManagement role.

By selecting the popup menu on the tagged content in the document reading mode (Open),

the user can select the “Manage” command. By confirming the “Queue for Indexing” command,

the selected content is tagged for later indexing.

The indexing of content can be done automatically with the appropriate settings on the

IMiS®/ARChive Server or manually for an individual content within the interval specified in the

server settings.

IMiS/ARChive Server > Other > Despatch note
Title

[} certificate of approval tif

[ Delivery notification.tif

@ Shipping note

Image 2189:

Size Modified

29.4kB 23. Sep 2021
117.3kB 7. Sep 2021
128 7.Sep 202

m © OPEN # EDIT ACTIONS Vv =

@ Certificate of approval.tif

Preview Certificate of approval tif

Download TIFE
. imagertift
Of
ey 204k
Share 7. Sep 2021, 0847
Manage Queue for indexing

Queue for conversion

Yes

rencqtu-0.JcJicpZ_S-GNOVmMaInowhNF

Selecting the Queue for Indexing command

3resuhs
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Certificate of approval tif

Content added to queue for indexing

IMiS/ARChive Server > Other > Despatch note m
3results

e s Modfed @ Certificate of approval.tif
[&d] certificate of approval tif 29.4kB 23 Sep 2021

Description Certificate of approval tif
[ pelivery notification tif 117.3k8 7. Sep 2021 Type TIFF

Content Type image/tiff
[ shipping note 128 7. Sep 2021 Size 294kB

Created 7. Sep 2021,08:47

Modified 23. Sep 2021, 09:34

Accessed 23 Sep 2021, 09:34

Indexed Yes

Signed Yes

Identifier rehcatu-0JcJicpZ_S-GNOVmalhowhNF

Image 220: Successful adding of content for indexing

4.3.5.14 Content conversion
The IMiS®/ARChive Server enables automatic content conversion. All newly added content can
be automatically converted to a long-term storage format after being stored according to the

setting in the server configuration (PDF/A, TIFF).

Example: A content created in Microsoft Word that is attached to the document must be converted

into the PDF/A file type to ensure long-term storage.

For better visibility, the converted content is displayed in a tree. Content can also be multi-level
and enable a view of the conversion history. The conversion of content can be done
automatically with the appropriate settings on the IMiS®/ARChive Server or manually for an

individual content within the interval specified in the server settings.

IMiS/ARChive Server > Other > Contest

Title Size Modified
(& Invoice tif 33.2kB 9. Sep 2021
[5  Invoice.pdf 28.3 kB 9. Sep 2021

Image 221 Example of automatically converting content on a list

IMiS/ARChive Server > Other > Contest

Title

&)

Invoice.tif Invoice.pdf

Image 222: Example of automatically converting content in grid view
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For the manual tagging of content for conversion the user must have the ContentManagement
role.

By selecting the popup menu on the tagged content in the document reading mode (Open),

the user can select the “Manage” command. By confirming the “Queue for Conversion”

command, the selected content is tagged for later conversion.

IMiS/ARChive Server > Other > Despatch note m © oPEN s EDIT  AcTIONs v = O
3results
Title Size: Madified
@ Certificate of approval.tif
[ certificate of approval tif 29.4k8 23. Sep 2021
o Preview Certificate of approval tif
y 7 S TIFE
[sd] Delivery notificationtif 117.3kB 7.Sep 2021 © Download
image/tiff
[ shipping note 128 7.Sep 2021 Gopy 204KB
. Share 7.5ep 2021, 08:47
™ Manage > Queue forindexing
Indexed Queue for conversion
Signed Yes
Identifier rehcqtu-0JcJicpZ_S-GNOVMalnowhNF

Image 223: Selecting the Queue for Conversion command

The user is informed of successfully tagging the content for later conversion.

Certificate of approval.if

Content added to queue for conversion
IMIS/ARChive Server > Other > Despatch note m

Trle

3resuls

e Vodfes @ Certificate of approval.tif
[) Certificate of approval.tif 29.4KE 23, Sep 2021
Description Certificate of approval tif
[  Delivery notification.tif 117.3kB 7.sep 2021 Type TIFF
Content Type image/tiff
Shipping note 12B 7.Sep 2021 Size 29.4 kB
Created 7.8ep 2021,08:47
Modified 23.5ep 2021,09:34
Accessed 23.Sep 2021,09:34
Indexed Yes
signed Yes
Identifier rehcatu-0Je.icpZ_S-GNOVmalnowhNF

Image 224: Successful tagging of content for later conversion
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4.3.5.15 Detaching content

In edit mode the user has the option of detaching the selected converted content.

The user with the Write permission can perform the detachment.

In edit mode the user selects the content. In the popup menu the user selects the Detach

command.

Content & Drag and drop files or click

Binary content container

Invoice_63418_2020.pdf 310.5kB
@ Invoice_62536_2020.1if 381.5kB
Invoice_62536_2020 [OCR].pdf 99.2 kB
Invoice_62536_2020 [OCR].docx 6.0 kB
External Identifiers 765564 (X

Custom external entity identifiers

Image 225: Detaching the selected converted content

The detachment is not executed until confirmed with the Save command.

Content 0 Drag and drop files or click

Binary content container

Invoice_63418_2020.pdf 310.5kB

@ Invoice_62536_2020.tif 381.5kB
Invoice_62536_2020 [OCR].pdf 99.2 kB
Invoice_62536_2020 [OCR].docx 6.0 kB

Image 226: Tagging content for detachment

o Preview
@ Download
Detach

B Delete
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After confirming the detachment of converted content, the selected content is classified under

the last content on the list.

Content Drag and drop files or click

Binary content container

B Invoice_63418_2020.pdf 310.5kB
@ Invoice_62536_2020.tif 381.5kB
Invoice_62536_2020 [OCR].docx 6.0 kB
B Invoice_62536_2020 [OCR].pdf 99.2 kB

Image 227: Displaying detached content on the list

Warning: Removal of source content is possible only after a prior removal of all interpretations of the

content. While removing content at individual levels, the entity must be saved.

4.3.6 Versioning

The user is enabled the versioning of the values of document attributes. The properties that
have been madified in individual document versions can be reviewed only on templates that
enable versioning. The basic condition is that the template attribute has been marked as
“versionable”.

This functionality is supported in IMiS®/ARChive Server version 9.9 or higher.

For more information see chapter Versioning in the IMiS®/ARChive Server Manual.




4.3.6.1 Creating new version
By selecting the action “New version” in the popup menu on the “Actions” button in the
command bar or on the document selected from a list, the user is shown a dialog box with the

relevant tabs and set of attributes.

m @ OPEN s EDIT ACTIONS

Status

Ll
©

Y B -
. Cerificate of origin Security class

Details Share
Title Cerificate of ori New reference
Description Mew version
Parent Administr3 Classification Code
Created Administrat
. Move
Modified @ ~dministrat
Delete
Status Opened INHERI
Export
Security class Confidential INFErITED
significance Retain
Owner Grace Layton
Keywords certificate  origin
Categories administration
Review date 31. Jul 2020, 16:05

Image 228: Selecting the action “New version” in the popup menu

In the Details tab the following attributes are available to the user:
e Version: selecting a document version. The available options are:
— Major: signifies major changes to the document.
— Minor; signifies minor changes to the document.
— 3™ level: signifies minimum changes to the document.
— 4 |gvel: signifies the smallest changes to the document.
— Overwrite: overwrites the existing document version.
e Comment: a comment to the document version.
e Title: the name of the document. This attribute is mandatory.
e Description: a short description of the document.
e Significance: a set of available document significances.

e QOwner: the directory entity (user or group) that is responsible for the selected

document version (owner).
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Cpen

Always open files of this type

Show in folder

Copy download link

Cerificate of origin -...zip
Open file

Image 290: Information for the user about saving a directory with authenticity evidence

| Iﬂ =1 Extract Cerificate of origin - AIP

Home Share View Compressed Folder Tools

&« ~ 4 & » ThisPC » Downloads » Cerificate of origin - AIP

Name Type Compressed size Password ...  Size Ratio Date modified
3t Quick access

[ aw XML Document 1KB No 4KB TT% 22,0 0:35
J Downloads .

|7 EvidenceRecord_0 XML Decument TKE Mo 14KB 52%

@ OneDrive
3 This PC
¥ Network

1 Archives
8§ iarc101-x64.imis.si

Image 291: A directory with two files containing authenticity evidence

The authenticity evidence includes these two file types:

e AIP.xml: XML file that contains the Archival Information Package — AIP, which is a
summary of the entity's metadata and content subject to the authenticity verification
procedure.

e EvidenceRecord X.xml: one or more XML files that contain the evidence record of the
entity according to the Evidence Record Syntax — ERS standard, which prescribes a
system for ensuring the authenticity of long-term archived content. The “X” in the name

of the file means the successive number of the record.

<?xml version="1.0" encoding="UTF-8"?>
<aip:AIP xmins:aip="http.//www.imis.eu/imisarc/aip"
xmins.ds="http.//www.w3.org/2000/09/xmldsig#">
<aip.Header Version="1">
<ds.CanonicalizationMethod Algorithm="http.//www.w3.org/TR/2001/REC-xml-c14n-
20010315"/>
</aip.Header>
<alp:Attribute Id="sys:Closed” Type="16">
<aip:Value>2014-03-31T16:.23:50.4071+02:00</aip. Value>
</aip.Attribute>
<alp:Attribute ld="sys:Opened” Type="16">
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<alp:Value>2014-03-31T16:23:47.094+02:00</aip.Value>
</aip.Attribute>
<aip.Attribute ld="sys:Status" Type="18">
<alp:Value>Closed</aip:Value>
</aip.Attribute>
<aip.Content ld="sys.Content">
<alp:ContentValue>
<ds.DigestMethod Algorithm="http.//www.w3.org/2001/04/xmlenc#shaf56"/>
<ds.DigestValue>0NPJp3qgfSkFm... T5irp0T+SrdMp+VE=</ds:DigestValue>
</aip:Content\Value>
</aip.Content>
</aip.AlP>

Image 292: Example archive information package

<?xml version="1.0" encoding="UTF-8"?>

<EvidenceRecord xmins="http.//www.setcce.org/schemas/ers” Version="1.0">
<ArchiveTimeStampSequence>

<ArchiveTimeStampChain Order="1">

<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#shal"/>
<CanonicalizationMethod Algorithm="http.//www.w5.org/TR/2001/REC-xml-c14n-20010315"/>
<ArchiveTimeStamp Order="1">

<HashTree>

<Sequence Order="1">

<DigestValue>RiHMaqgrhrGATA/fDYJVOEI\ g4fTw=</DigestValue>
<DigestValue>dawWHxNEIuddA 70+NGHYNd3ApGE=</DigestValue>

</Sequence>

<Sequence Order="2">

<DigestValue>vgBElgW7kGPUaFB/gE6t{UFWwylE=</DigestValue>

</Sequence>

</HashTree>

<TimeStamp>

<TimeStampToken Type="XMLENTRUST">

<dsig.Signature xmins.dsig="http.//www.w3.org/2000/09/xmldsig#" Id="TimeStampToken">
<dsig:Signedinfo>

<dsig.CanonicalizationMethod Algorithm="http.//www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
<dsig.SignatureMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#rsa-shal"/>
<dsig:Reference URI="#TimeStampinfo-13ED106F54C2C33E0420000000000007B07 ">
<dsig.DigestMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#shal"/>
<dsig:DigestValue>fWwSCkWO4udY+/kvwMglL59scG3k=</dsig:DigestValue>
</dsig.Reference>

<dsig.Reference URI="#TimeStampAuthority">

<dsig:DigestMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#shal"/>
<dsig:DigestValue>j8bwhFukHoDEjcimzgEZt XDF/ko=</dsig:DigestValue>
</dsig.Reference>

</dsig.Signedinfo>

<dsig:SignatureValue>J5Vmm8HR9g YzPouh... ELWNov32qUw==

</dsig.SignatureValue>

<dsig:Keyinfo Id="TimeStampAuthority "

<dsig:X5090ata>
<dsig:X509Certificate>MIIFYDCCBEi..InphHBIzxEkKFU3</dsig:X5039Certificate>
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</dsig:X5090ata>

</dsig:Keyinfo>

<dsig.Object Id="TimeStampinfo-13ED106F54C2C33E0420000000000007B0D7 ">
<ts:TimeStampinfo xmins.ds="http.//www.w3.org/2000/09/xmldsig#"
xmins:ts="http.//www.entrust.com/schemas/timestamp-protocol-20020207 ">
<ts:Policy id="http.//www.si-tsa.si/dokumenti/SIl- TSA-politika-za-casovni-zig-1.pdf"/>
<ts.Digest>

<ds:DigestMethod Algorithm="http.//www.w3.0rg/2000/09/xmldsig#shal’/>
<ds.DijgestValue>kKsYK3bWkp5Zc/wbgssA/XIbNsA=</ds.DigestValue>

</ts:Digest>
<ts.SerialiNumber>108487637460..6624147310345175</ts:SerialNumber>
<ts:CreationTime>2014-04-02T709:45:00.0952</ts.CreationTime>
<ts:.Nonce>7949411139179750976</ts.Nonce>

</ts:TimeStamplinfo>

</dsig.Object>

</dsig.Signature>

</TimeStampToken>

<CryptographicinformationList>

<Cryptographicinformation Order="1"
Type="CERT">MIIEHDCCAwSgBAgIE..z90z6gk/2vorAfGEhuBSnBxVeolp</Cryptographicinformation>
<Cryptographicinformation Order="2"

Type="CRL">MIISKTCCERECAQEwWDQAYJ....p YOS YAMkwE19LRSI/YOFg</Cryptographicinformation>
</CryptographicinformationList>

</TimeStamp>

</ArchiveTimeStamp>

</Archive TimeStampChain>

</ArchiveTimeStampSequence>

</EvidenceRecord>

Image 293: Example evidence record

4.3.10 Reporting
The user can make reports on:
e folders
e documents
e contents
e retention
e reviews
® Q9CCess

e classification scheme

e entities

e deleted entities

e entities waiting for deletion.
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The user can access reports by selecting the username or icon and the action "Reports" in the

Administrator

Administrator
admin@acme.com

popup menu.

L Profile

B Activity
l~#"  Reports
3 Log Out

Image 294: Popup menu for selecting a report

Reports
Report types
N
[ ] O 9
Folders Documents Contents Retention
Show foiders repart Show documents report Show contents report ‘Snows archive retention palicies and disposition view report.
holds report.
Access

Snows access control report

Classification scheme

Classification scheme Classification scheme with folders
Shows classes classification scheme. Shows classes and folders classification scheme.
Other
u ~
Entity details Deleted Queue
Shows entity details. Shows defeted entities report. Shows entities trash queue report.

Image 295: Review of available reports
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4.3.10.1 The Folder report
A folder report contains information about all the folders inside the selected archive, class or

folder. The user creates it by selecting the icon or the action “Folders” in the “Report types”

section.

By selecting the root of the archive or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive
e Scope: the scope of the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.

e Number of folders: the number of folders included.

By checking individual attributes in the category “View”, the folder data is shown in the report

in the following columns:

o (lassification code: the classification code of the folder in the classification scheme.

o Title: the title of the folder.

e Template: the name of the template, on which the folder was created.

e Status: the current status of the folder in the context of the archive.
Status dictates whether certain actions on the folder are allowed or not.

e Significance: the significance of the folder in the context of the archive.

e Security class: the security class of the folder or document. Security class is used for
hiding entities from users, that do not have access rights to the entities set by the

Security clearance level.










The report will list all content(s) in all documents for the user throughout the archive or under

the selected entity. After selecting the action “Next”, the report is prepared.

Image 304: Example of a review report

4.3.10.5 The Review report

The review report contains information on reviews. The user creates it by selecting the icon

or the action “Review” in the “Report types” section.

By selecting the review, the user defines the scope of the report.
The report will list all reviews for the user throughout the archive or under the selected entity.

After selecting the action “Next”, the report is prepared.

Image 305: Defining the scope of the review report

The report header provides the following information to the user:
e Review: the title of the review.

e Entities: the number of entities in the selected review.
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Information on reviews is listed in the following sections and columns:

The Details section

e Property: the review properties.

e Value: the value of the review properties.

Details

Scope Classification Code

Description Regular review 10-years

Status Opzned

Identifier KUBDBW3bUBU-YVA0_KYPPT20gL BE: 5D9mU

Image 306: Example of a Review report - Properties

The Retention policy section

e Title: the name of the retention policy.
e Reason: the reason for the retention policy.

e Description: a description of the retention policy.

Retention policy

| HNome ‘ Reason ‘ Description

| 10-years ‘ Dispose after 10 years retention ‘ Dispose after 10 years retention

Image 307: Example of a Review report — Retention policy

The Entities section

e C(lassification code: the classification code of the entity in the classification scheme.
o Title: the title of the entity being described.

e Type: contains the type of the entity being described.

e Action: an action on the entity.

e Reason: the reason for performing the action on the entity.

e Comment: the comment of the entity.
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e Transferred: this parameter means the entity was transferred.
e Transfer identifier: a reference to the transferred entity.

e |dentifier: the identifier of the review.

Entities

Classification Code Type Reason Comment Transferred

Transfer Identifier Identifier

Default action changed due t
o 'Retain’ significance of entit
yor fts children

1.123.532 Class

Default action changed duet
o 'Retain’ significance of entit
yor s childran.

16.8.0.0.0-2020-000002 SUNF4 Folder

Default action changed duet
o 'Retain’ significance of entit
yor s childran.

16.8.0.0-2020-000002 SUNF3 Folder

Default action changed due t
o Retain' significance of entit
yor its children

16.8.0-2020-000002 SUNF2 Folder

Default action changed due t
o Retain'significance of entit
yor its children

16.8-2020-000002 SUNF Folder Review

Image 308: Example of a retention report - Entities

The Report section

e Property: the review properties.
e Value: the value of the review properties.
e Review execute report: an XML report on the review.

e Textual review execute report: a textual report on the review.

Review execute report

Property Value
Title Review execute report
Description

Created 6.5ep 2022, 0912
Modified 6.5ep 2022, 0912

Review execute report

0" encodin TF-8'7:

er Version="1"><Action |d="A0">Disposes/Action><Action I¢="A1 ">Permanent</Action><Action I6="A2'> Transfer</ Acton> ieten d= A Reven/Acton Header»<Entity Id=
“true’><Messag Frucessmg aborted due to resson that ent iy o ’narked as already revi F=20: X

020-000002" IdType="G" i 02

<axmi version='
<He:

F: < Entt p
wied </Messages</Entity><Entity | o
Processing aborted due to reason that entity is mark ¥ : e
160 Cotest0 Fotest02 [9Type- 0 Actan A Ertor= trs <\ /essages Processing a:crl=d due torezson that ety e marked asiwreiayr wed.</Message
son that entiy s marked ss slteady revien'ed </Viessagen< Enfty=<Eniy Id="C=15"F=202 =000 14Ty rue'><lessage> P
© heton=hg Erore s -l zsssg Pracsang saan dle o antty signca \dT)p
='A3'/><Entity Id="C=3"D=15-365-22" IdType="C" Act

/Entity><Entity |

actione A" Enorctrus Ve
/Entity=<Entity Id='C=16"F:

020-000074° KiType

=IS-CONTENT28 =5"D=000056" IdTyp

16
rocessing aboxted due b reasonthat entiy is marked asa
" Action="A0" Err
ssing abort=j due to reason that entity is marked as already revi
Act

2020 0
<INiessagere Enltys <Entty
Prosess ng sboned cus e o2
*D=1"1dTy
\drwpe ¢ Action

Textual review execute report

(id type Class ficationCode) executed.

ssificationCode’) FAILED to execute. Reason: Processing aborted due o reason that entity is marked as already reviewed

siicationCode ) executed

001" (id typa ‘ClassificationCode) executed

2020- ooo 02'(1d type ‘Class cationCode ) executed

00007 (1d type ‘ClassificationCode) executed

cio 900002 (6 type Classificationdode) executed

=2020-000002"D=000001" (id type ‘ClassficationCode’) exe:.n=d

}"F=2020-000002 (id type ClassificationCode)

2020-000002'0=009007 (& 122 Class at\oncoce executed.

Classfeatio 2500 Processng aborted dus to reason that entity 's marked as already e

fica mcnde ) mLEDm execute Reason: Processing aborted due to reason that entity /s marked s already rev

sfictonCodz) FAILED to siecute Resson Processing sborted due o resson that enty s marked 25 areacy 1=
=ss0n Processing sborted due to resson that entty ' marked a5 alresdy rev eved

ce) cute. Reason: Processing aborted due to reason that entity is marked as alre

AILED to execute. Reason. Processing aborted due to reason that entity is marked as already reviewed

16T07:12:09.887Z Review action Review' on entity C=1C:
167071209.8872 Review action Dispose on entiy
16707:12:09.899

Revie

16707:12:09.8887 Revie

16T07:1209.911Z Revi
16707:12:09.899
16T07:12:09.9;

wiew action ‘Permanent on entity
view action Dispose’on entity C= 6
ew action Dispose’ on entity C:
view action Dispose’on entity
ew action Dispose’ on entity 'C=16"
ew action Dispose on entity C= 6 F= 4oz~ 000014
action ‘Dispose’ on entity C: 0014 (idtype Class
2view action Review on entity G typ2 ClassficationCode) FAILED to execute. Reason: Processing aborted due to entity sig
Reviaw action Review on entity C=5'D=IS-CONTENT281 (id tyne ClassificationCode ) executed

ew action ‘Review' on entity '0=5"D=000056' (id type 'ClassificationCode’) executed

action Review on entity C=5'D=IS-IVP-523 (d type ClassficationCode) executed

637 Review action Permanent on entity ©=3'D=I5-365-22 (1d type ClassficationCods)) FAILED to execute Reason: Processing 0orted dus to reason that entity s marked s already reviews

16T07:12:09.
16707:12:09.0.
16T07:12:09.

toe:

tionCode') FAILED to execute. Reason: Processing aborted due to reasen that entity is marked as already

Image 309: Example of a retention report - Repot
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4.3.10.6 The Access report
The access report contains information about the access rights / permissions of users on all

the folders and documents inside a selected archive, class or folder, to which the archive users

have access. The user creates it by selecting the icon or the action “Access” in the “Report

types” section.

By selecting the archive's root or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.

Select the “User” from the list.
If you wish to create an entity access report on all the users of the archive, leave the field with

the label “All users” blank. Otherwise, select one or more users from the list (“Select user”).

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.
e Number of classes: the number of classes contained.
e Number of folders: the number of folders contained.

e Number of documents: the number of documents contained.




By checking individual attributes in the category “View”, the access data is shown in the report

in the following columns:
e C(lassification code: the classification code of the entity in the classification scheme.
e Title: the title of the entity.
e Type: the type of the entity being described.
e Template: the name of the template, on which the document was created.

e Status: the status of the entity in the context of the archive.

Status dictates whether certain actions on the document are allowed or not.

e Significance: the significance of the entity in the context of the archive.

e Security class: the security class of the entity. Security classes are used to hide entities
from users whose clearance level is not high enough to access them.

e Current location: the current location of the entity's physical content.

e Home location: the home location of the entity's physical content.

e User: the name of the user the report is on.

e Read: this value tells if the user has access right to read entities.

o \Write: this value tells if the user has access right to edit entities.

o Delete: this value tells if the user has access right to delete entities.

e Move: this value tells if the user has access right to move entities.

o Create entities: this value tells if the user has access right to create entities.

e (Change permissions: this value tells if the user has access right to change permissions.

e (Change security class: this value tells if the user has access right to change security

class.
e (Change status: this value tells if the user has access right to change status.
e (Change retention: this value tells if the user has access right to change retention.

o C(Create references: this value tells if the user has access right to create a reference to

another reference.
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Access

Shows access control report.

Scope Development x
Recursive

User = 4 Alex Nelson

Summary Show

View Classification Code
Title
Type
Template
Status
Significance
Security class
Current location

Home location

User

Read

Nrite

Delete

Move

Create entites
Change permissions
Change security class
Change status
Change retention

Create references

Next Cancel

Image 310: Defining the scope of the access report
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The report will list all access rights for the user throughout the archive or under the selected

entity. After selecting the action “Next”, the report is prepared.

Access
Shows access control report

& Print Export v

Summary

Archive:

Scope:
Classification Code:
Number of classes:
Number of folders

Number of documents:

IMIS/ARChive Server
Development

a

Classificat

ionCode | Title Type Template | Status 3;9"'“‘" Securityel | Curentlo

ass cation

Home loc:
ation

User

Read Write

Delete

Move

Create ent
ites

Change pe
rmissions

Change se
curity clas
s

Change st
atus

Changere
tention

Create ref
erences

12 jf'em”" Class Class o

Opened Retain

n (anelson)

14.666

fident
fass Class Opsnea | permanent | POTIOSTE

Alex Nl
N (anels:

Opened Retain

14.668 ass Class

Alex Nel
n (anels:

Image 311: Example access report on the selected user

4.3.10.7 The Classification scheme report

A classification scheme report contains information about all the classes inside the selected

archive or class. The user creates it by selecting the icon

scheme” or “Classification scheme with folders” in the “Classification scheme” section.

Classes in the classification scheme

By selecting the archive's root or selected entity, the user defines the scope of the report.

or the action “Classification

The logged-on user then has the option of choosing how the data is shown in the report.

By checking “Summary”, the user defines that the following information is shown in the report

header:

e Archive.

e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.

e Number of classes: the number of classes contained.
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By checking individual attributes in the category “View”, the classification scheme data is
shown in the report in the following columns:
o C(lassification code: the classification code of the class in the classification scheme.
e Title: the title of the class being described.
e Created: the date the entity was created on the server.

Classification scheme

Shows classes classification scheme
Scope Development
Summary Show

View Classification Code

Title

Created

Next Cancel

Image 312: Defining the scope of the classes in the classification scheme report

The report will list all classes for the user throughout the archive or under the selected entity.

After selecting the action “Next”, the report is prepared.

Classification scheme

Shows classes classification scheme.

& Print EXport ~

Summary

Archive:

IMIS/ARChive Server

Scope:

Development

Classification Code:

4

Number of classes:

B

Classification Code

Created

14666

agres

entsAgresm

13. Nov 2018, 13:26

14668

ationCadeTest0

14669

ationCodeTest02

14671

14684

14,6840

1468400

14684000

Image 313: Example of a classification scheme report on the classes
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Classes and folders in the classification scheme

By selecting the archive's root or selected entity, the user defines the scope of the report.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.
e Number of classes: the number of classes contained.

e Number of folders: the number of folders contained.

By checking individual attributes in the category “View”, the classification scheme data is
shown in the report in the following columns:
o C(Classification code: the classification code of the class or folder in the classification
scheme.
e Title: the title of the class or folder being described.
e Type: the type of the entity being described.

e Created: the date the entity was created on the server.

Classification scheme with folders

Shows classes and folders classification scheme

Scope Distribution
summary Show
fiew Classification Code
Title
Type
Created
Next Cancel

Image 314: Defining the scope of the classes and folders in the classification scheme report




The report will list all classes and folders for the user throughout the archive or under the

selected entity. After selecting the action “Next”, the report is prepared.

Classification scheme with folders
Shows classes and folders classification scheme.

& Print Export v

Summary

Archive: IMIS/ARChive Server

Scope: Distrioution

Number of clas:

Number of folders:

Title Type

Class

Falder

Image 315: Example of a classification scheme report on the classes and folders

4.3.10.8 The Entity report

The entity report contains selected entity data. The user creates it by selecting the icon or

the action “Entity details” in the “Other” section.

By selecting the entity, the user defines the scope of the report.
The user can limit the displayed data set with the settings of the following fields and/or
parameters:
e Version: entity version.
e Content: content of documents or emails.
e Security: collection of access permissions for directory entities and entity properties.
e Physical content: metadata and location of the physical content.

For more information on physical content see chapter Physical content.

e Email: email information. Available only for documents created using the template
“Email”.
For more information see chapter Email.

e Retention: information on retention periods and disposition holds.
For more information see chapter Betention.

e Save log: information on checking the validity of electronic signatures and digital

certificates upon capture. For more information see chapter Save log.




e Transfer metadata: information on the transfer of physical content (and the audit log).

e (Custom metadata: additional metadata shown based on the type of template.

For more information see chapter Custom metadata.

After selecting the action “Next”, the report is prepared.

Entity details
Shows entity details

Scope Other

‘ersion

Content
Security
Physical properties
Email
Retention
Save Log
Transfer metadata
Review date
Next Cancel

Image 316: Defining the scope of the entity report

Information on entity are listed in the following columns:
o C(lassification code: the classification code of the entity in the classification scheme.
e Template: the name of the template.
e Status: the current status of the entity.
e Significance: the significance of the entity.
e Security class: the security class of the entity.
e Current location: the current location of the document's physical content.
e Home location: the home location of the document's physical content.
¢ Number of contents: the total number of content(s) in the documents.

e Size: sizes of content (files) attached to a document.
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Entity details
‘Shows entity details.
& Print
Other
Property Type Value
Classification Code STRING200 16
Title STRING200 Other
Description STRING200
Permanent BOOL No
Status UINT32 Opened
Opened DATE_TIME 2.Jun 2020, 16:33
Closed DATE_TIME
Security class UINT32
Significance UINT32
Owner DIRECTORY_ENTITY Alex Nelson (anelson)
Creator DIRECTORY_ENTITY Administrator (admin)
Keywords STRING30
Template STRING200 Class
Type STRINGTQ
Created DATE_TIME 2.Jun 2020, 16:33
Modified DATE_TIME 27.Sep 2020, 2029
Accessed DATE_TIME 8.8ep 2021, 14:01
Identifier STRING100 45-K2adKg-5] YFERx-m180M6ET5IhG204
External Identifiers. STRING100[]
Parent STRING200
Review Trigger DATE_TIME 1.8ep 2009, 20:25
Image 317: Example of the Entities report — Properties
Retention
Name Reason Description
10-years Dispose after 10 years retention Dispose after 10 years retention
S-years Dispose after 5 years retention Dispose after 5 years retention
2-years Dispose after 2 years retention Dispose after 2 years retention

Disposition holds

| Name ‘ Reason ‘ Description

| Legacy procedure ‘ Active legal proc

edure ‘ Legal pocedure in progress, material must be preserved untl finished

Image 318: Example of the Entities report —Retention

Security

Name Type Permission Read Write Delete Move Create entites ;i“":"g“ pemiss 5";:9“ Security | change status 5'“"9“""“"’ g"“ referenc | vajig from Valid to

anelson USER Allow e 4 v v v e e e e ~

anelson USER Allow, Inherited - - v v v v v v v ~

Anonymous USER Allow, Inherited v v v v v v v v v ~

;ﬁ;g:‘z]ﬂrE GROUP Allow, Inherited v v v v v v v v v v

sysEveryone | GROUP Allow v v v v v v v v v v

sysEveryone | GROUP Allow, Inherited -

glayton USER Allow, Inherited - v v v - - - - >

turner usEr Allow, Inherited - v - - - - - - > >

jsmith [DELETE - o .

ST usEr Allows, Inherited

kelay USER Allow, Inherited - v - - - - - - - ~

marke usEr Allow, Inherited - - v

sys:Owner ATTRIBUTE Allow ~ N N N

sys:Owner ATTRIBUTE Allow, Inherited - - v v v v v ke e ~

;::Adm”m‘ crRoUP Allow, Inherited v v v v M M M v v v
Security / DateTime
[ ame [1vpe [ Permission [ Rea [ wrte [ create [ petete [ vaii from [ vaiiato
| glayton | UsER | Allow, Inherited | v ‘ v ‘ v ‘ v ‘ ‘
Security / evaluation
[ ame [1vpe [ Permission [ Rea [ wrte [ create [ petete [ vaii from [ vaiiato
|‘|umer | UsER | Allow, Inherited | v ‘ v ‘ v ‘ v ‘ ‘

Image 319: Example of the Entities report — Security
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Transfer metadata

Property Type Value

Classification Code STRING100 ]

Transf DATE_TIME 10. Mar 2020, 08:25

Transfer system identifier STRING100 5910_UZK30JT|LISVyOCFBRDAS-BmM

Transfer audit log

0" encoding="UTF-&"7> <auditiog quen

Image 320: Example of the Entities report — Transfer metadata

4.3.10.9 The Deleted entities report

The deleted entities report contains information on entities deleted throughout the archive.

The user creates it by selecting the icon “ or the action “Deleted” in the “Other” section.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report
header:

e Archive.

e Scope: the scope of entities in the report.

e Size: the number of all deleted entities.

e Number of classes: the number of classes contained.

¢ Number of folders: the number of folders contained.

e Number of Documents: the number of documents contained.

By checking individual attributes in the category “View”, the deleted entities data is shown in
the report in the following columns:

o (lassification code: the classification code of the deleted entity in the classification

scheme.

e Title: The title of the deleted entity being described.

e Type: the type of the deleted entity being described.

e Description: a short description of the deleted entity.

e Agent: the user who executed the delete action.

e Deleted: the date and time of deleting the entity from the archive server.
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Deleted

Shows deleted entities report.

Summary Show

View Classification Code
Title
Type

Description

Agent

Deleted

Next Cancel

Image 321: Decision before preparing the report

After selecting the action “Next”, the report is prepared.

Deleted
Shows deleted entities report
& Print Export v
Summary
Archive: IMiS/ARChive Server
Size: 133
Number of classes: 263
Number of folders: 49
Number of documents: 821
Classification Code Title Type Description Agent

a Administration Class Administrator (admin)

Class 5 Class Administrator (admin)

a Class & Class Administrator (admin)

a1z Class 7 Class Administrator (admin)

016 Categories Class Administrator (admin)

0166 Class 1 Class Administrator (admin)

Image 322: Example of the Deleted entities report

4.3.10.10 The Delete queue report

10. Mar 2020, 10:30

The delete queue report contains information on entities placed on the delete queue list.

The user creates it by selecting the icon ' or the action “Queue” in the “Other” section.

By selecting the root of the archive (leaving the field blank) or selected entity, the user defines

the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the

selected entity, and all contained entities. On the contrary, by unchecking this parameter,

the user limits the search to the selected entity and the first level of sub-entities.
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The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.
e Number of classes: the number of classes contained.
e Number of folders: the number of folders contained.

e Number of documents: the number of documents contained.

By checking individual attributes in the category “View”, the delete queue data is shown in the

report in the following columns:

o C(lassification code: the classification code of the class in the classification scheme.

e Type: the type of the entity being described.

e Template: the name of the template used to create the entity.

e Status: the status of the entity in the context of the archive owner.

e Security class: the security class of the entity. It is used to hide entities from users
whose security class does not provide them with access to entities.

e Creator: the user who created the entity; meaning the user who was logged in during
the session when the entity was created. This metadata never changes throughout the
entity’s existence.

e QOwner: adirectory entity (user or group) entity that is responsible for the selected

entity (owner).
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Queue

Shows entities trash gueus report.

Scope

Summary

View

Image 323: Defining the scope of the delete queue report

Administration *

Recursive

Show

Classification Code

Title

Type
Temnplate
Status
significance
Security class
Creator

Owner

Next Cancel

After selecting the action “Next”, the report is prepared.

Queue

Shows entities rash queus report

& Print Export v/

Summary

Archive:

IMIS/ARChIve Server

Scope:

Administration

Classification Code:

3

Number of classes:

0

Number of folders:

Number of documents:

Classification Code Title Type Template Status Significance Security class Creator Owner
3.148/000006 Sombrero Document Custom document Opened Delete Confidentia Administrator (admin) Alex Nelson (anelson)
3-2021-000128 Level Folder Folder Opened Delete Administrator (admin)

Image 324: Example of the delete queue report
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4.3.10.11 Printing the report

The logged-on user can print the report.

By selecting the action “Print”, a print preview is shown. The user prints the report by

selecting the action “Print” or cancels it by selecting the action “Cancel”.

ANGZZ, 1220 PM Deleled - Reparts - IMiSwChent
Deleted
Summary
i T ——
sian 3
[Ire— P
Nember of cders: ©
Nermbar of documents: 21
Clciionode | T e Descrption gt [
o [rm— Class e faein) | 10 Mar 2020, 1031
[ Chaan s Css e e | 10 Mar 2020, 1015
o [ Ciass Adwiistre ke | 10 Mar 2020, 1015,
1z a7 Cus At )| 10 Mar 220, 1015
ate Categories Ciaas 10 Mar 2220, 1231
ates ™ s 10 Mar 2020, 1030
1ot 1 Deaneet 10 Mar 2220, 1030
01400z 2 Douaneet 10 Mar 2020, 103
o 1ao0ms 3 Dot Admaiatre ey | 10, Mar 2020, 1230
AT 23
018000008 L0 S | ment 10 Mar 3030, 183
EEeT—

01600005 Ha category Bocument Admisistrator fachvin 10 Mar 2020, 1030
016000007 - Bocument T 0 M 2020, 10:30
016000008 2 Dacument tox (ack 0 M 2120, 10030
018 Agroamanea and Terma & ( gy AT (B 10 M 2020, 103
Cenditons
010 Financa s 0 M 2020, 1030
0100 [rEpr— s 10 M 3120, 1027
018000 Inomming Imcieos | Coss 0 M 2120, 10035
018001 Crucht Nots. Clns 10 Mar 2020, 1036
01801 [IE——— 10 Mar 2020, 1027
o1s010 Duigoing vwices s 0 Mar 2020, 1027
18011 Balanca Shet s 0 Mar 2020, 1027
01203 Earbing Clas 0 Mar 2020, 1038
12020 Domessic Asuns s 10 Mar 2020, 1637
018021 Foragn Acesuunts Cinis 0 Mar 2020, 10038
0180210 o s AT (B 10 M 2020, 1038
018022 Bark Staemans s AT (B 0 Mar 2020, 1027
01803 Eudgating s 0 Mar 2020, 1030
018030 Budgeta s 0 M 2020, 1025
012031 Projocts s 0 Mar 2020, 1039
018032 Espansca s 0 M 120, 1035
018033 Raports s 0 M 120, 1035
01804 Pagmens s 0 Mar 2020, 1030
AT SRR 8 22108-Deta . vE

Print

Destination

Pages

Copies

Layout

Color

More settings

33 sheets of paper

# EPSON L3150 Series =

All -

1

Portrait -

Color -
v

Image 325: A print preview for the delete queue report
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4.3.10.12 Exporting the report
By selecting the action “Export” on the created report, a popup menu appears with the
possible format (CSV) for saving data. After selecting the CSV format, the deletion queue

report opens for the user.

B Samodejno shranjevanje :. ) Report - Trash Deleted.csv ~ 5 Iskanje (alt+1)

Datoteka Osnovno  Vstavljanje  Postavitev strani  Formule  Podatki  Pregled Ogled Pomoé

Z} v Ii_\rlj S;_ Calibri <11 - A AT = = |§ 't‘:"/‘v EE}PrEIom\besEdila Splogno - ﬁ % Ej

Pl T K L Be[H. 9 A- SEEEE Hoummmndo | T % o B foone Odior Sag
Razveljavi  OdloZiice M Pisava [P Poravnava ] Stevilo [Pl Slogi
c11 ~ fr  DOCUMENT

A E C D E F G H

65 (0.3.1.1.1 Balance Sheet CLASS . admin 2020-03-10T09:21:37.754Z

66 (0.3.1.2 Banking CLASS . admin 2020-03-10T09:24:54.2217

67 |0.3.1.2.0 Domestic Accounts CLASS . admin 2020-03-10T09:21:52.735Z

68 |0.3.1.2.1 Foreign Accounts CLASS . admin 2020-03-10T09:24:44.814Z

65 |0.3.1.2.1.0 Class 91 CLASS . admin 2020-03-10T09:24:35.411Z

70(0.3.1.2.2 Bank Statements CLASS . admin 2020-03-10709:21:52.7017

71(0.3.1.3 Budgeting CLASS . admin 2020-03-107T09:25:27.1387

7210.3.1.3.0 Budgets CLASS . admin 2020-03-10T09:25:13.767Z

73(0.3.1.31 Projects CLASS . admin 2020-03-10T09:25:13.835Z

74|0.3.1.3.2 Expenses CLASS . admin 2020-03-10T09:25:13.802Z

750.3.1.3.3 Reports CLASS . admin 2020-03-10T09:25:13.879Z

76 (0.3.1.4 Payments CLASS . admin 2020-03-10T09:25:52.044Z

77 |0.3.1.4.0 Cash Management CLASS . admin 2020-03-10T09:25:41.084Z

78|0.3.1.41 Cheques CLASS . admin 2020-03-10T09:25:41.119Z

79 (0.3.1.5 wClient project CLASS . admin 2020-03-10T09:21:03.0827

80 |0.3.2 Supply Chain management CLASS . admin 2020-03-10T09:20:42.8787

810.3.2.0 Planning and Control CLASS . admin 2020-03-10T09:20:25.7927

82 10.3.2.0.0 Planning CLASS . admin 2020-03-10T09:20:15.305Z

83]0.3.2.0.1 Scheduling CLASS . admin 2020-03-10T09:20:15.331Z

84 0.3.2.0.2 Sequence Production CLASS . admin 2020-03-10T09:20:15.366Z

85 0.4 Class 2 CLASS . admin 2020-03-10T09:15:30.161Z

86 (0.8 Class 3 CLASS . admin 2020-03-10T09:15:30.189Z

Image 326: Review of information on entities waiting for deletion in the CSV format

4.3.11 Bulk document capture

Bulk capture is the action of importing a large number of documents without the need for the
user to oversee each individual capturing procedure. Bulk capture in the IMiS®/wClient is
performed using the “Import” action. By preparing the content correctly before you import it,
you can decrease the possibility of encountering errors during the bulk capture procedure.
Entities that experience errors during bulk capture are not imported and must be captured

manually by the user. For more information on the bulk capture procedure see chapter Import.




4.3.12 Import

The IMiS®/wClient enables the import of entities to the IMiS®/ARChive Server together with
their metadata on Audit log and Authenticity evidence if they exist. The entities imported by a
user with the ImportExport role have to be compressed (.zip) and prepared in the prescribed
XML format.

For more information on roles see chapter Access in the IMiS®/ARChive Server Manual.

Import may be performed into the root class of the classification scheme or into any chosen
class or folder. After selecting the action »Import« in the Actions dropdown menu in the
command bar or on a given entity, a window opens for selecting the compressed file for entity

import (Select file).

Import

Distribution
5

DESPATCH NOTE.ZIP

Reason

IMPORT CANCEL

Image 327: Selecting the compressed file with the imported entities

Confirming the action Import starts the entity import.
After the import process is completed, the bottom right part of the view shows an import

notification.

Distribution
Successfully imported

Image 328: Displaying an import notification

Each import action on the IMiS®/ARChive Server is logged in the Import folder contained in the
Administration system folder in the left view. This folder can only be accessed by users who

have been assigned the Reports role and the appropriate rights to import logs.
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IMiS/wClient Search Q < Administrator
Import = @
72 result
Title Description Modified 1
2020-03-03T11:30:27.370+01:00
[Blo 202003-03711:30:27.370+01:00 Import started at 2020-03-03T11:3.. 3. Mar 2020
Details
[ 202003-087T12:04:54.660+01:00 Import started at 2020-08-08T12:0.. 3. Mar 2020 -
itle 2020-03-03T11:30:27.370+01:00
[Blo 202003-037T12:06:15.584+01:00 Import started at 2020-03-0 3. Mar 2020 Description Import started st 2020-03-03T11:30:27.370+01:00
Created @ Administrator 3. Mar 2020, 11:30
[Blo 202003-08712:52:08.032+01:00 Import started at 2020 3.Mar 2020 Modified @ Administrator 3. Mar 2020, 1130
7 Import .
[Be 2020-03-03T12:58:59.864+01:00 Import started at 20 3.Mar 2020 s © Closed
Security class
[Blo 202003-03712:59:35.713+01:00 Import started at 2020-08-03T12:5.. 3. Mar 2020
Significance
[Blo 202003-03713:12:49.978+01:00 Import started at 2020-03-03T13:1.. 3. Mar 2020
[Blo 202003-03713:13:07.528+01:00 Import started at 2020-03-03T13:1.. 3. Mar 2020 Categories
> More
[Blo 202003-03T13:16:11.321+01:00 Import started at 2020-03-03T13:1.. 3. Mar 2020

Image 329: Display of the Import folder in the Administration system folder

The IMiS®/wClient enables the review of imported entities on the IMiS®/ARChive Server,
including import data. The imported entities reviewed by the user are prepared in the
prescribed XML format.

For more information on the file format for import and the file structure see chapter Format of

the import / export file.

After creation is completed, the import report is given the status Closed. The user can open
the report and perform the following actions:
e QOpen: opens the selected import report in reading mode.
e Edit: opens the selected entity in editing mode. Enables adding the import report
metadata, and modifying and removing the report, metadata and contents.
e Actions: contains commands for various actions on the selected entity:
- New reference: adding a connection to another report or entity in the classification
scheme via a dialog box. For more information see chapter Reference.
- Move: moving the import report within the classification scheme on the archive.
- Export: exporting the selected report from the archive.
e Status: modifying the status of the import report via a dialog box which enables giving
the reason for the change.
e Security class: modifying the security class of the import report via a dialog box, which
requires the user to give the reason for the change.
e Share: copying the link to the selected entity to be shared with other users.

e [Delete: deleting the selected import report.
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Import

Title

@9 2020-03-03711:30:27.370+01:00
@ 2020-03-03T12:04:54.660+01:00
@g 2020-03-03T12:06:15.584+01:00
@g 2020-03-03T12:52:03.032+01:00
@g 2020-03-03T12:58:59.864+01:00
@g 2020-03-03T12:59:33.713+01:00

@g 2020-03-03T13:12:49.978+01:00

Description Modified

Import started at 2020-03-03T11:3 3. Mar 2020
Import started at 2020-03-03T12:0 3. Mar 2020
Import started at 2020-03-03T12:0 3. Mar 2020
Import started at 2020-03-03T12:5 3. Mar 2020
Import started at 2020-03-03T12:5 3. Mar 2020
Import started at 2020-03-03T12:5 3. Mar 2020
Import started at 2020-03-03T13:1 3. Mar 2020

@

72 results

@ 2020-03-03T11:30:27.370+01:00

Open
Edit
Actions
Status

Security class

Share

Delete

2020-03-03T11:30:27.370+01:00

Import started at 2020-03-03711:30:27.370+01:00

New reference 201150
20,11:30

Move

Export

Image 330: Set of available actions on the import/export report

By selecting the popup menu on the import report, the user can choose from the following

options:

e Preview: For more information on content preview see chapter Content preview.

e Download: For more information on downloading content see chapter Downloading

content.

e Copy: copying the content to another document.

e Share: copying the link to the selected entity to be shared with other users.

e Manage:

- Queue for Indexing. For more information on indexing content see chapter Indexing

content.

- Queue for Conversion. For more information on content conversion see chapter

Content conversion.

Import > 2020-03-03T11:30:27.370+C

Title

[ 1mportReport.xml

[2 ImportReport.txt

Size Modified

ACTIONS v =

@ ImportReport.txt

Description

Preview
Download
Copy
Share

Manage
Ingexeq
signed

Identifier

Image 331: Popup menu on a import report

ImportReport txt
@ 2020-03-03T11:30:27.370+01:00
TEXT
text/plain
225B
3. Mar 2020, 11:30
3. Mar 2020, 11:30
Queue for indexing

Queue for conversion

gook5MoSPGrmdY250FdZATgiB07y78UC
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4.3.12.1 Import procedure

At the start of the import procedure, the IMiS®/wClient creates a new document in the folder
Import located in the »Administration« system folder. This document contains a report of the
import to the archive server.

The title of the document is identical to the date and time of import, in ISO format.

The status of the document is Opened.

During import, the import document is completed with the following three log files:

e ImportReport.xml: XML file that contains:
- import success rate statistics
- list of failed import attempts (including the classification codes)
- list of successfully imported files (including the hash values and full classification

codes).

e ImportReport.txt: contains a report for each successfully or unsuccessfully imported
entity.

o ErrorReport.txt: contains a report for each failed import attempt including the reason
for the import error.
When all entities from the list are imported, the file ImportReport.xml is digitally signed
with the selected digital certificate according to the XMLDSIG standard. This ensures

that the report's authenticity can be verified.

The status of the document then changes to Closed.
If there is an error while the document is being completed, the import document remains in the

system class in its raw form and has the status Open.




IMiS®/wClient Manual Version 1.8.2210

If there is an error during the import of an entity on the import list, the sub-entities it contains
will not be imported. In case a sub-entity encounters an error, the other sub-entities will still

be imported, providing the import of the parent entity was successful.

Import > 2020-03-03T11:30:27.370+C ACTIONS v = [ ]

Title Size Medified

@ 2020-03-03711:30:27.370+01:00
ImportReport.xml

Details
[ importReport ot Title 2020-03-03T11:30:27.370+01:00
Description Import started at 2020-03-03T11:30:27.370+01:00
Created . Administrater 3. Mar 2020, 11:30
Modified . Administrater 3. Mar 2020, 11:30
Status ® Closed

Security class

Significance

Owner

Categories

> Save Log

~ More

Classification Code sys.Logs Import/0000000001
Template Log

ype [2 Document
Permanent No
Accessed 13. Mar 2020, 14:37
Opened 6. Mar 2020, 09:01
Closed 13. Mar 2020, 14:37
Identifier t1tuy-He_ué47qKLsIYEdUjBeV1Z6duf

External Identifiers

Image 332: Display of the import report in the Import system folder

By selecting the value of the attribute “Get” in the imported entity data (“Transfer audit log”) in
open mode, the logged-on user is shown a natification in the bottom bar on the audit log

created before importing the entity in the .bin format.
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In addition to limitations that specify attribute properties, certain other system limitations also
apply. For example, some attributes are only available for specific types of entities, and some
only for entities in a specific location in the classification scheme, or after a specific action has
been executed (e.g. transfer)

All the system attributes of the IMiS®/ARChive Server are described below.

4.41 General system attributes
The general system attributes of an entity consist of various attributes such as Title,

Description and Classification code. They contain mandatory as well as optional attributes.

Most attributes are available for all entities. The exceptions are Status, Opened date and
Closed date, which are present for classes, folders, and those documents that are located

directly under a class. The table below lists and describes all the general system attributes.

Name Description

Classification code Contains the entity's classification code within the classification scheme.

The classification code is generated automatically on the archive server.

Example: The classification code O7-2019-00004,/00001 represents
document 00001, located inside folder 2019-00004, located inside class O1.
The classification code is a publicly accessible type of metadata.

Title Saves/contains the title of the entity. The title is a required, public metadata
that enables search.

Description Saves/contains a short description of the entity.
The description is a public metadata.

Status Saves/contains the status of the entity. The status is a required metadata for
all entities that are either classes, folders, or documents directly under
classes. It is a public metadata that enables search.
The possible values are:
e (Opened: the entity can be edited by a user with the appropriate effective
access rights (the right to write)

e (losed: the entity cannot be edited.

Opened date Contains the date and time the status of the entity was changed to Opened.
The opened date is public metadata, is read-only and enables search.

Closed date Contains the date and time the status of the entity was changed to Closed.

The closed date is public metadata, is read-only and enables search.




4.4.5 Transferred entity attributes
Transferred entity attributes are created by the server when an entity is imported.
They store the system identifier, the classification code of the transferred entity, the audit log

and the date of import.

Name Description

System Id Contains the unique system identifier of the transferred entity.
Classification code Contains the classification code of the transferred entity.
Audit log Contains the audit log of the transferred entity.

Imported date Contains the date and time the entity was transferred.

Table 19: Description of moved entity attributes

4.4.6 Email attributes
Email attributes are only available for documents that have been created using an email
template. Email attributes store information about the email such as the sender, recipients,

and sent date.

Name Description

Message Id Contains the automatically generated message identifier.

From Contains the address of the sender. This metadata is mandatory.

To Contains the addresses of the email's recipients.

CcC Contains the addresses of the email's CC recipients.

BCC Contains the addresses of the email's hidden recipients.

Subject Contains the subject of the email message.

Priority Contains the email priority status.

Signed Contains a value that registers if the email was electronically signed.

Date Contains the date and time the email was sent. This metadata is mandatory.

Table 20: Description of email attributes




4.4.7 Physical content attributes
Physical content attributes are only available for documents. The existence of physical content
is specified by the unique physical content identifier. The physical content has a home location,

which changes when it is checked out. The change of location is saved in the Status attribute.

Name Description

Identifier Contains the unique identifier of the physical content.

Description Contains a short description of the physical content.

Status Contains the current status of the physical content. Possible values are:

- CheckedIn: the physical content is stored at its home location.

- CheckedOut: the physical content has been sent to another location.

Status change date Contains the date and time of the physical content's last status change.
Home location Contains the home location of the physical content.

Current location Contains the current location of the physical content.

Custodian Contains the name of the physical content's custodian.

Return date Contains the expected return date of checked out content.

Table 21: Description of physical content attributes

4.4.8 Review process attributes

Review process attributes are available only during review processes.

Name Description

Members Users who perform review process.

Action By selecting one of the valid values, you influence the review process.
Valid values:

e Reviewing: the value represents the action of reviewing entities in the
review process and does not influence the server.

e Complete: the value represents the action of completing the review
process on the server.

e Discard: the value represents the action of canceling the review
process on the server.

Comments Optional attribute which is used for entering various comments, explanations
and other information that is in any way connected with the review process.

Message Short error description entered by IMiS®/ARChive Server.
In the event of an error during the preparation or implementation phase of
the review process. Also recorded in the attribute is the successful

completion of the review process.




Qualified digital certificates are used for:

e Secure internet communication using the SSL (Secure Sockets Layer) and TLS
(Transport Layer Security) protocols.

e Secure email traffic using the S/MIME (Secure Multipurpose Internet Mail Extensions)
protocol.

e Encryption and decryption of data in electronic form.

¢ Digital signing of data in electronic form, and the verification of the key holder's identity.

e Services or applications that require the use of qualified digital certificates.

e Safe deletion of data in electronic form.

4.5.1.1 Checking the validity of the digital certificate
Each time it saves an electronically signed content in the PDF/A, TIFF or XML formats or an
email message in the EML format, the IMiS®/ARChive Server automatically checks the validity

of the digital certificate using the Certificate Revocation List (CRL) of the issuing authority.

During the validity checking procedure, the IMiS®/ARChive Server sends the serial number of
the certificate to the trusted authority's digital certificate server. The server, which frequently
updates certificate revocation lists, then sends electronically signed information about the

certificate's status to the user.

4.5.1.2 Revocation of the digital certificate

A trusted certificate authority can revoke their certificate(s), making them invalid.

The authority's digital certificate server contains lists of active and revoked certificates.

The Certificate Revocation List (CRL), based on the X.509 standard, shows a list of certificates
(ID code, date and time of revocation) that were revoked by the authority before having

expired.

4.5.2 Electronic signature

Electronic signatures are based on asymmetrical cryptography. Users signs content with their
own private key. The private key is only accessible to a particular user and is saved in their
digital certificate, protected by a password. The password is set by the user upon installation

and can also be changed later.
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Create review

Type Review ad hoc

Expression [sys:Owner]="administrator”

Scope Support

Reason Review under Support root class for selected director entity only

Image 372: Entering a search expression in the Ad hoc review

After confirmation by clicking on the Next button, a dialog window shows the tabs of a new

review in the ad-hoc review process.

The Attributes tab contains the list of all process attributes which can be entered by the user.

For more information on entering metadata see chapter Entering entity metadata.

Create review

Details

Title* Review 2203
Description Ad-hoc review [sys:0wner]="administrator”
Status | Opened
owner & Alex Nelson
Keywords administrator owner
Members* John Jill Jack
Comments

Reason Review under Support root class for selected director entity only

Image 373: Display of the attributes of the review process in the Ad hoc mode

By creation of the review, two attributes are mandatory: Title and Members performing the

entity review.

As in a regular review, the user with the appropriate rights defines the access permissions for

users, groups and attributes in the Security tab.

After entering the metadata, the user saves the review to IMiS®/ARChive Server by selecting

the action Create.
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Reviews m © OPEN 7 EDIT 8 SAVE ACTIONS v = @

93 results
Tile Description Signficance  Opened Oviner Keywards Reviewdste  Date Review 2203
Review 2203 Ad-hoc review [sys:Owne. 23.8Sep2021  AlexNelson (.. administrator, Detalls Securit Activit
& Review 79 22, Sep 2021 e Review 2203
Created @ Administrator 23. Sep 2021, 14:23
Review 83 22. Sep 2021 Modified @ Administrator 23. Sep 2021, 14:23
Description Ad-hoc review [sys:Owner]="administrator"
@ Review A3 January 2020 10-years Regular 1.Apr2020  Marko Hren (.. january2020, N
- ’ Status Opened
© Review A8 August 2020 0-years Regular review 18.58p 2020  Alex Nelson (... regular, 10years Cumer = Alex Nelson
administrator ~ owner
© Review AA 10-years Regular 1.Apr2020  Marko Hren (.. keyl
State InReview
© Review AC 2-years Regular 1.Apr2020  AlexNelson(.. key3 Message Review prepared
dentifier ¥970473k6_pm7RaXa7bz3yurWL_PzRog

Image 374: Display of a saved ad-hoc review

This starts the transfer of all entered metadata to IMiS®/ARChive Server. After the review has

been saved, it is queued for preparation.

Problems: The most common problem during saving is that the value of the mandatory attribute has

not been entered.

Problems: The most common problem when creating a new review in the review process is

that the user does not have the access right to create new reviews.

4.6.1.2 Canceling the review process
The review process can be discarded by team members at any time with the Discard
command. They do that by selecting the Actions command in the command bar and the

Discard action in the popup menu.

IMiS/wClient a Administrator
> Al e Reviews m © OPEN /7 EDIT @ SAVE ACTIONS = (0]

+ ults
B @ Complete
o Tile State Modified Review M
; eview s Transfer
Review L InReview 20. Apr 2021
Details e &  Confirm Transfer

Review M InReview 20. Apr 2021 e Review M »  Discard

Created @ Alex Nelsol « Export decisions
© FReviews Review May 2021 InReview 6. May 2021
Modified @B Alex Nelsol Impart decisions
port . - .
© Review MH Completed 25.5ep 2020 Description Donec diam tellus, porTiTor viiae viverra seq,
P consequat in turpis.

Review N InReview 20. Apr 2021 Status Opened

Owner @ Alex Nelson
nReviev 2 202

Review OA InReview 20. Apr2021 Keywords keyl

Review 0B InReview 20. Apr 2021 State InReview
Message Review prepared

Review P InReview 20. Apr 2021 Identifier 9jweECOpP_PQyuiaL DkqLn1XsJnrmxGWe

Image 375: Cancellation of the review process using the Discard command
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After discarding the review process, the IMiS®/ARChive Server:
e (Changes the value of the State attribute to Discarded.
e (Changes the value of the Status attribute to Closed.

¢ [t is entered into the Message attribute that the review process has been discarded by

the user. In this case the entire review process must be recreated.

IMiS/wClient a Administrator

S Archive Reviews m ® OPEN ZEDIT B SAVE ACTIONS v = Q@
—rrn 46 results
. Title State Modified )
3 Review M
Review L InReview 20. Apr 2021
Details
o Review M Discarded 6. May 2021 e Review
Created B Alex Nelson 20. Apr 2021, 08:40
© Reviens Review May 2021 InReview 6. May 2021
Modified @ Administrator 6. May 2021, 13:34
Export - -0 -
© Review MH Ccompleted 25.5ep 2020 Deserimtion Donec diam tellus, porttitor vitae viverra sed,
P! consaquat in turpis.

Review N InReview 20. Apr 2021 Status O Closed

Owner @ Alex Nelson
nReviey 2 202

Review 0A InReview 20. Apr 2021 P— &=

Review 0B InReview 20. Apr 2021 State © Discarded
Message Review discarded

Review P InReview 20. Apr 2021 Identifier 9)WCEGOP_PQyuiaLDkqLA 1 XsJnrmxGWe

Image 376: A canceled decision-making phase

4.6.1.3 Entity preparation phase

The phase of preparing a list of entities begins when IMiS®/ARChive Server detects that
entities are queued for review. The list only shows those entities which meet the condition of
the selected retention periods. Other criteria are considered in the process.

For more information see chapter Filtering process in the IMiS®/ARChive Server Manual.

While the review process is in the preparation phase, it cannot be modified.

During that time, its State attribute shows the Preparing value.

IMiS/wClient Administrator

Reviews m © OPEN 7/ EDIT B SAVE ACTIONS )
0 resuit
Title State Modifiec — .
B MiS/Archive 10.1
Review OA InReview 20. Apr 202
Name IMiS/Archive 10.1
Review 0B InReview 20. Apr 2021 Desciiptior arc101-x64.imis. si: 16807
Host arc101-x64.imis.5i:16807
© Reviews Review IR 20. Apr 2021 AudtQuery  Content Management  Import/Export  Reparts
Draft management  Content Convert ~ Content Detach
Revien BT [Review 27. Sep 2020 Content Index  Content Move
I © Review September 2021 Preparing 6. May 2021 I
Review U9 October 2020 InReview 18. Sep 2020

Image 377: Display of the review in the preparation phase in the Preparing state
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Once IMiS®/ARChive Server finishes preparing a list of entities, the value of the State attribute
changes to InReview. The preparation of a review is completed and awaits the decision-making

phase.

The entity placed on the list remains on that list even if its retention period is modified after the

list was prepared.

During the preparation phase of the review process an error can occur for various reasons.
In the event of an error, the review process is automatically cancelled. Such a process does not

contain entities on its list and cannot be prepared again. Such a list also cannot be edited.

The following attributes change their values:
e The value of the Status attribute changes to Closed.
e The value of the State attribute changes to Failed.

e The cause of the cancellation is recorded into the Message attribute.

IMiS/wClient a Administrator
Reviews m @ OPEN 7 ED 8 SAVE ACTIONS
esulls
Title Modified .
Review AA
© Review A3 January 2020 Det:
Review A8 August 2020 InReview 26. Mar 202 Title Review AA
@~ ator 1. Apr 2020, 07:40
© Reviews © Review AA Falled e ator 1. Apr 2020, 07:40

& Review AC Discarded 1. Apr 2020

© Review AD Completed ApI 2020 Owner Marko Hren

keyl
© Review AE

stete 0 Failed |

. i — Unable to locate metadata attribute named
© Review AF Discarded 18. Sep 2020 Message Reion Tigaar

dUTYDraHTYZIWWHwWYmXY3JQ02WIEmSFH
& Review AG

Image 378: Display of an error which occurred during the preparation phase of the review process

4.6.2 Decision-making phase
By selecting the folder, the central view shows all of the reviews created. By selecting the

appropriate review, review pages are shown along with the associated documents,

which are the object of the review process.
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Reviews > Review August 2021 m ©® OPEN # EDIT 8 SAVE ACTIONS = @
1 results
Title Description Modified .
Review August 2021
‘ Statement August 2021 6. May 2021
Details
Decisions - Page 1 6. May 2021
Title Review August 2021
Created @ ~dminisirator 6. May 2021, 14.01
Modified . Administrator 6. May 2021, 14:13
Description 10-years Regular review
Status Opened
Owner John Smith
Keywords 10y
State InReview
Message Review prepared
Members Annete  Ashton  Aaron
Identifier yDdQsdLBGEYNWXYHNXnAv TxXx0fv_Z6
> Retention

Image 379: Display of the review pages and documents

In the review the following data is visible for each page:
e Sequential title of the review page in the Title line.
e Short description of the review page in the Description line.

e Date of last page maodification in the Maodified line.

Each page contains the final number of entities. The default value is 2,000 entities.

By clicking on the selected page, the central view shows a list of selected entities.

A feature of this list is a display of the action which will be executed for each entity after the

entire review process is completed.

Reviews > Review August 2021 Decisions - Page 1 m © OPEN 7 EDIT B SAVE ACTIONS = @
18 results
Title ification Code Action .
Review August 2021
| WL 3/15-365-22 Permanent
Details
benjamin 16-2020-000001 Dispose
Title Review August 2021
Class 1.123.532 Review Created . Administrator 6. May 2021, 14:01
Modified . Administrator 6. May 2021, 14:13
B ook 16/000007 Dispose Description 10-years Regular review
Status Opened
Folder 16-2020-000009 Dispose
Owner John Smith
‘ Follow TM Poccum 8 AOxaanm, R Ray Wang (E33%) and Kate Gold on Twitter! 5/000056 Review Keywords 1oy
State InReview
IARC-522 16.test01 Dispose
Message Review prepared
iarc-522-001 16.test01-test02 Dispose Members Annste  Ashton  Aaren
Identifier yDAQsdLEGEYNWXYHNXn4vI Txxx0fv_26
iarc-522-test04 16-2020-000014 Dispose
> Retention

Image 380: A list of selected entities on a specific review page
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Content scanning icon does not appear

Likely cause: Wrong key for accessing the IMiS®/Capture Service.

Solution: In the IMiS®/Capture Service settings check the suitability of the key in the
“Security” tab. The service key value in the IMiS®/Capture Service settings must match the API

key value in the user profile settings (“Profile / Settings”) of the IMiS®/wClient.

i IMiS/Capture Service settings — m| s
Profile Enter or generate new application key
Security Service key: |[4713a71b-bded-deTe-ac0d-aceTedTebl6a

Image 428: Example of defining the service key
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