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1 PREFACE

This manual describes the operation of the IMiS®/wClient software product and offers advice

on the technical and operational aspects of its use.

1.1 About the manual

The manual presents the web client architecture, user interface, range of actions over entities,
mechanisms for verifying authenticity, report functionalities and the installation, configuring

and management procedures of the IMiS®/wClient.

1.2 Target audience

Information presented by this manual is intended for users with at least intermediate

understanding of computer and application use.

1.3 Conventions

The manual employs several font types to convey information. These are explained below:

Font type Used to denote

Regular basic text, images, tables

regular bold chapter titles (main chapters 1-6 and subchapters)
Italic advice, examples, tips, instructions

"inside gquotation marks" titles of selectable functions, files or actions
underilined italic see specified chapter for more information
Monospace names of console commands, files, directories, ...
Monospace Bold user input characters

Table 1: Manual font types and their meaning




1.4 Terms and abbreviations

Abbreviations appearing in the text and images of the user manual are explained below

Abbreviation

Description

7ZIP 7-Zip open source file archiver and format (extension ».7z«)

ACL Access Control List

AFM Adobe Font Metrics (extension ».afm«)

AIP Archival Information Package

ANPA American Newspaper Publishers Association news feed format

ATOM Atom Syndication Format

BMP Bitmap image file format (Windows format — extension ».bmp«)

CAD Computer Aided Design

CHM CHM Help format (extension ».chm«)

CPIO cpio file archiver and format (Unix format — extension ».cpio«)

CsVv Comma Separated Value (text file format— extension ».csv«)

DMS Document Management System

DWG CAD file format (extension ».dwg«)

ELF Executable and Linkable Format (Linux, Unix, Mac OS X format)

EML EML format (RFC 822 archive standard — extension ».eml«)

EPUB Electronic Publication Format (extension ».epub«)

EXIF Exchangeable image file format (image metadata format)

FB2 FixtionBook format (electronic book format — extension ».fb2«)

FLV Flash Video file format (Adobe video format — extension ».flv«)

GB Gigabyte (information unit of 2430 or roughly 1079 bytes)

GHz Gigahertz (frequency unit of 1079 hertz)

GIF Graphics Interchange Format (image format — extension ».gif«)

HDF Hierarchical Data Format

HTML HyperText Markup Language

ID Identifier

IPTC International Press Telecommunications Council News Feed
Format

IPv4 Internet Protocol version 4

IPvB Internet Protocol version 6

JPEG Joint Photographic Experts Group format (extension ».jpg«)

LDAP Lightweight Directory Access Protocol

(Internet protocol for accessing directory)




Abbreviation Description
MAT Matlab data format
MB Megabyte (information unit of 2/20 or roughly 1076 bytes)
MBOX MBox file format (Unix email archive format)
MIDI Musical Instrument Digital Interface
MIME Multipurpose Internet Mail Extensions (email standard)
MP3 MP3 format (audio format — extension ».mp3«)
MP4 MP4 format (video and audio format — extension “.mp4”)
NetCDF Network Common Data Form formats
0GG 0GG format (open source format — extension “.0gg”)
PE Portable Executable format (Win library and program format)
PDF Portable Document Format (extension ».pdf«)
PDF/A Portable Document Format for archiving electronic documents
PKCS7 PCKS #7 Cryptographic Message Syntax Standard
PNG Portable Network Graphics (image format — extension “.png”)
PSD Adobe Photoshop file format
PST Personal Storage Table (email storage format for Windows)
RFC Request for Comments
(technical and organizational document, specification intended for
the exchange of opinions on the subject)
RSA Ronald Rivest, Adi Shamir, Leonard Adleman
(public key encryption algorithm)
RSS Rich Site Summary / Really Simple Syndication
RTF Rich Text Format
S/MIME Secure Multipurpose Internet Mail Extensions (secure MIME)
SDRAM Synchronous Dynamic Random-access Memory
SHA Secure Hash Algorithm (digital fingerprint algorithm)
SRP-BA Secure Remote Password revision BA
(an encryption protocol for secure user authentication)
SSL Secure Socket Layer (collection of cryptographic protocols)
SS0 Single Sign-on
(user authentication in independent systems)
TAR Tape Archive (Unix compression format — extension “.tar”)
TCP/IP Transmission Control Protocol / Internet Protocol

(family of network protocols)




Abbreviation

Description

TIFF Tagged Image File Format

(document storage format — extension “.tif")
TLS Transport Layer Security
TTF TrueType Font (Microsoft text format — extension “.ttf")
WAV Waveform Audio File Format

(Win audio format — extension ».wav«)
W3C World Wide Web Consortium

(organization for the standardization of web techniques)
XML Extensible Markup Language

(language for structuring data in the form of a text file)
XMLDSIG XML Signature

(specification for XML encoding of electronic signatures)
ZIP ZIP archive file format

(standard archiving format — extension ».zip«)

Table 2: Definition of abbreviations

Terms used in the text and images of the manual are explained below.

Term Description

Attribute The attribute is the basic cell or container of metadata.

It prescribes the rules and framewaork for the entry, maintenance and
storage of metadata values belonging to an entity.

Document The document is the basic unit of archived content on the IMiS®/ARChive
Server, which can store various kinds of digital content (e.g. text, images,
video). Documents are usually located inside folders, but they can also be in
a class of their own.

Entity The entity is a container of data and content on the IMiS®/ARChive Server.
There are three types of entity:
class, folder, and document.

Folder Folder - a group of entities (contained folders, documents),
which round off the content. It represents a dossier of the folder in
guestion (content-related question, topic, task, project, etc.) with all of the
corresponding properties and contents.

For more information see chapter Entity types in the IMiS®/ARChive
Server Manual.

IMiS®/ARChive Server IMiS®/ARChive Storage Server
(archive server for document storage)

IMiS®/Scan IMiS®/Scan client

(IMiS® application for scanning paper documents)




IMiS®/Storage

IMiS®/Storage Connector interface

Connector (interface for the transfer of archived objects between applications and
archive servers)

IMiS@/View IMiS®/View client
(IMiS®@ client for viewing scanned documents)

Linux Various open source operating systems similar to Unix.

Mac 0OS X Apple operating system, based on Unix.

Metadata Metadata represents "information about information" or "data about data"

that is the object of storage.

Microsoft .NET
Framework

Microsoft environment for the development of web services and other
software components.

Microsoft Excel

Standard MS spreadsheet software that can also be used to view CSV files.

Class

The class is the basic constituent part of content organization on the
IMiS®/ARChive Server. Classes can store folders or documents, e.g.
according to the type or the owner of documents stored inside.

Template

The template prescribes the metadata scheme — the required and allowed
attributes for entity creation. Each template contains built-in and predefined
system attributes.

Unix

A family of computer operating systems that are based on the original Unix
0S developed by Bell Labs.

Windows

Microsoft operating system.

Table 3: List of terms used in the manual




2 INTRODUCTION

2.1 Features

IMiS®/wClient is web client intended for the capture and management of content of electronic
origin or content digitalized using scan procedures. The client operates directly with the
IMiS®/ARChive Server, which ensures secure long-term storage of documents and archived
content along with the corresponding metadata.

Users access the content from any web browser via the web client IMiS®/wClient.

Content is structured by the classification scheme, which sorts materials according to their
subject, authority, activity, and the business and expert functions of corresponding personnel

within the company.

Entities follow a hierarchical order (classes, folders, documents), with practically unlimited
sub-levels specified according to need. Each entity in the archive has its own unique

classification code.

Secure authentication of a local archive user is enabled via the username and password of the
user, registered in the external directory, which is synchronized with the archive server via
LDAP. Secure authentication is provided by username and password, along with all the current
technological means of protection from unauthorized data access.

Content security is ensured through unique identifiers (ID), which are assigned to each entity
and document when it is being stored on the IMiS®/ARChive Server. The identifiers are

encrypted and prevent unauthorized access, viewing or deletion.

Managing the users' access rights to entities and metadata is a key concept for ensuring the
confidentiality and integrity of archived content, along with appropriate availability.

Users are limited to accessing those entities; they have been authorized to access according
to the security class of the document and the security class level of the user, which are both

dictated by the access control list (ACL).

The audit log records all instances of server access, along with all the events and changes
performed on the server. Throughout its entire life cycle, it is impervious to modification and

protected from any interventions, whether authorized or not.




One of the most practical functionalities of the electronic archive is searching by metadata
or searching the full text of stored content. Users may perform search functions on the

complete archive, or on any selected entity.

The IMiS®/wClient can be connected to many IMiS®/ARChive Servers, which facilitates the
capture and management of electronic content of several separate organizational units on a

single location.

2.2 Versioning and numbering

The version of the IMiS®/wClient can be read from the name of the installation package, which

appears according to this scheme:

IMiS.wClient. MAJOR.MINOR.RELEASE.BUILD.zjp

The example of installation package name:

IMiS.wClient. 1.8.2210.zip

The scheme consists of the name of the IMiS® module (IMiS.Client) and the following elements:

e MAJOR: marks a major/central version of the IMiS® module, which changes least
frequently. Changes indicate a new generation of module that introduces major
functionality changes compared to the previous version. The identifier has values ranging
from 1-n which grow in successive numbers.

e MINOR: marks a minor version of the IMiS® module, which changes more frequently.
Changes indicate fixes and minor changes to functionalities, and fixes to the generation
of module marked by the MAJOR version. The values range from 1-n, are not always
successive and revert back to the base value (1) with each change of the MAJOR version.

e RELEASE: marks the release version. Unlike the other value ranges, the IMiS® module
release date follows a YYMM scheme, where MM marks the release month (range 01-12)
and YY marks the final two digits of the year.

e BUILD: The identifier in this position indicates the unique serial number of the product
build; this number never repeats. If smaller changes are made to the product within a
single month, this identifier may change. In this case, all other identifiers remain the
same. The range of values is from 1 to n. This number is not continuous and can only

increase.




2.3 Functionalities

The basic functionalities of the IMiS®/wClient are as follows:

e Access to any of IMiS®/ARChive Servers from any web browser.

e Secured communication with the IMiS®/ARChive Server via SSL/TLS protocol.
e Secure user authentication (SRP-B6A, LDAP).

e Simple user authentication via Single Sign-on (SS0) mode.

e Access to the records according to a predetermined classification scheme.

e Editing of access permissions for entities, attributes of directory entity type and

metadata.

e Entry and management of the records metadata according to a predetermined attribute
scheme.

e Content management (capturing, viewing data, saving, previewing, downloading, updating,
copying, moving, deleting, tagging for later indexing or conversion).

e Document versioning.

e Storage of archive materials of electronic origin or digitized using the scanner.

e Streaming-mode access to the records.

e Audit log that records every operation performed over the records stored on the archive
server (includes date and time, user name, name of computer, type of event, reason for

action taken).

e Secure audit log viewing for authorized users.

e Search by metadata and search full text of stored content.

e Sorting of entities according to the values of the categorized attributes (categorized
views).

e Establishing of connections between different entities (references).

¢ Management of retention policies and disposition holds for the records.

e Making reports on folders, documents, document contents, retention, reviews, accesses,
the classification scheme, entities, deleted entities, and entities to be deleted.

e Support for IPv4 and IPvB network communication systems.




2.4 New functionalities in this version

We have implemented the following new functionalities and improvements to the previous
certified version 1.7.2110 of the IMiS®/wClient module:

New functionalities:

¢ Disabling/enabling modifications to the columns view.
e Alink to the help page.

e [Disabling the search box.

e Copying ACL permissions to an entity, review, draft.
¢ (Opening an entity in a notification.

e Folder directory filtering.

e Virtual metadata support.

¢ Linking user accounts with external identities.

e (Changing the date format.

¢ Moadified user interface language.

e (Changing the search mode in the profile.

Improvements:

e Enabling the copying of content in a preview.
e Sorting content in a list.

e Additional view options in reports.

Small improvements:

e Framework upgraded to Angular 14 and PrimeNG 14.
e Upgraded CodeMirror library.




IMiS®/wClient Manual Version 1.8.2210

3 TECHNICAL DOCUMENTATION

3.1 Client architecture

IMiS®/wClient is the user component of an electronic and physical records management
system. The client connects to the web service IMiS®/Storage Connector Services REST,
which represents the service level of the interface of the IMiS®/Storage Connector.

The latter can be connected to many IMiS®/ARChive Servers.

R

CONSUMERS

Mobile users  Laptop user Document Capture station Tablet user Mac user
using any using any using IMiS/CaptureService using any using any
browser browser and IMiS/wScan or IMiS/wBatchScan browser browser

IMiS/wClient Application (static HTML with Angular + PrimeNG)
IMiS/Storage Connector Services REST edition
SERVICES
IMiS/Storage Connector Services Core
IMiS/ARChive IMiS/ARChive [IMiS/ARChive Ll g PKI
DATA Kerberos .
Server 1 Server 2 Server 3 . infrastructure
infrastructure

Image 1: Client architecture

3.2 Format of import / export files
The format of the import, export and data transfer files on the IMiS®/ARChive Server is the
XML file, structured according to a partly modified Moreqg2 scheme.
The differences between XML and Moreg2 schemes are as follows:
e Attributes which are required (mandatory) in the Moreg2 scheme and are not supported
by the servers change from required to optional.

e All attributed in the "Custom" part of the XML scheme are newly added.
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Moreg2 documentation is thus only a supplemental explanation of the attributes in the data
transfer server scheme. Various types of entities (class, folder, document) are each covered by

their separate scheme.

Since the schemes are derived from the Moreq2 standard, the following terminology is used:

Item type Moreq2
Class Class
Folder Folder
Item inside folder Sub-File
Document Record

Table 4: Terminology explanation

The description of XML tags uses XPath notation for a clearer overview.

Example:

<?xml version="1.0"encoding="utf-8"?>

<Class xmins.xsd="http.//www.w3.org/2001/XMLSchema"
xmins:xsi=http.//www.w53.org/2001/XMLSchema-instance
xmins="http.//www.dlm-network.org/moreq2/1.04.07">
<Description xmins="">

<abstract />

<classification>
<classification code>08</classification code>
<fully_qualified classification_code>08</fully qualified classification code>

</classification>

<place />

<title>Balance sheet 3 2018 </title>

Image 2: XPath notation text example

In the above example, the path to a full classification code in XPath notation would be shown by

the following description:

/Class/classification/fully_qualified classification_code.
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3.2.1 File structure

Each entity is contained by its own XML file. The filename must be in the following format:
[class|file|sub-file|record] audit n.xml (the sequence number is identical to the
sequence number of the entity). When importing data, it is important for all files of a given
entity to be located in the same directory as the entity file.

The names of remaining files are contained in corresponding XML tags (chapter List of XML

tags and their meaning).

Example: When exporting a class, the file containing the class is named class_1.xml,

and the audit log file for the class /s named class 1 audit.xml.

3.2.2 List of XML tags and their meaning

The following section lists the supported tags, along with references to server documentation
of the IMiS®/ARChive Server. The meaning of XML tags on the server and their reference to
the Moreg2 code is presented in more detail. Every XML document begins with the root node,

which describes the type (class, folder, sub-folder, document).

Since the scheme is derived from the Moreqg2 scheme, it uses the Moreqg2 terminology
(Class, File, Sub-File, Record) which is explained in table 4 found above.

For better clarity, the name of the root node in the presentation below is swapped with
»<entity_type>«. In case the user is interested in an entity whose type is class, user can replace

»/<entity_type>« with »/Class« and only view tags that use »Class: YES«.

/<entity_type>

Required: | YES ‘ Number: ‘ 1
Definition: Root node
Use: Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: Uses entity types according to MOREQR2 standard (Class, File, Sub-File, Record).
XMLSchema complexType Reference: | / MOREQZ2 code: /
type:




/<entity_type>/Description/abstract/description

Required: ‘ NO | Number: ‘ 1

Definition: Entity description

Use: Class: YES ‘ Folder: YES | Sub-File:YES ‘ Record:NO

Commentary: Optional short description of the entity. This attribute has no influence on the
business logic of the server during operations with entities and is merely an
information carrier.

XMLSchema String Reference: sys:Description MOREQ2 code: | M047

type:

/<entity_type>/Description/abstract/keyword
Required: ‘ NO | Number: ‘ Multiple

Definition: Keyword

Use: Class: YES ‘ Folder: YES | Sub-File:YES ‘ Record:YES

Commentary: Optional keywords that define the entity. This attribute has no influence on the
business logic of the server during operations with entities and is merely an
information carrier.

XMLSchema type: | String ‘ Reference: | sys:Keywords | MOREQ2 code: | M004

/<entity_type>/Description/abstract/classification/classification_code

Required: | YES ‘ Number: ‘ 1
Definition: Own classification code
Use: Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The own classification code is unique among all entities that are subordinate
(child) to the same entity.
XMLSchema String Reference: Classification code MOREQZ2 code: MO
type:
/<entity_type>/Description/abstract/classification/fully_qualified_classification_code
Required: | YES ‘ Number: ‘ 1
Definition: Full classification code
Use: Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The full classification code is unique for the entire archive and consists of the full
classification code of the parent entity, and the entity's own classification code.
XMLSchema String Reference: Classification codes | MOREQ2 code: MO12

type:




/<entity_type>/Description/copy_recipient/e_mail_address

Required: | YES ‘ Number: | Multiple
Definition: Mail address of email copy recipient
Use: Class: NO | Folder: NO ‘ Sub-File:NO | Record:YES
Commentary: Values represent valid email addresses of email copy recipients. They are
forwarded by the messaging client, which usually acquires them from the
message itself, though the precision of the information depends on the client.
Values represent the values of attributes »cc« of the message according to RFC
2822 specification.
XMLSchema type: | String | Reference: | sys:eml:ToCC | MOREQ2 code: | M185
/<entity_type>/Description/copy_recipient/name
Required: | YES | Number: ‘ Multiple
Definition: Name of email copy recipient
Use: Class: NO | Folder: NO | Sub-File:NO ‘ Record:YES
Commentary: Values represent names of email copy recipients. They are forwarded by the
messaging client, which usually acquires them from the message itself, though
the precision of the information depends on the client. Values represent the
values of attributes »cc« of the message according to RFC 2822 specification.
XMLSchema type: | String ‘ Reference: ‘ sys:eml:ToCC ‘ MOREQ2 code: | M0B7
/<entity_type>/Description/date
Required: ‘ NO | Number: | 1
Definition: Message date
Use: Class: NO ‘ Folder: NO | Sub-File:NO | Record:YES
Commentary: The metadata is acquired from the message itself or entered when adding the
message to the document system. It is used only in case of email messages
and is filled out with the »sent« date.
XMLSchema type: DateTime | Reference: | sys:eml:Date | MOREQZR2 code: MOB5

/<entity_type>/Description/external_identifier/external_system_reference

Required: ‘ NO ‘ Number: ‘ 1
Definition: Unigue message identifier
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: This value represents the unique external identifier of the email message,

assigned by the messaging server upon delivery. The value is forwarded by the
messaging client, which usually acquires it from the message itself, though the
precision of the information depends on the client. Values represent the values
of the attribute »message-id« of the message according to RFC 2822

specification.

XMLSchema type:

String Reference | sys:ieml:Messageld MOREQ2 code: | M195




/<entity_type>/Description/place/current_location

Required: | NO | Number: ‘ 1
Definition: Current location of physical records
Use: Class: NO | Folder: YES | Sub-File:YES ‘ Record:YES
Commentary: The value represents a description of the current location of physical records,
when this is not a home location or when physical records is checked out or
entrusted to a third party for storage. Enter data that describes the external
location of physical records as precisely as possible (address, room, cabinet,
folder ...). At the same time, make the appropriate modification of the attribute
“prm:Status” into “CheckedOut”.
XMLSchema type: | String | Reference: | sys:prm:CurrentLocatio | MOREQ2 code: MO86
n
/<entity_type>/Description/place/home_location
Required: | NO ‘ Number: ‘ 1
Definition: Home location of physical records
Use: Class: NO | Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: This value represents a description of the home location of physical records.
Enter data that precisely describes the in-house location where the physical
records is being stored (address, room, cabinet, folder, file ...).
XMLSchema type: | String | Reference: | sys:prm:HomeLocation | MOREQ2 code: | M122
/<entity_type>/Description/recipient/e_mail_address
Required: ‘ NO | Number: | Multiple
Definition: Email address of email recipient
Use: Class: NO ‘ Folder: NO | Sub-File:NO | Record:YES
Commentary: Values represent the valid email addresses of email recipients. They are

forwarded by the messaging client, which usually acquires them from the
message itself, though the precision of the information depends on the client.
Values represent the values of attributes »to« of the message according to RFC
2822 specification.

XMLSchema type:

String Reference: sys:eml:To MOREQZ2 code: M186




/<entity_type>/Description/recipient/name

Required: ‘ NO | Number: | Multiple
Definition: Name of email recipient
Use: Class: NO ‘ Folder: NO | Sub-File:NO | Record:YES
Commentary: Values represent valid names of email recipients. They are forwarded by the
messaging client, which usually acquires them from the message itself, though
the precision of the information depends on the client. Values represent the
values of the attribute »to« of the message according to RFC 2822
specification.
XMLSchema type: | String | Reference: ‘ sys:eml:To ‘ MOREQ2 code: | MO66
/<entity_type>/Description/sender/e_mail_address
Required: ‘ NO ‘ Number: ‘ Multiple
Definition: Email address of email sender
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: This value represents a valid email address of the email sender. It is forwarded
by the messaging client, which usually acquires it from the message itself,
though the precision of the information depends on the client. The value
represents the value of the attribute »from« of the message according to RFC
2822 specification.
XMLSchema type: | String | Reference: ‘ sys:eml:From ‘ MOREQ2 code: V187
/<entity_type>/Description/sender/name
Required: | NO | Number: | Multiple
Definition: Name of the email sender
Use: Class: NO | Folder: NO | Sub-File:NO | Record:YES
Commentary: This value represents the valid name of the email sender. It is forwarded by the
messaging client, which usually acquires it from the message itself, though the
precision of the information depends on the client. The value represents the
value of the attribute »from« of the message according to RFC 2822
specification.
XMLSchema type: | String ‘ Reference: ‘ sys:eml:From | MOREQ2 code: | MO75
/<entity_type>/Description/title
Required: | YES ‘ Number: | 1
Definition: Title of the entity
Use: Class: YES | Folder: YES ‘ Sub-File:YES | Record:YES
Commentary: The mandatory title of the entity being described.

XMLSchema type:

String | Reference: | sys:Title ‘ MOREQ2 code: | M003




/<entity_type>/Event_history/abstract/reclassification_reason

Required: | NO ‘ Number: | 1
Definition: Commentary stating the reason for moving (reclassifying) an entity
Use: Class: YES | Folder: YES ‘ Sub-File:YES | Record:YES
Commentary:
XMLSchema String Reference: sys:moveReason MOREQZ2 code: MO21
type:
/<entity_type>/Event_history/date/checked_in

Required: | NO ‘ Number: | 1
Definition: Date and time of change of attribute "prm:Status” to "CheckedIn"
Use: Class: NO | Folder: YES ‘ Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the attribute “prm:Status” of the

entity in question received the value “CheckedIn”.
XMLSchema dateTime Reference: sys:prm:Status MOREQZ2 code: MQ093
type:
/<entity_type>/Event_history/date/checked_out

Required: | NO | Number: | 1
Definition: Date and time of change of attribute »prm:Status« to »CheckedOut«
Use: Class: NO | Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the attribute “prm:Status” of the
entity in guestion received the value “CheckedOut”.

XMLSchema type: | dateTime ‘ Reference: ‘ sys:prm:Status | MOREQ2 code: | M094

/<entity_type>/Event_history/date/closed

Required: | NO | Number: | 1
Definition: Date and time of change of attribute »sys:Status« to »Closed«
Use: Class: YES | Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the attribute »sys:Status« of the

entity in question received the value »Closedx.
XMLSchema type: | dateTime ‘ Reference: ‘ sys:Closed | MOREQ2 code: | MO051
/<entity_type>/Event_history/date/created

Required: | YES | Number: | 1

Definition: Date and time of the entity's creation
Use: Class: YES | Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the entity was created.

XMLSchema type:

dateTime ‘ Reference: | sys:Created | MOREQ2 code: ‘ M048




/<entity_type>/Event_history/date/opened

Required: ‘ YES | Number: | 1
Definition: Date and time of change of attribute »sys:Status« to »Opened«
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the attribute “sys:Status” of the
entity in question received the value »Opened« (chapter General system
attributes).
XMLSchema type: | dateTime | Reference: ‘ sys:Opened ‘ MOREQ2 code: ‘ MO050
/<entity_type>/Event_plan/date/return
Required: | NO ‘ Number: | 1
Definition: Return date and time of checked out physical record
Use: Class: NO | Folder: YES ‘ Sub-File:YES | Record:YES
Commentary: This value represents the status of physical record according to its current
storage location. It is specified/changed in case physical record is checked out
or transferred to a thirty party that stores it at a remote location.
XMLSchema type: | dateTime ‘ Reference: ‘ sys:prm:ReturnDue | MOREQ2 code: | M098

/<entity_type>/Event_plan/status/permanent

Required: | YES ‘ Number: ‘ 1
Definition: States this entity should not be deleted
Use: Class: NO | Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: This value states the entity should not be deleted, neither through an admin
reqguest nor in the review process. The value is merely a warning, and the
administrator can choose to disregard it at their own discretion. The value
“sys:Significance” of the coded entity is »Permanent« or »Vital«.
XMLSchema type: | Boolean ‘ Reference: | sys:Significance | MOREQ2 code: ‘ MO031
/<entity_type>/ldentity/system_identifier
Required: | YES | Number: | 1
Definition: Unigue system identifier
Use: Class: YES | Folder: YES | Sub-File:YES | Record:YES
Commentary: Assigned by the IMiS®/ARChive Server.
XMLSchema type: | String | Reference: Internal entity MOREQ2 code: | MO20

identifier




/<entity_type>/Relation/agent/custodian

Required: | NO ‘ Number: | 1
Definition: States the current custodian of physical record
Use: Class: NO | Folder: YES ‘ Sub-File:YES | Record:YES
Commentary: The value represents the identity of the current custodian of physical record.
When record is stored at a home location (value of the attribute “prm:Status”
is “CheckedIn”), this is the person safekeeping the physical record. When it is
stored remotely (value of the attribute “prm:Status” is “CheckedQut”), it is the
outside person who was entrusted with safekeeping the checked out record.
XMLSchema type: | String ‘ Reference: | sys:prm:Custodian ‘ MOREQ2 code: | M002
/<entity_type>/Relation/agent/owner
Required: ‘ YES | Number: ‘ 1
Definition: Person who is the current owner of the entity
Use: Class: YES ‘ Folder: YES | Sub-File:YES ‘ Record:YES
Commentary: The value represents the directory subject (user or group) the entity belongs
to (the owner of the entity).
XMLSchema type: | String | Reference: ‘ sys:Owner ‘ MOREQ2 code: | MO002

/<entity_type>/Relation/is_child_of

Required: | YES ‘ Number: ‘ 1
Definition: Full classification code of the parent entity
Use: Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary:
XMLSchema type: | String ‘ Reference: ‘ Classification code | MOREQ2 code: ‘ MQ057

/<entity_type>/Relation/retention_and_disposition_schedule

Required: ‘ YES | Number: | Multiple
Definition: Unique system identifier of the retention policy
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Document:Conditionally
Commentary: A link to the retention policy is required for the class, folder and document if it

is classified directly under the class.

XMLSchema type:

String ‘ Reference: | Entity binds ‘ MOREQ2 code: M025




/<entity_type>/Relation/disposal_hold

Required: | NO | Number: | Multiple
Definition: Unique system identifier of the disposition hold
Use: Class: YES | Folder: YES | Sub-File:YES | Record:YES
Commentary:
XMLSchema type: | String | Reference: ‘ Entity binds | MOREQZ2 code: | M032

/<entity_type>/Use/status/active

Required: ‘ YES ‘ Number: ‘ 1
Definition: Entity is active
Use: Class: YES ‘ Folder: YES ‘ Sub-File:NO ‘ Record:NO
Commentary: “true” when the attribute “sys:Status” of the entity in question has the value
“Opened” (chapter General system attributes).
XMLSchema type: | Boolean ‘ Reference: ‘ sys:Status ‘ MOREQ2 code: ‘ M019

/<entity_type>/Use/status/physical

Required: ‘ | NO | Number: | 1
Definition: Physical content tag
Use: Class: NO ‘ | Folder: YES | Sub-File:YES | Record:YES
Commentary: “true” when this is physical record, »false« or no value when it is not
XMLSchema Boolean Reference: | Physical records | MOREQ2 MQ084
type: management code:
attributes

/<entity_type>/Use/status/vital_record

Required: ‘ YES ‘ Number: | 1
Definition: States this entity is of vital importance to the archive owner
Use: Class: NO ‘ Folder: YES ‘ Sub-File:NO | Record:YES
Commentary: States that this entity is of vital importance. Deleting it by administrator's

request or in the review process is prohibited. The entity may also follow a

special data safety regime.

XMLSchema type:

Boolean Reference: sys:Significance MOREQZ2 code: MQOQ5




/<entity_type>/Use/technical_environment/format

Required: ‘ NO ‘ Number: ‘ 1
Definition: Contains a description of physical record
Use: Class: NO ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The value represents a description of the physical record. Enter a precise
description of the physical record, its format, physical carriers, volume ...
XMLSchema String Reference: sys:prm:Description | MOREQG2 MQ092
type: code:

/<entity_type>/Custom/acl

Required: | NO | Number: ‘ 1
Definition: List of access rights and metadata on the entity (Access Control List)
Use: Class: YES | Folder: YES | Sub-File:YES ‘ Record:YES
Commentary: The label “acl” contains data about the list of access rights and metadata on
the entity, that are not a part of the Moreq2 specification. Individual entries in
the list of access rights are found in the contained “entry” labels.
XMLScheme type: complexType | Reference: ‘ ACL ‘ MOREQZ2 code: /

/<entity_type>/Custom/acl/entry

Required: | YES | Number: ‘ Multiple
Definition: List of access rights and metadata on the entity (Access Control List)
Use: Class: YES | Folder: YES | Sub-File:YES ‘ Record:YES




Commentary:

The entry in the list of access rights for an entity does not contain values, but

it does contain an XML “user” attribute with the name of the directory's entity,

and the following XML attributes that specify which access rights are valid for

the directory's entity:

type: enumerator of the type of access right (see below).
cr: right to edit access rights list.+-

cse: right to create new child entities.

da: right to delete the entity.

mv: right to move the entity.

ra: right to read the entity.

wa: right to edit the entity.

cre: right to change storage.

csc: right to change security class.

cs: right to change status.

date_from: date of current access control list validity ( start / valid
from).

date_to: date of current access control list validity (end / valid to).

The entry in the list of access rights for the entity's metadata contains an XML

“user” attribute with the name of the directory's entity, an XML “property”

attribute with the name of the metadata, and the following XML attributes

that specify which access rights are valid for the directory's entity:

type: enumerator of the type of right (see below).

ca: right to create the value of the entity's metadata.

da: right to delete the value of the entity's metadata.

ra: right to read the value of the entity's metadata.

wa: right to edit the value of the entity's metadata.
date_from: start of validity of the current list of access rights.

date_to: end of validity of the current list of access rights.

Description of enumerator values for the type of access right:

EXPLICIT_ALLOW: explicit permission.
EXPLICIT_DENY: explicit denial.
INHERITED_ALLOW: inherited permission.
INHERITED_DENY: inherited denial.

XMLScheme type:

none

Reference: ACL MOREQZ2 code: /




/<entity_type>/Custom/additional_metadata

Required: | NO ‘ Number: | 1

Definition: User entered metadata

Use: Class: YES | Folder: YES ‘ Sub-File:YES | Record:YES

Commentary: User entered metadata necessary for managing the archive. This data is not
prescribed by the IMiS®/ARChive Server and is input by the user according to
requirements. Additional metadata is intended for export only and is ignored in
case of import.

XMLSchema type: | any Reference: ETZ: 3.5.3.8 MOREQZ2 code: /

MOREQ2: 5.3.17

/<entity_type>/Custom/audit_trail

Required: ‘ NO ‘ Number: ‘ 1

Definition: Name of the audit trail file

Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES

Commentary: The name of the separate file that contains the audit trail. To verify the file's
authenticity, an XML attribute “hash_algorithm” of the type »string« which
contains the name of the hash algorithm, and the XML attribute »hash« which
contains the hash value of the exported audit trail, are added.

XMLSchema type: String ‘ Reference: ‘ Audit trail ‘ MOREQZ2 code: /

/<entity_type>/Custom/Content

Required: ‘ NO | Number: | 1
Definition: Container of attached content (files)
Use: Class: NO ‘ Folder: NO | Sub-File:NO | Record:YES
Commentary: The “content” label contains at least one “part” label, which represents exactly

one document content and an XML “hash_algorithm” attribute that contains
the name of the hash function, which is used when calculating the hash value of
the exported content.

XMLSchema type:

complexType | Reference: sys:Content MOREQZ2 code: /




/<entity_type>/Custom/content/part

Required: ‘ NO | Number: | Multi

Definition:

Container of attached content (files)

Use:

Class: NO ‘ Folder: NO | Sub-File:NO | Record:YES

Commentary:

The »part« label contains the name of a separate file, which contains exactly
one exported document content, and the following XML attributes:

e description: content description

e mime: data on content type

e extension: extension of the attached content

e size: content size

e accessed: timestamp of the last access to the content

e created: timestamp of the content creation

¢ modified: timestamp of the last change of the content
hash: hash value of the content that is used for verifying the authenticity of a

separate file.

XMLSchema type:

String | Reference: ‘ ContentPart ‘ MOREQG2 code: | /

/<entity_type>/Custom/email

Required: ‘ NO | Number: ‘ 1
Definition: Email metadata (names and values)
Use: Class: YES ‘ Folder: YES | Sub-File: YES ‘ Record:YES
Commentary: The “email” label contains email metadata and the values that are not a part of
the Moreq2 specification.
XMLSchema type: | complexType | Reference: ‘ “eml:” attributes | MOREQ2 code: | /

/<entity_type>/Custom/email/subject

Required: ‘ NO | Number: ‘ 1
Definition: Email subject
Use: Class: NO ‘ Folder: NO | Sub-File: NO ‘ Record:YES
Commentary: The “subject” label contains the subject of the email.
XMLSchema type: String | Reference: ‘ sys:eml:Subject | MOREQ2 code: | /




/<entity_type>/Custom/email/blind_copy_recipient/e-mail_address

Required: ‘ NO | Number: ‘ Multi

Definition: The email address of the hidden recipient of the email copy

Use: Class: NO ‘ Folder: NO | Sub-File: NO ‘ Record:YES

Commentary: The values represent valid email addresses of hidden recipients of the email
copies. The values are transmitted by the client and are usually obtained from
the email, although the accuracy of this information depends on the client.
The values represent the values from the »bcc« attribute of the message
according to the RFC 2822 specification.

XMLSchema type: String | Reference: ‘ sys:eml:ToBCC | MOREQ2 code: | /

/<entity_type>/Custom/email/blind_copy_recipient/name

Required: ‘ NO | Number: ‘ Multi

Definition: The name of the hidden recipient of the email copy

Use: Class: NO ‘ Folder: NO | Sub-File: NO ‘ Record:YES

Commentary: The values represent the names of hidden recipients of the email copies.
The values are transmitted by the client and are usually obtained from the
email, although the accuracy of this information depends on the client.
The values represent the values from the »bcc« attribute of the message
according to the RFC 2822 specification.

XMLSchema type: String | Reference: ‘ sys:eml:ToBCC | MOREQ2 code: | /

/<entity_type>/Custom/email/priority

Required: ‘ NO | Number: ‘ 1
Definition: Contains the priority status when sending email
Use: Class: NO ‘ Folder: NO | Sub-File: NO ‘ Record:YES
Commentary: The “priority” label contains the priority status when sending email.
XMLSchema type: String | Reference: ‘ sys:eml:Priority | MOREQ2 code: | /

/<entity_type>/Custom/email/signed

Required: ‘ NO | Number: ‘ 1
Definition: The value indicates whether the email was electronically signed
Use: Class: NO ‘ Folder: YES | Sub-File: NO ‘ Record:YES
Commentary: The “signed” label contains the value that indicates whether the email has been

electronically signed.

XMLSchema type:

Boolean |Fleference: ‘sys:eml:Signed |MORE02code: /




/<entity_type>/Custom/Evidence

Required: | NO ‘ Number: ‘ 1

Definition:

Evidence of entity's authenticity

Use:

Class: NO | Folder: YES ‘ Sub-File:YES ‘ Record:YES

Commentary:

The value represents an evidence record of the entity's authenticity obtained
from the previous ISOM in case of import. In case of export from ISDM, the
data is exported into a metadata scheme and a third ISDM can again import it
into the attributes of transferred entities. The attribute does not influence the
business logic of the server, it serves merely as a carrier of information.
Two XML attributes are contained:

e Hash_algorithm: »string« type containing the name of the hash

algorithm.
e Hash: hash value of file with the authenticity evidence.

The value of the XML tag contains the name of the authenticity evidence file.

XMLSchema type:

String | Reference: ‘ sys:trf:Evidence ‘ MOREQ2 code: /

/<entity_type>/Custom/physical_identifier

Required: | NO ‘ Number: ‘ 1

Definition:

Identifier of the metadata of physical material

Use: Class: NO | Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The label “physical_identifier” contains the identifier of the metadata of physical
material.
XMLSchema type: | String Reference: Physical MOREQZ2 code: /
content
/<entity_type>/Custom/properties
Required: | NO ‘ Number: ‘ 1

Definition:

Other entity attributes together with values

Use:

Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES

Commentary:

The “properties” label contains at least one “property” label, which represents
the entity attributes together with values that are not a part of the Moreg2
specification.

XMLSchema type:

complexType Reference: Attribute MOREQZR2 code: /




/<entity_type>/Custom/properties/property

Required: | YES ‘ Number: ‘ Multi

Definition:

Entity attribute together with values

Use:

Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES

Commentary:

The “property” label represents the entity attribute together with values.
Every »property« label can have the following XML attributes:
e “name”, which contains the name of the attribute.
e “type”, which contains the type of the attribute in the database.
e ‘“value_ type”, which represents the type of the attribute with possible
values: STRING, STRINGMAX, BINARY.
e ‘“hash_algorithm”: contains the name of the hash function that is used
for calculating hash value for STRINGMAX or BINARY type attributes
and at least one »value« label, which contains either the value of the entity's
attribute for STRING type attributes or the name of a separate file for
STRINGMAX or BINARY type attributes.

XMLSchema type:

complexType | Reference: ‘ Attribute | MOREQ2 code: /

/<entity_type>/Custom/properties/property/value

Required: | YES ‘ Number: ‘ Multi

Definition:

Value of the entity's attribute

Use: Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The »value« label does not contain XML attributes if the attribute type is
STRING (see the »property« label). In this case, the value written in the label is
the same as the value of the attribute.
If the value of the attribute type is the same as STRINGMAX or BINARY,
the value written in the »value« label is the same as the name of the separate
file that contains the value of the attribute. In this case, the »value« label
contains the XML »hash« attribute that represents the hash value of the file
with the attribute content.
For BINARY attributes the »value« label also contains the XML »mime«
attribute, which contains data on the content type.
XMLSchema type: | String | Reference: ‘ Attribute | MOREQ2 code: /
/<entity_type>/Custom/retention
Required: | NO ‘ Number: ‘ 1

Definition:

Entity retention policy list

Use:

Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES

Commentary:

The »retention« label contains data on the entity retention policy list that is
not a part of the Moreqe2 specification. Individual entries in the retention policy
list are found in the contained »policy« labels.

XMLSchema type:

complexType Reference: ACL MOREQ2 code: /




/<entity_type>/Custom/retention/policy

Required: | YES ‘ Number: ‘ Multi

Definition: Entity's retention policy

Use: Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES

Commentary: The »policy« value represents the entity's retention policy. The value of the
label is the same as the identifier of the retention policy. Besides the valug, the
label has an XML »filter« attribute that represents the retention policy's filter
type with the following possible values: CLASS, FOLDER or DOCUMENT and
their combinations.

XMLSchema type: String | Reference: ‘ ACL | MOREQ2 code: /

/<entity_type>/Custom/template_id
Required: | YES ‘ Number: ‘ 1

Definition: Unique template ID

Use: Class: YES | Folder: YES ‘ Sub-File:YES ‘ Record:YES

Commentary: Unigue template identifier on the IMiS®/ARChive Server.

XMLSchema type: | String ‘ Reference: ‘ Templates | MOREQ2 code: | /

/<entity_type>/Custom/transferred_audit_log

Required: ‘ NO ‘ Number: ‘ 1
Definition: Previously imported audit log
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: Content of the attribute sys:trf:AuditLog. The attribute is created only upon
import to the IMiS®/ARChive Server.
XMLSchema type: | String ‘ Reference: ‘ sys:trf:AuditLog ‘ MOREQ2 code: ‘ /

/RDS/Description/abstract/description

Required: ‘ NO

‘ Number: | 1

Definition: Longer description of the retention policy or disposition hold.
Commentary:
XMLScheme String | Reference: | sys:ret:pol:DetailedDescription | MOREQ2 MQ043
type: code:
/RDS/Description/mandate

Required: | NO Number: Multiple
Definition: Authorizations, which set the rights of the retention policy.
Commentary: Name of the file in the file system which stores the authorization in electronic

form. Only the retention policy has authorizations.

XMLScheme type:

String Reference: sys:Content MOREQZ2 code: MO30




/RDS/Description/abstract/reason

Required: NO Number: 1

Definition: Reason for creating a retention policy or disposition hold.

Commentary:

XMLScheme String Reference: | sys:ret:hold:Reasonsys:ret:pol:Reason | MOREQ2 | M0O15

type: code:
/RDS/Description/title
Required: ‘ YES ‘ Number: | 1
Definition: Title of the retention policy or disposition hold.
Commentary:
XMLScheme type: | String ‘ Reference: | sys:Title MOREQ2 code: ‘ M015
/RDS/Event_plan/event_type/disposition_action
Required: ‘ YES | Number: | 1
Definition: Default action of the retention policy in the implementation phase of the review
process.
Commentary: Valid values:

e Dispose: the default action of the retention policy is the disposition of
entities.

e Permanent: the default action of the retention policy is the permanent
retention of entities.

e Transfer: the default action of the retention policy is the transfer of
entities to another system and their disposition after confirmation of
successful transfer.

e Review: the default action of the retention policy is to leave the entity for
the next review process.

XMLScheme type: | String | Reference: | sys:ret:pol:Action ‘ MOREQ2 code: | MO014

/RDS/Identity/system_identifier/disposal_hold

Required: ‘ YES | Number: ‘ 1

Definition:

Unique system identifier of the disposition hold.

Commentary:

Set by IMiS®/ARChive Server.

XMLScheme type:

String |nefe.-ence: Internal entity identifier |MORE02code: ||v|137




/RDS/Identity/system_identifier/retention_and_disposition_schedule

Required: | YES | Number: ‘ 1
Definition: Unigue system identifier of the retention policy.
Commentary: Set by IMiS®/ARChive Server.
XMLScheme type: | String ‘ Reference: ‘ Internal entity identifier ‘ MOREQG2 code: ‘ MO008

/RDS/Use/status/inheritance

Required: | NO | Number: | 1
Definition: Specifies whether the retention policy can be inherited by entities.
Commentary: The IMiS®/ARChive Server specifies that all retention policies are inherited.

The value is always TRUE.
XMLScheme type: | String Reference: Internal entity identifier | MOREQ2 code: | M197

Table 5: Lists of XML tags

3.2.3 Format of the additional metadata export file

The additional (user entered) metadata export file is used for the particular requirements of

the archiving process. Upon export, each entity may optionally be added additional metadata

which is not part of the arhcived entity's own metadata.

The additional metadata is prepared by the archivist, using a premade XML file.

This metadata is not within the framework of the client or server's business logic.
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The format of the file is prescribed with the following XSD scheme:

<?xml version="1.0" encoding="UTF-8"7>
<xs.schema targetNamespace="http.//www.dlm-network.org/moreqg2/1.04.01"
xmins.xs="http.//www.w3.0rg/2001/XMLSchema”
xmins:moreq2="http://www.dlm-network.org/moreq2/1.04.01"
elementFormDefault="unqualified attributeFormDefault="unqualified" version="1.04.01">
<xs.element name="AdditionalMetadataRoot">
<xs.complexType>
<xs.sequence>
<xs.element name="Entity" minOccurs="0" maxOccurs="unbounded">
<xs.complexType>
<xs.sequence>
<xs:any processContents="skip" maxOccurs="unbounded"/>
</xs.sequence>
<xs.attribute name="classification code" type="xs:string"/>
</xs.complexType>
</xs.element>
</Xxs:sequence>
</xs:.complexType>
</xs:element>

</xs.schema>

Image 3: Example XSD scheme

For each entity to be added user metadata during export, the archivist enters, in an XML file
under the root node with the name »AdditionalMetadataRoot« (prescribed by the Moreqg2
scheme), an »Entity« node with the attribute of the entity's classification code. During export,

the content of this node is copied into the export XML file of the entity.

<moreqg”:AdditionalMetadataRoot xmins.moreqgP="http.//www.dlm-network.org/moreq2/1.04.07">

<Entity classification_code="053.01">
</-- add custom XML node entries -->
<A>Metadata A</A>

</Entity>

<Entity classification_code="053.01/000017">

</Entity>
</moreqZ.AdditionalMetadataRoot>

Image 4: Example additional metadata export file
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3.3 Format of the confirmation file during transfer

The format of the confirmation file is a text file containing comma separated values;

abbreviation: CSV.

Each record contains the following values:
e C(lassification code of the transferred entity.
e Confirmation value (»true« — if the entity has been successfully transferred to a third
archive system).

e Reference to the transferred entity in the third archive system.

Mj TransferConfirmation[1] - BeleZnica - ] X

Datoteka Uredi Oblika Pogled Pomod
tlassificationCode;TransFePed;ReFerenceId
C=01~C=01"C=02"F=20819-080026; true; 65465
C=01"C=01"C=82"F=20819-080036;true; 65465
C=01"C=01"C=82"F=20819-880B37;true;65465
C=01"C=01"C=02"F=2019-000041;true; 65465
C=01"C=01"C=82"F=2019-080858; true;65465
C=01~C=01"C=02"F=2019-080854; true; 65465
C=087;true; 65465

Image 5: Example of a confirmation file after transfer
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4 USER MANUAL

4.1 Login and Logout

The user accesses the IMiS®/wClient application via a web browser (Google Chrome, Mozilla

Firefox, MS Edge, ...) by entering the URL of IMiS®/wClient in the title bar. A login window

appears in which the user can log into the IMiS®/ARChive Server.

IMiS/wClient :

411

IMiS/ARC 10.3
| Username
Password
LOG IN
G Login with Google (OIDC)
Hd Login with Microsoft Azure (0IDC)
Hd Login with Microsoft Azure (SAML)
f Login with Facebook (0IDC)

Image 6: Login on archive

Cookie Policy

Before first login on the archive and every subsequent login (if cookies have been removed]

the user has to agree to the use of cookies.

To ensure proper operation and a better user experience the website uses the following

cookies:

To remember last selected archive
Current archive user identifier
Archive token

Entity handles

Entity information visibility
Current locale

List mode

Poalicy agreed

2022 © Imaging Systems Inc., All rights reserved.
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o C(lassification code visibility
e Description visibility
e Sort field

e Sort field descending.

IMiS/wClient - Cookies

This website uses cookies to improve user experience. By using our website you consent to
all cookies in accordance with our Cookie Policy.

Cookies

To make this site work properly, we sometimes place small data files called cookies on your
device. Most big websites do this too.

What are cookies

A cookie is a small text file that a website saves on your computer or mobile device when
you visit the site. It enables the website to remember your actions and preferences (such as
login, language and cther display preferences) over a period of time, so you don't have to
keep re-entering them whenever you come back to the site or browse from one page to
another.

| agree

Image 7: Cookie Paolicy

4.1.2 Localization
In the top right corner of the login window the user can choose the language of the
IMiS®/wClient application from a list by clicking on the icon H

In agreement with the application developer Imaging Systems Inc., the language selection can

be expanded as desired.

The languages currently supported are:
e English

e Slovene.
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IMiS/wClient H

LANGUAGE

IMiS/ARC 10.3
-~ English

admin Slovenscina
@ About
LOG IN

G Login with Google (0IDC)

B Login with Microsoft Azure (0IDC)

] Login with Microsoft Azure (SAML)

f Login with Facebook (01DC)

Image 8: Language selection

4.1.3 About

By selecting the »About« command, the user is shown a new window with the following

information:
¢ IMiS® module name.
¢ IMiS® module version.
e Archive name and version.
¢ [IMiS®/Storage Connector Services REST version.
e License Agreement.

e Notices and Trademarks.
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4.1.4

About

IMiS/wClient

v1.8.2210.9

IMiS®/wClient is intended for the capture and management of content of electronic origin or content digitalized using scan procedures. The client
operates directly with the IMiS@/ARChive Server, which ensures secure long-term storage of documents and archived content along with the
corresponding metadata.

info@imis.eu
® 2022 Imaging Systems Inc., All rights reserved.
Service

v9.9.2210.112

License agreement

This Software is owned by IMAGING SYSTEMS or its suppliers and is protected by copyright law and international copyright treaty. Therefore, you must
treat this Software like any other copyrighted material {e.g., a book), except that you may either make one copy of the Software solely for backup or
archival purposes or transfer the Software to a single hard disk provided you keep the criginal sclely for backup or archival purposes

You may transfer the Software and documentation on a permanent basis provided you retain no copies and the recipient agrees to the terms of the
License Agreement. Except as provided in the License Agreement, you may not transfer, rent, lease, lend, copy, modify, franslate, sublicense, time-share
or electronically transmit or receive the Software, media or documentation. You acknowledge that the Software in source code form remains a
confidential trade secret of IMAGING SYSTEMS and/or its suppliers and therefore you agree not to modify the Software or attempt to reverse engineer,
decompile, or disassemble the Software, except and only to the extent that such activity is expressly permitted by applicable law notwithstanding this
limitation.

Except with respect to the Redistributables, which are provided "as is,” without warranty of any kind, IMAGING SYSTEMS warrants that the Software, as
updated and when properly used, will perform substantially in accordance with the accompanying documentation, and the Software media will be free
from defects in materials and workmanship, for a period of ninety (90) days from the date of receipt. Any implied warranties on the Software are
limited to ninety (90) days. Some states/jurisdictions do not allow limitations on duration of an implied warranty, so the above limitation may not apply
o you.

IMAGING SYSTEMS is not respeonsible for any implicit, explicit, incidental or consequential damages, including damages for loss of business profits,
business interruption, loss of business infermation or any other pecuniary loss arising out of the use of or inability to use IMIS® software even if
IMAGING SYSTEMS has been advised of the possibility of such damages

If you have purchased maintenance of the Software, it constitutes a single product with the IMAGING SYSTEMS software that you upgraded. You may
use or transfer the upgrade version of the Software only in accordance with the License Agreement.

Notices and Trademarks

Angular

Image 9: About dialog box

Login

The user logs into the archive of the IMiS®/ARChive Server via the IMiS®/wClient by first

selecting the relevant archive in the login window.

For faster searching, the user can use a search engine.

2022 © Imaging Systems Inc., All rights reserved.
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IMiS/wClient H

IMiS/ARC 10.3 v

0 )

IMIS/ARC 10.7 x64
The archiving of unlimited guantities of binary objects.

IMIS/ARC 10.2
The archiving of unlimited quantities of binary objects.

IMiS/ARC 10.2 AKR
The archiving of unlimited gquantities of binary cbjects.

IMiS/ARC 10.3

The archiving of unlimited quantities of binary objects.
Hd Login with Microsoft Azure (0IDC)
H Login with Microsoft Azure (SAML)
f Login with Facebook (0IDC)

Image 10: A list of available archives

Note:

The user can choose only among the archives predefined by the administrator. The user selects the
archive from a list by clicking on the arrow in the top right area of the login window. The administrator is

the only one who can remove an archive.

The username that the administrator enters in the field “Username” is case insensitive.

For faster selection in the case of a prior login, the username is shown below the field for

entering the username.
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IMiS/wClient
IMiIS/ARC 10.3 v
[ kdmin
Saved data * |
admin TE,T [
anelson
G Login with Google (0IDC)
- Login with Microsoft Azure (OIDC)
| Login with Microsoft Azure (SAML)
f Login with Facebook (QIDC)

Image 11: Logging into the archive

2022 © Imaging Systems Inc., All rights reserved.
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After entering at least one character of the password, the logged-on user is shown the icon

@ By selecting the icon, the user is shown the password characters.
The icon = next to the input field for entering the password enables displaying the password
only when the display button is active (Mousedown). The password that the user enters in the

"Password" field is case-sensitive. The user confirms login with the »Log in« button.

The user can log into multiple archive servers in multiple browser tabs.

When displaying the login page after the user has logged out, the user session remains open.

If the browser is refreshed, the user stays logged into the last archive server.

If the archive identifier does not match the URL after the browser has been refreshed, the login

page is shown.

If two users are logged in to two different browser tabs, then, if the session is valid and the
page is refreshed, the address in the second tab changes to the address that appeared in the
first tab after login. At the same time, the logged-on user in the second tab changes to the

user of the first tab.

After a successful login, the central view shows the user a list of root classes in the

classification scheme of the selected archive to which the user has access rights.

415 Logout

The user logs out of the archive using the »Log out« command in the popup menu.
Access to the popup menu is enabled by clicking the arrow next to the user’s name in the top

right corner of the user interface.

Administrator
admin@acme.com
Profile
Activity

Reports

Log Out

Image 12: Log out of the archive
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4.2 Interface description

The user interface of the IMiS®/wClient is designed in accordance with contemporary design
trends. Therefore, managing the archives and entities of the electronic archive is similar to

managing regular folders and files, which makes use simple and familiar.

The user interface consists of six (6) main windows described below.

IMiS/wClient Search
B archive IMiS/ARChive Server > Other 6 m © OPEN # EDIT ACTIONS -4 o
12 results
Tie Description ignificance Opened  Owner Keywords  Review date Date Other
Customer care Customer care documents Retain ustomer,... 1
Details
Events Sed leo nunc, aliquam in .. Retain 16, Aug 2... Alex Nels.. key2,keyd 28.May2 other
I 'R4] Updates for | Retain 21.%ep2
IMIS/ARChive Server
B cones Lorem ipsum dolor sita.. Retain  2.0¢12020 Alex Nels... keyl, key2 5. May 20 @ Administrator 2. Jun 2020, 16:39
@ Administrator 30. Aug 2022, 09:04
B Despatchnote Donec diam tellus, porttit_ Retain 22 Aug 2... Alex Nels.. key 14 Mar 2
Opened INHERITED
& Follow T Poccui 8 Relain  21.Sep2
Retain
B oremipsum Curabitur in hendrerit feli.. Retain  21.Sep 2. Alex Nels 2 & alex Nelson 3
1 X
- Lucene Query Test Lucene Query Test Retain 10.Sep 2.. 19. Jul 20... 1. Sep 2009, 20:25
Bo Mot Mauris diam dolor, porta ... Retain 29. Aug 2. Alex Nels.. key2 key.. 25.Sep2.. > Retention
[ o Tak for din interesse... uddrag af rapporten Delete  10.AugZ2.. AlexNels.. interesse ) Mare
Image 13: User interface of the IMiS®/wClient

The left view of the user interface (number 1 in the image above) contains the following
categories:

e Archive

e My entities

e Drafts

e Directory

e Administration.

For more information see chapter Classification scheme.
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B Archive

Image 14: Categories in the left view

The central view

In the central view of the user interface (number 2 in the image above) is a list of contained

directory entities or the selected archive/entity. At the first level, the user can only create

classes under the archive's root. The settings of the IMiS®/wAdmin administration web

interface allow mixed entity types (classes, folders or documents) at the remaining levels.

The mixing of entity types is enabled at the same level under the same parent entity.

Note: The user with permission can enable mixed entity types by checking Allow Mixed Entity Types in

the section Administration in the basic view in the folder Home of the IMIS€/wAdmin administration web

interface. Mixed entity types are not allowed at the first level of the classification scheme (root entities).

IMiS/ARChive Server > Other

Title Creator Opensd Cwmer Significance
Customer care Alex Melson (anelson) 6. Sep 2021 Alex Melson (anelson) Retain
Events Administrator (admin) 16. Aug 2021 Alex Melson (anelson) Retain
‘ Celebration Administrator (admin) 19. Feb 2020 Alex Melson (anelson) Retain
‘ Contest Administrator (admin) 2. Oct 2020 Alex Nelson (anelson)
‘ Despatch note Zoran Loncar (zoran) 2. Dec 2020 Alex Nelson (anelson) Permanent
Image 15: A list of mixed entity types
2022 © Imaging Systems Inc., All rights reserved. o6




IMiS®/wClient Manual Version 1.8.2210

The contained entities are shown below the bar with the titles of the common attributes.

The »Title« is shown by default. More on the central view in the chapter List of entities.

Note: When displaying a greater number of entities, loading all the entities simultaneously would greatly
slow down the web client. That is why the user can load (directory) entities by pages.
After showing the first 50 entities, the slider stops halfway; by moving the slider all the way down,

50 new (directory) entities are added.

The user can set the spacing between the left and central view by moving the dividing line.

This setting applies while the user is logged into the archive.
IMiSIwCIIem Search Q
B Archive IMiS/ARChive Server > Other

Title Creator Opened Cwvner Significance
Customer care Alex Nelson (anelson) 6. Sep 2021 Alex Nelson (anelson) Retain
Events Administrator (admin) 16. Aug 2021 Alex Nelson (anelson) Retain

n Celebration Administrator (admin) 19. Feb 2020 Alex Nelson (anelson) Retain

Contest Administrater (admin) 2. Oct 2020 Alex Nelson (anelson)

B Despatchnote Zoran Loncar (zoran) 2. Dec 2020 Alex Nelson (anelson) Permanent

Image 16: Movable dividing line between the left and central view

The right view

The right view of the user interface (number 3 in the image above) contains tabs which
show different types of information on the selected entity. When viewing publicly accessible
entity data, the user is generally provided public metadata on the entity in the Details tab and

shown the user’s effective rights on the entity in the Security tab.

Users with rights have access to the selected the audit log for the selected entity in the
Activity tab and display of the selected retention periods and disposition holds in the Retention

tab in Edit mode. If the user does not have the appropriate rights, the tabs are not shown.

For more information see the chapter Entity information and Entity access.
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Note:

b .
. Customs documentation

Details

Title
Description
Parent
Created
Modified
Status
Security class
Significance
Owner

Keywords

Categories
Review date

String 200

Customs documentation

Documents for customs clearance
Administration
@ ~dministrator 13. Mar 2020, 08:31

@ ~dministrator 5. Jul 2020, 06:59
Opened INHERITED

Confidential

Delete
@ Kkeira Clay

documents customs

logistics

> References

> \Versions

> Retention

> More

Image 17: Entity information

The default setting of the IMiIS®/wClient is to always show information on the entity and content.

The command bar

The command bar (number 4 in the image above) contains commands and actions.

They depend on the type and status of the element selected in the classification scheme or of

the entity selected from the list of entities, and on the user’s rights and role.

For more information see the chapter Command bar.

m @ OPEN # EDIT ACTIONS v

Image 18: Display of the command bar
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Note:
If the Archive folder is selected, only the button for creating root classes (Newl is enabled in the

command bar.

The header of the user interface

The header of the user interface (number 5 in the image above) contains:
¢ Information on the title of the application (IMiS®/wClient).
e Afield for entering the search string with the option of selecting the search scope.

For more information see chapter Search.

e Alist of help links (the icon E left of the username).

¢ Information on the user’s profile and the program module.

For more information see chapter Menu functions.

IMiS/wClient Search a < Adminisirator

Image 19: A help link in the user interface header

The user interface can be customized with additional settings for each archive which the user
can set in the file settings.json.

The default name "IMiS®/wClient" and theme color can be replaced e.g., with the company's
logotype and color.

Below is a list of theme parameters:

themesll Description

Logo The logotype shown in the top bar.

primary_color The primary theme color.

primary_color_gradient The primary gradient color which is used in the top bar as

the background color.

primary_color_variant The primary dark color.
primary_color_text The primary text color.
focus_color The focus color which appears as a border around the

buttons when clicked and as a border around the text entry
box.
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Archives

The collection of archives in which the theme is used. If this

element does not exist or is empty, the theme is global.

class_icon_color

The color of the icon of class-type entities.

folder_icon_color

The color of the icon of folder-type entities.

document_icon_color

The color of the icon of document-type entities.

directory_entity_icon_color

The color of the icon of directory entities.

secondary_color

The secondary theme color.

secondary _color_variant

The secondary dark color.

secondary _color_text

The secondary text color.

link_color The color of link text. The default value is primary_color.
Table B: Theme settings in the file settings.json
vt G e

IMiS/Archive 10.2

Title

Administration

Development

Distribution

Maintenence

Gther

Production

Supply Chain management

Support

Signifieance

Retain

Retain

Retain

Retain

Retain

Retain

Retain

NEW © OPEN 7 EDIT ACTIONS v = 0

19 results

opened Owner Review date IMiS/Archive 10.2
10. Sep 2021 Alex Nelson (anelso... 6. Jun 2007
Name IMiS/Archive 10.2
19. Mar 2020 Alex Nelson (anelso... 19. Feb 2010 Description arc102.imis.s1:16807
Host farc1 02.imis.si:16807
13. Mar 2020 Alex Nelson (anelso. Audit Query ~ Content Management  Import/Export  Reports
Draft management  Content Convert  Content Detach
26. May 2021 Keira Clay (kclay) 28, May 2000 T T
2. Jun 2020 Alex Nelson (anelso... 1. Sep 2009
25. Feb 2020 Marko Hren (marko) 2. Oct 2002
16. Dec 2021
28. Apr 2020 Marko Hren (marko) 9. Apr 2014

Image 20: Example of changing the theme settings in the file settings.json

The hierarchical view

To enable quicker access to parent entities, the user is provided a hierarchical view of the

entity’s position within the tree structure (number 6 in the image above) above the central

view of the user interface. By selecting the title of the parent entity, the user is shown a list of

child entities in the central view.

IMiS/Archive Server

Custom Relationship Man... Invoicing and Crediting Inveices Takok 2018

Image 21: Hierarchical position of the entity within the tree structure
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The user has the option of narrowing the user interface display by dragging the right edge to
the left.

I Other - IMiS/wClient x4+

& c & apps0limis.si/wclient/1.8.2210.8-beta.7/#/archive/iarc/entities/BiSdb2r7gN__WXBx1swWKiggauePsl... & o a

= IMiS/wClient Search

IMiS/ARChive Server > Other

m ® OPEN # EDIT ACTIONS v = 0
8 results
Title T Significance Opened Owner Other
Customer care Retain 6. Sep 2021 Alex Nelson (... : R
) Details Security Activity
Events Retain 16. Aug 2021  Alex Nelson (...
Title
‘ Contest Retain 2.0ct2020  Alex Nelson (.. Other
. i Description
- Despatch note Retain 22, Aug 2022 Alex Nelson (...
Parent
‘ Fwd: i 85&RIH'HE L .. Retain 8. Sep 2021
IMiS/ARChive Server
‘ Lucene Query Test Retain 10. Sep 2021 Created
N ) . Administrator 2. Jun 2020, 16:39
.0 Mojito Retain 29. Aug 2022 Alex Nelson (..
Modified
‘o Tak for din interesse - he.. Delete 10. Aug 2022  Alex Nelson (... . Administrator 30. Aug 2022, 09:04

Image 22: Narrowing the user interface display

By narrowing the user interface display, the left view with the classification scheme, list of

directory entities and administration folders is moved to the menu. The user accesses the

menu via the icon E .

i Other - IMiS/wClient X + o

&« c @ appsOl.imis.sifwclient/1.7.2110.7-beta.8/#/archive/iarc/entities/4s-K2adKg-SjYFERx-m 180M6T51h9204 a A a2

IMiS/wClient Search Q 9 Alex Nelson

IMiS/ARChive Server > Other
m © OPEN 7 EDIT ACTIONS ™ = @

9 resuhts

Title 1 Owner Significance Other
Directory Customer care Alex Nels... Retain Details Securit Activit
~ A Events Alex Nels.. Retain
Title
L Other
- Celebration Alex Nels.. Retain
. Description
- Contest Alex Nels
. Parent
- Despatch note Alex Nels.. Permanent IMIS/ARChive Server
o Created

. Administrator 2. Jun 2020, 16:39

Modified
B Alex Nelson 17. Sep 2021, 13:47

Status

Opened INHERITED

Image 23: Access to folders in the left view via the menu
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4.21 Classification scheme
In the left view of the IMiS®/wClient, the user is shown the following categories:
e Archive: root classes in the classification scheme.
e My entities: a list of entities accessed by the user.
e Drafts: drafts of document versions.
e Directory: a list of archive users.

e Administration: a system folder with subfolders.

IMiS/wClient

Image 24: Display of folders in the left view of the web client IMiS®/wClient

4.2.1.1 The Archive folder
By selecting the Archive folder in the left view, the user is shown a list of archive root classes.

By clicking on the arrow in front of the selected class, the user is shown a list of contained

classes.
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- Archive
- Administration
- Carrespondence
b Audio and Video
b Documents
b Emails
b Social
b Web
- General
Company Formation
- Crganizational Structure
b Authorities
b Business Roles
b Licenses in use
b Tasks and Activities
- Travel Documentation
g Travel Agency Agreemen
b Travel Agency Offers
b Travel confirmations
b Travel costs
b Custom Relationship Manage
b Finance
b Human Resources and Payrol
b Projects
b Supply Chain management

Image 25: The tree view of the classification scheme in the Archive folder

By right-clicking over the selected entity, the user opens a popup menu and performs the
following actions:

e New: creates a new entity under the selected entity.

e QOpen: opens the selected entity in reading mode.

e Edit: opens the selected entity in editing mode.

e Share: copies the link to the selected entity and shares it with other users.

o [Delete: deletes the selected entity.
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v Bl Archive IMiS/ARChive Server
> Adm
Development Title Significance Opened Owner Review date
Sution
’ B Administration Retain 10. Sep 2021 Alex Nelson (anelso... 6. Jun 2007
> Maintenence
> Dther = New ‘elopment Retain 19. Mar 2020 Alex Nelson (anelso... 19. Feb 2010
’ £ © Open
P iribution Retain 13. Mar 2020 Alex Nelson (anelso...
# Edit
? Support ntenence Retain 26. May 2021 Keira Clay (kclay) 28. May 2009
ly entities < Share
fre er Retain 2.Jun 2020 Alex Melson (anelso... 1. Sep 2009
Delete
duction Retain 25. Feb 2020 Marko Hren {(marko) 2. Oct 2002
Supply Chain management 16. Dec 2021
> A
Support Retain 28. Apr 2020 Marko Hren (marko) 9. Apr 2014
Image 26: Popup menu in the tree view
Note:

By clicking on the arrow in front of the selected class, the user /s shown a list of contained classes.

By configuring the server, the user can limit the number of levels for classes and folders in the

classification scheme. The default setting specifies a hierarchy with a maximum of three (5) class levels.

The IMiS®/ARChive Server does not limit the number of the archive’s root classes nor the

number of contained classes, folders or documents in an individual class or folder.

4.2.1.2 The My entities folder

By selecting the Directory folder in the left view, the user is shown a list of entities, whose

owner is the current user, in the central view.

IMiS/wClient Search
. ST My entities
My entities
Title Classification Co... Description Modified
‘ customs documentation ~ 3/000032 2
.- ‘ Shipping release note e 2 2
Image 27: Selecting the entity in the My entities folder in the central view
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4.21.3 The Drafts folder
By selecting the Drafts folder in the left view, the user is shown a list of entity version drafts,

to which the current user has access, in the central view.

IMiS/wClient Search Q
N Archive Drafts
i D ) ﬁ Title & Modified
g Lraits

H Shipping release note Jul 202C
[ Despatchnote 7. Jul 2020
7 St [ customs documentation 7. Jul 202

H Cerificate of origin 7. Jul 2020

Image 28: Selecting the Drafts folder in the left view

4.2.1.4 The Directory folder
By selecting the Directory folder in the left view, the user is shown a list of directory entities

(users or groups) in the central view.

> Archive Directary

My entities Enabled Disabled Deleted All

Title Description Security class level

2 John Smith Service Manager Top Secret

~ & Jerry Turner CEOD Top Secret
Ei ;1 . Jure Puhek Unspecified

Q Keira Clay IT - Human Resources as... Confidentia

& > Luka Markus Unspecified

e 2 Luka Znidarsic Unspecified

Image 29: The Directory folder in the left view
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Directory entities are sorted in the following groups:
e Enabled
e Disabled
e Deleted
o All

In the event of a greater number of directory entities, the user can search by the text entered
in the search box (title, first name, last name, email, description) and select the directory entity

in the popup menu below the text.

IMiS/wClient gregof n
Recent
> B Archive
My entities gregor Remove
B Drafts imis Remove
wurity class level
A% Directory Cancel  gpecified
> [J Administration &  Gregor Tisnikar Unspecified

Image 30: Searching by directory entities

The search results are shown on pages with the option of being edited by title in ascending or

descending order.

IMiS/wClient Search Q
S Archive Directory
My entities Enabled Disabled Deleted Al
afts
Title Description Security class level
& Directory Unspecified
»~  Ascending
» Administration Descending Unspecified
. Administrator Archive administrator Top Secret
3 Ales vukman Unspecified
% Alex Nelson Sales - Controlling Top Secret

Image 31: Results of searching by directory entities
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The right view provides the directory entity information.

Directory 0]
Enabled  Disabled  Deleted m 2 results
Title Description Security class level
® Ron Salazar
2 Mobilelron LDAP Connector Unspecified
Disabled
@®e Ron salazar Sales - IT support Restricted &

Description Sales - IT support

User

Ron

Salazar

ron.salazar@acme.com

level Restricted

System Administrator 1. Jan 0001, 01:22

Modified @ Administrator 12. Aug 2022,13:12

Everyone Users IT Sales

dentifier rsalazar

Image 32: User data

4.2.1.5 The Administration folder
The folder Administration is available to the user in the left view with a default display of
subfolders:

e Reviews: a list of reviews in the review process.

For more information see chapter Beview process.

e Export: a list of entity exports containing reports.
For more information see chapter Export.
e Import: a list of entity imports containing reports.
For more information see the chapter Import.
e Trash: alist of deleted entities. This folder contains the following subfolders:
— Disposed: a list of entities disposed of during the review process.
— Deleted: a list of deleted entities.

— Queue: a list of entities waiting for deletion.

4.2.2 List of entities
A list of contained entities (classes, folders or documents) of the selected class is located in the
central view of the user interface. The contained entities are shown below the bar with the

titles of the common attributes.
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IMiS/Archive Server > Supply Chain management

Title * Classification Code Description Modified

Maintenence 3.06 3/9/2
Manufacturing 3.04 22/8/2
Planning and Control 3 22/8/2
Procurement 3.03 22/8/2
Production 3 Production docu 2 2
Quality Management 3.05 22/8/2

Work Organization 3.02 22/8/2

Image 33: A list of contained entities of the selected entity

By selecting the arrow next to the title of the common attributes column, the logged-on user
is shown the entities in descending or ascending order. Similarly, by selecting the title a menu
appears with the options “Ascending” and “Descending”. The entities on the list are sorted first

by entity type and then by title.

IMiS/ARChive Server > Other

Title - Significance Opened Owner
| o [EEA%.. Retan 8. Sep 2021
Ascending
| ~ Descending kanduhe.. Delete 10. Aug 2022 Alex Nelson (anelson)
Ho Majito Retain 29, Aug 2022 Alex Nelson (anelson)
H Lucene Query Test Retain 10. Sep 2021
n Despatch note Retain 22. Aug 2022 Alex Nelson (anelson)
H Contest Retain 2.0ct 2020 Alex Nelson (anelson)
Events Retain 16. Aug 2021 Alex Nelson (anelson)
Customer care Retain 6. Sep 2021 Alex Nelson (anelson)

Image 34: Sorting by entity type

Sorting in ascending or descending order is also possible for “Classification code” and

“Modified”.

Note: The user can select entities from the list using arrow keys on the keyboard (up/left, down/right).
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If the contained entity contains a greater number of entities than specified in the settings,

the user is shown the naotification Entity collection contains XXX entities and is too large to be
displayed automatically.

For more information on setting the number of entities shown on the list see chapter

Installation settings.

IMiS/ARChive Server > Development

Image 35: Limiting the display of a greater number of entities on the list

The user has two options:

e The user can limit the set of entities displayed on the list with a search
(the recommended choice).

e The user loads the entities and displays them on the list.

If the user selects the action Search, a dialog box appears for entering the search string.

Advanced

Type filter text

Scope
Scope Development

Recursive

Max depth

Full text
search

Title
Owner

Review date After B Before B

The review date log

String Max

Strina Max descriotion

Image 36: Limiting the set of entities displayed on the list with a search
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For more information on limiting the set of attributes for a search, see chapter

Full text search.

If the user selects the action Load, the entities are loaded and displayed on the list.

The user adds or remove the columns of the selected attribute. Changes are saved to the user
profile and applied at the next login too. The “Title” column is always present and cannot be
removed.

For more information on the entity display options see chapter Menu functions.

By selecting the arrow or title of the column of the selected attribute Title, Classification code

or Modified, the user specifies the order of the entities shown.

IMiS/ARChive Server > Other

Title Classification Code Opened
B s=s@nrzELzLr [BEAsEsSE) ep 2021
Ascending

‘ Lucene Query Test Descending Sep 2021

i Despatch note 16/000021 22. Aug 2022

I o Mojito 16/000029 20. Aug 2022
Events 16-2021-000001 16. Aug 2021
Customer care 16.7 6. Sep 2021

i Contest 16/15-563 2. 0ct 2020

‘ ® Tak for din interesse - her kan du hente dit uddrag ... 16/15-839 10. Aug 2022

Image 37: Selecting the order of displaying the list of entities

Note:

The setting of displayed attributes applies to the selected browser at the level of the entire archive for

all entities shown on the list of contained entities.

Tip:
In order to preserve a clear classification scheme and limit the moving of entities, users are advised

AGAINST classifying documents directly into classes but always in folders.
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4.2.3 Entity information
Information about the selected entity is found in the right view of the IMiS®/wClient user
interface. The tabs are available in the following modes of displaying information on the selected
entity:

e Preview: a display of tabs and their contents which are publicly accessible to the user.

e Open: a display of tabs according to the user's effective permissions.

e Edit: a dialog box opens with the attributes whose values can be maodified.

E Despatch note
Details

Title Despatch note

Donec diam tellus, porttitor vitae viverra sed,
consequat in turpis.

Other

Zoran Loncar 2. Dec 2020, 15:27

@ Administrator 23. Sep 2021, 11:06

Status Opened
Status
Entity status
Identifier sys:Status
Label Status
Type UINT32
Inherited  Picklist Public  Read only after create
Required  Searchable
Review date 8. Sep 2021, 10:10
> Retention
> More

Image 38: Tabs containing entity information in the reading mode

Note: By moving the cursor over the attribute name, the tooltip shows the following attribute
information. Identifier, Label, Description, Type and Options for attributes located in templates (see

image above the note).

4.2.31 The Details tab
The Details tab contains a list of the metadata of the selected entity.

The first column gives the titles of attributes, while the second column displays their values.

4.2.3.11 General metadata
The Details tab contains general and general metadata for the selected entity.
By selecting the name in front of a given set, the user is shown the remaining entity details.

For more information on required and optional attributes see chapter General system

attributes.
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m 7 EDIT ACTIONS =
LS
. SpaceX

Details
Title SpaceX
Description SpaceX project description
Parent Administration
Created . Administrator 11. Mar 2020, 11:25
Modified . Administrator 30. Apr 2020, 11:54
Status Opened INHERITED
Security class Confidential
Significance Retain
Owner O3 Alex MNelsen
Keywords space project
Categories projects

Image 39: The Details tab in the reading mode

Note: The user profile settings save the open/closed status for: “Reference”, “Versions”, "Retention’,

‘Email”, “Physical properties’, “Save log” and “More”.

4.2.3.1.2 Custom metadata
If using a suitable template, the user with the appropriate rights can predefine the Custom
metadata when creating or editing an entity.

They are available to the user in open mode in the Details tab.
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Administration

ACTIONS v = @

15 results

Details Security
Title Administration
Description Documents, Administration, Bureaucracy
Parent IMiS/Archive 10.1
Created . Administrator 19. Feb 2020, 13117
Modified . Administrator 23. Jun 2020, 14:58
Status Opened
Security class Confidential
significance Permanent
Owner Marko Hren
Keywords admin
Review date 1. Jun 2020, 08:00 I
> Retention
> Save Log
> More

Image 40: Custom metadata in the reading mode

In edit mode the user has the option of editing Custom metadata.

Despatch note

Details Ema

-

Template* | W E-mail

Standalone e-mail entity

Title* | Despatch note

Mandatory value for naming entity
Description | A document sent to customer
Significance | Retain
Owner | g Alex Nelson
Keywords | gelivery = despatch x
Important words used in entity

Categories documents =

Content &3 Drag and drop files or click

@ Certificate of Approval.tif
[ | shipping note
@ Document_2.tif

External Identifiers 7872 =

Custom external entity identifiers

Review date | 01.06.2020 15:00 n

Q Scan

SAVE CANCEL

Image 41: Custom metadata in edit mode
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Note: The attributes in the template, which is predefined by the user with permission,

can be multi-value.

Create Document

DETAILS

binary @ AXNOP.JPG v B
&) APXML v [
[sa] ICON_SAMPLE_1.PNG  ~ [ER

baal +

Date | 20. September 2019

n_
D -

13. October 2019

Date time n +
decimal10 | 0.99887766
1.22334455
2.33445566
Inherited
double

int128 | 7485806896
2456778893

attrstring20 | Monday

Tuesday

PHYSICAL PROPERTIES

SECURITY

RETENTION

+

CREATE CANCEL

Title

n Document incl. Binary properties

Image 42: Specifying multi-value attributes

Classification Code

Binary (7)dib Binary (6).cib Binary (5).dic
] Open file B Open file Open file C]

Modified

Binary (4).dio
Open file

‘ Document incl. Binary properties

Details Security Activity
Title Document incl. Binary properties
Description Binary properties
Parent Maintenence
Created @ Administrator 31. Mar 2020, 09:11
Modified . Administrator 31. Mar 2020, 09:44
Status Opened INHERITED
Security class Confidential INHERITED
Significance Retain INHERITED
Owner Marko Hren
Keywords binary  property
Categories Properties
Binary
Date
Date Time
String 200
String Max
Time
Uint 64
> Retention
Binary (3)dib
Open file Show all

Image 43: Display and selection of binary values
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4.2.3.1.3 System metadata

Unlike the general metadata, which are publicly accessible and can be edited and changed by
the user, the system metadata are read-only. The user can access them by selecting the
arrow in front of the »More« record.

For more information see chapter General system attributes.

‘ Shipping release note

Details
Title Shipping release note
e Document enabling the buyer to take delivery of a
Description shipment
Parent Administration
Created . Administrator 13. Mar 2020, 08:36
Modified @ Administrator 15. Sep 2020, 08:12
Status Opened INHERITED
Security class Confidential
Significance Retain
Owner @ Keiraclay
Keywords release  note
Categories shipping
Review date 1.Jun 2020, 08:00 INHERITED
> Retention
~ More
Classification Code 3/000034
Template E-mai
Type Bl Document
Permanent No
Authenticity evidence Get
Accessed 15. Sep 2020, 14:10
Opened 13. Mar 2020, 08:36
Identifier ZOGEGUVIgUMJDCOAGhTRkSagh6nAPY3_

Image 44: The Details tab in reading mode

4.2.3.1.4 Changing the display of metadata
Changing the display of metadata in the "Details" tab is possible in the settings of the file
settings.json, where the user can define which metadata will be displayed and which hidden,

and the display order, which matches the order in the configuration.
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Element "details.profiles.sections"

In the element "details.profiles.sections" the user defines which sections will be displayed:
e More
e Retention
e Versions

e References.

If this element has not been defined, all sections are displayed. An empty array in the settings

means that no section is displayed.

details.profiles Description
id Profile identifier.
filcer_type Type of attribute filcer. The set of values:

- Include: certain attributes will be displayed.

- Exclude: certain attributes will not be displayed.

attributes Collection of attributes. If filter_type = Include, the order applies.

sections Collection of displayed sections. If this element has not been defined,
all sections are displayed.

Table 7: Setting the collection of displayed columns

Element "details.display.members"

In the element details.display.members the user defines to which users or group the setting

refers. The user can define:
e Members Id
e Alias

e Subject.

If this element has not been defined, the setting applies to all users.

Element "details.display.archives"

In the element details.display.archives the user defines to which archives the settings apply.
The user can define:

e Archive Id.




If this element has not been defined, the settings apply to all archives.

details.display

Description

profile Profile identifier from details.profiles.id.

templates Collection of templates to which the profile applies. If this element has not
been defined or is empty, it applies to all templates.

members Collection of directory entities of type user or group. The "subject" or "alias"
is defined for the user. If a group has been defined, the setting applies to all
members.

archives Collection of archives. If this element has not been defined or is empty, it

applies to all archives.

Image 45: Settings for hiding and specifying the order of attributes in the file settings.json

4.2.3.1.5 Reference

The user with the effective Change references permission can add new references, edit and

delete them.

In the References set the user is shown the references to other entities by clicking on the

arrow in front of the name in open mode.

Organization
Human Resources and Payro!

Company Documentation

Image 46: References in the Details tab

For more information on editing a reference see chapter Adding and editing references.
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4.2.3.1.6 Email

In the Email set the user is shown the email metadata by clicking on the arrow in front of the
name in the reading mode (Open). Only the documents created based on the email template
are shown.

For more information see chapter Email attributes.

Subiaat Tak for din interesse - her kan du hente dit uddrag
Subject af rapporten

From to@herbertnathan.com

To marko.hren@imis.eu

Date 31, Aug 2015, 10:37

Message id <0f48f69e2bb35ece50a94c4347b720d9@dijkstra.p

=es il.dk>

Signed Mo

Image 47: Email data in the reading mode

In edit mode the user has the option to review email metadata but not to edit them.

Tak for din interesse - her kan du hente dit uddrag af rapporten

DETAILS EMAIL  PHYSICAL PROPERTIES  SECURITY

Subject  Tak for din interesse - her kan du hente dit uddrag af rapporten

From to@herbertnathan.com

marko.hren@imis.eu

Date  31. Aug 2015, 10:37

id  <0f48f69e2bby5ece50a94c4347b720d9@dijkstra.pil.dk=

Image 48: Email data in the editing mode
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4.2.3.1.7 Physical content

The Physical properties set is available to the user only if the value of at least one attribute has
been defined. By clicking on the arrow in front of the name in open mode, the user is shown the
physical content metadata.

For more information see chapter Physical content attributes.

dentifier D435

Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1
CheckedOut ,26. Sep 2018, 11:47

Brnéiteva 416G

Dunajska cesta 56

Alex Melson

28. Sep 2018

Image 49: Physical content data in the reading mode

In edit mode the user has the option of editing all metadata.

Infarmation about a new payment transaction
PHYSICAL PROPERTIES
D435

Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1

CheckedOut -

Bméiceva 416
Dunajska cesta 56

Alex Nelson

09/28/2018 n

Image 50: Physical content data in the editing mode
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4.2.3.1.8 Save log

After checking the validity of electronic signatures and digital certificates upon capture,

Get
a Save log is created. The user can review it in the open mode by selecting the icon

in the More section.

For more information see chapter Checking the validity of the digital certificate.

~ Maore

Classification Code 30/15-671

Template Document 01

Type Il Document

Permanent No

Save Log Get

Accessed 3. Sep 2021, 14:43

Opened 3. Sep 2021, 11:48

Identifier z7ePaGD7nZUEMVxvzOmqgyUoxjdgsnt-g

External Identifiers

v

<?xml version="1.8"2>
<iarc:commitlog xmlns:iarc="http://www.imis.si/imisarc/con

verifying Go-To-Market report.pdf [bceede@370@7d8e95cofbbe
Signature status: VALID

Signing certificate subject: '/C=SI/ST=Slovenija/OU=indivi
Signing certificate issuer: '/C=SI/O=Republika Slovenija/:
Walid from: '2817-89-28T13:83:83Z°

Walid to: '2022-89-28T13:33:03Z

Digital signature verification ended: 2018-18-19T87:32:04.
MIIEIjCCAVKgAWIBAZINAICUd3YAAAAAVX3QbzANBZkghkiGOWeBAQSFAL
CQYDVQQGEWITSTECMBOGALUEChMTUMVIWdl ] salthIFNsb3Z1bmlg Y TEXME
Y¥RMOVKFUUBKEMTc2NTkSNTcxFJAUBgHVBAMTDVNI LVRSVWNUTFJvb3QuHt
NDI1MDCczODE3WhcHMzcxMj IAMDgwODE3KFBCMQswCQYDVQQGEWITSTECHME
ChMTUmVwdW sakthIFNsb3Z1bmlgY TEXMBUGALUEYRMOVKFUUSKTMT C2N1
FJAUBgNVBAMTDVNILVRSVVNUIFIvb3QuggGiMABGCSqGSIb3DQEBAQUAAL
gEGKA0IBZQDTY SwiwuAwQ2UxIPOLsDIZqVPXNdHbteuTtHKNS cuvalmrd:
PgIG3a9uFaGqzxGHimZ7y8udcERcj6zK5sNbI7SNo44Qv25UdAhwiiPoy:
IN1L6KWEdaWY1YKLG+EgIAdGqwx1NkBni3XugdmRKRvEDbY1FwtbiYAGXSE
PAW+CPZTK3uiyUWhRIGAZppgOhvEVEZMMBB/ETYASUaboZZTnITMECYETE
Aa+MHDX8uZM33/1dPdzrDSdsRM1ZZitWh/ BEG/ FlacNdwxj+vafZZC+in:
PHXyJSe¥Ljg4yd1Ndb2rsCIhWAE3KKYgnS5gXPuQvEZDUPSt2MBmIiRrNE
WO1I005MvQF7b]5ATHCCKKTZ8MmML Z8HIWS+v4x300ul14YSRP/VmAP2qMe

Image 51: A report on checking the validity of electronic signatures and digital certificates

4.2.3.1.9 Retention
A user with the »Change retention« effective permission is enabled the adding and editing of

retention and disposition hold periods.

In the Retention set the user is shown the settings for the selected retention and disposition

hold periods in the preview or reading mode by clicking on the arrow in front of the name.
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~ Retention
Il Legacy procedure
€9 10-years

Valid for Classes Folders [l Documents

Image 52: Retention and disposition hold periods in the »Retention« tab

By clicking on the Disposition hold title, a notification window opens, containing the following
information:

e Name: unique name of the disposition hold.

e Description: a short description of the disposition hold.

e Reason: the reason for creating a disposition hold.

e I|dentifier; unique identifier of the disposition hold.

Disposition hold

Legacy procedure
Name Legacy procedure
Description  Legal pocedure in progress, material must be preserved until finished
Reason  Active legal procedure

dentifier HMIiFdYUyhsGOfJRiliaQ9aiN4FVwKeck

Image 53: Information on disposition hold

By clicking on an individual Retention policy title, a notification window opens, containing the
following information:

e Name: unigue name of the retention policy.

e Description: short description of the retention policy.

e Detailed description: detailed description of the retention policy.

e Action: the default action from the list of actions for entity.

e Identifier: unique identifier of the retention policy.

e Mandates: mandates for an individual retention policy.




Retention policy

10 years + Transfer
Mame 10 years + Transfer
Description  Transfer to National Archives for permanent archival

Detailed Records must be kept 10 years from the end of the year when they were closed and then transferred to
description  Mational Archives for permanent archival

tion Transfer

er  5Cobtv-H1DNFXeph2W3IGEafgazovifp

Description Size

Transfer Guideline.docx

Image 54: Retention policy information

By selecting the command “Get”, the content opens for the user in the viewer.

For more information on editing retention and disposition hold periods see chapter

Editing retention policies.

4.2.3.2 The Security tab

The Security tab is intended for reviewing the access control list (ACL) or the list of explicit

permissions of groups or users on the entity and its metadata.

The list of permissions granted to the user (on the selected entity) consists of the following

permissions:

Read: permission to read data on the selected entity (view metadata and content files).
Worite: permission to edit entity data (write metadata and add content files).

Move: permission to move the entity within the classification scheme.

Delete: permission to delete entity data (delete metadata and remove content files).
Create entities: permission to create sub-entities inside the selected entity.

Change permissions: permission to change the effective permissions of other users on
the selected entity.

Change security class: permission to change the security class of the selected entity.
Change status: permission to change the status of a selected entity.

Change retention: permission to read and change the content of »Retention« tab.

Create references: permission to create a reference to another reference.
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In the preview mode the user is shown a list of the access contraol list (ACL) for the logged user.

< Administrator
m @ OPEN # EDIT ACTIONS v = @

44 results

‘ Cerificate of origin

Details Security Activity

My permissions &'

Read -
Write ~
Mave ~
Delete -
Create entites i
Change permissions -
Change security class i
Change status -
Change retention -
Create references ~

View permissions

Image 55: The Security tab for a logged user in the preview mode

By selecting View permissions below the list of access permissions, when in read-only mode
the user is shown a list of all directory entities that have been granted at least one explicit

permission on the selected entity in the access control list (ACL).
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Administrator

R oo oo

n Cerificate of origin

Details Security

My permissions [

Read ~
Write ~
Move ~
Delete ~
Create entites ~
Change permissions ~
Change security class -
Change status -
Change retention ~
Create references ~
Permissions O

& Alex Nelson (anelson)

Show a

& Anonymous (Anonymous)

Show a

ACTIONS v

o}

1 results

Image 56: A list of directory entities with access rights to the entity in the reading mode

By selecting “Show all”, the current status of effective permissions for the selected user is

shown.
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By selecting the icon Tin reading mode, the user can copy all the explicit permissions of all
users on the entity to speed up the entry of access permissions. The user then pastes the

permissions to another entity.

- Administrator
m @ OPEN s EDIT ACTIONS = @

19 results

Development

Details Security Activity

My permissions &

Read ~
Write ~
Mave ~
Delete ~
Create entites ~
Change permissions ~
Change security class ~
Change status ~
Change retention ~
Create references ~

Permissicns

% Al Copy all permissions

& Ancnymous (Anonymous)
Image 57: Copying the explicit permissions of all users on the entity
4.2.3.3 The Activity tab

The Activity tab shows the audit log for the selected entity. This tab is shown to the user with
the AuditLogQuery role.
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| FREE Y Alex Nel
* Alex Nelson
-

m @ OPEN 7/ EDIT ACTIONS ~ = [i]

10 results
Development
Details Security Activity
29. Jun 2020
Marko Hren Entity save 4m
View details
Marko Hren Entity open read-write 45m
View details
m® Alex Nelson Entity save 47m
View details
m Alex Nelson ACL entry change 47m

Added ALLOW rights for jturner’: Read: ON; Write: OFF; Delete: OFF; Change
permissions: OFF; Create entities: ON; Move: ON; Change security class: OFF;
Change status: OFF; Change retention: OFF; Create references: OFF;

View details
m® Alex Nelson Entity open read-write 47m
View details

Image 58: The Activity tab in the preview and reading mode

The audit log records the following information:

e User: the name of the user who performed an action on the selected entity.

By clicking on the

user’s name, a notification window opens, showing user information.

e Event type: a type of event that was performed on the selected entity.

19. Nov 2019

™ Administrator Entity save 19. Nov 2018
View details

Date 19. Nov 2019, 15:48

Device name Chrome on Windows 10

Address Mozilla/5.0 (Windows NT 10.
M 0; Win64; x64) AppleWebKit/5

Internal address Pl 37.36 (KHTML, like Gecko) Chr

ome/78.0.3904.97 Safari/537.
36

™ Administrator ACL entry change -NovZU18
Added ALLOW rights for janez’: Read: ON; Write: ON; Delete: ON;
Change permissions: ON; Create entities: ON; Move: ON; Change
security class: ON; Change status: ON; Change retention: ON; Create
references: ON,;

View details

Image 59: Information about the user who performed an action on the entity
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Date: a time when an action was performed on the selected entity.

Device name: the name of device, from where the command to perform the action on the
selected entity came from.

Address: the network address from where the command to perform the action on the
selected entity came from.

Internal address: IP address, which is set by opening a new session with the REST

service.

When choosing the »Export« command in the right upper button, a popup menu appears with

the possible audit log export formats for the selected entity. The supported formats are CSV

and XML.

After selecting the format, the user is shown a notification in the bottom left corner about the

downloaded content.

In the popup menu the user has the option of selecting actions. By selecting the action “Open”,

the user has the option of saving the audit log to the file system.

4.2.4 Command bar

After the user logs in to the selected archive, the following commands appear in the command

bar above the information on the selected entity:

New: creates a new root class or contained entity.

Open: opens the selected entity in the reading mode.

Edit: opens the selected entity in the editing mode.

Actions: contains commands for performing various operations on the selected entity:

- Status: edits the status of the entity via a dialog box,
which also offers the option to enter the reasons for the changes performed.

- Security class: changes the entity's security class via a dialog box, which requires the
user to enter the reasons for the change performed.

- Share: copying the link to the selected entity to be shared with other users.

- New reference: adding a connection to another entity in the classification scheme via
a dialog box. For more information see chapter The Details tab.

- New version: creating a new version of the selected document in the classification
scheme via a dialog box. For more information see chapter Versioning.

- Classification code: changes the classification code of the selected entity.
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- Move: moves the selected entity around the classification scheme of the archive.
- Delete: deletes the selected entity.
- Import: imports the selected entities to the archive.

- Export: exports the selected entities of the archive.

m @ OPEN 7 EDIT ACTIONS = 0]

Status

Distribution Security class
Details Share
Title Distribution New reference
Description g\t]:i aﬁge{%‘? ?',T‘ New version
Parent IMiS/Archi Classification Code
Created . Administrat Move
Modified @ ~dministrat Delete
Status Opened Import
Security class Restricted Export
significance Retain
Owner o3 Alex Nelson
Keywords distribution ~ service

Image 60: Command bar above the information of the selected entity

Below the command bar is the search results counter. It displays the number of entities on the

list in the central view.

To the right of the icon for the entity display mode, the user can close or open the right view

with entity information by selecting the icon i .

m @ OPEN £ EDIT ACTIONS v = o

Image 61: Enabling/disabling the display of entity information

4.2.5 Menu functions
By selecting the user's name or icon, the following commands are available in the popup menu:
e Profile: information about the user.

For more information see chapter User information.

e Activity: information about audit log events for the selected user and entity.

For more information see chapter Searching audit log events.
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e Reports: reports on document contents, retention periods, reviews, access

permissions, classification schemes, entities, deleted entities and entities waiting for

deletion. For more information see chapter Beporting.

e Logout: log out from the application. After logging out of the selected archive, a dialog

box appears for the user to log in again to the selected archive.

e About: information about the application.

(AL Alex Nels
I,j' ex on

m Alex Nelson
alex.nelson@acme.com
- Profile

8 Activity

l~” Reports

5] Log Out

Image 62: Popup menu in the header of the user interface

4.2.5.1 User information

By selecting on Profile, a dialog window opens, showing the following sections:

e Details
e Security
e Settings

e Search History

Note: The user leaves the profile settings by selecting the name of the IMIS®/wClient application or

archive (e.g. IMIS/ARChive Server].

IMis/wClient

IMif Chive Server

- Administrator

Details

Image 63: Transition from profile settings to the entity review in the archive
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4.2.5.1.1 The Details tab
The “Details” tab contains the following information on the logged-on user:
e First name: the first name of the user.
e last name: the last name of the user.
e Email: the email address of the user.
e Security class level: the security class level of the user.
e The modified value is shown after 15 minutes or after logging out and logging back in.
The administrator has a special value (1) which is not mapped to the text.
e Created: the user that created the directory entity and the date and time of creating
the directory entity.
e Modified: the user that last edited the directory entity and the date and time of the last
change to the directory entity.

e Aliases: alternative names of the directory entity with which the directory entity can

access the archive.
e Member of groups: view of the list of groups of which a specific user is a member.
e Type: adirectory entity type (user, group).

o |dentifier: the unique identifier of the user.

7 Edit

o0 Alex Nelson
Details

First name Alex
Last name Nelson
Description Sales - Contralling
Emai alex.nelson@acme.com
Security class level Top Secret
Created System Administrator 1. Jan 0001, 01:22
Modified @ ~dministrator 2. Sep 2021, 10:31
Aliases

Member of groups Everyone
Type User
dentifier anelson

Image 64: Display of details in the “Basic” tab
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By selecting the action “Edit”, the user edits information in the “Basic” tab.

The user has the following icon (avatar) management options:

e (Change avatar: selecting a new image file from the file system. The change becomes

effective as soon as the file selection is confirmed.

e Remove avatar: removal of the existing image. The change is executed immediately.

After the removal it is replaced by the default image.

e Alex Nelson
Details
First name
Last name
Description
Email

Security class level
Created

Modified

Aliases

Member of groups

Type

Identifier

Change avatar Remove avatar
Alex
Nelson
Sales - Controlling

alex.nelson@acme.com

Top Secret
System Administrator 1. Jan 0001, 01:22

. Administrator 2. Sep 2021, 10:31

Everyone

User

anelson

Image 65: Editing user details
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Connected accounts

When defining the connected accounts, the logged-on user manages the external identities,

which can be used to log in to IMiS®/ARChive Server.

Connected accounts

G Google (0IDC)
=. Microsoft Azure (OIDC)
=. Microsoft Azure (SAML)
f Facebook (0IDC)

Image 66: Display of connected accounts available

Note: The action "Connect” is enabled if the parameter “Enabled” under “ldentity linking” is checked in

the IMiIS®/ARChive Server (wAdmin) settings.

By selecting the action “Connect”, an authorization page opens at the external identity
provider, where the user allows the use of the external identity or enters the username and
password. After a successful authorization, the link is added to the profile of the logged-on user
under the connected accounts listed.

The logged-on user removes the link by selecting the action “Remove”.

Connected accounts

G Google (0IDC)
=. Microsoft Azure (0IDC)
=. Microsoft Azure (SAML)
f Facebook (0IDC)

Subject Issuer Status

1. 109489847908318677460 https://accounts.google.com ] Remove

2. yuCgkNPebAVHdCYVBMKRTDWITEpXnGbBp7Crysx2 fy  Mips:/lagin.microsoftonline.com/6canfd20-5d0b-4b34-95f0- ) Remove
f8d3b5c34c72/v2.0

3. wnmliio@imis.si https://sts.windows.net/6ca0fd20-5d0b-4b34-05f9-f8d3b5c34c72/ ] Remove

Image B7: A link added to the logged-on user's profile

Note: For more information on setting editing permissions see chapter “Server Configuration” /

“Authentication” in the IMIS€/ARChive Server Manual,
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4.2.5.1.2 The Security tab

The “Security” tab is used to manage the “Password” and review the “Session history”.

# Edit
log Alex Nelson :

Security

Password Change password

Image 68: Display of the “Security” tab

Note: By unchecking the parameter ‘Show closed”, the list shows only active sessions. On the right, the

user can see the displayed sessions counter.

Password
By selecting the action “Change password”, the user is shown a dialog box for entering the
current password and the new password, which the user must confirm. The user confirms the

final change of password by selecting the command “Change password”.

Password

CHANGE PASSWORD CANCEL

Image 69: Display of the window for changing the user password

By selecting the action “Logout”, the logged-on user can close the current session, while the

user with permission (administrator) can close the active session of another user.

To make searching for attributes on a list easier, the user with permission can use the
browser. By entering at least two characters of the search string, the user narrows the scope

of the search results displayed on the list.




4.2.5.1.3 The Settings tab

The “Settings” tab is used to manage the view of entities and set the parameters for

connecting to the IMiS®/wScan scanning module.

# Edit

e Alex Nelson

Settings

Language English

Display reason dialog Mo

Max collection size 500

Max search results 250
Search should return exact matches Yes

Categories

IMiS/wScan

URL https://localhost:5443

API key imiswscan

Image 70: View of the “Settings” tab

Under the settings of the view of entities, the logged-on user can set the following attribute

parameters and values:

e Language: Selecting the display language. After confirmation the user interface is

displayed in the selected language.

Choose a language

English Sloven&&ina

Image 71: Language selection dialog

e [Display reason dialog

By checking the parameter, the user enables the display of the dialog box for entering the

reason for performing the action.

The dialog box shows an additional field for the user to (optionally) enter the reason
before performing any of the following actions:
- Creating an entity (dialog box, input field).

- Modifying a template (dialog box).




- Opening an entity (dialog box).
- Editing an entity (dialog box).
- Creating a new version of the entity (dialog box, input field).

- Adding an entity to the queue for indexing or conversion (dialog box).

The user can disable the entry of the reason when first entering the reason for
performing the action. The setting applies to any subsequent execution of the above-

mentioned actions.

Entity create

Reason to create an entity

Display reason dialog

NEXT CANCEL

Image 72: Dialog box for disabling the entry of the reason for performing actions

Max collection size
By defining the attribute value, the user limits the number of entities shown on the list.
The default value is defined in the settings (assets/settings.json).
Max search results
By defining the attribute value, the user limits the number of entity search results shown
on the list. The default value is defined in the settings (assets/settings.json).
Search should return exact matches.
By checking this parameter, the logged-on user defines that the search will be
performed with the search engine built into the archive.
The default value is “False” and can be changed in the file settings.json
(search.exact_match).
Categories
If the user selects a categorized Keywords view (sys:Keywords or sys:Category) in the
entity view mode, the categorization settings are saved for the template under which the
categorization was performed.

For more information on categorized views see chapter View mode.
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b Alex Nelson

Settings

Language English
Display reason dialog
Max collection size

500

Max search results 250

Search should return exact matches

Categories

Reset

.

Image 73: Showing the basic settings

The action “Reset” enables the user to restore the original status and set the default value.

IMiS®/wScan
While defining the parameters for connecting the IMiS®/wClient web client with the
IMiS®/wScan scanning module, the user can set the following attribute values:

e URL: Address of the IMiS®/Storage Connector Services REST

e APl key: Security key preventing unauthorized use of the API.

IMiS/wScan

UL https://localhost:5443

APl key

imiswscan

@ Verified Reset

E Cancel

Image 74: Setting the parameters in the “IMiS®/wScan” tab

The action “Reset” enables the user to restore the original status and set the default value.

Before capturing scanned documents, the settings of the service address (URL) and the
security key (API key) must be coordinated with the settings of the IMiS®/Capture Service in
the “Security” tab.
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Verifying the validity of the service address settings is performed in editing mode automatically

when modified, or on demand by clicking on the verification status text (Not verified, Verified).

IMiS/wScan
URL https:/localhost:544
API key -
Imiswscan
© Not verified | Reset
Cancel
Image 75: Validity of the service address settings not verified
IMiS/wScan
UARL hitps://localhost:5443) |
API key

imiswscan

@ verified | Reset

Image 76: Validity of the service address settings verified

4.2.5.1.4 The Search history tab

The “Search history” tab is used to view the last searches performed by the logged-on user.

loo Alex Nelson < Fat
Details Security Settings Search History

Clearall
maxDepth:3 6.Sep2021,11:52  Remove
title:"Shipping costs" content:manufactured 6.5ep2021,11:51 Remove
title:"Shipping costs" after:2021-09-06 6.5ep 2021,11:51 Remove
title:"Shipping costs" 6 Sep2021,11:50 Remove
owner:anelson 6.5ep2021,11:49 Remove
production 6.5ep2021,11:49 Remove

Image 77: View of the “Search history” tab
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The user can remove the search result record by selecting the action "Remove".

4.2.5.2 Information about audit log events
By selecting the command “Activity”, the user is shown information about audit log events for
the selected user and entity. More information on the Activity action is available to the user in

the chapter Searching audit log events.

4.2.5.3 Reports
The IMiS®/wClient enables users with a Reports role on the server to create reports on the
IMiS®/ARChive Server. Logged-on user can create report on folders, documents, document

contents, retention, reviews, user access, entities, classification scheme

Report types
]
Folders Documents
Show folders report Show documents report ive retention palicies and disposition
Review Access
Shows review report Shows access control report
Classification scheme
Classification scheme Classification scheme with folders
Shows classes classification scheme. Shows classes and folders classification scheme
Other
Entity details Deleted Queue
Shows entity details Shows deleted entities report Shows entities trash queue report

Image 78: Report types

For more information on specific report see chapter Reporting.




4.2.5.4 Logout
By selecting the Log out command, the user logs out of the archive. A login window appears for

logging in to the archive. For more information see chapter Login and logout.

4.2.5.5 About
By selecting the “About” command, the user is shown information about the application and
licensing terms. More information on the About command is available to the user in the

chapter About.

4.2.5.6 Display of entities

By selecting the icon to the right of the command bar, the user can define the display

mode for the list of entities.

List
Grid

Item check boxes

Category

Keywords

Classification Code
Description
Modified

Custom...

Image 79: Setting the display of entities

4.2.5.6.1 View mode
In the View mode, the user defines how the entities are displayed in the central view and marks
entities for performing actions. The available options are:

o List

o Grid

e [tem check boxes.
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IMiS/ARChive Server > Other

Title Classification Code Opened
B ss8nrasl: L [EEarEss) 16/000005 8. Sep 2021
E Lucene Query Test 16/000008 10. Sep 2021
E Despatch note 16/000021 22. Aug 2022
‘o Majito 16/000029 29. Aug 2022
Events 16-2021-000001 16. Aug 2021
Customer care 16.7 6. Sep 2021
E Contest 16/15-563 2.0ct 2020
‘o Tak for din interesse - her kan du hente dit uddrag 16/1S-839 10. Aug 2022

Other
Details

Title
Description
Parent
Created
Modified
Status
Security class
Significance
Owner
Keywords
Review date

> Retention

> More

Image 80: Entities shown on a list

IMiS/ARChive Server > Other

Title

3 3 3 B
[

EEER S HELEL:

Lucene Query Test Despatch note Mojito

H ﬁ
©
Events Customer care Contest Tak for din interesse - her ..

Other
Details

Title
Description
Parent
Created

Modified
Status
Security class
Significance
Owner
Keywords
Review date

> Retention

> More

Image 81: Entities shown in a grid

# EDIT ACTIONS v =| @
. 8 results
-~ List
Grid
~ Item check boxes
Other
Categon
IMiS, o
. Admir Keywords
@ ~dmi
~  Classification Code
Opened
Description
B Modified
Retain
@ Alexn Custom...

1. Sep 2009, 20:25

7 EDIT ACTIONS v El @

8 resuits
List
.~ Gnd
~  Item check boxes
Other
MiS) Category

. Admir Keywords

@ ~dministrator 30. Aug 2022, 09:04

Opened INHERITED

Retain

& Alex Nelson

1. Sep 2009, 20:25

By selecting the option ltem check boxes in the menu, the user can mark the individual entities

which will be moved or deleted in the next step. The user can also do that by holding down the

Ctrl key on the keyboard and selecting the entity, or by selecting the entity and pressing the

Space key.
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The command bar displays the number of entities selected (X ltems Selected).

IMiS/ARChive Server > Other

Title Classification Code Opened
B #EsEsrnELE L [BRAxESE] 16/000005 8. Sep 2021
H Lucene Query Test 16/000008 10. Sep 2021
‘ Despatch note 16/000021 22. Aug 2022
‘e Mojito 16/000029 29. Aug 2022
Events 16-2021-000001 16. Aug 2021
Customer care 167 6. Sep 2021
‘ Contest 16/1S-563 2.0ct 2020
Eo Tak for din interesse - her kan du hente dit uddrag ... 16/15-839 10. Aug 2022

+

m 3 ITEMS SELECTED v = @

8 results

‘ Despatch note

Details
Title
Description
Move
Delete
Deselect All
Status

Security class
significance

Owner
Keywords
Categories
Review date
> Retention

> More

Despatch note

Donec diam tellus, porttitor vitae viverra sed,
consequat in turpis.

Other
¥ Alex Nelson 2. Dec 2020, 15:27
¥ Alex Nelson 22. Aug 2022, 15:09
Opened
Restricted

Retain

@ Alex Nelson
keyl
catl

14. Mar 2007, 10:10

Image 82: Selecting individual entities for move and deletion

The user can select all the displayed entities at once. The user does that by checking the

checkbox left of the “Title” column.

By doing so, the user selects all the loaded entities, but not the entire collection.

IMiS/ARChive Server > Other

O d 0O OO Q0O

Title Classification Code 7 Opened
‘ ESEHNAEL E L [BREAEESE) 16/000005 8. Sep 2021
H Lucene Query Test 16/000008 10. Sep 2021
H Despatch note 16/000021 22. Aug 2022
‘0 Mojito 16/000029 29. Aug 2022
Events 16-2021-000001 16. Aug 2021
Customer care 16.7 6. Sep 2021
H Contest 16/15-563 2.0ct 2020
‘a Tak for din interesse - her kan du hente dit uddrag .. 16/15-839 10. Aug 2022

&+
|

v

m 8 ITEMS SELECTED v = @

L .
. Mojito

Details
Title

Description

Parent

Move
Delete

Deselect All

Significance

Owner
Keywords
Categories
Review date

> Retention

> More

B results

Maojito

MS#HS diam doler, porta at euismod id, lacinia non
ni

Other
@ ~dministrator 29. Aug 2022, 09:50
@ ~dministrator 29. Aug 2022, 10:20
@ Closed
Confidential

Retain

& Alex Nelson
key2 keyd key<6
cat2 catd caté

25. Sep 2012, 09:49

Image 83: Selecting all the loaded entities for move or deletion

2022 © Imaging Systems Inc., All rights reserved.

101




IMiS®/wClient Manual Version 1.8.2210

The user can select only a part of the displayed entities. The user does that by first selecting
the entity from the list. The user then selects another entity by simultaneously holding down

the Shift key on the keyboard.

IMiS/ARChive Server > Other m 6 ITEMS SELECTED v )
8 results
assification Code pened L .
Title Classificatio Opene - Majito
Customer care 16.7 6. Sep 2021
Details
Events 16-2021-000001 16. Aug 2021 Title Moijito
N Description Mauris diam dolor, porta at euismed id, lacinia non
I contest 16/15-563 2.0ct 2020 Jesenp nibh
Parent Other
) § Despatchnote 167000021 22. Aug 2022
%5 4 fuaEE Created @ ~dministrator 29. Aug 2022, 09:50
‘ Lucene Query Test 16/000008 10. Sep 2021 Modified @ 2dministrator 29. Aug 2022, 10:20
N Status @ Closed
Ko Mojito 16/000029 29. Aug 2022
Move Confidential
. A _ ARG 10. Aug 2022
-e Tak for din interesse - her kan du hente dit uddrag .. 16/15-839 10. Aug 2022 Delete Retain
. . ) Alex Nelson
E EsErcRsLE L [REarESE) 16/000005 8.Sep 2021 Deselect All €
rneywores key2 keyd key<é
Categories cat2 catd caté
Review date 25. Sep 2012, 09:49
> Retention
> More

Image 84: Selecting a part of the loaded entities for move or deletion

By selecting the arrow next to the number of entities selected, a menu opens with the
following options:

e Move

e [Delete

e Deselect all.

[ 3 ITEMS SELECTED v ]
Maove
Delete

Deselect all

Image 85: Set of actions on selected entities

The procedure of moving multiple entities is the same as the procedure of moving a single
entity. For more information see chapter Entity move.
Likewise, the procedure of deleting multiple entities is the same as the procedure of deleting a

single entity. For more information see chapter Deletion of an entity.
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4.2.5.6.2 Categorization

In the Categorize by set the user defines how the entities are classified in the central view.

Categorization enables a view of entities belonging to the same category at the same

hierarchical level.

Two categorization options are available:
e (Category

e Keywords.

m @ OPEN # EDIT

‘ Video storm event

DETAILS SECUR

ACTIONS v

Title Video storm event

Descriptic Next generation

video storm event

Parent Audic Video

Createc m® Administrator 2. Jul 2019, 08:46

odifiec m® Administrator 30. Aug 2019, 13:46

Opened
Security class Confidential
ce Retain

e m Alex Nelson

evwords video event

>ategories audio/video

Trigge 2. Jul 2019, 16:16  INHERITED

Versions

v

Retention

o

> More

Image 86: An example of an entity with a defined value of the Categories attribute
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If the value of the Categories attribute has been defined, the central view shows the user a list

of entities classified into the same category at a specific hierarchical level.

IMiS/Archive Server > Custom Relationship Ma... Complaint NEW @ OPEN 7 EDIT ACTIONS ~ =
2 results
Title =
Mark Hopkins letters
v employee

DETAILS SECURITY ACTIVITY
Grace Juncker letters

Title Mark Hopkins letters
IR Mark Hopkins letters [~ ] Mark Hopkins complaints

Created ) Administrator 25. Sep 2018, 13:22
Modified 6. Nov 2018, 09:02

Status Opened Inherited

Security class Confidential

Significance Retain Inherited

’:‘ Grace Layton

Categories employee

> Retention

> More

Image 87: A categorized Categories view

If the value of the Keywords attribute has been defined, the central view shows the user a list

of entities with the same keyword at a specific hierarchical level.

IMiS/Archive Server > Custom Relationship Ma.. Complaint NEW @ OPEN 7 EDIT ACTIONS ~ =

2 results
Title *

Grace Juncker letters

> N
DETAILS SECURITY ACTIVITY
v letter
- Title Grace Juncker letters
Grace Juncker letters E

Description Grace Juncker complaints
Created &M Administrator 25. Sep 2018, 13:24
Modified 6. Nov 2018, 08:47
Status Opened Inherited
Security class Confidential Inheritec
Significance Retain Inherited
Qwner 0 Keira Clay
Keywords letter
Categories employee

> Retention

> More

Image 88: A categorized Keywords view
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4.2.5.6.3 View

The default view settings for the columns of selected attributes are defined in the settings

settings.json, where they can be defined in the elements collections.profiles and

collections.views.

collections.profiles Description
Id Profile identifier.
Columns Collection of displayed columns. The collection type can be

object or string.

Table 8: Setting the view of columns

collections.profiles.columns

Description

Id

Attribute identifier.

min_width Minimum width of the table in px, where the column is
displayed.
width Column width in %.
Table 9: Setting the width of the displayed column
collections.views Description
archives Collection of archive identifiers.
profile Profile identifier from collections.profiles.
members Collection of directory entities.

classification_code

Collection of classification codes.

context

Display context (optional). The set of values:
- ARCHIVE

- MY_ENTITIES
- DRAFTS

- DIRECTORY
- REVIEWS

- EXPORT

- IMPORT

- DELETED

- DISPOSED

- QUEUE.

Image 89: Setting the collection of displayed columns
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IMiS/ARChive Server

I Title

Description Significance Opened Over Review date
Administration Documents, Administrati... Retain 10.Sep 2021 Alex Nelson (.. admin 6. Jun 2007
Development Technical knowledge to ... Retain 19. Mar 2020 Alex Nelson (.. key3,11231 19. Feb 2010
Distribution The process of making t.. Retain 13.Mar 2020 Alex Nelson (.. distribution, s...
Maintenence Mauris diam dolor, porta ... Retain 26. May 2021  Keira Clay (kel... key2 28. May 2009
& Manufacturing Manufacturing documents Vital 21.8ep2020  AlexNelson (.. production, pr.. 1. Sep 2010
Gther 2. Jun 2020 Alex Nelson (... 1. Sep 2009
Production Production documents Retain 25.Feb2020 MarkoHren (.. creation 2. Oct 2002
Support Retain 28 Apr2020  MarkoHren (. keyl 9. Apr 2014

Name
Description
Host

Audit Query

Draft management

Content Index

Content Management

ACTIONS v =

IMiS/ARChive Server

IMiS/ARChiv Server
iarcs:fiarc1 02imis.si

iarcs:fiarc1 02imis.si

Import/Export  Reports
Content Convert ~ Content Detach

Content Move

Image 90: Default settings for the view of the columns of selected attributes

e

By selecting the icon

Q@

16 results

in the row with attribute titles, a popup menu opens. By selecting the

desired attribute title, the user defines which columns of the selected attributes besides “Title”

will be shown in the central view.

IMiS/ARChive Server > Other

Title Classification Code
Customer care 16.7
Events 16-2021-000001

I contest 16/1S-563

B Despatch note 16/000021
n Lucene Query Test 16/000008
Ko Mojito 16/000029

‘o Tak for din interesse - her kan du hente dit... 16/15-839

B ESER EEL S L [RERsESEE. 16/000005

Image 91

Opened

6.5ep 2021

16. Aug 2021

2. 0ct 2020

22. Aug 2022

10. Sep 2021

29. Aug 2022

10. Aug 2022

8.8ep 2021

Owner

Alex Nelson (anelson)

Alex Nelson (anelson)

Alex Nelson (anelson)

Alex Nelson (anelson)

Alex Nelson (anelson)

Alex Nelson (anelson)

Other

Longplay

Modified

Opened

owner

Partner

Predmet

Review date

Security class

SifraDMS

Sifra partneria
Keywords
Review date
> Retention

> More

: Selecting the columns of selected attributes

# EDIT ACTIONS v

IMiS/ARChive Server
) Administrator 2. Jun 2020, 16:39

) Administrator 30. Aug 2022, 09.04

ened INHERITED

tain

. Alex Nelson

1. Sep 2009, 20:25

@

8results
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Selected attributes are added to or removed from the view of the entities list.

IMiS/ARChive Server > Other m ® OPEN 7 EDIT ACTIONS v @

R 8 results
Title T Classification Code Modified Opened Owner Other v List
Customer care 16.7 20. Jul 2022 6. Sep 2021 Alex Nelson (anelson) Details | Grid
B Item check boxes
Events 16-2021-000001 6. Sep 2021 16. Aug 2021 Alex Nelson (anelson) Title Other
Description
I contest 16/15-563 22. Jul 2022 2. 0ct 2020 Alex Nelson (anelson) Category
Parent IMiS,
B Despatch note 16/000021 22. Aug 2022 22. Aug 2022 Alex Nelson (anelson) Created @ ~omir Keywords
. Modified @ romi "
- Lucene Query Test 16/000008 19. Jul 2022 10. Sep 2021 _  Classification Code
Status Opened
I o Mojito 16/000029 29. Aug 2022 29. Aug 2022 Alex Nelson (anelson) curity class Description
;. B ~  Modified
ﬁo Tak for din interesse - her kan du he.. 16/15-839 14. Jul 2022 10. Aug 2022 Alex Nelson (anelson) Significance Retain
Owner t Alex N Custom...
‘ EEERIEL = L [BEAZFE. 16/000005 20. Sep 2022 8. Sep 2021 Keywords
Review date 1. Sep 2009, 20:25
> Retention
> More

Image 92: Display of the added column of selected attribute “Modified”

If the user selects the action "Custom" in the popup menu, the user can select the columns of

selected custom attributes.

IMiS/ARChive Server > Other m & OPEN 7/ EDIT ACTIONS v @

- 8 results
ITINE Description Significance Opened Owner Keywords Review date Date I Other ” List
Customer care Customer care documents Retain 6. Sep 20... Alex Nels.. customer,.. 1. Sep 20 Details R Grid
Item check boxes
Events Sed leo nunc, aliguam in ... Retain 16. Aug 2. Alex Nels... key2, key4 28 May2.. Title Other
A RIZE BY
Description N
‘ Contest Lorem ipsum dolor sita.. Retain 2.0ct 2020 Alex Nels... keyl, key2 5 May20... Category
Parent IMiS,
I Despatchnote Donec diam tellus, porttit... Retain 22, Aug2.. Alex Nels... keyl 14. Mar 2... Created @ cimir Keywords
. Modified @ aomir F
- Lucene Query Test Lucene Query Test Retain 10. Sep 2.. 19. Jul 20... Classification Code
Status Opened
o Moiito Mauris diam dolor, porta .. Retain 20, Aug 2. Alex Nels.. key2, key.. 25.Sep2 ) ~ Description
Security class
- B Modified
[ o Tk for din interesse - her .. uddrag af rapporten Delete 10. Aug 2... Alex Nels... interesse Significance Retain
Owner & Alexn Custom...
b sEswomsLsLe Retain 8 8ep20 20.8ep2 Keywords
Review date 1. Sep 2009, 20:25
> Retention
> More

Image 93: Display of the columns of selected custom attributes
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The user can define which attributes will be displayed, and the display order and mode:

The logged-on user can define:
e The attributes to be displayed.
e The order of displayed attributes.

e The display mode;

- Visibility: defines when the column of the selected attribute is displayed based on

screen width.

= When selecting the view "Big screens", the column is displayed only when the table

width exceeds 1000px.

= When selecting the view "Medium-sized screens", the column is displayed only

when the table width exceeds 792px.

= When selecting the view "Small screens", the column is displayed only when the

table width exceeds 568px.

= When selecting the view "Always", the column is always displayed.

- Width: Field width in percent (%). The set of values ranges from O to 100.

Edit view
dentifier Labe! Visibility
a sys:Title Title E =
sys:ClassificationCode g‘l;ads;iﬁcat\on E == o
sys:Description Description E = =3
sys:Modified Modified E =
= Review Trigger Review date E [ == R
= sys:Creator Creator E [ =
= sys:Owner Qwner E = =}
= sys:Significance Significance E = o
= sys:SecurityClass Security Class E [ =
= sys:Status Status E =2 o
= sys:Opened Opened E [ == R
= sys:Closed Closed E = o
= sys:Keywords Keywords E [ =
= sys:Category Category E H o
= sys:Externallds I‘de;ﬁ;‘nﬂilr E = o
= DirectoryEntity Directory Entity E =] =)
= sys:Created Created E [ =
= Date Date E =2 o
= evaluation Evaluation E (= =i
Reset Reset a

% Description

The review date log
Entity creator

Entity custodian

Entity significance state
Entity Security Class

Entity status

Date and time when entity's

status was set to ‘Opened

Date and time when entity's

status was setto ‘Closed’
Entity keywords

Default container of Entity
categories

Entity unique external ids

Cancel

Image 94: Selecting the columns of selected custom attributes
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The user can delete the settings for the selected entity by selecting the action "Reset" in the
bottom left corner and selecting the action "Save". Selecting the action "Reset all" and
selecting the action "Save" deletes the settings for the columns of selected attributes at the

level of the entire archive.

After saving to the file client:settings.json, the settings will be available to the user until the

next modification.

collections.views Description

classification_code The classification code.

context Display context (optional). The set of values:

- ARCHIVE

- MY_ENTITIES
- DRAFTS

- DIRECTORY
- REVIEWS

- EXPORT

- IMPORT

- DELETED

- DISPOSED

- QUEUE.

columns Collection of displayed columns. The collection type can be

object or string.

Table 10: Setting the view

collections.views.columns Description

Id The attribute identifier.

min_width Minimum width of the table in px, where the column is
displayed.

width Column width in %.

Table 11: Setting the collection of displayed columns




4.2.6 Search

Located above the central view in the header of the user interface is the Search field.

It enables the user to search by the metadata of selected entities and to search by the entire
text of the content of documents over the entire archive.

For more information on search options see chapter Search functions.

4.3 Actions

This chapter describes the actions of the IMiS®@/wClient on the selected archive:

e Entity access

e (Creating an entity

e FEditing entity data

e Entity move

e (Content management

e Versioning

e Search functions

e Archiving email messages

e Acquiring authenticity evidence

e |mport
e Export

e [eleting an entity.

4.31 Entity access

Access to the entity in the classification scheme depends on the:
e Security class of the entities.
e User’s security class level.

e User’s access right.

4.3.11 Security class of the entities

This setting in the entity details specifies the set of available entity security classes based on
the entity's paosition in the classification scheme.

For more information on security classes see chapter Access in the IMiS®/ARChive Server
user manual. Changing the security class of the entities is described in greater detail in the

chapter Changing the security class.




4.3.1.2 User’s security class level

In the settings of the IMiS®/wAdmin administration web interface in the »Directory« folder,

the user with permission specifies the »Security class level.

This setting specifies the security class level of the content which the user is allowed to review.

The user can review only the content whose security level is lower than or equal to the user's.

4.3.1.3 User’s access right

In the settings of the IMiS®/wAdmin administration web interface in the Access control folder,
the user with permission specifies the access permissions for each directory entity, which
applies to a specific archive volume.

Under the settings, the user also specifies whether the permissions are inherited by the
contained entities (Propagated) and whether the user can log in on behalf of a delegated user
(Delegate context).

For more information on access rights see chapter The Security tab.

When logging into the selected archive, the root classes of the archive to which the user has

the Read right are read from the IMiS®/ARChive Server.

The user is shown the root classes in the Archive folder in the left view and in the list of

contained entities in the central view.

By selecting a root class, the tabs in the right view, where the entity information is located,
show only the publicly accessible information on the class. For more on the content of tabs see

chapter Entity information.

By selecting the Open command in the command bar, all of the data to which the user has read
permissions are read from the server. The same applies to the access to entities contained in

the archive’s root classes.

A user with the Write permission on the selected entity can select the Edit command in the
command bar. The same data are shown in the tabs as when selecting the Open command.
The user can edit and change the values of attributes that are not tagged on the server as

read-only. For more information see chapter Editing entity data.
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4.3.2 Creating an entity
The user can create root classes and sub-entities in the IMiS®/wClient, if he has the Create

entities right on the selected class or folder.

For faster capturing and classifying of entities to appropriate places in the classification
scheme, it is recommended that users separate (organize) the documents by type before

capture.

Documents separation is performed by classifying documents into the appropriate templates
in the classification scheme. Each template has predefined attributes, which are set by the
administrator in the settings of the IMiS®/ARChive Server. The user must enter the

mandatory attributes before saving.

The user has the option of modifying the template when editing an entity. By selecting the field

with the values of the attribute Template, the list shows the available templates of the same

type.
Marketing strategy
DETAILS
Template ‘ B Document ‘
Title I Document Multi Value
Description | Description of the marketing strategy

Image 95: Modifying a template in editing mode

For more information on templates see chapter Templates in the IMiS®/ARChive Server

Manual.

4.3.21 Creating a new entity
Besides the Create entities permission, the user has to have the Change retention permission

to create new entities.
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4.3.2.1.1 Creating a root class

By selecting the Archive folder in the left view, the user can add a new root class to the entities
list. The user does that by selecting the “New” command in the command bar, selecting the
relevant template from the list, entering the values of attributes, defining the retention policy

and confirming “Create”.

IMiS/ARChive Server m ® OPEN 7 EDIT AGTIONS = @

16 results
Class
Title Description Significance Opened Qumer Keywords Review dete Date
Class 01
Administration Documents, Administrati... Retain 10.Sep 2021  Alex Nelson (.. admin 6..Jun 2007, 0 Generic Class
er
i sl
Development Technical knowledge to .. Retain 19.Mar2020  Alex Nelson (. key3, 11231  19. Feb 2010, Container (Legacy Archival
Distribution The process of making t... Retain 13. Mar 2020  Alex Nelson (... distribution, s Audit Query ~ Content Management Import/Export ~ Reports
Draft management  Content Convert  Content Detach
Maintenence Mauris diam dolor, porta .. Retain 26. May 2021  Keira Clay (kel... key2 28. May 2009, Content Index ~ Content Move
& Manufacturing Manufacturing documents Vital 21 8ep 2020  Alex Nelson (.. production, pr.. 1. Sep 2010, 1
Qther 2. Jun 2020 Alex Nelson (... 1. Sep 2009, 2.
Production Production documents  Retain 25.Feb2020 MarkoHren (.. creation 2.0ct 2002, 0
Support Retain 28 Apr2020  MarkoHren (. keyl 9. Apr2014,1

Image 96: Selecting a template from the list

Afterwards, the user selects or adds attribute values, defines the retention period, and in the

end confirms this by clicking on "Create".

Create Class

Details Securit
Parent IMiS/ARChive Server
Template* Class v
Class entity
Title* Customer care

Mandatory value for naming entity

Description Customer care documents

Status INHERITED \’
Security class INHERITED -
significance INHERITED v
Owner ® Alex Nelson
Keywords customer & care &

mportant words used in entity

External Identifiers

Custom external entity identifiers

Review date B

Inherited

The review date log

Classification Code Manual (optional) ~
Generated

Reason

Create another Cancel

Image 97: Creating a root class
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4.3.2.1.2 Creating subentity

In the classification scheme in the left view or in the entities list in the central view the user

selects the entity into which he wants to classify a new class, folder or document.

The user does that by selecting the “New” command in the command bar and selecting the

relevant template from the list, same as when creating a root class.

IMiS/ARChive Server

Tile

Triglav

Kanjevec

Stol

Brana

Email: Begunjiica

Email: Blegos

Email: Bo¢

Email: Kladivo

Email: Kon]

Maintenence

Description

Donec diam telus, p

Donec diam tellus, p

Lorem ipsum dolor s

Duis auctor ligula arcu, n

Cras quis mauris sed

exf.

Etiam nec lectus rutrum,

Nune vehicula gravid

alesuad

ja od

fa le

Donec diam tellus, porttit,

Retain

Delete

Retain

Retain

m ® OPEN / EDIT ACTIONS =

24 results
Class
pened Owner i 3 Date
Folder
19. Aug 2021  Administrator ... key1, key2, ke.. 28. May 2009, B Document
19. Aug 2021 Marko Hren (. key1, key2, ke.. 28. May 2009, & Emai
B Document 01 porta at euismod id, lacinia non
20. Aug 2021  Marko Hren (.. key1,key2 26. May 1995, .
B custom document Server
31. Aug 2021 Keira Clay (kel... key1, key2, ke... 10. Aug 1990, B Autonomous Custom Email May 2021, 11:54
. . R B Documento2 Sep 2021, 08:19
2. Sep 2021 Alex MNelson (.. keyl, key2
B DocumentDecimal2
Sep2021  AlexNelson (.. keyl,key2 .
= e e elsen Y ° B Document CO1
2.8ep2021  Keir s Retain
@ Keira Clay
key2

2. Sep 2021 Marko Hren 28. May 2009, 11:52

Image 98: Display of contained entities.

The user is shown a dialog box with the relevant tabs and set of attributes based on the

selected template. In the Details tab the following attributes are available to the user:

e Parent: the name of the parent entity. This attribute is read-only.

e Template: a set of available templates for creating allowed entities and classifying them

under the selected class or folder. The attribute value is mandatory.

e Title: name of the entity. The attribute value is mandatory.

e C(lassification code: the classification code of the created entity in the classification

scheme.

e Description: short description of the entity.

e Status: the status of the entity.

e Security class: a set of available entity security classes based on the entity’s position in

the classification scheme.

e Significance: a set of available entity significances.

e QOwner: adirectory entity (user or group) entity that is responsible for the selected

entity (owner).




Note: The user can search by the text entered in the search box and select a directory entity in
the popup menu below the text. The search is performed if at least 2 characters have been
entered. Only the directory entities matching the search criteria will be displayed (5 at the most).
The user can select them using the keys 1 and | and confirm the selection by clicking on the

selected entity in the popup menu below or by using the key Enter €.

Keywords: entity-related keywords. This attribute can have multiple values.

Categories: the entity view mode.

Content: document contents. This attribute is available only for document-type entities.
External identifiers: a list of the unique external identifier of the entity on the server.
Classification code generated: the type of classification code entry for the contained
entities of the parent class.

Custom attributes: additional custom attributes. The selection of attributes depends on
the selected template.

The user can specify whether the value of the custom attribute is inherited from a parent
entity. By checking the box of the custom attribute »Inherited« and saving the entity

(Save), the value(s) is (are) transferred from the parent entity.

Create Folder

Details

Template* Folder
Folder/Case entity
Title* Invoices
andatory value for naming entity
Classification Code 15-417
Description Invoices, Letters, Notes, Related documents
Status Opened
Security class Confidential
Significance | Retain
Owner L Grace Layton

Keywords document note letter company

Categories Invoice

External Identifiers 7665

Review date 01.06.2020 08:00

Inherited
The review date log

Crealeaﬂcﬂher Cancel

Image 99: Display of creating a new document




Troubleshooting: the most frequent issues when creating a new entity are:
o Entity with the template you selected cannot be created inside the selected entity.

o User does not have permission to create new entities inside the selected entity.

4.3.2.2 Entering entity metadata
The Details tab in the Create entity dialog box contains a list of all attributes of the class, folder

or document, which can be entered by the user.

The order of attributes on the list is defined by the order of the template attributes.
The following can be edited in the web administration interface IMiS®/wAdmin.

For more information see chapter The Template folder in the IMiS®/ARChive Server Manual.

Required attributes are marked with an asterisk and must be entered before saving.

Title* Invoices

Image 100: Entry of required metadata

Attribute entry fields are as follows:

e Text field where the user inputs any string of characters.

Description Invoices, Letters, Notes, Related documents

Image 101: Entry of text metadata




IMiS®/wClient Manual Version 1.8.2210

e [Date field where the user inputs the date or selects one from the date and time selection

popup window.

Su Mo Tu We Th Fr Sa

Security class _ . s s o4 s s

Status

Significance 7 8 9 m 11 12 13
) 14 15 16 17 18 19 20
owner
21 22 23 24 25 26 27
Keywords
28 29 30 1 2 3 4
Categories 08 - 00
External Identifiers
Today Clear
Review date | 01.06.2020 08:00| E
Inherited
The review date log

Image 102: Entry of date and time metadata

In the event of a contained entity, the user is shown the inherited value in the date field.
By unchecking the default setting »Inherited«, the user can enter the date or select it

from the popup window for setting the date and time.

Review date 01.06.2020 08:00 B

Inherited

The review date log

Image 103: Displaying the inherited value of the date field of the parent entity

Note: The user with permission can define the date and time format in the file settings.json, which

will be displayed in all the date fields. The settings are shown below.

Properties Type Description
calendar.date.format String The display format in the date selection
field.

e EN: dd/mm/yy

e SI: dd/mm/yy

calendar.first_day_of week Number The first day of the week in the date
selection field (0=Sunday, 1=Monday, ...

e EN: 1

e SI1
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Properties Type Description

date_time_format String The date and time display format. Default
value: MMM yyyy, HH:mm

date_format String The date display format. Default value:
d.MMM.yyyy

time_format String The time display format.

Default value:: HH:mm

Following options can be a part of the calendar.date_format:

d - day of month (no leading zero)

dd -

day of month (two digit]

o - day of the year (no leading zeros)

oo - day of the year (three digit]

D - day name short

DD -

day name long

m - month of year (no leading zero)

mm - month of year (two digit]

M - month name short

MM - month name long

v - year (two digit]

vy - year (four digit]

@ - Unix timestamp (ms since 01/01/1970)
! - Windows ticks (100ns since 01/01/0001)

.." - literal text

"

- single quote

e A pick list with predefined values, one of which is selected by the user.

Significance | Retain

owner INHERITED

Keywords None

Vital

Categories Permanent

Custom external entity identifiers

Image 104: Entry of metadata with predefined values
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e A field for entering multiple desired text values, separated by using the Enter key. In the
multiple value display field, the individual values are separated by spaces. The user has

the option of removing individual keywords by clicking on the cross next to the word.

Keywords document note letter company

Important words used in entity

Image 105: Entry of multiple values into a field

e A field for selecting multiple values of an attribute. This feature is supported in the
following types of attributes: Binary, Boolean, Decimal, Double, Int, Date, Date time, Time
and Picklist. For each attribute, the user has the option of adding values with the icon

“+ “ or removing them with the icon “ - “.

Create Document

Details

Owner @ Alex Nelson

Keywords office documents phonecalls |

Important words used in entity

Categories administration

Content Drag and drop files or click

Binary content container

[  certificatetif 36.9 kB

Custom Content Drag and drop files or click

Custom Content description

a Company Overview.pdf 86.5 kB
External Identifiers 5623
Custom external entily identifiers

5
5

+
Date Time 20.09.2050 12:58 B -

+

1A NA 2010 19-58

Create another [eE:C] Cancel

Image 106: Entering multiple values of an attribute

¢ A field for selecting multiple values of a directory entity. This feature is supported in the
attribute type Directory entity. By entering the text value into the field, the user limits
the set of the searched directory entities. For each directory entity, the user has the

option of adding with the icon » + « or removing with the icon » - «.
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Create Document
DETAILS
Editors  gm  Alex Nelson -
& Jerry Turner -
John Smith -
@ Keira Clay -

® Marco Welch +

PDF #1.PDF v JEE
PDF #2.PDF v JEE

PDF #3.PDF v JEE

PDF #4.PDF v RS
bool
double
attrlabel
o
attruini64

Reason

CREATE CANCEL

Image 107: Entering the values of multiple directory entities

After entering all of the required and desired attribute values in the Details tab, the user

continues by entering the values in the remaining tabs.

4.3.2.3 Entry of the classification code
The entry of the classification code for new entities depends on the selected type of

classification code generation of the parent class or folder.

In the preview or open mode, the information about the classification code of an existing entity

is in the Details tab in the set More.
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In the editing mode, the drop-down list of the field Child classification code generation allows
the user to set the entry type for the selected class or folder:

e Automatic: Entity numbering is automatic. The classification code of child entity is
generated automatically by the IMiS®/ARChive Server. These classification codes appear
as successive numbers, with each new child entity increasing the number by one.

e Manual: Entity numbering is manual. The classification code of child class or folder entity
must be entered manually by the user. This classification code may be any combination of
letters and numbers, providing it is unique inside the entire parent class.

e »Manual (Optionall«: Entity numbering is flexible.

If the user manually sets the classification code, the server first checks whether the code
is duplicate. If it is, it rejects it with an error. If the user does not manually set the

classification code, the server assigns it automatically.

3 | Manual (optional) |

Automatic

Manual

Manual (optional)

Image 108: Selecting the type of classification code entry for the contained entity

In the event of a manual entry of the classification code, the user only enters the relative (own)
part of the classification code, and the full classification code is then created from the parent

entity's own classification code and the code input by the user.

Example: (see below] Inside a class with the classification code 05.04, the user creates a new folder for
which user manually input IS-EXP-1000 as the relative part of the classification code. When the folder is
saved to the IMiIS€/ARChive Server, its full classification code will be 05.04.1S-EXP-1000.
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Create Document X

Details P cal Properties

Parent Administration

Template* I Document v

Standalone decument entity

Title* Export

Mandatory value for naming entity

Classification Code 1s-ExP-2000]

Description Export documents

Status | Opened e
Security class Cenfidential e
Significance Retain ~

Qwner & Alex Nelson

Keywords office documents () export (%

Important words used in entity
Categories administration ()
Content &3 Drag and drop files or click

Binary content container

B certificate tif 158.7 kB

External Identifiers

Custom external entity identifiers

Review date | 09.09.2009 07:19 E

Create another Cancel

Image 109: Manual entry of a child entity’s classification code

IMiS/ARChive Server > Administration

Title | Classification Code Creator Owner

‘ Export 3/IS-EXP-2000 Administrator (admin) Alex Nelson (anelson)

Image 110: Display of manually entered classification code

4.3.2.4 Setting an entity's security class
This setting hides entities from users whose security class level is not high enough to access
them. The user with the Create entities permission can specify a new Security class for new

entities in the Details tab in the Create entity dialog box.

ty Classinherited -
Unspecified
Top Secret
Secret
Confidential

Restricted

Image 111: Specifying the security class of a new entity
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Security classes are predefined, and range from lowest to highest as follows:

Inherited: The security class is implicitly inherited from the parent entity.

In case of root classes, the inherited security class value is empty.

Unspecified: Access to this entity is not specified.

Restricted: The entity is an internal matter. It may only be accessed by users with a
clearance level Restricted or higher.

Confidential: The entity is considered confidential. It may only be accessed by users with
a clearance level Confidential or higher.

Secret: The entity is considered secret. It may only be accessed by users with a
clearance level Secret or higher.

Top Secret: The entity is considered top secret. It may only be accessed by users with a

Top Secret clearance level.

Change security class

Entity W Release notes

Security class | Confidential INHERITED

Reason’* (&G IET INHERITED

Unspecified

Top Secret NCEL

Secret

Confidential

Restricted

Image 112: Entity information after entering the security class

4.3.2.5 Entering the status of an entity

The user with the Create entities permission can specify the Status of new entities in the

Details tab in the Create entity dialog box.

The user can choose from predefined values for the status of an entity:

Inherited: the status of the entity is implicitly inherited from the parent entity.

In the case of root classes, it matches the status Opened.
Opened: the status of the entity changes explicitly to Opened.

Closed: the status of the entity changes explicitly to Closed.
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Create Document

DETAILS

Parent wClient project
Template B Document
Title Development strategy
Description  Total transformation through a right-the-time approach

Status ‘ Opened INHERITED ‘

security claze  [IRLEEER] INHERITED

o Opened
Significance
Closed
Owner | g Alex Nelson
Keywords development strategy
Categories development
Content
External Identifiers

CREATE CANCEL

Image 113: Specifying the status of a new entity

4.3.2.6 Entry of physical content metadata
In the case of a document- or folder-type entity, information about the physical content is also

available to the user in addition to the above-mentioned information when in open or edit mode.

When capturing physical content into its electronic form, users may add metadata that
describes the physical location of the stored content, in addition to other types of metadata.
The location metadata is optional. Entry of physical content metadata is possible upon

capture/import, or later when the content is already stored in electronic form.

By selecting the Physical Content tab in the editing mode, a list of attributes, referring to the

description of physical content, appears.
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Create Document
PHYSICAL PROPERTIES
Identifier | D534
Description | Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1
Status | CheckedOut

Home location | Brodway street 1070, Manhattan, New York

Denver street 500, Denver, Colorado

Custodian | John Cusac

Reundue | 31.12.2019 n

Image 114: Display of the entry of physical content metadata

The user can specify all of the attribute values except for Date of status change, which is
automatically filled in with the date of the last change of the Status attribute.
When capturing physical content, set the Status to the Checked-In value.

For more information on physical content attribute description see chapter Physical content

attributes.

Status | checkedOut

Image 115: The date of the last change of the Status attribute

4.3.2.7 Specifying retention periods
A condition for successfully saving new entities is the existence of effective retention periods
on the entity. This condition applies to all types of entities, except for documents in a folder for

which retention periods cannot be specified.

Only a user with the Change retention permission can add retention and disposition hold
periods. The user adds retention and disposition hold periods by selecting the command Add in

the top part of the view.
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For each retention period the user specifies the validity and type of entity to which it refers:
e C(Classes: the retention period is valid for all classes under and including the selected
entity.
e Folders: the retention period is valid for all folders under and including the selected
entity.

e Documents: the retention period is valid for all documents under the selected entity.

The retention period can be valid for or not valid for a specific type of entity.

5 years ADD

49 Permanent INHERITED v valid for

49 10 years + Transfer v ‘Vahd for | [-JeFi=SN @ FOLDERS  [§ DOCUMENTS
valid for
Not valid for

Image 116: Selecting validity for a specific type of entity

After creating an entity, the effective retention periods are ticked in front of the information

about the validity of individual types of entities.

Create Document

RETENTION

RETENTION POLICY

Image 117: Display of the »Retention« tab

4.3.2.8 Saving an entity
Before saving and entity, the user has to enter all of the mandatory metadata and specify an
effective retention period. The user saves the entity to the IMiS®/ARChive Server by selecting

the Create command in the bottom part of the dialog window.
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Create Document

Parent

Template*®

Title*

Classification Code

Description

Status

Security class

Significance

Owner

Keywords

Categories

Content

External Identifiers

Details

Physical Prop Security Retention

365

B Document v

Standalone document entity

Nullam mauris

Mandatory value for naming entity

1S-802

Nullam mauris nisi, hendrerit sed ultricies nec, feugiat vel lorem.

Opened v
Confidential v
INHERITED v

% Alex Nelson

hendrerit
Important words used in entity

lorem. ()

&= Scan

a Drag and drop files or click
Binary content container

9453 &

Fuietam nvtarmnal andihe idantifinee

Create another Cancel

Image 118: Saving a new or modified entity

After saving, an entity created notification appears. By selecting the title of the entity in the

notification, the entity is opened in reading mode.

IMiS/wClient

> Wl Archive

My entities

Drafts

IMiS/ARChive Server > 365

Title T

Fusce varius

Nullam mauris nisi

B s
| TR

B nulam mauris

Nullam mauris

Entity created
Sresults
Description Significance Opened Owner Keywords Review date Date 365
Etiam nec lectus rutrum, .. Retain  25. Aug 2... Administr... key4 14. Jun 1.
Details Security Activity
Retain 25 Aug 2. Alex Nels. 14. Jun 1. Title 265
Nullam mauris nisi, hendrerit sed ultricies nec,
Retain  13.Sep2 Description feugiat vel lorem
Parent IMiS/ARChive Server
Mauris diam dolor, porta ... Retain ~ 30. Aug 2... Alex Nels... key2 key.. 25.Sep2.. 30.Aug2.
Created @ Administrator 2. Jun 2022, 08:21
Nullam mauris nisi, hend... Retain 19.Sep 2... Alex Nels.. hendrerit  15. May 2... Modified @ Administrator 5. Sep 2022, 07:49

Image 119: Notification about saving the created entity
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Troubleshooting:

Most frequent errors when saving:
e The value of a mandatory attribute was not specified.

o The entered attribute value does not correspond to the limitations prescribed by the attribute.

When saving an entity to the IMiS®/ARChive Server, the following metadata is automatically
recorded into the entity:
e C(lassification code: according to the classification of the entity in the classification
scheme, the server creates a unique string of characters.
Classification Code 13/1S-EXP-500

Image 120: Example classification code

e Creator: the user who created the entity; meaning the user who was logged in during

the session when the entity was created. This metadata never changes.

£ Ron Salazar

it}
5

Image 121: Example creator of entity
e (Created: records the date and time the entity was created on the server.
This metadata never changes.

Createac @) Keira Clay 27. Sep 2018, 14:49

Image 122: Example date and time an entity was created

e Moadified: records the date and time of the last change to any of the attributes or the

content of the entity. This metadata changes every time the entity is saved.

fied 27. Sep 2018, 14:49

Image 123: Example date and time of last changes to the entity




e Accessed: records the date and time the entity was last opened in the reading mode
or the editing mode. This metadata changes whenever a user accesses or edits the
entity.

Accesse 27. 5ep 2018, 14:49

Image 124: Example date and time of last access to the entity

e (Opened: records the date and time the Status attribute was saved with the Opened
value.
Opened 27. 5ep 2018, 14:49

Image 125: Example date and time an entity was opened

e (losed: records the date and time the Status attribute was saved with the Closed value.
Closed 27.Sep 2018, 15:01

Image 126: Example date and time an entity was closed

¢ |dentifier: the entity's unique identifier on the server. This metadata never changes.

dentifier Jigoyu4 BNJKTOHSu9aMalwQt-1¥luzH

Image 127: Example entity identifier

4.3.3 Editing entity data
Changing data about an entity in the IMiS®/wClient includes editing metadata and maodifying
content. A user can only change entity data when user have the Write permission on the

entity. To edit the selected entity, use the Edit command in the command bar.

The user edits the selected entity using the Edit command in the command bar.
A dialog box opens with the attributes and their values.

The value can be text, date, logical or one of the predefined values, which may be multiple.




4.3.31 Editing entity metadata
In the Details tab the user can edit the attribute values.
The selection of attributes is defined by the selected template.

For more information on the set of editing metadata see chapter Creating subentity.

4.3.3.2 Editing content
In the Details tab the user edits document contents.

For more information on editing contents see chapter Content management.

4.3.3.3 Editing physical content metadata

In the Physical Content tab the user edits the metadata referring to the location of the
physical content. The metadata are not mandatory for archiving physical content.

Physical content metadata can be entered for a folder or document. For more information on

editing physical content metadata see chapter Physical content attributes.

The user can edit the following values of physical content attributes:
¢ |dentifier: unique identifier of the physical content.
e Description: description of the physical content.
e Status: the current status of the physical content.
e Home location: the home location of the document's physical content.
e Current location: the current location of the document's physical content.

e Return due: return date and time of checked out physical content.

Information about a new payment transaction

PHYSICAL PROPERTIES

|dentifier |I1D534

iption | Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1

Status | CheckedOut -

Broadway street 10170, Manhattan, New York

Denver street 500, Denver, Colorado

John Cusack

Custodia
Return due | 00/30/2018 n

Image 128: Editing of the physical content metadata
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By changing the value of the Status attribute and saving the entity, the Status Change is
written below the value field. Status Change is automatically filled in with the date of the last
change of the Status field.

The user can change the value of the Status attribute to CheckedIn when checking in physical

content or to CheckedOut when checking out physical content.

Development strategy

PHYSICAL PROPERTIES
Identifisr | D534

Description | Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1

Status | CheckedOut

Home location Checkedin

CheckedOut

Current location

Custodian | John Cusac

Returndue | 31.12.2019 n

Image 129: Popup menu for selecting the status of the physical content

4.3.3.4 Editing access rights

The user with the Change permissions permission can edit the access control list (ACL) for the
entity or a selected metadata for a directory entity (user, group, attribute of directory entity
type). The list shows only those directory entities that have been granted at least one explicit

permission on the selected entity.

The Permissions field is located above the list of editing permissions. The default value is Entity,

with which the access control list (ACL) is associated.
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4.3.3.4.1

Editing access rights for an entity

By selecting the Edit button in the command bar, a dialog box opens showing effective

permissions on the entity for the selected directory entity or the given directory entity

contained in the mentioned attribute of the directory entity type.

Administration

Search

¥ Alex Nelson (anelson)

[ Directory Entity

Grace Layton (glayton)

Jerry Turner (jturner)

John Smith (jsmith)

. Jure Puhek (jurka)

’ Keira Clay (kclay)

& Anonymous (Anonymous)

2 Benjamin Dobravec (benjamin)

&% Everyone (sys:Everyone)

John Smith (jsmith [DELETED 20005])

Marco Welch (mwelch [DELETED 20008])

Marco Welch (mwelch [DELETED 20094])

Image 130:

Security
i
Permission Effective
Full access
Read 04

Write

Move

Delete

Create entites
Change permissions
Change security class
Change status
Change retention
Create references
Options

Enabled for this entity
Enabled for subentities

Delegate context

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Security tab in editing mode

Deny

Deny

Deny

Deny

Deny

Deny

Deny

Deny

Deny

Deny

Deny

Deny

Deny

Deny

Cancel

The left part of the view contains a list of directory entities with access rights to the entity.

In the event of a greater number of directory entities, search is enabled via a search box.

grace|

Grace Layton
f y

Image 131: Searching a directory entity on a list
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If a specific group, user or an attribute of directory entity type, that is registered on the
IMiS®/ARChive Server is not mentioned on the list, the user with permission can select and

add them using the Add button.

&% System Administrators

Image 132: List of directory entities with access rights to the entity

In the right part of the view a list of entity editing permissions is shown in the section

Permissions, for the selected directory entity or an attribute of directory entity type.

The Effective column shows the current state of effective permissions for the selected group

or user over the entity.

To the right of the column Effective permissions, the user selects Allow to add an explicit
permission, or Deny to revoke a permission. The user can specify explicit permissions for any

registered directory entity or an attribute of directory entity type.
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By selecting the icon T in edit mode, the user can copy all the explicit permissions of all the

users on the entity.

Development X

Details Security Retention

(=] ©

Copy all permissions

m
=
=
<

search Permission

Full access Allow Deny
& Alex Nelson (anelson)

Read v Deny
& Anonymous (Anonymous)

Write ~ Deny
& Benjamin Dobravec (benjamin)

Move ~ Deny
(3 Directory Entity selet . peny

elete
&% Everyone (sys:Everyone) Greate entites » Deny
& Grace Layton (glayton) Change permissions Allow Deny
&% IMiS Developers (IMiS Developers) - Change security class Allow Deny
& Jerry Turner (turner) Change status Allow Deny
) ) Change retention Allow Deny

A John Smith (jsmith)

Create references Allow Deny
& John Smith (jsmith [DELETED 20005])

Options
. Jure Puhek (jurko)

Enabled for this entity Allow Deny
° Keira Clay (kclay)

Enabled for subentities Allow Deny
& Marco Welch (mwelch [DELETED 20008]) Delegate context Allow Deny

Save Cancel

Image 133: Copying access permission settings
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By selecting the icon E, the user pastes all the copied access permissions for all users to the

selected directory entity.

Development X

Details Security Retention

m E : Eﬂtily 7
. Paste all permissions
search Permission

Full access Allow Deny

& Alex Nelsen (anelson)

Read

N
z
g
H

Deny

Write - Deny

Move - Deny
[ Directory Entity

Delete ~ Deny

& Anonymous (Anonymous)

& Benjamin Dobravec (benjamin)

< Everyone (sys:Everyone) Create entites ~ Deny
= Grace Layton (glayton) Change permissions Allow Deny
&% IMiS Developers (IMiS Developers) - Change security class Allow Deny
2 Jerry Turner (ftumer) Change status Allow Deny
. . Change retention Allow Deny

A John Smith (jsmith)

Create references Allow Deny
& John Smith (jsmith [DELETED 200035])

Options
. Jure Puhek (jurko)

Enabled for this entity Allow Deny
@ «eira Clay (kclay)

Enabled for subentities Allow Deny
A& Marco Welch (mwelch [DELETED 20008])

Delegate context Allow Deny

Save Cancel

Image 134: Dropping access permissions
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In the section Options with a tick the user enables the options for access permissions in the
context of Allow or Deny:
e Enabled for this entity: the permissions are enabled on the current entity.
e Enabled for subentities: enables the inheritance of permissions on contained entities.
e Delegate context: the access permissions apply to the user who will log in on behalf of

a delegated user.

Options

Enabled for this entity

Enabled for subentities

Delegate context Allow Deny

Image 135: Setting the inheritance of access permissions to contained entities

In the section Validity the user sets a time limit on the validity of entity access permissions for
the selected directory entity or for the given directory entity contained in the mentioned
attribute of the directory entity type. The user does so by setting the temporal validity of
access permissions (Valid from and Valid to) in the date field.

For more information on the date and time format that will be shown in the date fields, see

chapter Entering entity metadata.

Validity

Allow between

01.10.2020 13:58 B 30.09.2021 13:58 B

Deny between

01.10.2020 13:59 E 30.09.2021 13:59 B

Image 136: Setting the temporal validity of access permissions

2022 © Imaging Systems Inc., All rights reserved. 136




IMiS®/wClient Manual

Version 1.8.2210

In the case of the directory entity type attributes, the permission is effective for the respective

value in the mentioned attribute in the context of the entity in question. Therefore,

a permission does not have the same effect on all child entities, but rather sets the permission

for all users and/or user groups mentioned in the value of the attribute to which the access

permission refers. Permissions have no effect on system directory entities.

&

O

Export

Search

@ Alex Nelson

Anonymous
Board
Everyone
Grace Layton
Jerry Turner

John Smith

@ reiraclay

Marko Hren
Owner

System Administrators

Permission

Full access

Read

Write

Move

Delete

Create entites
Change permissions
Change security class
Change status
Change retention
Create references
Options

Enabled for this entity
Enabled for subentities

Nelenate context

Effective

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Deny
Deny
Deny
Deny
Deny
Deny
Deny

Deny

!!

Denv

Cancel

Image 137: A list of access permissions for a specific attribute
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4.3.3.4.2 Editing access rights for metadata

The Permissions field is located above the list of editing permissions.

Instead of the Entity default value, the user can select one of the metadata with which the

access control list (ACL) is associated.

Distribution

Search

% Alex Nelson (anelson)

& Anonymous (Anonymous)

& Benjamin Dobravec (benjamin)

3 Directory Entity

&% Everyone (sys:Everyone)

& Grace Layton (glayton)

& Jerry Turner (jturner)

& John Smith (jsmith)

& John Smith (jsmith [DELETED 20005])
@ Jure Puhek (jurko)

o Keira Clay (kclay)

Security

2 Marco Welch (mwelch [DELETED 20008])

2 Marco Welch (mwelch [DELETED 20094])

Permission

Full access

Read

Wirite

Move

Delete

Create entites
Change permissions
Change security class
Change status
Change retention
Create references
Options

Enabled for this entity

Enabled for subentities

Delegate context

Entity

® Date Time

 Evaluation
Avtor
Barkoda
Binary

Allow Deny
Allow Deny
Allow Deny
Allow Deny
Allow Deny

Allow Deny

Q|

Image 138: Popup menu for selecting access rights to a selected metadata

Note: The selected metadata for which access permissions have been defined are marked in the menu

with a blue dot in front of the title. They are sorted in aljphabetical order.

The left part of the view contains a list of users with access rights to the selected metadata.

User selects a directory entity to which it wants to grant access rights. In the event of a

greater number of directory entities, search is enabled via a search box.

The user adds it to the list using the Add button.

In the right part of the view a list of metadata editing permissions is shown for the selected

directory entity.

To the right of the column Effective permissions, the user selects Allow to add an explicit

permission, or Deny to revoke a permission.
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In the section Options with a tick the user enables the options for access permissions in the
context of Allow or Deny:
e Enabled for this entity: the permissions are enabled on the current entity.
e Enabled for subentities: enables the inheritance of permissions on contained entities.
e Delegate context: the access permissions apply to the user who will log in on behalf of

a delegated user.

In the section Validity the user sets a time limit on the validity of metadata access permissions
for the selected directory entity or for the given directory entity contained in the mentioned
attribute of the directory entity type. The user does so by setting the temporal validity of

access permissions (Valid from and Valid to) in the date field.

Distribution

Security

Evaluation

]

Search Permission Effective Explicit

Full access - Allow Deny
2 Jerry Turner (jturner)

Read ~ Deny

Write ~ Deny

Create - Allow Deny

Delete ~ Allow Deny

Options

Enabled for this entity Allow Deny
Enabled for subentities Allow Deny
Delegate context Allow m

Validity
Allow between

valid from Valid to

Deny between

Save Cancel

Image 139: List of user permissions on the selected metadata
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The list of user permissions on the selected metadata of the entity consists of the following

access rights:
¢ Read: the user has permission to read the value of the selected metadata of the entity.
e \Worite: the user has permission to edit the value of the selected metadata of the entity.
e (Create: the user has permission to create the value of the selected metadata of the
entity.
e Delete: the user has permission to delete the value of the selected metadata of the

entity.

The user confirms the changes to the explicit permissions with the Save command or cancels

them with the Cancel button.

4.3.3.5 Editing retention policies
The user with the Change retention permission can edit the retention periods and disposition

holds of the selected entity by selecting the Edit command.

A new window opens containing the tabs:
e Retention policy: entity retention policy list.

e Disposition hold: entity disposition hold list.

In the central view of the contained Retention policy tab is a list of retention periods for the
selected entity. The user can edit only the explicit retention periods.

The inherited retention periods cannot be edited.

Export

Retention

49 10-years INHERITED i valid for B Classes Wm Folders  [l§ Documents

Image 140: The Retention policy tab in editing mode

The user can remove explicit retention periods from the list by clicking on the icon 3 at the

end of the record of an individual retention period.
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The user confirms the changes to the retention periods with the Save command or cancels

them by selecting the Cancel command.

In the central view of the contained Disposition hold tab is a list of disposition holds for the

selected entity.

Export
Retention

Disposition Hold

Legacy procedure m

Il Legacy procedure

Image 141: The Disposition hold tab in editing mode

If the disposition hold is not given on the list, the user can select and add it using the Add

button in the top part of the view.

The user can remove disposition holds from the list by clicking on the icon at the end of the

record of an individual disposition hold.

The user confirms the changes to the disposition holds with the Save command or cancels

them by selecting the Cancel command.

4.3.3.6 Changing the classification code of an entity

The user can change the relative entity classification code even after assigning the
classification code on entity creation. The classification code can be changed only on entities
where the classification code of their parent entity has been set to “Manual” or “Optional”.
For more information on setting the parent classification code see chapter Entry of the

classification code.

For changing the classification code of an entity, the user has to have the Change entity
permission on the entity. The user can change the current classification code on existing
entities by selecting the Actions command in the command bar and the Classification code

action in the popup menu.
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m @ OPEN s EDIT ACTIONS = @

& Status vt

Distribution @  Security class
Details Securif «<  Share

Title Distribution New reference

Parent Imis/archi 2 Classification Code

Created @ ~dministrat & Move

Modified @ ~dministrat Delete

Status Opened A Import

Security class Restricted w Export

Significance Retain

Owner @ Alex Nelson

Keywords distribution  service

Review date

~ Retention

43 10-years

Valid for Classes Folders . Documents

Image 142: Selecting the classification code

In the Change classification code dialog box in the Classification code field the user enters the

new relative entity classification code.

The user writes a reason for the classification code change in the Reason to change field.

The change of classification code for the selected entity is confirmed using the Save button.

Change classification code X

Entity [ Cerificate of origin
Classification Code* IS-CC-027

Reason* Evidence change

m Cance'

Image 143: Selecting the classification code and giving the reason for the change
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4.3.3.7 Changing the status of an entity
For changing the status of an entity, the user has to have the Change status permission on the
entity. The user can change the current status on existing entities by selecting the Actions

command in the command bar and the Status action in the popup menu.

m @ OPEN s EDIT ACTIONS = @

Status
Distribution Security class
Details Share
Title Distribution New reference
Description ;C:i aﬁg&f%ﬁr ﬂ:: New version
Parent IMiS/Archi Classification Code
Created @ Administrat Move
Modified . Administrat Delete
Status Opened Import
Security class Restricted Export
Significance Retain
Owner B Alex Nelson
Keywords distribution  service
Review date
~ Retention
43 10-years
Valid for Classes Folders . Documents

Image 144: The popup menu for selecting the Status command

In the Change status dialog box in the Status field the user selects the desired status from the
drop-down menu.
For more information on the set of predefined values for the entity's status see chapter

Entering the status of an entity.

Change status

Entity Distribution

Status | Opened |

Reason INHERITED

Opened

Closed ANCEL

Image 145: Selecting the status
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The user writes a reason for the status change in the Reason to change field.

The change of status for the selected entity is confirmed using the Save button.

Change status
Entity Distribution
Status | Opened

Reason | Re-open document

SAVE CANCEL

Image 146: Selecting the status and giving the reason for the change

4.3.3.8 Changing the security class

To change an entity's security class, the user must have the Change security class access
right on the entity.

The user can change the current security class on existing entities by selecting the Actions

command in the command bar and Security class in the popup menu.

m @ OPEN 7 EDIT ACTIONS = 0]

Status
Distribution Security class
Details Share
Title Distribution New reference
The process of MNew version

Description available for th

Classification Code

Parent IMiS/Archi

Created @ ~dministrat Move

Modified . Administrat Delete
Status Opened Import
Security class Restricted Export
Significance Retain

owner o3 Alex Nelson

Keywords distribution  service

Image 147: The popup menu for selecting the Security class command

In the Change security class dialog box in the Security class field the user selects the desired
security class from the drop-down menu.
For more information on the set of predefined values for the entity's security class see chapter

Setting an entity’s security class.
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Change security class
Entity Distribution
Security class | Restricted -

~ INHERITED

Reason®
Unspecified
Top Secret

ANCEL

Secret

Confidential

Restricted

Image 148: Selecting the security class

The user enters the reason for the change of security class into the Reason to change field.

The change is confirmed by clicking the Save button.

Change security class

Entity Distribution
Security class INHERITED v
Reason®  Raise the security class

SAVE CANCEL

Image 149: Selecting the security class and giving the reason for the change

4.3.3.9 Sharing an entity

An entity can be shared by a user with the Read permission.

The user creates a copy of the link to the entity and saves it to the clipboard.

In open mode, the user selects the entity. By selecting the popup menu on the marked entity,

the user selects the command Share.

IMiS/ARChive Server > Maintenence > Customs documentation m @ OPEN / EDIT ACTIONS v = @
3results
Title: Size Modified
Customs declaration.pdf
[ customs declaration.pdf 716.0kB 10. Sep 2021

Q Preview Customs declaration.pdf
> &) Invoice.tif 33.2kB 10. Sep 2021 PDF

©  Download

application/pdf
Copy 716.0 kB
10. Sep 2021, 0838
10. Sep 2021, 08:38

<. Share

® Manage 10. Sep 2021, 08:38
Indexed Yes
Signed No
Identifier N4SEQESOqxicRp7M15ZFpQCKJOX6sHH

Image 150: Selecting the command Share in the popup menu
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A dialog box opens containing the created link to the selected entity or content.

Share
Entity B Customs documentation
[%) customs declaration. pdf

Link https://fapps01.imis.si/wclient/1.7.2110.7-beta.8/#/archive/iarc/entities/E86kFe9X0KIFDEABGEA 1 eM3RI

B8

Copy Cancel

Image 151: Displaying the created link to the selected entity

By clicking on the field, the user can select the full text of the displayed link. Selecting the email
icon opens a window for a new email message in the default application. The button Copy copies
the link the same as using a right click and Copy over highlighted text or Ctrl+C over
highlighted text.

Share
Entity B Customs documentation
[ customs declaration pdf

Link | https://apps01.imis.sifwclient/1.7.2110.7-beta.8/#/archive/iarc/entities/EB6kFe9X0KIFDEABGEAT1eM3RI

8

Copy Cancel

Image 152: Copying the link to the selected entity

By confirming the action Copy, the link to the entity is copied to the clipboard.

Customs documentation
Link copied to clipboard

Image 153: Notification of copying a link to the clipboard
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By selecting the icon , the user is shown the email content in the default messaging client

with a link to the entity/content.

Send SendandFile.. SaveasDraft DeliveryOptions.. P>~ & Signature~ Display~ More~

<t |Customs d

(admnt com) shared "Customs " on IMIS/wCligo]
hiips ffapps07.imis sifwelieny.7.2110.7-beta 6/#/archive/iarc 102/entities/E86kF eOXOKIFDEABGEATeM3RKAK iewid-oE NV UALIN QUNBOEMrHjaehKHIT 3zl

Image 154: Sending a link to the selected entity/content by email

By clicking the link, the email recipient is shown a login window of the IMiS®/wClient.

After login, the user is shown the selected entity/content in the preview mode.

4.3.3.10 Adding and editing references

References enable a user to establish connections between entities and instantly move to

other entities in the classification scheme.

To add references on an entity the user must have the Create reference permission.

The user can add a reference on existing entities by selecting the Actions command in the

command bar and New reference in the popup menu.

Note: Functionality is supported in IMiIS/ARChive Server version 9.9 or higher.

m @ OPEN s EDIT ACTIONS = @

ults
Status

b .
. Customs documentation Security class

Details Share
Title Customs docur New reference
Description Mew version
Parent Distributiol Classification Code
Created Administrat
. Move

Modified @ sdministrat

Delete
Status Opened

Export
Security class Restricted INHEwiTED
Significance Retain INHERITED
Owner
Keywords

Image 155: The popup menu for selecting the New reference command
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The user is shown a dialog box for adding a reference.

New reference

n
. Customs documentation

Search for entity...

More ~

CANCEL

Image 156: The dialog box for adding and editing a reference

By selecting Search for entity, an entity tree opens for the user in the dialog box.

By confirming the selection of the relevant entity (Add), the user establishes a reference

between the entities.

Select entity

<& Administration
Accounts
Agreements

Terms and conditions

ADD

CANCEL

Image 157: Selecting Search for entity« in the New reference dialog box
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By selecting More in the dialog box, the user is shown two fields for entering the values of the

attributes Title and Description of the reference.

The two attributes are not mandatory. If their values are empty, the fields stay hidden.

The title of the reference is simply the name of the reference, if there is no reference title and

there is only one entity in the reference. If there is more than one entity in the reference,

they are shown below the title of the reference.

New reference

Title

Description

i Customs documentation
Terms and conditions

Search for entity...

Terms and conditions on documents

Terms and conditions agreement

SAVE CANCEL

Image 158: Adding the Title and Description in the New reference dialog box

The reference can be removed by selecting the icon ~  at the end of the record of each

reference.

New reference

Title

Description

i Customs documentation
Terms and conditions
Agreements

Search for entity.

Terms and conditions on documents

Terms and conditions agreement

SAVE CANCEL

Image 159: Removing a reference before saving
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When adding, modifying or deleting a reference, a naotification is shown on save.

Terms and conditions on documents (Customs docume

IMiS/ARChive Server > Maintenence

Title

Triglav

Kanjevec

Stol

Brana

Customs documentation

Email: Begunjséica

Email: Blegos

Email: Boé

Email: Kladivo

Email: Konj

Email: Krim

Email: Kum

Email EEEHAZEL = L= [EFAZESE)]

Krn

Peca

Classification Code

3015997

30-2021-000015

3015833

30/15-812

30/000034

30/000024

30/15-982

30/000025

30/000027

30/000029

30/000031

30/000030

30/000038

30/000016

30/000023

Owner

Administrator (admin)

Marko Hren (marko)

Marko Hren (marko)

Keira Clay (kclay)

Keira Clay (kclay)

Alex Nelson (anelson)

Alex Nelson (anelson)

Keira Clay (kclay)

Marko Hren (marko)

Marko Hren (marko)

Alex Nelson (anelson)

Marko Hren (marko)

Marko Hren (marko)

Significance

Vital
vital

Retain

Retain

Delete

Retain

Retain

Retain

Retain

Retain

Retain

Retain

Retain

Retain

Retain

vital
vital

ntation, Terms and conditions)

m Entity reference created

24 resuns

N :
. Customs documentation

Details
Title Customs documentation
Description
Parent Maintenence
Created @ Administrator 28. Aug 2020, 1412
Modified . Administrator 23. Sep 2021, 08:10
Status Opened
Security class Confidential
Retain
@ Keira Clay

String 200

Binary

String 10

Date

Directory Entity
Decimal 3
NT128
Evaluation

~ References

Terms and conditions on documents Terms and conditions agreement
Terms and conditions

Image 160: Notification about an added, modified or deleted reference

Note: Saving is enabled in the dialog for editing a reference if at least 2 entities are displayed.

A reference with a single entity cannot be saved,

References between entities are visible to the user in the set References in the Details tab in

the right view. The user can edit the reference in the preview mode or in the open mode by

selecting the icon ~ at the end of the reference record.

One exception is a document classified under a folder, in which case the set References is

visible only in open mode.

By selecting the Edit command, the user can edit existing references or add new ones.

By selecting the Delete command, the user removes the reference from the list.

The user cannot delete an entity that contains a reference which the user is editing.
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~ References

Terms and conditions on documep*s Torme ~nd canditiane caraamp |
Agreements Edit

Terms and conditions
Delete

Image 161: A dialog box for selecting an action on the reference

4.3.4 Entity move
The IMiS®/wClient enables the movement of entities across the classification scheme.
To move entities, a user requires the following permissions:

e Move: on the entity he is moving.

e [Delete: on the entity he is moving.

e Create entities: on the newly selected parent entity or root class.

To begin moving single or multiple entities within the classification scheme, select the entity
you wish to move, and then the Move command, which is available via:
e Actions command in the command bar.

e popup menu on the entity chosen from the list of contained entities.

m @ OPEN s EDIT ACTIONS = @©

Status

[ .
. Customs documentation Security class

Details Share
Title Customs docur New reference
Description New version
Parent Distributiol Classification Code
Created Administrat
. Maove
Modified . Administrat
Delete
Status Opened
Export
Security class Restricted INHERITED
Significance Retain INHERITED
Owner
Keywords

Image 162: Selecting the Move command via the Actions command in the command bar
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IMiS/ARChive Server > Maintenence

Title Clessification Code Owner Significance
Triglav 30.15997 Administrator (admin) vital
Kanjevec 30-2021-000015 Marko Hren (marko) Retain
Stol 305833 Marko Hren (marko) Retain

| "L 30/1S-812 Keira Clay (kclay) Delete

i Customs documentation 30/000034 Keira Clay (kclay) Retain

B Eril: Begunjstica 30/000024 Alex Nelson (anelson) Retain

‘ Email- Blegos 30/18-982 Alex Nelson (anelson) Retain

i Email- Boé 30/000025 Keira Clay (kclay) Retain

B Emait Kadivo 307000027 Retain

H Ennail: Konj 30/000029 Marko Hren (marko) Retain

m @ OPEN / EDIT ACTIONS v = 0
N
- Brana

Details
Title Brana
Description glxjwss auctor ligula arcu, non porta augue feugiat
Parent Maintenence

. Administrater 17. Aug 2021, 11:10

Open
@ 2aministrator 21 Sep 2021, 09:00
7 Edit
Opened INHERITED
4 Actions = New reference
8 Status #  New version
@ Security class ¥ Classification Code
< Share & Move ya keys
" Delete Export
e uaE 10. Aug 1990, 11:10

Image 163: A popup menu on the selected entity for selecting the Move command

When selecting the Move command, user will receive the Move dialog box, where he selects

new parent entity from the list of entities, and the Reason field to enter the reason for the

move. The move of the entity is confirmed using the Move button.

Move

Selected

Target

Classification Code

Reason

Administration

Development

Distribution

Maintenence

Other

Sunnart

I Brana

IMiS/ARChive Server > Administration

Move under appropriate class

4 IMiS/ARChive Server

m Gancel

Image 164: A dialog box for moving an individual entity

The user can manually set a new classification code for the entity when moving it. In the dialog

box for moving, the user enters the new classification code in the field for entering the value of

the attribute Classification code.
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Move

Selected | |l Brana

Target | IMiS/ARChive Server » Administration

Classification Code 15582

Reason Move under appropriate class

Image 165: Manually assigning the classification code when moving

If multiple entities are being moved, the user marks the entities and selects the action Move in
the menu.
In the dialog box, the user specifies the reason for the move and selects the entity to which the

selected entities will be moved.

Move

Selected gy Brana [ km [ Peca [ Porezen
Target | IMiS/ARChive Server > Administration
Reason* Move to appropriate class

< IMiS/ARChive Server

)

Administration
Development 14
Distribution 5

Maintenence 30
Other 16

Support 15

Hew m Cancel

Image 166: A dialog box for moving multiple entities

Before the move, the user can create a new entity by selecting the command New in the dialog

box. For more information see chapter Creating a new entity.

The classification code serves as a unique locator of the entity within the classification scheme.

It consists of the relative (own) classification codes of the entities.
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When moving, the following rules for renumbering the classification code apply depending on

the manual, manual (optional) or automatic setting of the entity classification code in the

moving entity tree:

Note:

The entities in the moving entity tree, which are located directly under the entity with a
manual or manual (optional) setting of classification codes, are not renumbered; all other
entities are renumbered if the counter context enables it (automatic creation of a
classification code on the entity to which the entity tree is moving).

Moving an entity with a manually or manually (optional) set classification code under an
entity which is set to automatically create a classification code causes that entity to be
renumbered; the implementation mentioned in point 1 applies to all other contained
entities.

Moving an entity with a manually, manually (optional) or automatically set classification
code under an entity which is set to manually assign a classification code is not possible,
if a contained entity exists that has the same partial classification code as the source
entity. If the move is possible, the entity tree is moved. Due to an invalid counter context
(manual setting of the classification code), the renumbering is not performed for any

contained entity.

The following rules apply to the user when moving:

The user can move all entities, regardless of whether they are closed or opened.

The user cannot move documents which are classified directly under a class under folders.

The user likewise cannot move documents which are classified under folders directly into a class.




4.3.5 Content management
This chapter describes the following actions over document contents:

e (Capturing content

e (Content details

e Saving content

e (Content preview

e Downloading content

e (Content update

e (Copving content

e Moving content

e Deleting content

e |ndexing content

e (Content conversion.

4.3.51 Capturing content
The user captures the content of documents by using the:
¢ File system command, by selecting the specific content.

e Scanner and the enabled services of IMiS®/Capture Service.

4.3.5.1.1 Capturing content from the file system

The IMiS®/wClient enables the capture of those content, that are supported by the
IMiS®/ARChive Server and can be described using the IANA-registered content type
(MIME type).

The format of the file is recognized from the file's extension. If the file extension is wrong,

it is possible the recognized format will also be wrong.

Example:
e [ong-term content storage formats (TIFF, PDF/AJ
e Formats related to email (e.g. EML, VCFJ.
o Various text, image and graphics formats (e.g. TXT, JPG, DWGJ.
o  Microsoft Office formats (e.g. DOCX, XLSX, PPTX.
o Webpage file formats (e.g. HTML, XMLJ.
e (Compression formats (e.g. ZIP, TGZ).
o Audio-video formats (e.g. AVI, MPA4),
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By selecting a document, the user is shown a list of contents in the central view, if they exist

In the case of a new document the list is empty.
In editing mode, the contents are displayed below the field for adding contents.

Content Drag and drop files or click
Binary content container

Image 167: The Content field for adding contents

The user adds contents by first selecting the Edit button in the command bar.

This opens a dialog box with entity details, in which the user drops content in the Content field

using the Drag and drop mode or clicks it on the list.

Scan

Content Drag and drop files or click
Binary content container
@ Certificate of approval tif 309kB
@ Shipping note 12B
117.3kB

@ Delivery notification tif

Image 168: The added content before saving

After confirmation the contents are added to the list under the Content field. After the user

has finished capturing contents, the document can be saved.

For more information see chapter Saving an entity.

Scan

Content Drag and drop files or click
Binary content container
@ Certificate of approval tif 30.9kB
@ Shipping note 128
117.3kB

& Delivery notification.tif

Image 169: The added content after saving

156
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The contents are shown below the bar with the titles of the common attributes in open mode.

Description and Size are shown by default.

The user can add or remove the column of selected attributes Modified via the icon

command bar.

Note:

Attaching contents is possible only in the Document entity type.

IMiS/ARChive Server Other Despatch note
Title

@ Certificate of approval tif

[a] Delivery notification tif

@ Shipping note

in the

Image 170: Displaying the list of contents in open mode

4.3.5.1.2 Capturing content from a scanner

If a suitable service key record has been defined in the settings of the IMiS®/Capture Service

and the user profile in the IMiS®/wClient, the icon “Scan” appears in the field for adding

contents.

Content Drag and drop files or click

Binary content container

@ Certificate of approval tif
(4] | Delivery notification.tif

@ Shipping note

Image 171: Displaying the icon Scan for capturing content from a scanner

Note: If the icon “Scan” is not shown, check the settings:

e of the service key in the "Security” tab of the IMIS®/Capture Service..

For more information see chapter Security settings in IMiIS®/wScan Manual,

e of the service and security key address in the IMiIS®/wScan section in the “Settings” tab.

For more information see chapter The Details tab.
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By selecting the icon Scan, the user is shown an integrated window for scanning using the

IMiS®/wScan program module.

IMiS/wScan

| Grayscale |

0 pages CANCEL

Image 172: Integrated window for scanning with IMiS®/wScan

Note:

If the user has connected or turned on the scanner cable later and the command Start is still disabled,

we recommend restarting IMiIS®/Capture Service with the command Restart Service.
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By selecting the Start command, the scanning of documents is executed. The user receives a

report with the basic scanning information.

IMiS/wScan

Grayscale START CONTINUE

| Document_2 1

1 pages

Image 173: Displaying the document after finishing the scan

After finishing the scan, the user adds the scanned document to the list of content pages.

By selecting the popup menu on the view of thumbnails of the scanned document, the user can

choose from the following options:

*

*

Download: download an individual page in the PNG format.
Insert before: Continues scanning before the selected page.
Insert after: Continues scanning after the selected page.
Rotate right: rotates page to the right.

Rotate left: rotates page to the left.

Delete: deletes an individual page.

Properties: content properties (this functionality is currently not supported).
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By selecting the Save command, the user saves the scanned content to the IMiS®/ARChive

Server.

Agreements

DETAILS

Categories

Content

@ Puchase Agreement
@ Distribution Agreement.tif
@ Sales Agreement.tif
Employment Agreement.docx
B Manufacturing Agreement.pdf
[ | pocument_2.pdf
External Identifiers 563740540

03/13/2008 00:00 n

SAVE CANCEL

Image 174: A scanned document added to the list

For more information on setting IMiS®/Capture Service see chapter Application integration in

the IMiS®/wScan Manual.

Note: The scanning settings are located in the Settings tab or in the configuration settings.json under

scan.apiKey and scan.url.

Troubleshooting: Most frequent issues when capturing content:
e The file does not exist.

o Wrong MIME type of file.
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4.3.5.2 Content details

The entity content details provide certain information to the user which is otherwise not
shown in the list of contents. If the details are not shown in the right view by default, the user
can access them by selecting the »Details« command in the popup menu on the tagged

content.

Besides the list of contents, the user is also shown the following entity content details in the
right view:

e Description: content description.

e Entity: he title of the entity.

e Type: content type.

e Content type: MIME content type.

e Size: content size in kB.

e (Created: timestamp of the content creation.

¢ Moadified: timestamp of the last change of the content.

e Accessed: timestamp of the last access to the content.

¢ Indexed: states whether the content is indexed.

e Signed: avalue that registers if the email message was electronically signed.

e |dentifier: unique identifier of the content.

IMiS/ARChive Server > Administration > SpaceX m © OPEN S EDIT  ACTIONS v = O
2resuls

D Go-to-Market_SpaceX.pdf

B =

SpaceX General instructions.docx 22MB

CustomContent

J

Go-to-Market_SpaceX.pdf 65.5kB 8. Nov 2020
Description Go-to-Market_SpaceX.pdf

PDF
application/pdf
65.5kB

18. Nov 2020, 15:58
18. Nov 2020, 15:58
20. Sep 2021, 16:15

CustomContent

M8Xg_vvoaldqoUnZmmH20VjWidvufdke

Image 175: Content details in the right view
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Of all the displayed data the user can change only the description of the content when in entity

editing mode.

Content Drag and drop files or click Scan

SpaceX General instructions

Custom Content Drag and drop files or click Scan

3 Go-to-Market_SpaceX.pdf

Image 176: Changing the description of content in editing mode

Note: Depending on the template settings in the IMIS®/ARChive Server administrative interface, the
logged-on user also has the option of saving content to the "Custom content container’, For more

information see the chapter Moving content.

By selecting the content from the list in the central view, the following options are available to

the user in the popup menu - in reading mode (Open):

e Preview: opening content in the preview mode.

e Download: downloading the content to a computer or device.

e Copy: copying content to another document.

e Details: displaying information on the content. These details are displayed if they were
not displayed yet.

e Manage: tagging the content for executing specific actions.
- Queue for Indexing: the selected content is tagged for later indexing.

- Queue for Conversion: the selected content is tagged for later conversion.

IMiS/ARChive Server > Administration > SpaceX m © 0PEN £ EDIT  ACTIONS v = @
2results
Tide Size .
Go-to-Market_SpaceX.pdf
SpaceX General instructions.docx 2.2 MB ar 202
CustomContent
[ Goto-Market_SpaceX pdf 65.5kB 18. Nov 2020

Go-to-Market_SpaceX. pdf
POF

Download application/pdf

655kB

18. Nov 2020, 15:58

18 Nov 2020, 15:58

Preview

Copy
Share
Manage Queue for indexing

Queue for conversion

CustomContent
MaXg_wvoal dqoUhZmmH20VjWidvufoke

Image 177: Popup menu on the selected content in the reading mode
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4.3.5.3 Saving content
When saving document content to the IMiS®/ARChive Server, the following attribute values

are automatically recorded into the entity:

e Content type: the type of the content output format (MIME type).

application/pdf

Image 178: An example of the content type of a document

o C(Created: the date the document content was created on the server. As long as the
content exists, the attribute value does not change.

Created 10. Mar 2020, 08:25

Image 179: An example of the date of creating the document content

¢ Moadified: the date the user changed the document content. As long as the document
content exists, the attribute value changes with each change of content.

Modified 30. Jun 2020, 13:34

Image 180: An example of the date of modifying the document content

e Accessed: the date and time the document content was last opened in reading mode or
in editing mode. As long as the content exists, the attribute value changes each time the
user opens or modifies the content.

Accessed 30. Jun 2020, 13:34

Image 181: An example of the date of the last access to the document content

¢ Identifier: The unique identifier of the content of the document saved on the server.

As long as the content exists, the attribute value does not change.

dentifier UhwTMgaNrMOgw7HjhmVy2s6Z26VGe58kA

Image 182: An example of the document content identifier
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e |ndexed: A value that shows whether the document content is indexed.

o
0

Image 183: An example of a display of indexed document content

e Signed: A value that shows whether the document content is electronically signed.

Image 184: An example of a display of signed document content

4.3.5.4 Content preview

The content can be previewed by a user with the Read permission.

The user opens the document content by selecting Preview in the popup menu on the tagged

content in the reading mode (Open).

IMiS/ARChive Server > Other > Despatch note

Title Size
[}  certificate of approval.tif 1127 kB
[  pelivery notification tif 117.3kB
2 shipping note 128

Modified

7.Sep 2021

7.Sep 2021

7.Sep 2021

Image 185: Opening document content

EZB oo cor ooy

@ Certificate of approval.tif

Preview Certificate of approval tif
TIFF

Download
imagetift

Copy 127 k8

Share 7 Sep 2021,08:47

7.Sep 2021,10:04

Manage
15.8ep 2021, 10:36
Indexed Yes
Signed Yes
Identifier rehcatu-0JcJicpZ_S-GNOVmalnowhNF

An alternative option is that the user simply clicks on the content record.

IMiS/ARChive Server > Other > Despatch note
Title
@ Certificate of approval &if

@ Delivery notification tif

@ Shipping note

1127 kB

117.3 kB

12B

Modified

7. Sep 2021

7.8ep 2021

7. Sep 2021

Image 186: Opening content by clicking on the content
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If the logged-on user has the “Write” permission, then in edit mode they can select the

command “Preview” in the popup menu on the marked content.

Categories lorem.

Preview
Content Drag and drop files or click Scan Download
Binary content container Update
A Export.eml 11.3 kB Move up
[ Manual_2022 pdf 12.8MB Move down
Move
j NewDocument_2.pdf 35.0kB
Delete
[  signed TIFFtif 501.7 kB
j NewDocument_1.pdf 35.0kB

Image 187: Selecting the “Preview” command in the popup menu

Certain contents are opened directly in the browser’s viewer; if that is not possible, the
contents are downloaded and opened with an external viewer.

For more information on downloading content see chapter Downloading content.

e Despaichnole o Cerlificabe of Approvaltd

Image 188: Loading content

By selecting the content preview, in the case of multiple contents a menu appears at the
bottom for selecting and displaying contents under a specific entity. The user switches
between contents by clicking on the title of each content or using the left/right keys on the

keyboard.
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< Cerificate of origin > Application.pdf

s Application.pdf Examplesppt Certificate of Orig

attitude of
GRATITUDE

UB Begins With “U™

Examples of Expressions of Thanks and Appreciation:

Letter of congratulations on a faculty or staff award:

“On behalf of all your colleagues and friends in (name of unit), congratulations on receiving the
[name of award]! Your achievements are a source of pride and inspiration to all of us. We are
all delighted to know that so many others appreciate your outstanding work as much as we do.

It is always a pleasure to see great colleagues like you receiving the recognition and applause
you deserve so well. Kudos on this outstanding accomplishment.”

Letter of congratulations on professional service recognition:

“I was delighted to learn that your outstanding efforts have been recognized by your peersin
(name of recognizing organization). Your willingness to go above and beyond is well-known to
all of us in our unit, and clearly the word has spread!

Congratulations on this very well-deserved recognition, and please know how proud your
colleagues are of your achievement. We're all fortunate to benefit from your contributions on

a daily basis.”

Letter thanking employees for service:

“Warmest thanks for' ¥ outstanding contributions as a member of the

Image 189: Displaying the menu for selecting and previewing content

Note In the content preview, where the text can be marked, the logged-on user can do so by right-

clicking and choosing the action “Copy’, or with the combination of the Ctri+C keys.

For easier and faster searching by the pages of the contents of POF/A and TIFF formats,

the user can use the side menu with the thumbnails of document pages.

Located on the displayed content pages is a menu for zooming in or out of the displayed

content and the side menu view.
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By selecting the top right menu, the user can perform the following:
¢ Download: downloading the content to a computer or device.

e Share: copies the link to the selected content and shares it with other users.

Cerificate of origin > Application.pdf

Download

Share

: attitude of
GRATITUDE

UB Begins With “U™

Examples of Expressions of Thanks and Appreciation:

Letter of congratulations on a faculty or staff award:

“On behalf of all your colleagues and friends in (name of unit), congratulations on receiving the

Tnama nf swardll Vour achisvame: & 3 surra of nrida and ineniration to sl 0f e W

Image 190: Selecting the menu on the content preview

The user has the option of previewing content with the link archive/:archive/entities/:id/view

with the parameters index and id.

Example 1: Link with the parameter id

https://appsO1.imis.si/welient/1.5.2010.5/%/archive/iarc101-
x64/entities/BMtozc348swzjINCSyWXEaUHA4UDE 54,/ view Zid=Qgi2oGjJOdewztmOBE 7svUL Sbamjyk
h&ver=4/0BJECTS

Example 2: Link with the parameter index 1
https.//appsO1.imis.si/welient/1.5.2010.5/%/archive/iarc101-
x64/entities/BMtozc348swzjINCSyWXEaUH44UDE5j4/ view Zid=0gi2oGjJOdecwztmOBE 7slvUL Sbamjyk
h&ver=4/0BJECTS/VIEW ZINDEX=1

Example 3: Link without parameters, which opens the first object
https.//appsO1.imis.si/welient/1.5.2010.5/#/archive/iarc101-

x64/entities/BMtozc348swziINCSyWXEaUHA44UDE5i4/view Zid=0qiPo0GiJ0dewztmOBE 7slvUL Sbamjvk
h&ver=4/VIEW

2022 © Imaging Systems Inc., All rights reserved. 167



https://apps01.imis.si/wclient/1.5.2010.5/%23/archive/iarc101-x64/entities/BMtozc348swzj1NCSyWXEaUH44UD65j4/view?id=Qgi2oGjJOdcwztm0BE7slvULSbamjykh&ver=4/OBJECTS/VIEW?INDEX=1
https://apps01.imis.si/wclient/1.5.2010.5/%23/archive/iarc101-x64/entities/BMtozc348swzj1NCSyWXEaUH44UD65j4/view?id=Qgi2oGjJOdcwztm0BE7slvULSbamjykh&ver=4/OBJECTS/VIEW?INDEX=1
https://apps01.imis.si/wclient/1.5.2010.5/%23/archive/iarc101-x64/entities/BMtozc348swzj1NCSyWXEaUH44UD65j4/view?id=Qgi2oGjJOdcwztm0BE7slvULSbamjykh&ver=4/OBJECTS/VIEW?INDEX=1
https://apps01.imis.si/wclient/1.5.2010.5/%23/archive/iarc101-x64/entities/BMtozc348swzj1NCSyWXEaUH44UD65j4/view?id=Qgi2oGjJOdcwztm0BE7slvULSbamjykh&ver=4/VIEW
https://apps01.imis.si/wclient/1.5.2010.5/%23/archive/iarc101-x64/entities/BMtozc348swzj1NCSyWXEaUH44UD65j4/view?id=Qgi2oGjJOdcwztm0BE7slvULSbamjykh&ver=4/VIEW
https://apps01.imis.si/wclient/1.5.2010.5/%23/archive/iarc101-x64/entities/BMtozc348swzj1NCSyWXEaUH44UD65j4/view?id=Qgi2oGjJOdcwztm0BE7slvULSbamjykh&ver=4/VIEW

IMiS®/wClient and IMiS®/Storage Connector Services REST use the Web Application Open
Platform Interface (WOPI) protocol for integration with Office Online. It defines the mode of
interaction between the WOPI server (IMiS®/Storage Connector Services REST) and Office
Online. In the settings (assets/settings.json) the addresses of the Office Online server must be

defined in order to be able to preview Word, Excel and PowerPoint contents.

SharePoint

Host

(WOPI Server)

'WOPI Source

Host Frame

WOPI

= WOPI Source
= Access Token

Office Web Apps

Image 191: WOPI flow chart

It enables the user to preview Word, Excel and PowerPoint contents.

Examples. ppt

PowerPoint Online

Examples.ppt

Image 192: Opening MS Office content
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In the context of the content formats which are supported on the IMiS®/ARChive Server and
can be described with IANA-registered content types (MIME type; see chapter Capturing
content), the user can play the following audio and video contents in streaming mode:

e Audio (wav, ogg, mpeg)

< Audio > dz(5).wav

1l 0:01/2008 e )

Image 193: Opening audio content

e Video (mp4, webm, ogg)

Company > Demo.mpd

I o02/013

Image 194: Opening video content

Note: Previewing audio and video contents is possible if the content has been optimized for online

viewing.
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4.3.5.5 Content printing
Content in the PDF, XML, TEXT, JSON, JPEG and PNG formats can be printed from the
preview. By selecting the content printing icon (or the shortcut Ctrl + P) in the top right menu,

a new tab opens showing the content.

archivefiarc101-x64/entities/0XeGOSbFAQT_RLoSxnP7uOx8igHLUNE view?id=e) 1tmwYYBfNI7huoBswv4Oz8HgFFL2h s 1= ® -

PRGCL PFGCLBENO i wadmin [ ZD i@ wClient

Pl _14-Paint-Profile-Checklist-FINAL. pdf

Ultimate
14-Point Checklist

Image 195: Selecting the content printing icon

B | @ Holk- IMiS/wClient X [ cfoSbBba-3eid-dc0e-b33e-bt X | 4 =
C @ blobhttps:/apps0limis.si/cfoSbsba-3ef4-4c0e-b33e-bc6335f4165¢ 6 1= 2

s .
Print ?
. Total 11 sheets of paper

Printer

EPSON L3150 Series ~

— Ultimate

1

o 14-Point Checklist

O | eg 1581113

— toa
LINKEDIN PROFILE
THAT GENERATES SALES

Image 196: Content printing preview and settings
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4.3.5.6 Downloading content

The content can be downloaded by a user with the Read permission.

By selecting the Download command in the popup menu on the tagged content in the
document reading mode (Open), the user downloads the content to the device.

The content is saved in the selected location on the device.

IMiS/ARChive Server > Other > Despatch note m © OPEN # EDIT AGTIONS =
Title Size Modified
@ Certificate of approval.tif

[sd) certificate of approval tif 112.7kB 7. Sep 2021

Preview Certificate of approval tif
B Delivery notification tif 117.3k8 7. Sep 202 TIFF

Download

imagey/tiff

[2) shipping note 128 7. Sep 202 Copy 1127KB

Share 7.Sep 2021, 08:47
7.8ep2021,10:04
Manage
15. Sep 2021, 10:36

Indexed Yes

rehcqtu-0JcJlcpZ_S-BNOVmalhowhNF

Image 197: Selecting the Download command in the popup menu

In the bottom left corner, the user is shown the progress of the download of content and the

Cancel option.

[ certificate of Approval tif

Cancel

Image 198: Displaying the progress of the download of content

By selecting the popup menu on the notification about downloaded content, the user has the

option of selecting actions.

Cpen

Always open files of this type

Show in folder

Copy download link

Certificate of Approval tif
Cpen file

Image 199: Displaying the option of selecting actions on downloaded content
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If the logged-on user has the “Write” permission, then in edit mode they can select the

command “Download” in the popup menu on the marked content.

Content

Binary

£

B VB V2 B (5 N Vi B V=

4.3.5.7

a Drag and drop files or click

content container

Export.eml

Manual_2022.pdf

NewDocument_2.pdf

Signed TIFFLif

NewDocument_1.pdf

Testni podpisani PDF #1 pdf

Documents - Reports - IMiS_wClient.pdf

.
=y Scan

11.3kB
12.8 MB
35.0kB
501.7 kB
35.0kB
144.0kB

2.2MB

Q Preview

Download

e o

Update
Move up
Move down
4 Move

B Delete

Image 200: Selecting the “Download” command in the popup menu

Copying content

Copying content can be performed by the user with the Write right.

The user makes a copy of the entity's content and copies it to another document-type entity.

The user selects the content in the Open mode. By selecting the popup menu on the tagged

content, the user selects the Copy command.

IMiS/ARChive Server

Title

[} Certificate of approval if

[sd]  pelivery notification tif

[ shipping note

Other

Despatch note

Image 201:

Size Modified

1127 kB 7. Sep 2021

Preview

117.3kB 7.Sep 2021

©  Download

128 7. Sep 2021 Copy

<. Share

®  Manage
Indexed
Signed

Identifier

Selecting the Copy command in the popup menu

# EDIT ACTIONS v = Q@

3 results

@ Certificate of approval.tif

Certificate of approval tif
TIFF

image tiff

1127k8

7.5ep 2021, 08:47

7.Sep 2021, 10:04

15. Sep 2021, 10:36

Yes

Yes
rehcqtu-0JcJicpZ_S-GNOVmalhowhNF
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This opens a dialog box for selecting the target document in the classification scheme.

Copy

Selected [ Despatch note k) Certificate of approval tif

Copy to IMiS/ARChive Server » Maintenence > Porezen

Reason Move to appropriate document
€ Maintenence
B emaESERsBEL S L (EEAEESE) 30/000038
I Grintavec 30/000021
| S 15741
B ot
B 000016
| BES 30/000023
‘ Porezen 30/18-777
B o 30715671

Copy Cancel

Image 202: Copying the content to another document

After confirming the Copy command, a copy of the content is saved to the selected document.

The user is informed of saving a copy of the content.

Certificate of approval tif
Object Copied

Image 203: Information about saving a copy of the content

4.3.5.8 Sharing content

The content can be shared by a user with the »Read« permission.

The user creates a copy of the link to the entity's content and saves it to the clipboard.
In open mode, the user selects the content. By selecting the popup menu on the tagged

content, the user selects the command Share.
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IMiS/ARChive Server > Other > Despatch note
Trle

@ Certificate of approval.tif

[s8) Delivery notification tif

2 shipping note

Size

112.7kB

117.3kB

12B

Modified

7.Sep 2021

7.8ep 2021

7.Sep 2021

m ® OPEN / EDIT ACTIONS v =

@ Certificate of approval.tif

o Praview

©  Download

% Copy

< share
™ Manage

Indexed
Signed
Identifier

Certificate of approval tif

TIFF

imagertift

127 kB

7.Sep 2021, 08:47

7.5ep 2021, 10:04

15. Sep 2021, 10:36

Yes

Yes
rencqtu-0Je.iepZ_S-GNOVmglhowhNF

Image 204: Selecting the command Share in the popup menu

A dialog box opens containing the created link to the selected content.

Share
Entity | |l Despatch note

k) Certificate of approval tif

=

Link | https://apps01.imis.si/wclient/1.7.2110.7-beta.6/#/archive/iarc102/entities/821MQ25knC1j0jLambF 134

Copy

Cancel

Image 205: Displaying the created link to the selected content

By confirming the action Copy, the link to the content is copied to the clipboard.

Despatch note
Link copied to clipboard

Image 2086: Notification of copying a link to the clipboard

0]

3results
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4.3.5.9 Content update

Content update can be performed by the user with the Write right.

The user has the option of updating saved content. In editing mode, the user selects the

document content. In the popup menu the user selects the Update command.

This opens a dialog box for selecting the content which will replace the existing content.

If the user does not change the title of the content;, it is preserved.

The user confirms the change to the entity with the Save command or cancels it with the

Cancel command.

Content Drag and drop files or click

&

5 I

Binary content container

Export.eml

Manual_2022.pdf

NewDocument_2.pdf

Thanks & Appreciation.pdf

Signed TIFFif

Sci
c Preview

Download
11.3kB

Update
128 MB Move up
35.0 kB Move down

Move
514.8 kB

Delete
75.8 kB

Image 207: Selecting the »Update« command in the popup menu

IMiS/ARChive Server > 365 > Nullam mauris

Title

W B

B

Export.em!

Manual_2022.pdf

NewDocument_2.pdf

Thanks & Appreciation.pdf

signed TIFFtif

Image 208:

Slze

11.3kB
12.8 MB
35.0kB
514.8 kB

501.7 kB

The selected content after update

L

—
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4.3.5.10 Moving content up/down

The actions “Move up” and “Move down” enable moving content in the list by one position.

Keywords hendrerit

mportant words used in entity

Categories lorem

Content a Drag and drop files or click
Binary content container

[ Export.eml
Manual_2022.pdf

Business report_2021.xltx

External Identifiers 9453 (=

Custom external entity identifiers

11.3kB

12.8 MB

87.2kB

—
e Scar

|

Q Preview

Download

P ©

Update

1 Move up
Move down

& Move

§ Delete

Image 209: Selecting the “Move up” command in the popup menu

4.3.5.11 Moving content between entities

Moving content from one entity to another can be performed by the user with the Write right.

The user selects the content in the editing mode. In the popup menu on the tagged content,

the user selects the Move command.

Keywords hendrerit (=

mportant words used in entity

Categories lorem

Content O Drag and drop files or click
Binary content container

M Export.eml
Manual_2022 pdf

Business report_2021 .xltx

External Identifiers 9453 (x

Custom external entity identifiers

11.3kB

12.8 MB

87.2kB

—
B Scar

|

o Preview

Download

D ©°

Update
Move up
Move down

+ Move

B Delete

Image 210: Selecting the Move command in the popup menu
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This opens a dialog box for selecting the target document in the classification scheme.

Move X
Selected I Nullam mauris [@ Business report_2021.xitx
Target | IMiS/ARChive Server > Distribution > PDF
Reason Duis pulvinar porta neque, et dapibus odio dictum ut.
< Distribution
B 'nvoices 5/1S-CODE-0000
B s 5/000206
I november 5/000205
B e 5/1S-CODE-923
E ror 5/000227
B s2Pdocument 5/000154
I s2Pdocument 5/000155
i scsvenism 5/000240
B september 5/000082
‘ Test dvonivojske konverzije 1 5/000045
E e 5/000244
B 5/000173
-, ~innnen
m Cancel

Image 211: Selecting the target document for moving content

By confirming the selection with the Move command, the content is tagged to move.

Content &3 Dragand drop files or click & sean

Binary content container

4 | Exporteml 11.3kB
Manual_2022.pdf 12.8 MB

Move to PDF 2021 .xltx 87.2kB

Image 212: Content temporarily removed from the document
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Content move is not performed until after saving changes.

IMiS/wClient Search
> Wl Archive IMiS/ARChive Server > Distribution > PDF
My entities
Title

Business report_2021.xltx

Image 213: Saved document content

B ror
Details
Title
Description
Parent
Created
Modified
Status
Security class
Significance
Owner
Keywords

Categories

Review date

> References

> Retention

> More

Administrator

7 EDIT ACTIONS v =

Distribution
@ Administrator 17. Nov 2020, 11:03
@ Administrator 20. Sep 2022,09:48
Opened

Top Secret

Permanent

®

1 results

The logged-on user can also move content to the “Custom content container”. When selecting

the target document for moving content, an additional “Container” attribute is shown if the

template contains an attribute of the File type.

The user selects accordingly from the set of values.

Move

Selected | [ Despatchnote [2) Shipping note

Target IMiS/ARChive Server » Maintenence > Peca

Container

CustomContent

+

Maintenence

r

Email: Krim

Email: Kum

rr

Email EEE#9BIEL = L7 [BREATEEE]

Grintavec

| N

Kanin

r

Kotna

Km

rr

Peca

Porezen

|

Spik

r

30/000031

30/000030

30/000038

30/000021

30/18-741

30/15-870

30/000016

30/000023

Reason _

Image 214: Selecting the target document for moving content to the custom content container
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By confirming the selection with the Move command, the content is tagged to move to the

custom content container.

Cantent Drag and drop files or click

Binary content container

@ Certificate of approval tif 29.4kB
@ Delivery notification.tif 7.3kB
@ Move to Peca (CustomContent) 12B

Image 215: Content temporarily removed from the document

Content move to the custom content container is not performed until after saving changes.

Gontent Drag and drop files or click
Binary coment comtainer
Custom content Drag and drop files or click

Custom Content description

@ Shipping note 12B

Image 216: Saved document content to the custom content container

4.3.5.12 Deleting content

Deleting content can be performed by the user with the Write right.

The user removes document content by first selecting the document content in Edit mode.

In the popup menu the user selects the Delete command. The content is removed from the list.

The user confirms the change to the entity with the Save command or cancels it with the

Cancel command.

Content Drag and drop files or click Scan Preview
Binary content container Download
EA Export.eml 11.3kB Update
_ . Move up
Manual_2022.pdf 12.8 MB
Move down
NewDocument_2.pdf 35.0kB
Move
Thanks & Appreciation.pdf 514.8 kB - Delete
[d  Signed TIFFtif 501.7 kB

Image 217: The content on the list before deletion
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IMiS/ARChive Server > 365 Nullam mauris

Export.eml
Manual 2022.pdf

NewDocument_2.pdf

NewDocument_1.pdf

&4
]
B
[] signed TIFF1if
]
B

Testni podpisani PDF #1.pdf

Size

11.3kB

12.8 MB

35.0kB

501.7 kB

35.0kB

144.0 kB

Image 218: The content on the list after deletion

4.3.5.13 Indexing content

The manual tagging of content for indexing can be performed by the user with the

ContentManagement role.

By selecting the popup menu on the tagged content in the document reading mode (Open),

the user can select the “Manage” command. By confirming the “Queue for Indexing” command,

the selected content is tagged for later indexing.

The indexing of content can be done automatically with the appropriate settings on the

IMiS®/ARChive Server or manually for an individual content within the interval specified in the

server settings.

IMiS/ARChive Server > Other > Despatch note
Title

[} certificate of approval tif

[ Delivery notification.tif

@ Shipping note

Image 2189:

Size Modified

29.4kB 23. Sep 2021
117.3kB 7. Sep 2021
128 7.Sep 202

m © OPEN # EDIT ACTIONS Vv =

@ Certificate of approval.tif

Preview Certificate of approval tif

Download TIFE
. imagertift
Of
ey 204k
Share 7. Sep 2021, 0847
Manage Queue for indexing

Queue for conversion

Yes

rencqtu-0.JcJicpZ_S-GNOVmMaInowhNF

Selecting the Queue for Indexing command

3resuhs
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Certificate of approval tif

Content added to queue for indexing

IMiS/ARChive Server > Other > Despatch note m
3results

e s Modfed @ Certificate of approval.tif
[&d] certificate of approval tif 29.4kB 23 Sep 2021

Description Certificate of approval tif
[ pelivery notification tif 117.3k8 7. Sep 2021 Type TIFF

Content Type image/tiff
[ shipping note 128 7. Sep 2021 Size 294kB

Created 7. Sep 2021,08:47

Modified 23. Sep 2021, 09:34

Accessed 23 Sep 2021, 09:34

Indexed Yes

Signed Yes

Identifier rehcatu-0JcJicpZ_S-GNOVmalhowhNF

Image 220: Successful adding of content for indexing

4.3.5.14 Content conversion
The IMiS®/ARChive Server enables automatic content conversion. All newly added content can
be automatically converted to a long-term storage format after being stored according to the

setting in the server configuration (PDF/A, TIFF).

Example: A content created in Microsoft Word that is attached to the document must be converted

into the PDF/A file type to ensure long-term storage.

For better visibility, the converted content is displayed in a tree. Content can also be multi-level
and enable a view of the conversion history. The conversion of content can be done
automatically with the appropriate settings on the IMiS®/ARChive Server or manually for an

individual content within the interval specified in the server settings.

IMiS/ARChive Server > Other > Contest

Title Size Modified
(& Invoice tif 33.2kB 9. Sep 2021
[5  Invoice.pdf 28.3 kB 9. Sep 2021

Image 221 Example of automatically converting content on a list

IMiS/ARChive Server > Other > Contest

Title

&)

Invoice.tif Invoice.pdf

Image 222: Example of automatically converting content in grid view
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For the manual tagging of content for conversion the user must have the ContentManagement
role.

By selecting the popup menu on the tagged content in the document reading mode (Open),

the user can select the “Manage” command. By confirming the “Queue for Conversion”

command, the selected content is tagged for later conversion.

IMiS/ARChive Server > Other > Despatch note m © oPEN s EDIT  AcTIONs v = O
3results
Title Size: Madified
@ Certificate of approval.tif
[ certificate of approval tif 29.4k8 23. Sep 2021
o Preview Certificate of approval tif
y 7 S TIFE
[sd] Delivery notificationtif 117.3kB 7.Sep 2021 © Download
image/tiff
[ shipping note 128 7.Sep 2021 Gopy 204KB
. Share 7.5ep 2021, 08:47
™ Manage > Queue forindexing
Indexed Queue for conversion
Signed Yes
Identifier rehcqtu-0JcJicpZ_S-GNOVMalnowhNF

Image 223: Selecting the Queue for Conversion command

The user is informed of successfully tagging the content for later conversion.

Certificate of approval.if

Content added to queue for conversion
IMIS/ARChive Server > Other > Despatch note m

Trle

3resuls

e Vodfes @ Certificate of approval.tif
[) Certificate of approval.tif 29.4KE 23, Sep 2021
Description Certificate of approval tif
[  Delivery notification.tif 117.3kB 7.sep 2021 Type TIFF
Content Type image/tiff
Shipping note 12B 7.Sep 2021 Size 29.4 kB
Created 7.8ep 2021,08:47
Modified 23.5ep 2021,09:34
Accessed 23.Sep 2021,09:34
Indexed Yes
signed Yes
Identifier rehcatu-0Je.icpZ_S-GNOVmalnowhNF

Image 224: Successful tagging of content for later conversion
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4.3.5.15 Detaching content

In edit mode the user has the option of detaching the selected converted content.

The user with the Write permission can perform the detachment.

In edit mode the user selects the content. In the popup menu the user selects the Detach

command.

Content & Drag and drop files or click

Binary content container

Invoice_63418_2020.pdf 310.5kB
@ Invoice_62536_2020.1if 381.5kB
Invoice_62536_2020 [OCR].pdf 99.2 kB
Invoice_62536_2020 [OCR].docx 6.0 kB
External Identifiers 765564 (X

Custom external entity identifiers

Image 225: Detaching the selected converted content

The detachment is not executed until confirmed with the Save command.

Content 0 Drag and drop files or click

Binary content container

Invoice_63418_2020.pdf 310.5kB

@ Invoice_62536_2020.tif 381.5kB
Invoice_62536_2020 [OCR].pdf 99.2 kB
Invoice_62536_2020 [OCR].docx 6.0 kB

Image 226: Tagging content for detachment

o Preview
@ Download
Detach

B Delete
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After confirming the detachment of converted content, the selected content is classified under

the last content on the list.

Content Drag and drop files or click

Binary content container

B Invoice_63418_2020.pdf 310.5kB
@ Invoice_62536_2020.tif 381.5kB
Invoice_62536_2020 [OCR].docx 6.0 kB
B Invoice_62536_2020 [OCR].pdf 99.2 kB

Image 227: Displaying detached content on the list

Warning: Removal of source content is possible only after a prior removal of all interpretations of the

content. While removing content at individual levels, the entity must be saved.

4.3.6 Versioning

The user is enabled the versioning of the values of document attributes. The properties that
have been madified in individual document versions can be reviewed only on templates that
enable versioning. The basic condition is that the template attribute has been marked as
“versionable”.

This functionality is supported in IMiS®/ARChive Server version 9.9 or higher.

For more information see chapter Versioning in the IMiS®/ARChive Server Manual.




4.3.6.1 Creating new version
By selecting the action “New version” in the popup menu on the “Actions” button in the
command bar or on the document selected from a list, the user is shown a dialog box with the

relevant tabs and set of attributes.

m @ OPEN s EDIT ACTIONS

Status

Ll
©

Y B -
. Cerificate of origin Security class

Details Share
Title Cerificate of ori New reference
Description Mew version
Parent Administr3 Classification Code
Created Administrat
. Move
Modified @ ~dministrat
Delete
Status Opened INHERI
Export
Security class Confidential INFErITED
significance Retain
Owner Grace Layton
Keywords certificate  origin
Categories administration
Review date 31. Jul 2020, 16:05

Image 228: Selecting the action “New version” in the popup menu

In the Details tab the following attributes are available to the user:
e Version: selecting a document version. The available options are:
— Major: signifies major changes to the document.
— Minor; signifies minor changes to the document.
— 3™ level: signifies minimum changes to the document.
— 4 |gvel: signifies the smallest changes to the document.
— Overwrite: overwrites the existing document version.
e Comment: a comment to the document version.
e Title: the name of the document. This attribute is mandatory.
e Description: a short description of the document.
e Significance: a set of available document significances.

e QOwner: the directory entity (user or group) that is responsible for the selected

document version (owner).
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o Keywords: document-related keywords. This attribute can have multiple values.

e (ategories: a collection of document categories.

e (Content: document contents.

e External identifiers: a list of the unique external identifier of the document version on the

server.

Cerificate of origin

Details ecurit

Version ‘ Major

Minor
Title* 3rd level
4th level
Description Overwrite

Owner @ Administrator

Keywords certificate (= origin

Important words used in entity

Categories administration (<
Content &3 Drag and drop files or click
Binary content container
Original.xls

8 | Application pdf
[F] | Examples.ppt

> Certificate of Origin.docx

comment _

30.5kB
514.8 kB
1.7 MB

13.8kB

Image 229: Checking out a document version

The user confirms the checking out of a new document version with the Save command or

cancels it with the Cancel button.

Cerificate of origin
Entity saved

Image 230: Information about saving a document version

Note: While creating a document version, the source document is available to other users only in read-

only mode.
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4.3.6.2 Reviewing a document version

In the preview mode and open mode, the user can review document versions in the set

Versions in the Details tab in the right view.

~ Versions

1.1

Cerificate of origin
Administrator 22. Sep 2020, 09:29

Cerificate of origin
Administrator 17. Sep 2020, 18:01

Cerificate of origin
Administrator 21. Jul 2020, 16:05

Cerificate of origin
Administrator 8. Jul 2020, 12:03

Cerificate of origin
Administrator 5. Jul 2020, 07:15

Image 231: Displaying document versions in the set Versions

Note: The last saved document version is placed at the top of the view. The selected document version

/s marked in blue.

4.3.6.3 Editing document version

The user can edit only the values of attributes to which he has the appropriate access rights.

By selecting the icon on the document version record, the user can choose from the

following options in the popup menu:

e QOpen: opens the selected document version in the reading mode.

e Edit: opens the selected document version in the editing mode.

e New version: creates a new version of the document via a dialog box.

e Delete: deletes a document version.

~ Versions

m Cerificate of origin
Administrator 22. Se

11

Image 232: A popup menu on the document version

Cerificate of origin
Administrator 17. Se

Open
Edit

New version

Cerificate of origin
Administrator 21. Ju

Delete

Cerificate of origin
Administrator 8. Jul 2020, 12:03

Cerificate of origin
Administrator 5. Jul 2020, 07:15
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In edit mode the user can change the attribute values.

Cerificate of origin
Details
Template* B Document
Standalone document entity

Title* Cerificate of origin

Mandatory value for naming entity

Description

Significance | Retain

owner & Grace Layton
Keywords certificate origin
Important words used in entity
Categories administration
Content Drag and drop files or click
Binary content container
Original.xls 30.5kB
[5 | Application.pdf 514.8 kB
[F]  Examplesppt 1.7 MB
Certificate of Origin.docx 13.8kB
= Content.txt 3.0kB

m Cance'

Image 233: Opening a document version in editing mode

Note: When editing the document version, the values of attributes with the property Versionable will
apply only to this version. By changing the values of attributes that do not have this property,

the changed values will be saved in all previous versions of the document.

The user can delete an individual version of the document or the versioned document by

removing every single version.

4.3.6.4 Creating draft

If the user wants to check in a document version at a later time, he can save it temporarily

with the command Save as draft.

Note: While preparing and creating a draft, the value of the draft attribute "Owner" changes to the
current user. Thus, the document owner differs from the draft owner.
Depending on the settings for access permissions to the attribute of the directory entity type

"sys:Owner’, it is possible that the document owner will not see the draft in the Drafts folder but will see

it on the list of entities.
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Cerificate of origin

Details Se

Version | Major -

Comment

Title* Cerificate of origin

Mandatory value for naming entity

Description

Owner @ Administrator

Keywords certificate (= origin &
Important words used in entity
Categories administration &
Content &3 Dragand drop files or click

Binary content container

Original.xls 30.5kB
[5 | Application.pdf 514.8 kB
[F] | Examples.ppt 1.7 MB
> Certificate of Origin.docx 13.8kB
—~ - .. R

Image 234: Saving a draft for later editing

By selecting the Drafts folder, the left view shows a list of drafts of document versions.
The user can review information about the selected document version with the Open
command, edit the document draft with the Edit command and remove the draft with the

Discard command.

Drafts © OPEN # EDIT ACTIONS = ®
3 resuhis
Title Modified ‘ Cerificate of origin
B rofe 7. Sep 2021 Details
B sogatin 7. Sep 2021 Title Cerificate of origin
Description aa

[ cerificate of origin 7. Sep 2021 Barant IMiS/Archive 10.2

@ Open @ sdministrator 7. Sep 2021,11:27

7 Edit @ Administrator 7. Sep 2021,11:27

o Diseard @ Administrator
L ] iscar

REyWOTUS certificate  origin
Categories administration
Review date 31. Jul 2020, 16:05

Image 235: A draft of a document version in the Drafts folder

Note: by selecting the icon, the user defines which columns will be displayed in the review of deleted

entities. The user can check or uncheck Description and Modified. The Title of the draft is mandatory.
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The created draft is recorded in the list of versions in the section Versions in the display of

entity information. The user has the option of opening, editing and discarding the draft.

IMiS/ARChive Server > Maintenence m ® OPEN FEDIT  ACTIONS v = @
25 results
itle 1 S i cance W ‘eywords Review d 5 :
Title Description ignificancs Opened Owner Keyword: Review date Date . Cerfficate of origin
Prisojnik Nunc vehicula gravida od... Retain 13.Aug2021  Administrator (.. keyl, key3, keyS 28.May 2009, . Details - -
Triglav Donec diam tellus, porttit... Vital 19. Aug 2021 Administrator (. key1,key2, key.. 28. May 2009, Title Cerificate of origin
Description Certificate
Kanjevec Donec diam tellus, porttit... Retain 19.Aug2021  Marko Hren (m.. key1,key2,key3 28. May 2009, _
Parent Maintenence
Mojstrovka In egestas malesuada le.. Retain 12.Aug2021  Keira Clay (kclay) key1, key2 28. May 2009, . Created @ Administrator 20. Apr 2020, 15:34
Modified .Admmstralor 23 Sep 2021,10:32
Olseva Donec diam tellus, porttit... Permanent 12.Aug2021  Alex Nelson (a.. keyl,key2 28 May 2009, - P —
Security class Top Secret
Razor Donec diam tellus, porttit... Retain 12.AUg2021  Keira Clay (kelay) key1, key2 28. May 2009,
Significance Retain
Stol Lorem ipsum dolor sita... Retain 20.Aug2021  Marko Hren (m... key1, key2 26. May 1995, .. Oviner = AlexNelson
Keywords certificate  origin
| = Duis auctor ligula arcu, n... Delete 31.Aug2021  Keira Clay (kclay) key1, key2, key.. 10.Aug 1950,1...
Categories administration
[l » cerificate of origin Certificate Retain 29. Apr2020  Alex Nelson (a.. certificate, origin 31. Jul 2020, 1 Review date 31 Jul 2020, 16:05
B customs documentation Retain 6. Sep 2021 Keira Clay (kclay) ~ Versions
Cerificate of origin
B Email: Begunjscica Cras quis mauris sed ex f... Retain 2. Sep 2021 Alex Nelson (a... keyl,key2 8. Sep 2004, 13.. Administrator 23. Sep 2021,10:34
. . Cerificate of origin
B cEmail Blegod Etiam nec lectus rutrum, ... Retain 2. Sep 2021 Alex Nelson (a... key, key2 19. Sep 2003, 1 8; Administrator 23. Sep 20211032
B cemeilBoz Nune vehicula gravida od... Retain 2.8ep2021  Keira Clay (kelay) 18. Sep 2014, 1 Sey Cerfleats of arigin
Administrator 7. Sep 2021, 15:11
B Email Kiadivo In egestas malesuada le... Retain 2. Sep 2021 Cerificate of origin

85 acministrator 7. Sep 2021, 1510

Image 236: Displaying the draft in the list of versions

4.3.6.5 Discarding draft

The user can discard a document draft with the Discard command, thus destroying it.

Cerificate of origin X
Details Securit;
Version Major v
Comment

Title* Cerificate of origin

Mandatery value for naming entity
Description
Owner @ Administrator

Keywords certificate @ origin &

Important words used in entity

Categories administration ()

Content &3 Dragand drop files or click

Binary content container

[f)  originalxds 30.5kB
Application.pdf 514.8 kB

@ Examples.ppt 1.7 MB

> @ Certificate of Origin.docx 13.8kB

=N - I

Cancel

Image 237: Discarding a document draft with the Discard command
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4.3.6.6 Checking in draft

The user checks in a version of a document saved in the Drafts folder by selecting the Save

command in the bottom command bar.

Cerificate of origin

Details

Version | Major

Comment

Title* Cerificate of origin

Mandatory value for naming entity

Description

Owner @ Adminisirator

Keywords certificate origin
Important words used in entity
Categories administration
Content Drag and drop files or click
Binary content container
Original.xls 30.5kB
[5 | Application pdf 514.8 kB
[F] | Examplesppt 1.7 MB
Certificate of Origin.docx 13.8 kB

Image 238: Reviewing a draft before checking it in with the Save command

After checking in the draft, the user is redirected to the display of the parent document,

a version of which was created by checking in the draft.

4.3.7

Search functions

The IMiS®/ARChive Server enables users to search by:

Metadata of the class, folder and document.
Actual value of the content metadata.

Full text of the content attached to the document.
Title of content contained by the document.

Metadata and full text of content, simultaneously.

2022 © Imaging Systems Inc., All rights reserved.

191




IMiS®/wClient Manual Version 1.8.2210

Users may only search entities they are authorized to access. Search functions are available

for the selected entity, or the entire server archive.

The search engine is made up of two sets:
e Recent

e Advanced.

Recent
If the user has previously performed searches, the search history is shown by selecting the
search box in the section “Recent”. The list contains only the last 5 searches, while older

searches are saved to the user profile (chapter The Search history tab).

The user has the option of deleting the search history with "Remove".

IIHHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIE!II'

Recent

content:customs* manufacturing* Remove
title:despatch* content:shipping* Remove
owner:kclay manufacturing Remove
titlezsun* owner:marko maxDepth:2 Remove
raw:[sys Status]=2 Remove

SEARCH CANCEL

Image 239: Search history

Advanced
The user performs a new search by first selecting the search box. By entering values in the
relevant boxes in the section “Advanced” in the dialog box, the user defines the search

conditions. The search begins by selecting the action “Search”.

If the user first selects one of the last 5 searches in the section “Recent” and then the section
“Advanced”, the search conditions for the selected search appear. These can be modified or

supplemented if need be.
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Recent Advanced
Type filter text
scope Search for entity...
Recursive
Max depth
Full text
search
Title
Include B Classes Wm Folders [ Documents
Owner
Keywords
Important words used in entity
Date ; ’
modified Any time Y
Content
description

Review date After B Before B

The review date log

String 200

String 10

Date After E Before B
Nirartnre

Image 240: Advanced search settings

The setting for the selected tab in the search box is saved to the user settings.

After refreshing the page, the last selected tab is shown in the search box.

In the settings.json file the user with permission can disable the entry of text in the search box,
thus enabling only entry in the fields under the tab “Advanced”.

The entry field can be disabled under search.input_enabled (the default value is “True”).
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The default settings for hiding and displaying the order of attributes in the search are defined in
the file settings.json, where they can be defined in the elements search.profiles and

search.views,

search.profiles Description

Id Profile identifier.

Attributes Collection of attributes.

filker_type Type of attribute filcer. The set of values:

- Include. certain attributes will be displayed.

- Exclude. certain attributes will not be displayed.

Table 12: Setting a collection of profiles

search.views Description

profile Profile identifier from search.profiles.

archives Collection of archive identifiers.

members Collection of directory entities.

editable Defines whether the search view can be edited.

The set of values:

- true. The user modifies the view which is saved to the
user settings. Default value.

- false. Disables editing the view.

Table 13: Setting the search view




By selecting the icon “+*, a dialog box opens for setting the attributes for defining the custom

search conditions. In the menu, the user is offered both the system attributes and the custom

attributes.
Edit search view
Checkall Reset
Title Visibility
‘= Directory Entity
= Evaluation
= String 20
= String 30
= Title
= String 10
= Decimal2
= Decimal 3
= UINT128
= INTI28
= UINTG4
= Scope
= Recursive
= Maxdepth
= Fulltext search
= Include
= Owner
= Keywords
= Date modified
= Content description
= Review date
= String 200
m Cancel

Image 241: Setting the attributes to define the search conditions

By moving the icon in front of the title of the attribute for defining the search conditions up

or down, the user defines the sequence of the display of attributes in the search dialog box.
The user has the option of defining a single description for all selected entities.

By checking the checkbox, the user can check or uncheck all attributes for defining the search
conditions simultaneously ("Check all").

The user selects “Reset” for the default display settings.

By confirming the selection (“Save”), the display settings are saved to the user profile and the

set of displayed attributes for defining the search conditions is adjusted accordingly.

By selecting the “Cancel” button, the settings are not saved.
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Advanced

Type filter text

Directory
Entity
Scope

Search for entity...

Max depth
Owner

Content
description

Review date After E Before E
The review date log

Image 242: Displaying the set of attributes for defining the search conditions

The user has the option of filtering the attributes for defining the search conditions.

By entering text in the Type filter text field, the set of displayed attributes is limited

accordingly.

Example 1: The user previously searched by the value of the attribute Full text search = STATE
DEPARTMENT. The user enters the search string "sc” in the Type filter entity field.

The set of attributes which will be searched is limited to attributes with titles containing the search
string “sc’. Additionally, the set of attributes for the search also contains the attribute Full text search

with the value STATE DEPARTMENT.
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Advanced

Type filter text

Include B CLASSES I FOLDERS Ik DOCUMENTS
Scope Development =

Recursive

Max depth 4

Title

Full text search  state department
Content
description

Owner m Alex Nelson

Date medified | Any time

SEARCH CAMNCEL

Image 243: Before entering the text of limiting the set of attributes for the search

Advanced

Scope Development =
Recursive
Max depth 4

Full text search | state department

Content
description

Owner m Alex Nelson

SEARCH CANCEL

Image 244 After entering the text of limiting the set of attributes for the search
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Example 2: Building on the previous example, the user removes the value GENUINE from the field for
entering the value of the attribute Full text search. The user reenters the search string “sc” in the Type
filter entity field and performs the search. The set of displayed attributes which will be searched is

additionally limited to attributes with titles containing the search string “sc’.

Search s
Scope Search for entity...

Content
description

Image 245: Example of limiting the set of attributes for the search

4.3.71 Full text search

The user begins searching the full text of the content by entering a search string in the Search

field in the header of the user interface. The user confirms it by selecting the icons ,

which denote a search or “Enter” on the keyboard.

state department| Q

Recent

Search history is empty

Image 246: Entering a search string in the Search field

An alternative way of searching the full text of the content is by selecting the Search field in
the header of the user interface, selecting the section “Advanced” in the Search dialog box and

entering the search string in the »Full text search« field in the »Search« dialog box.
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Recent Advanced
Type filter text

Scope Search for entity...

Recursive

Max depth
IFuII text search  state department

Title

Include B CLASSES i DOCUMENTS

Owner = Grace Layton

Keywords

Important words used in entity

SEARCH CANCEL

Image 247: Entering a search string in the Full text search field

The user has the option of filtering the attributes whose values will be used for the search. By

entering text in the Type filter entity field, the set of displayed attributes is limited accordingly.

Recent Advanced

E )

Scope

Search for entity...

Recursive

Full text
search

Title

Owner

Keywords
Important words used in entity

Content
description

Image 248: Entering text to limit the set of attributes for the search
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state department Q

st

Recursive

Full text

search state department

Image 249: Example of limiting the set of attributes for the search

Edit search view

= Scope
= Recursive
= Max depth
= Full text search
= Title
= Include
= Owner
= Keywords
= Date modified
= Content description
Review date
String Max

Covid

String 200

Date Time

Date

Time

Ulnt 64

Title Visibility

Reset

Image 250: Limiting the set of attributes for the search via the menu

After confirming the search, the user is shown the search results list in the central view.

For each document containing content with the search string all versions of the content are

shown with their titles, content type and icon.

By selecting the title (version) of the content, the document opens and shows the contents in

preview mode.
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IMiS/wClient state department Q

B Archive IMiS/ARChive Server

Title Creatol

‘ patras Administrator (admin) Marko Hren (marko)

E7

2 IMiIS_ARChive_Server_Prirocnik_v10.1.2010 docx

2 IMiS_ARChive_Server_Prirocnik_v10.1.2010.pdf

E

2.0.0.1 IMIS_ARChive_Server_Prirocnik_v10.1.2010.docx

201 IMIS_ARChive_Server_Prirocnik_v10.1.2010 pdf

E

3 IMiIS_ARChive_Server_Prirocnik_v10.1.2010 docx

E

3.1 IMiS_ARChive_Server_Prirocnik_v10.1.2010.docx

3.1.1  IMiS_ARChive_Server_Prirocnik_v10.1.2010 docx

E B

4 IMiS_ARChive_Server_Prirocnik_v10.1.2010 docx

[

1 General Instructions for Processing Personnel Actions.pdf

Image 251: Search results list showing content versions

The user can create a search string from one or multiple simple search conditions.

When searching by the full text of the document content, an exact match to the metadata

value is not necessary. For more information on searching by partial values see chapter

Wildcard search.

Formats supported by the full text search function are:

HTML, XML and similar formats.

Microsoft Office, OpenOffice and iWork formats.

RTF format.

PDF format.

Text formats.

Audio format metadata (metadata of WAV, MIDI, MP3, MP4, 0GG).
Image format metadata (metadata of BMP, GIF, PNG, PSD; EXIF for JPEG, TIFF).
Video format metadata (metadata of FLV, MP4).

Email formats (PST, MBOX, EML).

PKCS7 formats.

Electronic publication formats (EPUB, FB2).

Web feed and news formats (RSS, ATOM, IPTC, ANPA).
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DWG format.

CHM format.

Font formats (TTF, AFM).

Scientific formats (HDF, NETCDF, MAT).
Program and library formats (ELF, PE).
Compression formats (TAR, CPIQ, ZIP, 7ZIP).

4.3.7.2 Searching by Metadata

The user can search by metadata by first selecting the field for entering the search string in

the header of the user interface. In the “Search” dialog box in the section “Advanced”, the user

has the following fields available:

Scope: the entity under which the search will be implemented.

Recursive: checking this parameter means that the search is implemented on the
selected entity and on all contained entities. On the contrary, by unchecking this
parameter, the user limits the search to the selected entity and the 1st level of contained
entities.

Max depth: the numerical value defines the maximum search depth.

Example: Setting the value "Search depth = 2” means that the search will be performed up to and

including level 2 of the selected entity tree.

Full text search: searching by the text of the content.
Include: the type of entity for which the search will be performed. All entity types —
documents, folders and classes are set by default. If all types or none are selected in the

search dialog box, all entities are searched.
Title: name of the entity.

Owner: owner of the entity.

Keywords: keywords related to the entity.

Date modified: date of the last entity modification.
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Recent Advanced

Type filter text
Scope Search for entity... !
Recursive
Max depth
Full text search '
Title State regulations
Include B CLASSES I FOLDERS I DOCUMENTS
Owner
Keywords

Important words used in entity
SEARCH CANCEL

Image 252: A dialog box for searching by metadata

Besides the above-mentioned attributes, the user can also search by Custom attributes.

The set comprises the attributes which are used in at least one entity.

Recent Advanced
Closed entity After n Before n
review
Datum zapiranja entitete - trigger pregledov
Cas kreiranja | After n Before n
Datum in ¢as kreiranja zadeve
Datum After n Before n
Datum ratuna
Datum After n Before n
dogodka
AV - Datum dogodka
Datum prejema| After n Before n
Datum prejema
DMS id
Unikatni identifikator iz DM3
Document type W

Specify document type

SEARCH CANCEL

Image 253: A dialog box for searching by custom metadata
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When choosing text metadata, the value must be entered. When searching text metadata, the
value does not have to be identical. For more information on searching by partial values see

chapter Wildcard search.

When searching metadata whose value is represented by the name of an IMiS®/ARChive
Server user (for example the metadata Owner) the search string must be identical to the value
of the metadata.

Instead of manually entering the title of the owner into the search string, the user selects it
from the set of available users. To start the search, it is enough to enter two characters from

the search string.

Recent Advanced

Type filter text

Scope Search for entity...

Recursive

Max depth

Full text search
Title

Include B CLASSES I FOLDERS Il DOCUMENTS

Owner | alexl |

- !
@ Alex Nelson (anelson
Keywords

Important words used in entity

SEARCH CANCEL

Image 254: A dialog box for searching by the metadata Owner
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When searching by date, the user selects the icon n or field for defining the value. From the
list, the user selects the appropriate date and time of the start and/or end of date validity.
For more information on the date and time format that will be shown in the date fields, see

chapter Entering metadata entry.

Recent Advanced

Include B CLASSES I FOLDERS I DOCUMENTS
|
Owner
Keywords
Important words used in entity

Date modified | Any time
Content
description
Review date 30.06.2020 00:00 n Before n

< [June v|[2020v] >
String 200

¢ Su Mo Tu We Th Fr Sa

String Max 1 2 3 4 5 6

7 8 9 10 11 12 13

14 15 16 17 18 19 20

)
[
I3
()
95}
(=]
1=

25 26 27 SEARCH CANCEL

a
(=]
I
=)
(4} )
(=]

Today Clear

Image 255: Defining the time range for searching by date
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4.3.7.3 Searching by Content descriptions
The user searches by the document content by first selecting the field for entering the search
string in the header of the user interface. In the “Search” dialog box in the section “Advanced”,

the user enters the search string into the Content description field.

Recent Advanced

Full text search

Title

Include & CLASSES B FOLDERS I DOCUMENTS

Date modified | Any time

Content Regulations.pdf
description

Review date After u Before u

The review date log

String 200

String Max

String Max description

SEARCH CANCEL

Image 256: A dialog box for searching by the content description

4.3.7.4 Wildcard search

The IMiS®/wClient also allow you to perform a Wildcard search by using special characters in
the search string:
e “*”means zero or more characters of any kind

e “7?“means any character.

Search

Scope Search for entity...
Title | *PrOJECT

Owner

Keywords

Date modified Any time

Image 257: Use of special characters in a search string
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Example:

If the user is searching entities by the Title metadata, the search string:

e ‘a* searches for entities whose title starts with the letter ‘a’.
For example, producing: “aa”, "Administration”, "authorization”, "A-test” and "Auto Service".
o  ““traffic* ” searches for entities that have a string of characters “traffic” in the title.
For example: “traffic light’, "havy traffic’, ‘road traffic jam’.
e ““en”searches for entities whose title ends with a string of characters “en’,
For instance: “then”, “when”, "hen”, ‘maiden’.
o “d?b” searches for entities whose title has a specified first and third letter (in this case "d” and "b’),
while the second letter and all other letters can be random.

For example, producing: »debate«, "“Debit”, "dab” or "dubious claims”

Examples.

A user is searching for entities in the full text of the content. Based on the search string:
o *test returns an error. Such syntax is not allowed.
o te*st finds all document contents with words beginning with “te” and ending with “st”
(i.e. telephonist, terrorist, ...J.
e te?t finds all document contents in which the third letter of the word is unknown (.e. test, text, ...J.
o test* finds all document contents with the word »test« (i.e. tests, testing, ... J.
o test result finds all document contents with words »test« or »result«.
The rule is that if there are no logical operators between the words, operator OR will be used.
o test AND result finds all document contents with words »test« and »result«. Logical operators
must be written in uppercase.
o test result finds all document contents with words »test result« written in succession.

e test result* finds all document contents with words »test result« written in succession, with the

possibility that the second word can also be longer (i.e. results, resultados, ...]

The search result is shown in the central view of the user interface.
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4.3.7.5 Searching by actual value
The user searches by actual value by entering the search string in the search box in the
header of the user interface. The search string can consist of one or multiple simple search

conditions, beginning with the string “raw:”.

raw:[sys:Status]=1 AND [sys:Category]=invoice

Recent

Search history is empty

|
SEARCH CAMCEL

Image 258: The search string and the results of searching by actual value

4.3.7.6 Combined search

The user can also perform the following combinations of searches:
e By metadata and the full text of the content.
e By metadata and the content description.

e By the full text of the content and the content description.

The user performs a combined search by the title of the document content by first selecting
the field for entering the search string in the header of the user interface. In the “Search”

dialog box in the section “Advanced”, the user enters the search strings into the relevant fields.

Note:

The combined search takes the logical operator AND into account.
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4.3.7.6.1 Combined search by Metadata and Full text search

The user can simultaneously search by metadata and by the full text of the content.

owner:kclay manufacturing

Recent Advanced

Type filter text

Scope Administration =

Rec .J_rs've

Full text search = manufacturing

Title

Owner @ KeiraClay

Date modified | Any time

Content
description

Date Time After n Before n
SEARCH CANCEL

Image 259: Entering a search string in a combined search

The search result is all documents containing the searched metadata (e.g. Owner = Keira Clay)
and whose content also contains the searched text (e.g. Full text search = manufacturing).

The searched text can contain one or multiple simple search conditions.

ownerkclay manufacturing Q

IMiS/ARChive Server

Title Creator Owner

E Customs documentation Administrator (admin) Keira Clay (kclay)
E 1 Customs declaration.pdf
B 2 Customs declaration. pdf
B 21 Customs declaration.pdf

E 3 Customs declaration.pdf

Image 260: Result of searching by metadata and the full text of the content
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4.3.7.6.2 Combined search by Metadata and Content descriptions
The user can simultaneously search by metadata and by the content description.
The search result is all documents containing the searched metadata (e.g. Title = dispatch*)

and whose content descriptions also contain the searched text (e.g. *shipping™®).

Note: When searching for values by content description, the character * (asterisk] must be added

before and after the searched value.

Search Q,

Recent Advanced

Type filter text

Recursive
Full text
search
Title despatch*
Owner
Keywords
mportant words used in fl'l'.it',"
Content kahinnin
description shipping

Review date After E Before E
The review date log

Image 261: Entering a search string when searching by metadata and the content description

title:despatch* content*shipping® Q
IMiS/ARChive Server

Title L Creator Owner
‘ Despatch note Zoran Loncar (zoran) Alex Nelson (anelson)

[2) shipping note

Image 262: Result of searching by metadata and the content description
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4.3.7.6.3 Combined search by Content descriptions and Full text search

The user can simultaneously search by the content description and by the full text of the
content.

The search result is all documents containing a specific search string in the content
description (e.g. Content descriptions = customs*) and whose content also contains the
searched text (e.g. Full text search = manufacturing).

The searched text can contain one or multiple simple search conditions.

Search Q,

Recent Advanced

Type filter text

Recursive

1 (=34 .
Full text manufacturing®
search
Title
Owner
Keywords

mportant words used in El'l'.it',n'

C &

ontent. *customs*
description

Review date After E Befora E
The review date log

Image 263: Entering a search string when searching by the text of the content and the content

description
content*customs* manufacturing® a
IMiS/ARChive Server
Title . Creato Owner
‘ Customs documentation Administrator (admin) Keira Clay (kclay)

D 1 Customs declaration.pdf
E 2 Customs declaration pdf
D 2.1 Customs declaration.pdf

D 3  Customs declaration.pdf

Image 264: Displaying the result of searching by the text of the content and the content description
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4.3.7.6.4 Search by Custom metadata
The user performs a combined search by the title of the document content by first selecting

the field for entering the search string in the header of the user interface.

The user searches by custom metadata by first selecting the field for entering the search
string in the header of the user interface. In the “Search” dialog box in the section “Advanced”,

the user enters the search string into the selected custom field.

Recent Advanced

Type filter text

Recursive
Full text

search

Title

Owner

Keywords

mportant words used in entity

Content
description

Reviewdate | g g9.2021 10:11 E 30.09.2021 10:11 E
The review date log

Image 265: Entering the search string when searching by a custom attribute

The search result is all the documents whose date values of the custom attribute “Review

date” is between September 1% and September 30" 2021.

“Review Trigger*after:"2021-01-01T11:40:29+01:00" "Review Triggerbefore:"2021-09 @

IMiS/ARChive Server

Title Creator Owner
‘ Office Administrator (admin)
N
- Despatch note Zoran Loncar (zoran) Alex Nelson (anelson)

Image 266: Entering the search string when searching by a custom attribute
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4.3.7.7 Searching Audit log events

By selecting the username or icon and the action Activity in the popup menu, a dialog box

opens for searching for information on audit log events.

< Administrator
Administrator
admin@acme.com

i  Profile

B Activity
l#”  Reports
=] Log Out

Image 267: Popup menu for reviewing audit log events

IMiS/ARChive Server

Activity
User User
Entity | Search for entity... ~
Recursive
Events All events ~

Date After B Before

Image 268: Setting the parameters for searching audit log events

The user can specify the following settings:

e User: by entering the search string, the user selects the directory entity from the list to

display information on selected audit log events.

User ‘ alex ‘

& Alex Nelson (anelson)

Image 269: Selecting a directory entity from a list
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e Entity: the user can select or define one of the following search modes based on which
the information on selected audit log events will be shown:

— Browse mode: selects an entity in the entity tree.

Entity Administration v

Browse mode

Identifier

Image 270: Selecting an entity in the entity tree

— Identifier: defines a unique entity identifier on the server.

Entity Identifier ‘ hd ]
Browse mode

Identifier

Image 271: Defining an entity identifier

e Recursive: checking this parameter means that the search is implemented on the
selected entity and on all contained entities. On the contrary, by unchecking this
parameter, the user limits the search to the selected entity and the first level of sub-
entities.

e Events: selecting the audit log events for which the information will be displayed.

%ﬁerts Audit Log Query v

ACL entry change

(9 Audit Log Query

Caonfiguration change
Content create

Content delete

Image 272: Selecting audit log events

e After: start of the time period for displaying information on audit log events.
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Date

01.09.2021 00:00

Sa"re A

Image 273: Selecting the time range and save format of audit log events

Before: end of the time period for displaying information on audit log events.

E 31.08.2023 23:59 E

By selecting the action View, a list of audit log events that match the search criteria is shown

by pages.

By selecting the action Save, a popup menu appears with the possible formats (CSV, XML) for

saving information on audit log events.

A ] € D E F G H | )
1 |sequence Time User  Address Computer InternalAddress id ClassificationCode EventType EventDetails
2 11 2020-04-01T09:00:242 anelson 127.0.0.1  SERVER RSUtRQVPi7y7_zbalvAla7logfulylm C=37C=8 ENTITY_REVIEWED Retention policy conflict, No default reason available.
3 10 2020-04-01T03 7 anelson 127.0.0.1  SERVER XB8d_bpJVjUoGxaD_0jm06OIDI-R2fk1 €=3"F=2020-000030 ENTITY_REVIEWED Retention policy conflict. No default reason available.
4 9 2020-04-01T09 Z anelson 127.0.0.1  SERVER TjddH_IP2TBdj6hQMITOEZLSPAA2SKDr C=37F=2020-000030D=000001 ENTITY_REVIEWED Retention policy conflict, No default reason available.
5 8 2020-03-15T13 Z anelson 192.168.50.15 Mozilla/s.0 2a01:260:4086:1282:100::0 2OGEGUVIgUMIDCOAGhTRkSagh6nAPV3_  C=37D=000034 ENTITY_OPEN_READ_ONLY
6 7 2020-03-19T12:27:282 anelson 192.168.50.15 Mozilla/5.0 2a01:260:4086:1282:100::0 _-a2axINWAZyNWaVJI9q1XgFGQKQWCEN  C=3"D=000023 ENTITY_OPEN_READ_ONLY
7 6 2020-03-17T15:00:13Z anelson 192.168.50.15 Mozilla/5.0 2a01:260:4086:1282:100::c  RSUtRGVPLi7y7_zbalvAl471ogfulylm c=37c=8 ENTITY_OPEN_READ_WRITE
8 5 2020-03-17107:55:312 anelson 192.168.50.15 Mozilla/5.0 192.168,100.51 UISXIGUKX70an01FhnLNNNY_G2TITR71 ENTITY_SAVE
] 4 2020-03-17T07:55:312 anelson 192.168.50.15 Mozilla/5.0 152.168.100.51 UI5xIgUKX70an01FhnLNNnV_GITITR71 PROPERTY_VALUE_CHANGE Changed properties: sys:Externallds
10 3 2020-03-17107:55:20Z anelson 192.168.50.15 Mozilla/S.0 192.168.100.51 UISXIGUKX70ano1FNLNNNY_G2TITR71 ENTITY_OPEN_READ_WRITE
1 2 2020-03-12T14:12:03Z anelson 192.168.50.15 Mozilla/5.0 2a01:260:4086:1282:100::5 XB8d_bpJVjUoGxaD_0jm0GOIDI-R2fk1 =2020-000030 ENTITY_SAVE
12 1 2020-03-12T14:12:03Z anelson 192.168.50.15 Mozilla/5.0 2301:260:4086:1282:100::5 XBSd_bpJV]UoGxaD_0jm0GOIDI-R2fk1 PROPERTY_VALUE_CHANGE Changed properties: sys:Category, sys:Keywords
13 0 2020-03-12T14:11:33Z anelson 192.168.50.15 Mozilla/5.0 2a01:260:4086:1282:100::5 XB8d_bpJVjUoGxaD_0jm0GOIDI-R2fk1 =2020-000030 ENTITY_OPEN_READ_WRITE

Image 274: Saving audit log events in the CSV format

<?xml version="1.8" encoding="UTF-8"2>

<auditlog.query.resultset xsi:schemalocation="http://wwa.imis.si/imisarc http://www.imis.sifimisarc/auditlog.xsd” xmlns="http://www.imis.si/imisarc” xmlns:xsi="http:/

<sessions>
<!--Audit query sessions.-->
<session " closureReason="8"

192.168.58.15"

address="

<session " closureReason="8" 192.168.58.15"
<session i " closureReason="0" 192.168.58.15"
<session i " closureReason="8" 192.168.58.15"
<session i " closureReason="8" address="127
</sessions»
<events>

<!--Audit guery events.-->

<!--Sort compare function is QuerySorter::CompareSESS_TS-->
<event sessionld="1898"
<event sessionld="1898"
<event sessionld="1098"
<event sessionId="1196"
<event sessionld="1196"
<event sessionld="1196"
<event sessionld="1222"
<event sessionld="1357"

<event sessionld="1357" 2020-83-19T13:
<event sessionId="1954"
<event sessionld="1954"
<event sessionld="1954"

<fevents>

2028-83-12T14:
20208-83-12T14:
2020-03-12T14:
2020-83-17T07:
20208-83-17T07:
2020-83-17T07:
2020-83-17T15:
2028-83-19T13:

11:
12:
12:
55:
55:
55:
::H
27:
27

internal_address="
internal_addres
internal_addres
internal_address=
.0.0.1" dateTimeOpened="2020-84-81T@9:00:247" username="anelson” computerName="SERVER"/>

33z
ez
ez
207"
31z
31z
13z
287"

148Z"
2020-04-01T09:80: 242"

020-04-91T89:00:242"
type="26" seg="11" dateTime="2028-04-081T89:80:247" classificationCode:

2a01:260:4086:1282:10@::5" dateTimeOpened="2020-03-12T89:18:127" username="anelson”
192.168.100@.51" dateTimeOpened="2020-03-17T86:01:887Z" username="anelson” computeriz
2a01:260:4086:1282:1008: : ¢" dateTimeOpened="2020-83-17T14:44:31Z" username="anelson"

2a01:260:4086:1282:100::b" dateTimeOpened="20208-03-19T13:26:577" username="anelson”

classificationCode=
classificationCod
classificationCod

37F=2020-808030" context="XB8d_bpIVjUoGxaD_8jm@60IDi-R2fk1"/>
=3"F=2020-800030" context="XB8d_bpIVjUoGxaD_ 0@jm@60IDi-R2fk1" message
"F=2020-000038" context="XB8d_bplVjlUoGxaD 0jm@60IDi-R2fkl"/>

classificationCode= " context="UI5xIqUKX7@anolFhnLNNnV_G2TITR71"/>

classificationCod " context="UI5xIqUKX7@anolFhnLNNnV_G2TITR71" message="Changed prof
classificationCod " context="UI5xIqUKX7@anolFhnLNNnV_G2TJTR71" message="get"/>
classificationCod 37C=8" context="RSUtRqVPti7y7_zbalvAl47logfulylm”/>

classificationCod
classificationCod
classificationCode

classificationCode:

3°D=0008033" context="_-a2ax]NwA7yNWeV]19q1XgFqQKQWCEn" />
=3"D=800034" context="z0GEGUV1gUMIDCOAGhTRkSagh6nAPV3 "/>
3"F=2020-000030"D=000001" context="ijddH_1P2TBdj6hQMIToEzLSPAA2SKL
=3"F=2020-880030" context="XB8d_bplVjUoGxaD_Bjm@60IDi-R2fkl" messs
=37C=8" context="RSUtRqVPti7y7_zbalwAl47logfulylm” message="Retent

Image 275: Saving audit log events in the XML format
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The number of events and users for each day in the selected time period is shown in graphs.

Events Users

I22vents

« < ,
Tile Details \dentifier Classification Code | User | Delegate ‘ Version Device name Address Internal address Date
Entity reviewed g ;;j‘c\r;;c;gm Eijfpg\,:fé‘;"?;ma“ 38 Alex Nelson SERVER 12700 1. Apr2020,11:00
Entity reviewed ilj«c‘régsicngm ia[eﬁu:‘,‘té::ﬂ;é#&oaxsu,c 3-2020-000030 Alex Nelson SERVER 12700 1. Apr 2020, 11:00
Entity reviewed Qatru:';j;:\r;;:;;\ﬂgl: gg&‘;}gg;‘g:m”” §2070:00000/00000 | ey wetson SERVER 127.00. 1. APr 2020, 11:00
Entity open reac-only ZOGEGUVIGUMUDCOA | 3550034 Alex Nelson Edge on Windows 10| 1921685015 ?: 2604086128210 9 Mar 2020, 1427

GhTRkSaghGNAPV3_

Image 276: Result of searching by audit log events

By selecting the icon the user defines which information will be shown in the columns.
In the top right part of the view, a popup menu appears with the following options:
e Identifier: unique identifier of the entity on the IMiS®/ARChive Server.
o C(lassification code: the entity classification code for displaying information on audit log
events.
e User: the name of the selected user for displaying information on audit log events.
e [Delegate: a user presented as a person authorized by another user in the authentication
process and who executed an operation on that user's behalf.
e \Version: the entity version for which data on selected audit log events will be displayed. If
it is not a document, the value is empty.
e Device name: the name of the device from where the request to perform an action on
the selected entity came.
e Address: the network address from where the request to perform an action on the
selected entity came.

¢ Internal address: the IP address, which is set by opening a new session.




12 events

Identifier
Classification Code
User

Delegate

Version

Device name
Address

Internal address

Image 277: Selecting information shown in columns

4.3.8 Archiving email messages
The IMiS®/wClient enables users to:
e (Capture the received and sent email messages with corresponding metadata and

attachments, depending on the IMiS®/ARChive Server settings.

e Creating and saving email messages based on the template “Email”.

To enable capture, the server must be configured with at least one template that contains

email message attributes Email attributes.

4.3.81 Capturing received and sent emails
The user can capture a received or sent email directly from the messaging client (MS Outlook,

HCL Notes, etc.) and save it to the classification scheme of IMiS®/ARChive Server.
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The user arranges the IMiS®/wClient and email client windows so that they are both visible on
screen. By holding down the left mouse button, the user drags the selected email messages to

the central view of the IMiS®/wClient.

v - o x _
i Cther - IMisfwClient x  + E E -
Help
& C @ appsOl.imissi/wclient/1.8.2210.8-beta.7/#/archivefiarc/entities/BiSdb2r7gN_W... & # [0 & rech All Mail a
= IMiS/wClient Search Q » A Home % Marko Hren -Mail x | Loremipsum
HultaEahiis S BRe@isBEEiR=m
IMiS/ARChive Server > Other
m JEge— - =T [E— - o Marko Hren New - Reply ~ | RepytoAl - Forward - M- P - [l moe- C v Show -
B BRA SN Sortby default v
Title Significance  Opened oth B ARC (2) Jure Puhek 18.10.2018 11:17 o
laneans ther ot
M Certifikacija (2) Re: Fw: Preverianje veljavnosti digitalnega podpisa - INVALID @
Customer care Retain 6. Sep 2021 Details - et ™ DMS (3) Paul Maxwell 26.10.2020 10:57
M Hivaska From Mr. Paul: Projects Funding/Loan Offer
Events Retain 16. Aug 2021
Title E11BM (1) Nana Mogu 16.03.2021 13:19
I contest Retain 2.0ct 2020 Other I Imaging Systems (17 text ru
Description M (15) Nana Mogu 16.03.2021 13:24
B oespatchnote Retain 22. Aug 2022 B Izobrazevanja, dogol Kowcrantuh Maycrosckuii - Crapsii nosap >
N Parent M Leadi % Accountinfo 28.04.2022 04:03
i Lucene Query Test Retain 10. Sep 2021
IMiS/ARChive Server B Marketing (6) 231©: KOREATHS E2 29 32 HE2E 87|
o Mojite Retain 29. Aug 2022 Created B mDMS (2) = BERY 14.09.2022 08:01
@ Administator 2 Jun 2020, 16:39 - Marko, please add me to your Linkedin network
[l Tak for din interesse - her ka... Delete 10. Aug 2022 | w B Ostalo (1) = BESRH (via Linkedin) TS 1
Modified I Partnerj ER3Ri#s invitation is waitin
. 5 _ ; o \g for your response
EEEHHEELE L [ Retan 8.Sep 2021
E @ Administrator 30. Aug 2022, 09:04 m Porotila (1)
v
Status B Prevodi (19)
Opened INHERITED B Privat (7) (@ ) BFSRHs invitation is waiting for your response
Sy B3R (via Linkedin) to: Marko Hren 19.00.2022 07:25
Show Details
Security class
Security: To ensure privacy, images from remote sites were prevented from downloading.
Show Images
Significance A
Retain M Tujina (3)
| Web (1)
Owner
& Alex Nelson
Keywords
v

Image 278: Preparing the environment for transferring an email message from the email client to the
archive

The user captures email messages by using the Drag and drop functionality.
The user marks one or several email messages, including their attachments, in the email client
and drags them to the selected class or folder in the classification scheme in the

IMiS®/wClient.

If a window appears notifying user that he can drop the selected email message, this means
that a popup window for creating an entity will appear when the email message is dropped. If
the email is recognized successfully and it is possible to create entities with a template that

enables email, the Email tab will be shown.
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| i Mail - Tujina - 1BM Notes - o x

i Other - IMiS/wClient x  +

< c

File Edit View Create Actions Tools Window Help
& appsOt.imis.sifwclient/1.8.2210.8-beta.7/#/archivefiarc/entities/BiSdb2rTgN_ W.. | ———

A Home i Marko Hren - Mail x | Lorem ipsum

HRE- SRR BN MaCc@iccD BB =
Marko Hren New - Reply -  ReplytoAll - Forward - | B - P - [ Moe- C v Show ~
LBl Sort by default -
M ARC 2) Jure Puhek 18.10.2018 11:17 &
M Certifikacija (2) Re: Fw: Preverjanje veljavnosti digitalnega podpisa - INVALID @

Drop to create document
B DMS (3) Paul Maxwell 26.10.2020 10:57

™ Hivagka _From Mr. Paul: Projects Funding/Loan Offer

B 1BM (1) Nana Mogu 16.03.2021 1319
o s
Nana Mogu 16.03.2021 13:24

Koncrantum Maycroackuii - Crapuii nosap

nt info 26.04.2022 04:03

SO KOREATIS 52 59 71 4228 917
B 14.09.2022 08:01
“Warko, please add me to your Linkedin network

bd ki (via LinkedIn) 19.09.2022 07:25

1’s invitation is waiting for your response

M Privat (7) ( ‘) KiR¥#°s invitation is waiting for your response

M Prodaja B3R (via Linkedin) to: Marko Hren 26.04.20220403
Show Details
Security: T
ShowImzges o

/1 WUl 0L At mall Mer B Ulke] S s vie Mejo] Zaf 8L
b AZLICH

ol vl =

M Tujina (3) = EX giol oy

e

7
B Web (1) HE & B0 £F 5t o AME TR 022 €T 2 & UsLICH
2o of

| £
ofEf Y3E S8 o of T Y2 sElUAR.

B o A& Online -
Stran2210d 345 1044758 besed [[]  sloveniéina B -———-+ 130
o741

7 =

H O Type here to search y o%

21092022

Image 279: Dropping the email message to the selected entity

After releasing the mouse button, a dialog box opens for viewing and editing the details of the

email message.

4.3.8.1.1 Editing email message data
In the Details tab the user can view or edit the following metadata of the email message:
e Parent: the title of the parent entity. This attribute is read only.
e Template: a set of available templates for creating allowed entities and classifying them
under the selected class or folder. This attribute is mandatory.
e Title: name of the folder or document described. Attribute value is mandatory.
o C(lassification code: a manually assigned classification code for the selected entity in the
classification scheme.
e Description: Short description of the entity.
e Status: the current status of the entity.
e Security class: a set of available entity security classes based on the entity’s position in

the classification scheme.
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e Significance: significance rating of the entity.

e QOwner; adirectory (user or group) entity that is responsible for the selected entity.

e Keywords: keywords related to the entity. Attribute can have multiple values.

e (Categories: the entity view mode.

e Content: the content of the email message and attachment, each in its own content.
This attribute is read-only.

e External identifiers: a list of the entity's unique external identifiers on the server.

Create Document

Details
Parent Other
Template* W E-mail

Standalone e-mail entity

Title* | ZI 4 & KOREALIE 52 ECtZF1 ME2Z 97|

Mandatory value for naming entity

Description Nunc vehicula gravida odio, eu rhoncus nunc iaculis at.

Status INHERITED
Security class INHERITED
Significance INHERITED

Owner & Alex Nelson

Keywords gravida
mporta s used in ent
Categories nunc
Content e
Binary content container
() OF7CAEEDEA.BAGST056-( 11.3kB
Create another 0A720A6322BAFAQ1AFB73F41CAB42B21 eml Cancel

Image 280: Viewing and editing the details of an email message before saving

In addition to the above-mentioned attributes, the user can also edit the so-called Custom

attributes, which are predefined by the template.
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When the selected email message is moved to the IMiS®/wClient, the value of the Title
attribute is automatically transferred to the Content field, and contents containing email

details are created. If the email contains additional contents, they too are transferred.

If the user is transferring multiple email messages simultaneously, the parameter for editing

the next message is enabled by default in the dialog box for editing email messages.

Create another 0A720A6322BAFAD1AFST3F41CAB42B21.eml Cancel

Image 281: Example of selecting the parameter for editing the next email message

If the user wants to create a new entity after creating the last transferred email message in

the classification scheme, the user can do so by checking the parameter “Create another”.

Create another Cance ‘

Image 282: Example of selecting the parameter for creating a new entity

After confirming the entry and selection of attribute values with the Create button,
the selected messages are automatically transferred to the desired location in the
classification scheme together with their metadata and content and are saved to the

IMiS®/ARChive Server.

IMiS/ARChive Server > Other m © OPEN 7/ EDIT ACTIONS v = @
11 results
Title Significance Opened O‘her
Customer care Retain 6. Sep 2021
Details
Events Retain 16. Aug 2021 Title Other
. Description
I contest Retain 2.0ct 2020
Parent IMiS/ARChive Server
‘ Despatch note Retain 22. Aug 2022 Created . Administrator 2. Jun 2020, 16:39
Modified @ ~dminisirator 30. Aug 2022, 09:04
- Follow TM Poccuu B AGxasum, R Ray Wang (E3s5%)... Retain 21. Sep 2022
Sta Opened INHERITED
‘ Lorem ipsum Retain 21.5ep 2022 -
Security class
B Lucene Query Test Retain 10. Sep 2021 Significance Retain
& Alex Nelson
& o vojito Retain 29. Aug 2022
. Review date 1. Sep 2009, 20:25
.o Tak for din interesse - her kan du hente dit uddrag .. Delete 10. Aug 2022
> Retention
‘ Zilé o KOREALIS =2 Bt Z 0 AfEC2 97| Retain 21. Sep 2022
> More
B Es8eomsEl s Ls [BEasEsSE) Retain 8. Sep 2021

Image 283: Displaying a saved email message on the list of entities
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In the Details tab, the user can see all the content that was saved together with the email

message in the editing mode. In the Content field the original email message in the EML format

and the recognized email attachments are created. Adding new contents is disabled, as is the

execution of actions on the contents shown on the list.

Content

Binary content containe

B4 OF7CAEEDEA.BA697056-0ONC1258832.000B587D@Lt

11.3 kB

Image 284: Contents of the email message

4.3.8.2 Creating email messages

A user can create an email message by selecting the relevant template from the set of

available templates.

IMiS/ARChive Server > Other m © OPEN 7/ EDIT ACTIONS v = 0
11 results
Class
Title Significance Opened
Folder
. - .
Customer care Retain 6. Sep 2021 B Document
Events Retain 16. Aug 2021 E Email
B Document 01
I Contest Retain 2.0ct 2020
B Custom document Server
5 2 2 2. Jun 2020, 16:39
B Despatchnote Retain 22. Aug 2022 B Autonomous Custom Email un 3
30. Aug 2022, 09:04
H Follow TM Poccuu B AGxasiu, R Ray Wang (E3%3%)... Retain 21. Sep 2022 B Document02
N Bl DocumentDecimal2
B Loremipsum Retain 21.Sep 2022
Bl Document CO1
E Lucene Query Test Retain 10. Sep 2021 Significance Retain
owner & Alex Nelson
I © Mojito Retain 29. Aug 2022 Keywords
Review date 1. Sep 2009, 20:25
Eo Tak for din interesse - her kan du hente dit uddrag .. Delete 10. Aug 2022
> Retention
‘ ZIg ¢ KOREALIE S0 22t ZIT MEHSZ 17| Retain 21.Sep 2022
> More
E s=EsrasL: L [BEarEss) Retain 8. Sep 2021

Image 285: Selecting a template for creating an email message

The user selects a file in the EML format from the file system.

Create Email

File Select file...

m Can:e'

Image 286: Selecting an EML file
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Create Email

File 9077490BD55C0FAEBOD875ED8130AAAF.eml

m ::arce

Image 287: Confirming the selection of an EMLL file

After selecting the action “Next”, the user is shown the email message data, which the user
can then review and edit the next entity metadata.

For more information see chapter Editing email message data.

4.3.8.3 Functionality description

After viewing and confirming the email message with the Create button, the content of the
email message is parsed at the level of IMiS®/ARChive Server (version 10.1.2010 or above) and
is copied to the appropriate location in the classification scheme, in the form of an EML file. For
each email message, the IMiS®/wClient creates a new document containing the original

message, the metadata and any captured content.

The following metadata (when present) is automatically extracted from the email message and

is visible to the user in the Email tab:
e Subject: the subject of the message.
e From: email address of the sender.
e To: email addresses of recipients.
e (CC: email addresses of the carbon copy recipients.
e BCC: email addresses of hidden recipients.
e Date«: the date and time the message was sent or received.
e Message Id: automatically generated message identifier.
e Priority: priority status of the email.

e Signed: avalue that registers if the email message was electronically signed.

The Date and Sender email metadata are mandatory.

If one of these is not successfully captured, the message will not be saved.




Z ¢ ¢ KOREALIS £8 22 Z 10 A& =2 97
Email
Subject  ZHI ¢ ¢ KOREACHS B8 ¢t Z1 ME22 917
From Account info <damin@valeo.com>

To marko.hren@imis.si

Date 28. Apr2022,03:11

d OF7CAEEDEA.BA697056-ONC1258832.0008587D@LocalDomain

Signed No

Image 288: Display of the metadata transferred from the email message

In the Physical Content tab the user can add information about the physical content.
In the Security tab the user with the Change permissions permission can change the access

permissions of directory entities (users, groups, attributes).

Warning:

E-mail messages can't be saved if the selected template includes Required custom attribute.

4.3.9 Acquiring authenticity evidence

Authenticity evidence is created on the IMiS®/ARChive Server for the entities, whose
properties correspond to at least one rule for generating proofs and have at least one
metadata or content that is intended for generating proofs.

For additional information on rules for generating and renewing proofs see chapter Rules in the

IMiS®/ARChive Server Manual.

Evidence is created in packets, according to predetermined time intervals.
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Warning:

Depending on the settings of the IMIS®/ARChive Server, authenticity evidence is created in certain

intervals. The default setting is 5 minutes. The evidence thus becomes available when this time period

has elapsed.

In case authenticity evidence for the selected entity already exists on the archive,

the user can obtain authenticity evidence also by selecting the icon

the Details tab in the right view.

8T in the set More of

/7 EDIT ACTIONS i 0]

9 results

‘ Cerificate of origin

Details
Title
Description
Parent
Created

Modified

Status

Security class

Significance

Oowner
Keywords
Categories
Review date

> \ersions
> Retention

~ More
Classification Code
Template

Type

Permanent

Cerificate of origin

Administration
. Administrator 29. Apr 2020, 15:34

. Administrator 22. Sep 2020, 10:01
Opened INHERITED

Confidential INHERITED

Retain

Grace Layton

certificate  origin

administration

31. Jul 2020, 16:05

3/18-CC-027
Document
B Document

No

Authenticity evidence

Get

Opened

Identifier

29 Apr 2020, 15:34
EMtozc348swzj INCSyWXEaUH44UD65}4

Image 289: Obtaining authenticity evidence in the Details tab

The notification bar in the bottom part of the user interface shows the information about

saving a file with authenticity evidence.
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Cpen

Always open files of this type

Show in folder

Copy download link

Cerificate of origin -...zip
Open file

Image 290: Information for the user about saving a directory with authenticity evidence

| Iﬂ =1 Extract Cerificate of origin - AIP

Home Share View Compressed Folder Tools

&« ~ 4 & » ThisPC » Downloads » Cerificate of origin - AIP

Name Type Compressed size Password ...  Size Ratio Date modified
3t Quick access

[ aw XML Document 1KB No 4KB TT% 22,0 0:35
J Downloads .

|7 EvidenceRecord_0 XML Decument TKE Mo 14KB 52%

@ OneDrive
3 This PC
¥ Network

1 Archives
8§ iarc101-x64.imis.si

Image 291: A directory with two files containing authenticity evidence

The authenticity evidence includes these two file types:

e AIP.xml: XML file that contains the Archival Information Package — AIP, which is a
summary of the entity's metadata and content subject to the authenticity verification
procedure.

e EvidenceRecord X.xml: one or more XML files that contain the evidence record of the
entity according to the Evidence Record Syntax — ERS standard, which prescribes a
system for ensuring the authenticity of long-term archived content. The “X” in the name

of the file means the successive number of the record.

<?xml version="1.0" encoding="UTF-8"?>
<aip:AIP xmins:aip="http.//www.imis.eu/imisarc/aip"
xmins.ds="http.//www.w3.org/2000/09/xmldsig#">
<aip.Header Version="1">
<ds.CanonicalizationMethod Algorithm="http.//www.w3.org/TR/2001/REC-xml-c14n-
20010315"/>
</aip.Header>
<alp:Attribute Id="sys:Closed” Type="16">
<aip:Value>2014-03-31T16:.23:50.4071+02:00</aip. Value>
</aip.Attribute>
<alp:Attribute ld="sys:Opened” Type="16">
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<alp:Value>2014-03-31T16:23:47.094+02:00</aip.Value>
</aip.Attribute>
<aip.Attribute ld="sys:Status" Type="18">
<alp:Value>Closed</aip:Value>
</aip.Attribute>
<aip.Content ld="sys.Content">
<alp:ContentValue>
<ds.DigestMethod Algorithm="http.//www.w3.org/2001/04/xmlenc#shaf56"/>
<ds.DigestValue>0NPJp3qgfSkFm... T5irp0T+SrdMp+VE=</ds:DigestValue>
</aip:Content\Value>
</aip.Content>
</aip.AlP>

Image 292: Example archive information package

<?xml version="1.0" encoding="UTF-8"?>

<EvidenceRecord xmins="http.//www.setcce.org/schemas/ers” Version="1.0">
<ArchiveTimeStampSequence>

<ArchiveTimeStampChain Order="1">

<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#shal"/>
<CanonicalizationMethod Algorithm="http.//www.w5.org/TR/2001/REC-xml-c14n-20010315"/>
<ArchiveTimeStamp Order="1">

<HashTree>

<Sequence Order="1">

<DigestValue>RiHMaqgrhrGATA/fDYJVOEI\ g4fTw=</DigestValue>
<DigestValue>dawWHxNEIuddA 70+NGHYNd3ApGE=</DigestValue>

</Sequence>

<Sequence Order="2">

<DigestValue>vgBElgW7kGPUaFB/gE6t{UFWwylE=</DigestValue>

</Sequence>

</HashTree>

<TimeStamp>

<TimeStampToken Type="XMLENTRUST">

<dsig.Signature xmins.dsig="http.//www.w3.org/2000/09/xmldsig#" Id="TimeStampToken">
<dsig:Signedinfo>

<dsig.CanonicalizationMethod Algorithm="http.//www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
<dsig.SignatureMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#rsa-shal"/>
<dsig:Reference URI="#TimeStampinfo-13ED106F54C2C33E0420000000000007B07 ">
<dsig.DigestMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#shal"/>
<dsig:DigestValue>fWwSCkWO4udY+/kvwMglL59scG3k=</dsig:DigestValue>
</dsig.Reference>

<dsig.Reference URI="#TimeStampAuthority">

<dsig:DigestMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#shal"/>
<dsig:DigestValue>j8bwhFukHoDEjcimzgEZt XDF/ko=</dsig:DigestValue>
</dsig.Reference>

</dsig.Signedinfo>

<dsig:SignatureValue>J5Vmm8HR9g YzPouh... ELWNov32qUw==

</dsig.SignatureValue>

<dsig:Keyinfo Id="TimeStampAuthority "

<dsig:X5090ata>
<dsig:X509Certificate>MIIFYDCCBEi..InphHBIzxEkKFU3</dsig:X5039Certificate>
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</dsig:X5090ata>

</dsig:Keyinfo>

<dsig.Object Id="TimeStampinfo-13ED106F54C2C33E0420000000000007B0D7 ">
<ts:TimeStampinfo xmins.ds="http.//www.w3.org/2000/09/xmldsig#"
xmins:ts="http.//www.entrust.com/schemas/timestamp-protocol-20020207 ">
<ts:Policy id="http.//www.si-tsa.si/dokumenti/SIl- TSA-politika-za-casovni-zig-1.pdf"/>
<ts.Digest>

<ds:DigestMethod Algorithm="http.//www.w3.0rg/2000/09/xmldsig#shal’/>
<ds.DijgestValue>kKsYK3bWkp5Zc/wbgssA/XIbNsA=</ds.DigestValue>

</ts:Digest>
<ts.SerialiNumber>108487637460..6624147310345175</ts:SerialNumber>
<ts:CreationTime>2014-04-02T709:45:00.0952</ts.CreationTime>
<ts:.Nonce>7949411139179750976</ts.Nonce>

</ts:TimeStamplinfo>

</dsig.Object>

</dsig.Signature>

</TimeStampToken>

<CryptographicinformationList>

<Cryptographicinformation Order="1"
Type="CERT">MIIEHDCCAwSgBAgIE..z90z6gk/2vorAfGEhuBSnBxVeolp</Cryptographicinformation>
<Cryptographicinformation Order="2"

Type="CRL">MIISKTCCERECAQEwWDQAYJ....p YOS YAMkwE19LRSI/YOFg</Cryptographicinformation>
</CryptographicinformationList>

</TimeStamp>

</ArchiveTimeStamp>

</Archive TimeStampChain>

</ArchiveTimeStampSequence>

</EvidenceRecord>

Image 293: Example evidence record

4.3.10 Reporting
The user can make reports on:
e folders
e documents
e contents
e retention
e reviews
® Q9CCess

e classification scheme

e entities

e deleted entities

e entities waiting for deletion.
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The user can access reports by selecting the username or icon and the action "Reports" in the

Administrator

Administrator
admin@acme.com

popup menu.

L Profile

B Activity
l~#"  Reports
3 Log Out

Image 294: Popup menu for selecting a report

Reports
Report types
N
[ ] O 9
Folders Documents Contents Retention
Show foiders repart Show documents report Show contents report ‘Snows archive retention palicies and disposition view report.
holds report.
Access

Snows access control report

Classification scheme

Classification scheme Classification scheme with folders
Shows classes classification scheme. Shows classes and folders classification scheme.
Other
u ~
Entity details Deleted Queue
Shows entity details. Shows defeted entities report. Shows entities trash queue report.

Image 295: Review of available reports
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4.3.10.1 The Folder report
A folder report contains information about all the folders inside the selected archive, class or

folder. The user creates it by selecting the icon or the action “Folders” in the “Report types”

section.

By selecting the root of the archive or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive
e Scope: the scope of the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.

e Number of folders: the number of folders included.

By checking individual attributes in the category “View”, the folder data is shown in the report

in the following columns:

o (lassification code: the classification code of the folder in the classification scheme.

o Title: the title of the folder.

e Template: the name of the template, on which the folder was created.

e Status: the current status of the folder in the context of the archive.
Status dictates whether certain actions on the folder are allowed or not.

e Significance: the significance of the folder in the context of the archive.

e Security class: the security class of the folder or document. Security class is used for
hiding entities from users, that do not have access rights to the entities set by the

Security clearance level.
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e Current location: the current location of the folder's physical content.
e Home location: the home location of the folder's physical content.

e Number of entities: represents the number of all contained entities.

Folders

Shew folders report.
Scope Maintenence
Recursive
Summary Show

View Classification Code

Title

Template

Status

Significance

Security class
Current location
Home location

Number of subentities

Image 296: Defining the scope of the folders report

Note: In the case of a longer report the user is first shown the notification “Preparing report’, followed

by an indicative timeframe for preparing the report.

Folders

Snow alders repart,

Preparing report

Image 297: The estimated timeframe for preparing the folders report
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The report will list all folders for the user throughout the archive or under the selected entity.

After selecting the action “Next”, the report is prepared.

Folders
Show folders report

& Print Export v

Summary

Archive:

Scope:

Title Template Status Significance Number of subentities

Folder

Folder

Folder

3015-081 Folder

Folder Opened Retain Secret

Olseva Folder Opened Retain Top Secret 0

Image 298: Example folder report

4.3.10.2 The Document report

A document report contains information about all the documents contained inside a selected

Y
archive, class or folder. The user creates it by selecting the icon - or the action “Documents”

in the “Report types” section.
By selecting the root of the archive or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive
e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.

e Number of documents: the number of documents contained.




e Documents size: the total size of documents (KB/MB/GB).

e Number of errors: the total number of errors found (this field is shown if at least one

error occurs).

By checking individual attributes in the category “View”, the document data is shown in the
report in the following columns:
o C(lassification code: the classification code of the document in the classification scheme.
o Title: the title of the document.
e Template: the name of the template, on which the document was created.
e Status: the current status of the document in the context of the archive.
Status dictates whether certain actions on the documents are allowed or not.
e Significance: the significance of the document in the context of the archive.
e Security class: the security class of the entity. It is used to hide entities from users
whose security class does not provide them with access to entities.
e Current location: the current location of the document's physical content.
e Home location: the home location of the document's physical content.
¢ Number of contents: the total number of content(s) in the documents.

e Size: the total size of the content(s) in the document.

Documents

Shew documents repert

Scope Maintenence

Summary Show

View Classification Code
Title
Template
Status
Significance
Security class
Current location
Home location
Number of contents

Size

Next Cancel

Image 299: Defining the scope of the documents report
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The report will list all documents for the user throughout the archive or under the selected

entity. After selecting the action “Next”, the report is prepared.

Documents

Show documents report.

S Print Export v

Summary

Archive:

Scope:

Classification Code:

Number of documents:

Documents size:

Classification Code

Title

Template

Status

Significance

Security class

Current location

Home location

Number of contents

Size

30/000016

Km

Document

Opened

Retain

Restricted

2

002

Grintavec

Document

Opened

Retain

Top Secret

(=l

Ke2

Peca

Document 01

Opened

vital

Confidential

Email: Bo&

E-mail

pened

Retan

Restricte:

Email: Kladive

Email

pened

Parmanent

Email: Konj

Email

ened

vital

Email: kum

£mall

olololo

pened

Retain

Restricted

Image 300: Example of documents report

Note: In the event of errors, an entity error notification is shown below a given entity. All errors that are

created if the entity fails to open are logged.

4.3.10.3 The Contents report

The content report contains information about all the files attached to the documents inside

the selected archive, class or folder. The user creates it by selecting the icon

“Contents” in the “Report types” section.

or the action

By selecting the root of the archive or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the

selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.
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The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report
header:

e Archive

e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.

e Number of documents: the number of documents contained.

e Documents size: the total size of documents (KB/MB/GB).

e Number of contents: the total number of content(s) in the documents.

e Number of errors: the total number of errors found (this field is shown if at least one

error occurs).

By checking individual attributes in the category “View”, the contents data is shown in the
report in the following columns:
o C(lassification code: the classification code of the document in the classification scheme.
e Title: the title of the document.
e Template: the name of the template, on which the document was created.
e (Content description: a description of content (files) attached to a document.
e Content type: the types of content (files) attached to a document.

e Size: the sizes of content (files) attached to a document.

Contents
Show contents report
Scope Distribution

Recursive
Summary Show

View Classification Code
Title
Template
Content description
Content Type

Sze

Next Cancel

Image 301: Defining the scope of the document contents report




The report will list all content(s) in all documents for the user throughout the archive or under

the selected entity. After selecting the action “Next”, the report is prepared.

Contents

& Print Export \

Summary

Archive: IMIS/ARChive Server

Content Type Size

Decument 01

Decument 01

=
® I
HEEEEE

Image 302: Example of a document contents report

4.3.10.4 The Retention report
The retention report contains information on retention periods and disposition holds on all

entities under the selected archive, class or folder. The user creates it by selecting the icon

or the action “Retention” in the “Report types” section.

By selecting the root of the archive or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.

The logged-on user then has the option of choosing how the data is shown in the report.

By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.




Number of classes: the number of classes contained.
Number of folders: the number of folders contained.

Number of documents: the number of documents contained.

The logged-on user then has the option of choosing how the data is shown in the report.

By checking “Summary”, the user defines that the following information is shown in the report

header:

Classification code: the classification code of the entity in the classification scheme.
Title: the title of the entity being described.
Type: contains the type of the entity being described.
Template: the name of the template, on which the entity was created.
Policy: represents the type of entry (retention policy or disposition hold).
Name: the name of the retention policy or disposition hold.
Reason: the reason for the retention policy or dispaosition hold.
Description: a description of the retention policy or disposition hold.

Retention

Shows 2rchive retention policies and diposition helds report

Scope Administration
Recursive
summary @8 Show

View Classification Code
Title
Type
Temnplate
Retention
Name
Reason

Description

Next Cancel

Image 303: Defining the scope of the retention report
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The report will list all content(s) in all documents for the user throughout the archive or under

the selected entity. After selecting the action “Next”, the report is prepared.

Retention

Shows archive retention policies and disposition holds report.

& Print Export v
Summary
Archive: IMiS/ARChive Server
Scope: Administration

Classification Code:
Number of classes:

Number of folders:

B8 o

Number of documents:

Classification Code Title Type Template Retention Name Reason Description

3 Administration Class Class Retention policy O-years Dispose after 10 years retention | Dispose after 10 years retention
AgresmentsAg sAgreem

3124 er mer sagr | Class Class Retention policy Dispose after 10 years retention = after 10 years retention
=

3 f0 Folder Folder Retention policy

E Folder Folder Retention policy

3133 entsAgreementsAg r | Class Class Retention policy O-years Dispose after 10 ye
ementsAgraement

Image 304: Example of a review report

4.3.10.5 The Review report

The review report contains information on reviews. The user creates it by selecting the icon

or the action “Review” in the “Report types” section.

By selecting the review, the user defines the scope of the report.
The report will list all reviews for the user throughout the archive or under the selected entity.

After selecting the action “Next”, the report is prepared.

Review

Shows review report
Scope Review September 2022

Mext Cancel

Image 305: Defining the scope of the review report

The report header provides the following information to the user:
e Review: the title of the review.

e Entities: the number of entities in the selected review.
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Information on reviews is listed in the following sections and columns:

The Details section

e Property: the review properties.

e Value: the value of the review properties.

Details

Scope Classification Code

Description Regular review 10-years

Status Opzned

Identifier KUBDBW3bUBU-YVA0_KYPPT20gL BE: 5D9mU

Image 306: Example of a Review report - Properties

The Retention policy section

e Title: the name of the retention policy.
e Reason: the reason for the retention policy.

e Description: a description of the retention policy.

Retention policy

| HNome ‘ Reason ‘ Description

| 10-years ‘ Dispose after 10 years retention ‘ Dispose after 10 years retention

Image 307: Example of a Review report — Retention policy

The Entities section

e C(lassification code: the classification code of the entity in the classification scheme.
o Title: the title of the entity being described.

e Type: contains the type of the entity being described.

e Action: an action on the entity.

e Reason: the reason for performing the action on the entity.

e Comment: the comment of the entity.
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e Transferred: this parameter means the entity was transferred.
e Transfer identifier: a reference to the transferred entity.

e |dentifier: the identifier of the review.

Entities

Classification Code Type Reason Comment Transferred

Transfer Identifier Identifier

Default action changed due t
o 'Retain’ significance of entit
yor fts children

1.123.532 Class

Default action changed duet
o 'Retain’ significance of entit
yor s childran.

16.8.0.0.0-2020-000002 SUNF4 Folder

Default action changed duet
o 'Retain’ significance of entit
yor s childran.

16.8.0.0-2020-000002 SUNF3 Folder

Default action changed due t
o Retain' significance of entit
yor its children

16.8.0-2020-000002 SUNF2 Folder

Default action changed due t
o Retain'significance of entit
yor its children

16.8-2020-000002 SUNF Folder Review

Image 308: Example of a retention report - Entities

The Report section

e Property: the review properties.
e Value: the value of the review properties.
e Review execute report: an XML report on the review.

e Textual review execute report: a textual report on the review.

Review execute report

Property Value
Title Review execute report
Description

Created 6.5ep 2022, 0912
Modified 6.5ep 2022, 0912

Review execute report

0" encodin TF-8'7:

er Version="1"><Action |d="A0">Disposes/Action><Action I¢="A1 ">Permanent</Action><Action I6="A2'> Transfer</ Acton> ieten d= A Reven/Acton Header»<Entity Id=
“true’><Messag Frucessmg aborted due to resson that ent iy o ’narked as already revi F=20: X

020-000002" IdType="G" i 02

<axmi version='
<He:

F: < Entt p
wied </Messages</Entity><Entity | o
Processing aborted due to reason that entity is mark ¥ : e
160 Cotest0 Fotest02 [9Type- 0 Actan A Ertor= trs <\ /essages Processing a:crl=d due torezson that ety e marked asiwreiayr wed.</Message
son that entiy s marked ss slteady revien'ed </Viessagen< Enfty=<Eniy Id="C=15"F=202 =000 14Ty rue'><lessage> P
© heton=hg Erore s -l zsssg Pracsang saan dle o antty signca \dT)p
='A3'/><Entity Id="C=3"D=15-365-22" IdType="C" Act

/Entity><Entity |

actione A" Enorctrus Ve
/Entity=<Entity Id='C=16"F:

020-000074° KiType

=IS-CONTENT28 =5"D=000056" IdTyp

16
rocessing aboxted due b reasonthat entiy is marked asa
" Action="A0" Err
ssing abort=j due to reason that entity is marked as already revi
Act

2020 0
<INiessagere Enltys <Entty
Prosess ng sboned cus e o2
*D=1"1dTy
\drwpe ¢ Action

Textual review execute report

(id type Class ficationCode) executed.

ssificationCode’) FAILED to execute. Reason: Processing aborted due o reason that entity is marked as already reviewed

siicationCode ) executed

001" (id typa ‘ClassificationCode) executed

2020- ooo 02'(1d type ‘Class cationCode ) executed

00007 (1d type ‘ClassificationCode) executed

cio 900002 (6 type Classificationdode) executed

=2020-000002"D=000001" (id type ‘ClassficationCode’) exe:.n=d

}"F=2020-000002 (id type ClassificationCode)

2020-000002'0=009007 (& 122 Class at\oncoce executed.

Classfeatio 2500 Processng aborted dus to reason that entity 's marked as already e

fica mcnde ) mLEDm execute Reason: Processing aborted due to reason that entity /s marked s already rev

sfictonCodz) FAILED to siecute Resson Processing sborted due o resson that enty s marked 25 areacy 1=
=ss0n Processing sborted due to resson that entty ' marked a5 alresdy rev eved

ce) cute. Reason: Processing aborted due to reason that entity is marked as alre

AILED to execute. Reason. Processing aborted due to reason that entity is marked as already reviewed

16T07:12:09.887Z Review action Review' on entity C=1C:
167071209.8872 Review action Dispose on entiy
16707:12:09.899

Revie

16707:12:09.8887 Revie

16T07:1209.911Z Revi
16707:12:09.899
16T07:12:09.9;

wiew action ‘Permanent on entity
view action Dispose’on entity C= 6
ew action Dispose’ on entity C:
view action Dispose’on entity
ew action Dispose’ on entity 'C=16"
ew action Dispose on entity C= 6 F= 4oz~ 000014
action ‘Dispose’ on entity C: 0014 (idtype Class
2view action Review on entity G typ2 ClassficationCode) FAILED to execute. Reason: Processing aborted due to entity sig
Reviaw action Review on entity C=5'D=IS-CONTENT281 (id tyne ClassificationCode ) executed

ew action ‘Review' on entity '0=5"D=000056' (id type 'ClassificationCode’) executed

action Review on entity C=5'D=IS-IVP-523 (d type ClassficationCode) executed

637 Review action Permanent on entity ©=3'D=I5-365-22 (1d type ClassficationCods)) FAILED to execute Reason: Processing 0orted dus to reason that entity s marked s already reviews

16T07:12:09.
16707:12:09.0.
16T07:12:09.

toe:

tionCode') FAILED to execute. Reason: Processing aborted due to reasen that entity is marked as already

Image 309: Example of a retention report - Repot
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4.3.10.6 The Access report
The access report contains information about the access rights / permissions of users on all

the folders and documents inside a selected archive, class or folder, to which the archive users

have access. The user creates it by selecting the icon or the action “Access” in the “Report

types” section.

By selecting the archive's root or selected entity, the user defines the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the
selected entity, and all contained entities. On the contrary, by unchecking this parameter, the

user limits the search to the selected entity and the first level of sub-entities.

Select the “User” from the list.
If you wish to create an entity access report on all the users of the archive, leave the field with

the label “All users” blank. Otherwise, select one or more users from the list (“Select user”).

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.
e Number of classes: the number of classes contained.
e Number of folders: the number of folders contained.

e Number of documents: the number of documents contained.




By checking individual attributes in the category “View”, the access data is shown in the report

in the following columns:
e C(lassification code: the classification code of the entity in the classification scheme.
e Title: the title of the entity.
e Type: the type of the entity being described.
e Template: the name of the template, on which the document was created.

e Status: the status of the entity in the context of the archive.

Status dictates whether certain actions on the document are allowed or not.

e Significance: the significance of the entity in the context of the archive.

e Security class: the security class of the entity. Security classes are used to hide entities
from users whose clearance level is not high enough to access them.

e Current location: the current location of the entity's physical content.

e Home location: the home location of the entity's physical content.

e User: the name of the user the report is on.

e Read: this value tells if the user has access right to read entities.

o \Write: this value tells if the user has access right to edit entities.

o Delete: this value tells if the user has access right to delete entities.

e Move: this value tells if the user has access right to move entities.

o Create entities: this value tells if the user has access right to create entities.

e (Change permissions: this value tells if the user has access right to change permissions.

e (Change security class: this value tells if the user has access right to change security

class.
e (Change status: this value tells if the user has access right to change status.
e (Change retention: this value tells if the user has access right to change retention.

o C(Create references: this value tells if the user has access right to create a reference to

another reference.
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Access

Shows access control report.

Scope Development x
Recursive

User = 4 Alex Nelson

Summary Show

View Classification Code
Title
Type
Template
Status
Significance
Security class
Current location

Home location

User

Read

Nrite

Delete

Move

Create entites
Change permissions
Change security class
Change status
Change retention

Create references

Next Cancel

Image 310: Defining the scope of the access report
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The report will list all access rights for the user throughout the archive or under the selected

entity. After selecting the action “Next”, the report is prepared.

Access
Shows access control report

& Print Export v

Summary

Archive:

Scope:
Classification Code:
Number of classes:
Number of folders

Number of documents:

IMIS/ARChive Server
Development

a

Classificat

ionCode | Title Type Template | Status 3;9"'“‘" Securityel | Curentlo

ass cation

Home loc:
ation

User

Read Write

Delete

Move

Create ent
ites

Change pe
rmissions

Change se
curity clas
s

Change st
atus

Changere
tention

Create ref
erences

12 jf'em”" Class Class o

Opened Retain

n (anelson)

14.666

fident
fass Class Opsnea | permanent | POTIOSTE

Alex Nl
N (anels:

Opened Retain

14.668 ass Class

Alex Nel
n (anels:

Image 311: Example access report on the selected user

4.3.10.7 The Classification scheme report

A classification scheme report contains information about all the classes inside the selected

archive or class. The user creates it by selecting the icon

scheme” or “Classification scheme with folders” in the “Classification scheme” section.

Classes in the classification scheme

By selecting the archive's root or selected entity, the user defines the scope of the report.

or the action “Classification

The logged-on user then has the option of choosing how the data is shown in the report.

By checking “Summary”, the user defines that the following information is shown in the report

header:

e Archive.

e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.

e Number of classes: the number of classes contained.
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By checking individual attributes in the category “View”, the classification scheme data is
shown in the report in the following columns:
o C(lassification code: the classification code of the class in the classification scheme.
e Title: the title of the class being described.
e Created: the date the entity was created on the server.

Classification scheme

Shows classes classification scheme
Scope Development
Summary Show

View Classification Code

Title

Created

Next Cancel

Image 312: Defining the scope of the classes in the classification scheme report

The report will list all classes for the user throughout the archive or under the selected entity.

After selecting the action “Next”, the report is prepared.

Classification scheme

Shows classes classification scheme.

& Print EXport ~

Summary

Archive:

IMIS/ARChive Server

Scope:

Development

Classification Code:

4

Number of classes:

B

Classification Code

Created

14666

agres

entsAgresm

13. Nov 2018, 13:26

14668

ationCadeTest0

14669

ationCodeTest02

14671

14684

14,6840

1468400

14684000

Image 313: Example of a classification scheme report on the classes

2022 © Imaging Systems Inc., All rights reserved.

245




Classes and folders in the classification scheme

By selecting the archive's root or selected entity, the user defines the scope of the report.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.
e Number of classes: the number of classes contained.

e Number of folders: the number of folders contained.

By checking individual attributes in the category “View”, the classification scheme data is
shown in the report in the following columns:
o C(Classification code: the classification code of the class or folder in the classification
scheme.
e Title: the title of the class or folder being described.
e Type: the type of the entity being described.

e Created: the date the entity was created on the server.

Classification scheme with folders

Shows classes and folders classification scheme

Scope Distribution
summary Show
fiew Classification Code
Title
Type
Created
Next Cancel

Image 314: Defining the scope of the classes and folders in the classification scheme report




The report will list all classes and folders for the user throughout the archive or under the

selected entity. After selecting the action “Next”, the report is prepared.

Classification scheme with folders
Shows classes and folders classification scheme.

& Print Export v

Summary

Archive: IMIS/ARChive Server

Scope: Distrioution

Number of clas:

Number of folders:

Title Type

Class

Falder

Image 315: Example of a classification scheme report on the classes and folders

4.3.10.8 The Entity report

The entity report contains selected entity data. The user creates it by selecting the icon or

the action “Entity details” in the “Other” section.

By selecting the entity, the user defines the scope of the report.
The user can limit the displayed data set with the settings of the following fields and/or
parameters:
e Version: entity version.
e Content: content of documents or emails.
e Security: collection of access permissions for directory entities and entity properties.
e Physical content: metadata and location of the physical content.

For more information on physical content see chapter Physical content.

e Email: email information. Available only for documents created using the template
“Email”.
For more information see chapter Email.

e Retention: information on retention periods and disposition holds.
For more information see chapter Betention.

e Save log: information on checking the validity of electronic signatures and digital

certificates upon capture. For more information see chapter Save log.




e Transfer metadata: information on the transfer of physical content (and the audit log).

e (Custom metadata: additional metadata shown based on the type of template.

For more information see chapter Custom metadata.

After selecting the action “Next”, the report is prepared.

Entity details
Shows entity details

Scope Other

‘ersion

Content
Security
Physical properties
Email
Retention
Save Log
Transfer metadata
Review date
Next Cancel

Image 316: Defining the scope of the entity report

Information on entity are listed in the following columns:
o C(lassification code: the classification code of the entity in the classification scheme.
e Template: the name of the template.
e Status: the current status of the entity.
e Significance: the significance of the entity.
e Security class: the security class of the entity.
e Current location: the current location of the document's physical content.
e Home location: the home location of the document's physical content.
¢ Number of contents: the total number of content(s) in the documents.

e Size: sizes of content (files) attached to a document.
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Entity details
‘Shows entity details.
& Print
Other
Property Type Value
Classification Code STRING200 16
Title STRING200 Other
Description STRING200
Permanent BOOL No
Status UINT32 Opened
Opened DATE_TIME 2.Jun 2020, 16:33
Closed DATE_TIME
Security class UINT32
Significance UINT32
Owner DIRECTORY_ENTITY Alex Nelson (anelson)
Creator DIRECTORY_ENTITY Administrator (admin)
Keywords STRING30
Template STRING200 Class
Type STRINGTQ
Created DATE_TIME 2.Jun 2020, 16:33
Modified DATE_TIME 27.Sep 2020, 2029
Accessed DATE_TIME 8.8ep 2021, 14:01
Identifier STRING100 45-K2adKg-5] YFERx-m180M6ET5IhG204
External Identifiers. STRING100[]
Parent STRING200
Review Trigger DATE_TIME 1.8ep 2009, 20:25
Image 317: Example of the Entities report — Properties
Retention
Name Reason Description
10-years Dispose after 10 years retention Dispose after 10 years retention
S-years Dispose after 5 years retention Dispose after 5 years retention
2-years Dispose after 2 years retention Dispose after 2 years retention

Disposition holds

| Name ‘ Reason ‘ Description

| Legacy procedure ‘ Active legal proc

edure ‘ Legal pocedure in progress, material must be preserved untl finished

Image 318: Example of the Entities report —Retention

Security

Name Type Permission Read Write Delete Move Create entites ;i“":"g“ pemiss 5";:9“ Security | change status 5'“"9“""“"’ g"“ referenc | vajig from Valid to

anelson USER Allow e 4 v v v e e e e ~

anelson USER Allow, Inherited - - v v v v v v v ~

Anonymous USER Allow, Inherited v v v v v v v v v ~

;ﬁ;g:‘z]ﬂrE GROUP Allow, Inherited v v v v v v v v v v

sysEveryone | GROUP Allow v v v v v v v v v v

sysEveryone | GROUP Allow, Inherited -

glayton USER Allow, Inherited - v v v - - - - >

turner usEr Allow, Inherited - v - - - - - - > >

jsmith [DELETE - o .

ST usEr Allows, Inherited

kelay USER Allow, Inherited - v - - - - - - - ~

marke usEr Allow, Inherited - - v

sys:Owner ATTRIBUTE Allow ~ N N N

sys:Owner ATTRIBUTE Allow, Inherited - - v v v v v ke e ~

;::Adm”m‘ crRoUP Allow, Inherited v v v v M M M v v v
Security / DateTime
[ ame [1vpe [ Permission [ Rea [ wrte [ create [ petete [ vaii from [ vaiiato
| glayton | UsER | Allow, Inherited | v ‘ v ‘ v ‘ v ‘ ‘
Security / evaluation
[ ame [1vpe [ Permission [ Rea [ wrte [ create [ petete [ vaii from [ vaiiato
|‘|umer | UsER | Allow, Inherited | v ‘ v ‘ v ‘ v ‘ ‘

Image 319: Example of the Entities report — Security
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Transfer metadata

Property Type Value

Classification Code STRING100 ]

Transf DATE_TIME 10. Mar 2020, 08:25

Transfer system identifier STRING100 5910_UZK30JT|LISVyOCFBRDAS-BmM

Transfer audit log

0" encoding="UTF-&"7> <auditiog quen

Image 320: Example of the Entities report — Transfer metadata

4.3.10.9 The Deleted entities report

The deleted entities report contains information on entities deleted throughout the archive.

The user creates it by selecting the icon “ or the action “Deleted” in the “Other” section.

The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report
header:

e Archive.

e Scope: the scope of entities in the report.

e Size: the number of all deleted entities.

e Number of classes: the number of classes contained.

¢ Number of folders: the number of folders contained.

e Number of Documents: the number of documents contained.

By checking individual attributes in the category “View”, the deleted entities data is shown in
the report in the following columns:

o (lassification code: the classification code of the deleted entity in the classification

scheme.

e Title: The title of the deleted entity being described.

e Type: the type of the deleted entity being described.

e Description: a short description of the deleted entity.

e Agent: the user who executed the delete action.

e Deleted: the date and time of deleting the entity from the archive server.
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Deleted

Shows deleted entities report.

Summary Show

View Classification Code
Title
Type

Description

Agent

Deleted

Next Cancel

Image 321: Decision before preparing the report

After selecting the action “Next”, the report is prepared.

Deleted
Shows deleted entities report
& Print Export v
Summary
Archive: IMiS/ARChive Server
Size: 133
Number of classes: 263
Number of folders: 49
Number of documents: 821
Classification Code Title Type Description Agent

a Administration Class Administrator (admin)

Class 5 Class Administrator (admin)

a Class & Class Administrator (admin)

a1z Class 7 Class Administrator (admin)

016 Categories Class Administrator (admin)

0166 Class 1 Class Administrator (admin)

Image 322: Example of the Deleted entities report

4.3.10.10 The Delete queue report

10. Mar 2020, 10:30

The delete queue report contains information on entities placed on the delete queue list.

The user creates it by selecting the icon ' or the action “Queue” in the “Other” section.

By selecting the root of the archive (leaving the field blank) or selected entity, the user defines

the scope of the report.

By checking of the “Recursive” parameter, the user defines that the report includes the

selected entity, and all contained entities. On the contrary, by unchecking this parameter,

the user limits the search to the selected entity and the first level of sub-entities.
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The logged-on user then has the option of choosing how the data is shown in the report.
By checking “Summary”, the user defines that the following information is shown in the report

header:
e Archive.
e Scope: the scope of entities in the report.

o C(lassification code: the classification code of the selected entity in the classification

scheme.
e Number of classes: the number of classes contained.
e Number of folders: the number of folders contained.

e Number of documents: the number of documents contained.

By checking individual attributes in the category “View”, the delete queue data is shown in the

report in the following columns:

o C(lassification code: the classification code of the class in the classification scheme.

e Type: the type of the entity being described.

e Template: the name of the template used to create the entity.

e Status: the status of the entity in the context of the archive owner.

e Security class: the security class of the entity. It is used to hide entities from users
whose security class does not provide them with access to entities.

e Creator: the user who created the entity; meaning the user who was logged in during
the session when the entity was created. This metadata never changes throughout the
entity’s existence.

e QOwner: adirectory entity (user or group) entity that is responsible for the selected

entity (owner).




IMiS®/wClient Manual

Version 1.8.2210

Queue

Shows entities trash gueus report.

Scope

Summary

View

Image 323: Defining the scope of the delete queue report

Administration *

Recursive

Show

Classification Code

Title

Type
Temnplate
Status
significance
Security class
Creator

Owner

Next Cancel

After selecting the action “Next”, the report is prepared.

Queue

Shows entities rash queus report

& Print Export v/

Summary

Archive:

IMIS/ARChIve Server

Scope:

Administration

Classification Code:

3

Number of classes:

0

Number of folders:

Number of documents:

Classification Code Title Type Template Status Significance Security class Creator Owner
3.148/000006 Sombrero Document Custom document Opened Delete Confidentia Administrator (admin) Alex Nelson (anelson)
3-2021-000128 Level Folder Folder Opened Delete Administrator (admin)

Image 324: Example of the delete queue report
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4.3.10.11 Printing the report

The logged-on user can print the report.

By selecting the action “Print”, a print preview is shown. The user prints the report by

selecting the action “Print” or cancels it by selecting the action “Cancel”.

ANGZZ, 1220 PM Deleled - Reparts - IMiSwChent
Deleted
Summary
i T ——
sian 3
[Ire— P
Nember of cders: ©
Nermbar of documents: 21
Clciionode | T e Descrption gt [
o [rm— Class e faein) | 10 Mar 2020, 1031
[ Chaan s Css e e | 10 Mar 2020, 1015
o [ Ciass Adwiistre ke | 10 Mar 2020, 1015,
1z a7 Cus At )| 10 Mar 220, 1015
ate Categories Ciaas 10 Mar 2220, 1231
ates ™ s 10 Mar 2020, 1030
1ot 1 Deaneet 10 Mar 2220, 1030
01400z 2 Douaneet 10 Mar 2020, 103
o 1ao0ms 3 Dot Admaiatre ey | 10, Mar 2020, 1230
AT 23
018000008 L0 S | ment 10 Mar 3030, 183
EEeT—

01600005 Ha category Bocument Admisistrator fachvin 10 Mar 2020, 1030
016000007 - Bocument T 0 M 2020, 10:30
016000008 2 Dacument tox (ack 0 M 2120, 10030
018 Agroamanea and Terma & ( gy AT (B 10 M 2020, 103
Cenditons
010 Financa s 0 M 2020, 1030
0100 [rEpr— s 10 M 3120, 1027
018000 Inomming Imcieos | Coss 0 M 2120, 10035
018001 Crucht Nots. Clns 10 Mar 2020, 1036
01801 [IE——— 10 Mar 2020, 1027
o1s010 Duigoing vwices s 0 Mar 2020, 1027
18011 Balanca Shet s 0 Mar 2020, 1027
01203 Earbing Clas 0 Mar 2020, 1038
12020 Domessic Asuns s 10 Mar 2020, 1637
018021 Foragn Acesuunts Cinis 0 Mar 2020, 10038
0180210 o s AT (B 10 M 2020, 1038
018022 Bark Staemans s AT (B 0 Mar 2020, 1027
01803 Eudgating s 0 Mar 2020, 1030
018030 Budgeta s 0 M 2020, 1025
012031 Projocts s 0 Mar 2020, 1039
018032 Espansca s 0 M 120, 1035
018033 Raports s 0 M 120, 1035
01804 Pagmens s 0 Mar 2020, 1030
AT SRR 8 22108-Deta . vE

Print

Destination

Pages

Copies

Layout

Color

More settings

33 sheets of paper

# EPSON L3150 Series =

All -

1

Portrait -

Color -
v

Image 325: A print preview for the delete queue report
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4.3.10.12 Exporting the report
By selecting the action “Export” on the created report, a popup menu appears with the
possible format (CSV) for saving data. After selecting the CSV format, the deletion queue

report opens for the user.

B Samodejno shranjevanje :. ) Report - Trash Deleted.csv ~ 5 Iskanje (alt+1)

Datoteka Osnovno  Vstavljanje  Postavitev strani  Formule  Podatki  Pregled Ogled Pomoé

Z} v Ii_\rlj S;_ Calibri <11 - A AT = = |§ 't‘:"/‘v EE}PrEIom\besEdila Splogno - ﬁ % Ej

Pl T K L Be[H. 9 A- SEEEE Hoummmndo | T % o B foone Odior Sag
Razveljavi  OdloZiice M Pisava [P Poravnava ] Stevilo [Pl Slogi
c11 ~ fr  DOCUMENT

A E C D E F G H

65 (0.3.1.1.1 Balance Sheet CLASS . admin 2020-03-10T09:21:37.754Z

66 (0.3.1.2 Banking CLASS . admin 2020-03-10T09:24:54.2217

67 |0.3.1.2.0 Domestic Accounts CLASS . admin 2020-03-10T09:21:52.735Z

68 |0.3.1.2.1 Foreign Accounts CLASS . admin 2020-03-10T09:24:44.814Z

65 |0.3.1.2.1.0 Class 91 CLASS . admin 2020-03-10T09:24:35.411Z

70(0.3.1.2.2 Bank Statements CLASS . admin 2020-03-10709:21:52.7017

71(0.3.1.3 Budgeting CLASS . admin 2020-03-107T09:25:27.1387

7210.3.1.3.0 Budgets CLASS . admin 2020-03-10T09:25:13.767Z

73(0.3.1.31 Projects CLASS . admin 2020-03-10T09:25:13.835Z

74|0.3.1.3.2 Expenses CLASS . admin 2020-03-10T09:25:13.802Z

750.3.1.3.3 Reports CLASS . admin 2020-03-10T09:25:13.879Z

76 (0.3.1.4 Payments CLASS . admin 2020-03-10T09:25:52.044Z

77 |0.3.1.4.0 Cash Management CLASS . admin 2020-03-10T09:25:41.084Z

78|0.3.1.41 Cheques CLASS . admin 2020-03-10T09:25:41.119Z

79 (0.3.1.5 wClient project CLASS . admin 2020-03-10T09:21:03.0827

80 |0.3.2 Supply Chain management CLASS . admin 2020-03-10T09:20:42.8787

810.3.2.0 Planning and Control CLASS . admin 2020-03-10T09:20:25.7927

82 10.3.2.0.0 Planning CLASS . admin 2020-03-10T09:20:15.305Z

83]0.3.2.0.1 Scheduling CLASS . admin 2020-03-10T09:20:15.331Z

84 0.3.2.0.2 Sequence Production CLASS . admin 2020-03-10T09:20:15.366Z

85 0.4 Class 2 CLASS . admin 2020-03-10T09:15:30.161Z

86 (0.8 Class 3 CLASS . admin 2020-03-10T09:15:30.189Z

Image 326: Review of information on entities waiting for deletion in the CSV format

4.3.11 Bulk document capture

Bulk capture is the action of importing a large number of documents without the need for the
user to oversee each individual capturing procedure. Bulk capture in the IMiS®/wClient is
performed using the “Import” action. By preparing the content correctly before you import it,
you can decrease the possibility of encountering errors during the bulk capture procedure.
Entities that experience errors during bulk capture are not imported and must be captured

manually by the user. For more information on the bulk capture procedure see chapter Import.




4.3.12 Import

The IMiS®/wClient enables the import of entities to the IMiS®/ARChive Server together with
their metadata on Audit log and Authenticity evidence if they exist. The entities imported by a
user with the ImportExport role have to be compressed (.zip) and prepared in the prescribed
XML format.

For more information on roles see chapter Access in the IMiS®/ARChive Server Manual.

Import may be performed into the root class of the classification scheme or into any chosen
class or folder. After selecting the action »Import« in the Actions dropdown menu in the
command bar or on a given entity, a window opens for selecting the compressed file for entity

import (Select file).

Import

Distribution
5

DESPATCH NOTE.ZIP

Reason

IMPORT CANCEL

Image 327: Selecting the compressed file with the imported entities

Confirming the action Import starts the entity import.
After the import process is completed, the bottom right part of the view shows an import

notification.

Distribution
Successfully imported

Image 328: Displaying an import notification

Each import action on the IMiS®/ARChive Server is logged in the Import folder contained in the
Administration system folder in the left view. This folder can only be accessed by users who

have been assigned the Reports role and the appropriate rights to import logs.
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IMiS/wClient Search Q < Administrator
Import = @
72 result
Title Description Modified 1
2020-03-03T11:30:27.370+01:00
[Blo 202003-03711:30:27.370+01:00 Import started at 2020-03-03T11:3.. 3. Mar 2020
Details
[ 202003-087T12:04:54.660+01:00 Import started at 2020-08-08T12:0.. 3. Mar 2020 -
itle 2020-03-03T11:30:27.370+01:00
[Blo 202003-037T12:06:15.584+01:00 Import started at 2020-03-0 3. Mar 2020 Description Import started st 2020-03-03T11:30:27.370+01:00
Created @ Administrator 3. Mar 2020, 11:30
[Blo 202003-08712:52:08.032+01:00 Import started at 2020 3.Mar 2020 Modified @ Administrator 3. Mar 2020, 1130
7 Import .
[Be 2020-03-03T12:58:59.864+01:00 Import started at 20 3.Mar 2020 s © Closed
Security class
[Blo 202003-03712:59:35.713+01:00 Import started at 2020-08-03T12:5.. 3. Mar 2020
Significance
[Blo 202003-03713:12:49.978+01:00 Import started at 2020-03-03T13:1.. 3. Mar 2020
[Blo 202003-03713:13:07.528+01:00 Import started at 2020-03-03T13:1.. 3. Mar 2020 Categories
> More
[Blo 202003-03T13:16:11.321+01:00 Import started at 2020-03-03T13:1.. 3. Mar 2020

Image 329: Display of the Import folder in the Administration system folder

The IMiS®/wClient enables the review of imported entities on the IMiS®/ARChive Server,
including import data. The imported entities reviewed by the user are prepared in the
prescribed XML format.

For more information on the file format for import and the file structure see chapter Format of

the import / export file.

After creation is completed, the import report is given the status Closed. The user can open
the report and perform the following actions:
e QOpen: opens the selected import report in reading mode.
e Edit: opens the selected entity in editing mode. Enables adding the import report
metadata, and modifying and removing the report, metadata and contents.
e Actions: contains commands for various actions on the selected entity:
- New reference: adding a connection to another report or entity in the classification
scheme via a dialog box. For more information see chapter Reference.
- Move: moving the import report within the classification scheme on the archive.
- Export: exporting the selected report from the archive.
e Status: modifying the status of the import report via a dialog box which enables giving
the reason for the change.
e Security class: modifying the security class of the import report via a dialog box, which
requires the user to give the reason for the change.
e Share: copying the link to the selected entity to be shared with other users.

e [Delete: deleting the selected import report.
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Import

Title

@9 2020-03-03711:30:27.370+01:00
@ 2020-03-03T12:04:54.660+01:00
@g 2020-03-03T12:06:15.584+01:00
@g 2020-03-03T12:52:03.032+01:00
@g 2020-03-03T12:58:59.864+01:00
@g 2020-03-03T12:59:33.713+01:00

@g 2020-03-03T13:12:49.978+01:00

Description Modified

Import started at 2020-03-03T11:3 3. Mar 2020
Import started at 2020-03-03T12:0 3. Mar 2020
Import started at 2020-03-03T12:0 3. Mar 2020
Import started at 2020-03-03T12:5 3. Mar 2020
Import started at 2020-03-03T12:5 3. Mar 2020
Import started at 2020-03-03T12:5 3. Mar 2020
Import started at 2020-03-03T13:1 3. Mar 2020

@

72 results

@ 2020-03-03T11:30:27.370+01:00

Open
Edit
Actions
Status

Security class

Share

Delete

2020-03-03T11:30:27.370+01:00

Import started at 2020-03-03711:30:27.370+01:00

New reference 201150
20,11:30

Move

Export

Image 330: Set of available actions on the import/export report

By selecting the popup menu on the import report, the user can choose from the following

options:

e Preview: For more information on content preview see chapter Content preview.

e Download: For more information on downloading content see chapter Downloading

content.

e Copy: copying the content to another document.

e Share: copying the link to the selected entity to be shared with other users.

e Manage:

- Queue for Indexing. For more information on indexing content see chapter Indexing

content.

- Queue for Conversion. For more information on content conversion see chapter

Content conversion.

Import > 2020-03-03T11:30:27.370+C

Title

[ 1mportReport.xml

[2 ImportReport.txt

Size Modified

ACTIONS v =

@ ImportReport.txt

Description

Preview
Download
Copy
Share

Manage
Ingexeq
signed

Identifier

Image 331: Popup menu on a import report

ImportReport txt
@ 2020-03-03T11:30:27.370+01:00
TEXT
text/plain
225B
3. Mar 2020, 11:30
3. Mar 2020, 11:30
Queue for indexing

Queue for conversion

gook5MoSPGrmdY250FdZATgiB07y78UC
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4.3.12.1 Import procedure

At the start of the import procedure, the IMiS®/wClient creates a new document in the folder
Import located in the »Administration« system folder. This document contains a report of the
import to the archive server.

The title of the document is identical to the date and time of import, in ISO format.

The status of the document is Opened.

During import, the import document is completed with the following three log files:

e ImportReport.xml: XML file that contains:
- import success rate statistics
- list of failed import attempts (including the classification codes)
- list of successfully imported files (including the hash values and full classification

codes).

e ImportReport.txt: contains a report for each successfully or unsuccessfully imported
entity.

o ErrorReport.txt: contains a report for each failed import attempt including the reason
for the import error.
When all entities from the list are imported, the file ImportReport.xml is digitally signed
with the selected digital certificate according to the XMLDSIG standard. This ensures

that the report's authenticity can be verified.

The status of the document then changes to Closed.
If there is an error while the document is being completed, the import document remains in the

system class in its raw form and has the status Open.
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If there is an error during the import of an entity on the import list, the sub-entities it contains
will not be imported. In case a sub-entity encounters an error, the other sub-entities will still

be imported, providing the import of the parent entity was successful.

Import > 2020-03-03T11:30:27.370+C ACTIONS v = [ ]

Title Size Medified

@ 2020-03-03711:30:27.370+01:00
ImportReport.xml

Details
[ importReport ot Title 2020-03-03T11:30:27.370+01:00
Description Import started at 2020-03-03T11:30:27.370+01:00
Created . Administrater 3. Mar 2020, 11:30
Modified . Administrater 3. Mar 2020, 11:30
Status ® Closed

Security class

Significance

Owner

Categories

> Save Log

~ More

Classification Code sys.Logs Import/0000000001
Template Log

ype [2 Document
Permanent No
Accessed 13. Mar 2020, 14:37
Opened 6. Mar 2020, 09:01
Closed 13. Mar 2020, 14:37
Identifier t1tuy-He_ué47qKLsIYEdUjBeV1Z6duf

External Identifiers

Image 332: Display of the import report in the Import system folder

By selecting the value of the attribute “Get” in the imported entity data (“Transfer audit log”) in
open mode, the logged-on user is shown a natification in the bottom bar on the audit log

created before importing the entity in the .bin format.
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7 EDIT ACTIONS v

2 results

‘ Despatch note

Details

Security Ac

Modified
Status

Security class

Significance

Owner

Keywords

Categories

> Email
» Retention
» Save Log

~ More
Classification Code
Template

Type

Permanent
Accessed

Opened

Identifier

External Identifiers

Transfer date

. Administrator 13. Mar 2020, 15:11
Opened

Confidential

Retain INHERITED

Alex Nelson

despatch  note

distribution  logistics

5/000003

E-mail

B Document

Mo

13. Mar 2020, 15:11

10. Mar 2020, 14:31
oXixJXGRs-bMMFgMEzBAQqHaA_Yp-Bal

13. Mar 2020, 14:48

Transfer audit log

GET

Transfer system
identifier

_-a2axJNwATyNWeVJI9q1 XgFgQKQWCEn

Image 333: Information about the audit log created before the entity import

O

Despatch note - Tran....bin
Open file

Image 334: Natification on the transfer of the audit log created before the entity import

By opening the file in a suitable application (e.g. Notepad], the user can view the audit log

created before the entity import.
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k2xml version="1.@" encoding="UTF-8"2>

<auditlog.query.resultset xsi:schemalocatio

<sessions>

<!--Audit query sessions.-->

<session i
<session i
<session i
<session i
<session i
<session i
<session i
<session i
<session i
<session i
<session i
<session i
<session i
<session i

</sessions>
<events>

* closureReason:
<session id="1135" closureReaso

http://wna.w3.0rg/2001/XM Schema-instance™>

http://wn.imis.si/imisarc http://www.imis.si/imisarc/auditlog.xsd” xmlns="http://ww.imis.si/imisarc” xmlns:xs

92.168.50.15" internal_addres
.168.50.15" internal_addres:
.168.88.64" internal_address=
.168.50.15" internal_address:
.168.50.15" internal_address="2a@
.168.50.15" internal_address="2a@
.168.58.15" i
.168.50.15" i
.168.50.15" i
.168.58.15" i
.168.50.15" i

92.168.88.67" dateTimeOpened="2020-03-10T13:11:597" username="admin" computerName="Mozilla/5.@ (Windows NT 10.0; Win64; x64)
92.168.80.67" dateTimeOpened="2020-03-10T13:11:437" username="admin" computerName="Mozilla/5.@ (Windows NT 10.0; Win64; x64)
111" dateTimeOpened="2020-03-11T@9:19:36Z" username="admin" computeriame="Mozilla/5.® (Windows NT 10.8; Lin64; x64) Applelieb
"192.168.80.67" dateTlmEOpened 2020-03-11T08:02:54Z" username="admin" computerName="Mozilla/5.0 (Windows NT 10.@; Win64; x64
:0086:1282: dateTimeOpened="2020-83-12T06:37:437" username="admin" computerName="Mozilla/5.8 (Windows NT 1
:4086:1282: dateTimeOpened="2020-03-12T06:32:11Z" usernam in" computerName="Mozilla/5.0 (Windows NT 1@.
:4986:1282: dateTimeOpened="2020-83-12T06:37:21Z" usernam . (Windows NT 1@
:4086:1282: dateTimeOpened="2020-83-12T07:21:157" usernam: .0 (Windows NT 1@
:4086:1282: dateTimeOpened="20820-83-12T87:27:507" usernam computerhame="Mozilla/5.0 (Windows NT 10.
:14086:1282: dateTimeOpened="2020-83-12T07:20:54Z" usernam: " computerhame="Mozilla/5.@ (Windows NT 10
:4086:1282: dateTimeOpened="2020-03-12T88:04:307" username= in" computerName="Mozilla/5.@ (Windows NT 1@
.168.56.15" i :0086:1282: dateTimeOpened="2020-83-12T07:53:47Z" usernam: " computerhame="Mozil1a/5.® (Windows NT 10
.168.50.15" i . :4086:1282: dateTimeOpened="2020-03-12T07:53:43Z" usernam computerlame="Mozilla/5.0 (Windows NT 10
.168.56.15" internal_address="2281:260:4086:1282: dateTimeOpened="2020-83-13T09:35:507" username= in" computerhame="Mozilla/5.@ (Windows NT 10
.168.50.15" internal_address="2a81:260:4086:1282: dateTimeOpened="2020-83-13T09:35:507" username="admin" computerName="Mozilla/5.8 (Windows NT 1@

£

SocooooOeD®

<!--Audit query events.-->
<!--Sort compare function is QuerySorter::Compare0OB] TS-->

<event sessionld="1134"
<event sessionTd="1134"
<event sessionld="1134"
<event sessionld="1134"
<event sessionld="1134"

2020-83-13T10:16:557" classificationCode="C=8"D=I5-100-419" context=
typ "9” seq="77" dateTime="2020-03-13T10 47" classificationCode="(=8"D=15-100-4139" contex
typ seq="78" dateTime="2020-93-13T10 47" classificationCode AD=1S-100-419" contexi
type="12" seq"‘79” dateTime="2020-03-13T10:27:007" classificationCode="(=8"D=I5-100-419" context:

i 2020-83-13T10:27:277" classificationCode: ~D=15-100-419" contexi

2233 IMA7yNHEVI19q1XgFaQKQUCER " />
a2axIMeA7yNWeVI19q1XgFaQKQUCEN" message="Changed properties: sys:Description, sy
-22axIMaA7y eV 19q1XgFqQKQUCEn" />

_-a2ax]lwA7yNHeY19q1XgFqQKQHCEN" message="Security Class change occurred from ‘U
a2axIMeAT7ylNeVI19q1XgFQKQUCEN " message="Full classification code: 'C=2"D=000008

type="3" seq="76" dateTime

ate
scatl&quot;], [sys:enl:Messageld qwt &lt ;OFGDA238CE  DGB7ECOB-ONCL256527 . 00480LAL-C1258527. 0048507 10LocslDonaindet;Bquot; , [ays:enl Date: Bquot; 2020-03-10T14:10: 2528quot; 1, Lays senl i Fromsdauot vesna. zunkofinis

<event sessionId="1135"
-10T13:
<event sessionld
<event sessionId="1135"
<event sessionId="1135"
<event sessionId="1135"
<event sessionld="1134"
<event sessionId="1134’
<event sessionld
<event sessionId="1135"
<event sessionld="1135"
<event sessionld="1135"
<event sessionId="1135"
<event
<event sessionld="1134"
<event sessionId="1134"
<event sessionId="1135"
<event sessionld="1134"
<event sessionId="1135
<event sessionld="1135
<event sessionId="1135"
</eventss
</auditlog.query.resultset>

5

2020-83-13T10:44:577" *C=5"D=IS-100

classificationCode: " message="Full classification code

1:04.78728quot; ], [sys: Vodi isa: 8quat;2020-03-13T10:25:34.028Z8quot; |, [ sys:Accessed: Bquot ;2020-03-13T10: 44: 57.14578quot; ], [sys :Modi FiedBy : &quot ; adnindquot; ], [sys: Category :4quot; cat18quot; ], [sys enl :Me
"113

2020-03-13T108:45:037" classificationCode="(=8"D=15-100-419" contex
2020-83-13T10:45:077" classificationCode="C=8"D=I5-100-419" context=
"2020-83-13T18:45:567" classificationCode="(=8"D=15-108-419" context:
2020-83-13T10 67" classificationCode: ~D=15-100-419" contexi
2020-03-13T10:45:567" classificationCode="(=8"D=I5-100-419" context='
07" classificationCode: ~D=15-100-419" contexi
classificationCod:
" classificationCode
" classificationCode:
2020-83-13T11:40:547" classificationCode:
"2020-93-13T11:58:017" classificationCod
2020-03-13T11 117" classificationCode:
2020-83-13T11:58:027" classificationCode=
"2020-83-13T11:58:057" classificationCods AD=I5-100-419" context:
2020-83-13T11 51" classificationCode: ~D=15-100-419" contexi
2020-03-13T12:56:152" classlﬁcatwn[ude*”( 87D=I15-100-419" context='

620-03-13T13:01:152" ~D=15-100-419"

2020-03-13T13:01:157" 5-10@-419"
~"2020-03-13T13:28:427" classificationCod, 8"D-15-100-419" context=

-a2axMA7yNHeVI19q1XgFqQKQUCEn" />
a2axINwATyNWeVI19q1XgFqQKQUCER" />

-a2ax HuA7yNHeV 19 1XeFqQKQHCEN" message="Certificate of Approval.tif [JnHmhw8UX
_-a2axINwA7yNNeVI19q1XgFqQKQUCEN" />

a2axMeA7yNHeVI19q1XgF GQKQUCEN" />

Move appropriate document™/>
"Content Shipping note [ioxIRY46NeRYaQK

C=8"D=IS-100-419"
AD=15-100-419" context
AD=15-1008-419" contex
AD=15-100-419" context:
15-100-419" contex
=8"D=IS-100-419" context=

" -a2axINuA7yNHeY]19q1XgFqQKQWCEn " message="Content Shipping note [iox1RY46NeRYaQK
-a2axINA7yNeVI19q1XgFaQKQUCEn" />
22axIMeA7yNWeVI19q1XgFgQKQUCEN " />
-a2axINwA7yNHeV119q1XgFaQKQUCEn" message="Certificate of Approval.tif [InHmhwBUX
_-a2axIMA7yNieVI19q1XgFqQKQUCEn" />
a2ax]MwA7yNHeV119q1XgFaQKQUCEN" />
-a2axINuA7y eV 119 1XgFqQKQHCEn" />
" -a2ax]MuA7yNeV]19q1XgFqQKQUCEn" message="Content Shipping note [ioxIRYA6NeRYaQ
_-a2axINwATyNieV]19q1XgFqQKQHCE™ />

Image 335: Audit log created before the entity import

4.3.13 Export

Users who have the ImportExport role can export the complete classification scheme or any of

its individual parts. Each entity is exported with all its metadata and content, while export of

the audit log

and additional metadata is optional. User-added metadata is not part of the

entity's own metadata and is employed only for the purposes of the archiving procedure.

For more information on the export file format and file structure see chapter Format of the

import / export files.

For more information on server roles see chapter Access in the IMiS®/ARChive Server Manual.




4.3.13.1 Exporting the entire classification scheme
The user begins the procedure of exporting the entire classification scheme by selecting the
Actions command in the command bar and the Export action in the popup menu before

selecting the root class.

IMiS/ARChive Server m @ OPEN 7 EDIT ACTIONS v = @
ults
Import
Title Significance Owner Review date — ’ .
B MiS/ARChive Server Export
Administration Retain Alex Nelson (anelso... 6. Jun 2007
Name IMiS/ARChive Server
stion i
Development Retain 19. Mar 2020 Alex Nelson (anelso.. 19. Feb 2010 Descriptior farcs://iarc102.imis.si
Host iares:/fiarc102.imis.si
Distribution Retain 13. Mar 2020 Alex Nelson (anelso Audit Query  Content Management Import/Export  Reports
Draft management Content Convert Content Detach
Legacy object containers 15. Jun 2013 Jure Puhek (jurko e (e,
Maintenence Retain 26. May 2021 Keira Clay (kclay) 28. May 2009
Other Retain 2. Jun 2020 Alex Nelson (anelso.. 1. Sep 2009
Production Retain 25. Feb 2020 Marko Hren (marko) 2. Oct 2002
SAP 23. Nov 2020
Supply Chain management 16. Dec 2021
Support Retain 28. Apr 2020 Marko Hren (marko) 9. Apr 2014

Image 336: Selecting the »Export« command at the level of the entire classification scheme

Opens a dialog box for setting the following export parameters:

e Scope: the user checks whether they want to perform an export on the entity currently
selected in the classification scheme.

e QOption: selecting additional export options:
- Recursive
- Export parents.

¢ Include: the user can include or exclude the following export settings:
- Entity type: classes folders, documents.
- Activity: the audit log of the individual exported entity.
- Authenticity evidence: evidence on the entity’s authenticity, if entity authenticity

evidence has been created on the archive.

e Select metadata file: additional metadata from the XML file, which will be included in the

export. For a description of the structure of the additional metadata file see chapter

Format of the additional metadata export file.
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Export X
Scope Root

Options Recursive

Export parents

Include & Classes B Folders I Documents

Activity
Authenticity evidence

Select metadata file...

Reason

Image 337: Setting the export parameters on the entire archive

After completing the export of the entire classification scheme, the user is shown a notification

in the bottom bar about saving the export file (IMiS_Archive Server.zip).

Open
Always open files of this type

Show in folder

Cane
Lancel

; IMIS_ARChive Server.zip = W

Image 338: Notification about saving a file of exported entities of the entire classification scheme

By selecting the Open command, export reports open for the user.

; » ThisPC » Local Disk (C:) » Temp » IMiS_ARChive Serverzip »

-

Name Type Compressed size Password ... | Size Ratio Date modified
ExportData File folder 270:11

[E] ExportReporttxt Text Document 1KB Mo 2KB 6% 122 10:11

D ExportReportxml XML Decument 1KB No 4KB 69% 210:11

Image 339: Information about the export of the entire classification scheme
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By selecting the ExportReport, the user is shown a more detailed notification about the export.

Exporting scope: ‘3", subject:'admin’, recursive:true, exportParents:false, classes:true, folders:true, documents:true, auditlog:true, evidence:true

2020-89-22T16:08:56.827+0200 - Exported Class "3' into file ExportData/class_1.xml
2020-09-22T16:08:57.254+0200 - Exported Document '3/0@0833" into file ExportData/document_1.xml
2020-89-22T16:08:57.397+0200 - Exported Document '3/000034° into file ExportData/document_2.xml
2020-89-22T16:08:58.005+0200 - Exported Document °3/800042° into file ExportData/document_3.xml
2020-09-22T16:08:58.379+0200 - Exported Document '3/000044" into file ExportData/document_4.xml
2020-09-22T16:08:58.444+0200 - Exported Class '3.31" into file ExportData/class_2.xml
2026-089-22T16:08:58.578+08200 - Exported Document '3.31/808001" into file ExportData/document_5.xml
2020-89-22T16:08:58.679+0200 - Exported Folder '3-IS' into file ExportData/folder_1.xml
2020-09-22T16:08:59.094+0200 - Exported Document '3-I5/@80002" into file ExportData/document_6.xml
2020-089-22T16:08:59.223+0200 - Exported Document '3-I5/@00003' into file ExportData/document_7.xml
2020-89-22T16:88:59.3144+0200 - Exported Folder '3-IS-IS' into file ExportData/folder_2.xml
2020-089-22T16:08:59.493+0200 - Exported Document "3-I5-I5/80@0@1' into file ExportData/document_8.xml
2020-09-22T16:08:59.638+0200 - Exported Document '3-I5/IS-212" into file ExportData/document_9.xml
2020-89-22T16:08:59.735+0200 - Exported Document '3-I5/IS-514" into file ExportData/document_10.xml
2020-89-22T16:08:59.854+0200 - Exported Document °3-IS/IS-632" into file ExportData/document_11.xml
2020-09-22T16:08:59.976+0200 - Exported Document '3-IS/IS-718' inte file ExportData/document_12.xml
2020-089-22T16:09:00.093+0200 - Exported Document '3-I5/S0cial-2820' into file ExportData/document_13.xml
2020-089-22T16:09:00.161+8200 - Exported Folder '3-I5-417" into file ExportData/folder_3.xml
2020-89-22T16:09:00.495+0200 - Exported Document °"3/IS-CC-827" into file ExportData/document 14.xml
2020-09-22T16:09:00.874+0200 - Exported Document "3/IS-EXP-188@' into file ExportData/document_15.xml

Class entities: OK(2) Fail(@)
Folder entities: OK(3) Fail(®)
Document entities: OK(15) Fail(®@)

Image 340: Display of a more detailed notification about the export of the entire classification scheme

4.3.13.2 Exporting of the classification scheme
The procedure of exporting an individual part of the classification scheme begins by selecting

an entity in the classification scheme or from the list of entities.

IMiS/ARChive Server > Other m © OPEN 7/ EDIT ACTIONS v = @
12 resuits
Ttle Description Significance Opened Owner Review date Date Customer care
Customer care Customer care documents Retain 6.Sep 20... Alex Nels... customer,... 1. Sep 20
Open
Events Sed leo nunc, aliquam in .. Retain 16. Aug 2. Alex Nels.. key2 key4 28. May2. Edit Customer care
Customer cars documeants
- [JIRA] Updates for I... Retain 21.8ep 2. Actions import
I contest Lorem ipsum dolor sita.. Retain 2. 0ct 2020 Alex Nels... keyl, key2 5 May 20 Status Export 1,13:57
Security class . Administrater 20. Jul 2022, 10:39
‘ Despatch note Donec diam tellus, porttit... Retain 22. Aug 2. Alex Nels... keyl 14. Mar 2.
Share Opened INHERITED
‘ Follow TT Poccun & . Retain 21.8ep 2.
Delete Retain
‘ Lorem ipsum Curabitur in hendrerit feli.. Retain 21.8ep2... Alex Nels Owner ‘5 Alex Nelson
. Keyw: customer  care
- Lucene Query Test Lucene Query Test Retain 10.Sep 2 19. Jul 20
Review date 1. Sep 2026, 13:50
‘@ Mojito Mauris diam dolor, porta ... Retain 29. Aug 2... Alex Nels.. key2, key.. 25.Sep2
> Retention
‘o Tak for din interesse... uddrag af raj ten Delete 10. Aug 2... Alex Nels... interesse > More

Image 341: Selecting the Export action on the selected entity
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After selecting the Actions command in the command bar and the Export action in the popup

menu, the user is shown a dialog box for setting the export parameters.

Export Customer care

Scope Customer care

16.7

Options Recursive
Export parents

ASIC format

Include B Classes  Wm Folders I Documents

Activity

Authenticity evidence

Select metadata file...

Image 342: Setting the export of the entity tree via a dialog box

In the Options section, in addition to the export settings described in chapter Exporting the

entire classification scheme, the user is also provided the following:

e ASIC format: interoperable forms of content export with the associated authenticity
evidence. Export in the ASiC format enables only the export of a single selected entity.
The ASIC format is in the “Extended” form, where multiple evidence is possible for the
exported contents. The basic information is available at

https://en.wikipedia.org/wiki/Associated Signature Containers.

By selecting the action "Export", the export process begins. The user can cancel the export

process by selecting the "Cancel" command.
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The entities are exported in the XML format to the default directory Downloads. The user can
access the export details from the notification bar by selecting the action Open in the popup

menu.
Open
Always open files of this type
Show in folder

Lancel

Customer care.zip v

Image 343: Notification about saving a file of individual exported entities

» This PC » Local Disk (C) » Temp » Customer carezip »

~

Name Type Compressed size Password ...  Size Ratio Date modified
ExportData File folder

d ExportReport.xt Text Document TKBE No 1KB 38%

| | ExportReportxml XML Document 1KB No 1KB 53%

Image 344: Information about the export of a part of the classification scheme

Every export action from the IMiS®/ARChive Server is recorded in the Export folder located in

the Administration system folder.

Export ACTIONS v = 0]

Title Modified Creator [—

I MiS/ARChive Server

@g 2022-09-21T10:19:28 857+02:00 21. Sep 2022 Alex Nelson (anelson)
Name IMiS/ARChive Server

Description iarcs:/fiarc102.imis si

Host iarcsz/fiarc102.imis.si

Audit Query  Content Management Impert/Export  Reports
Draft management ~ Content Convert ~ Content Detach

Content Index Content Move

Image 345: Display of the Export folder in the Administration system folder and the document selected
for export

The IMiS®/wClient enables the review of exported entities on the IMiS®/ARChive Server,
including export data. The exported entities reviewed by the user are prepared in the
prescribed XML format.

For more information on the file format for export and the file structure see chapter Format of

the import / export file.
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After creation is completed, the export report is given the status Closed. The user can open

the report and perform the following actions:

Export

Title

Open: opens the selected export report in reading mode.

Edit: opens the selected entity in editing mode. Enables adding the export report

metadata, and modifying and removing the report, metadata and contents.

Actions: contains commands for various actions on the selected entity:

- New reference: adding a connection to another report or entity in the classification
scheme via a dialog box. For more information see chapter Reference.

- Move: moving the export report within the classification scheme on the archive.

- Export: exporting the selected report from the archive.

Status: modifying the status of the export report via a dialog box which enables giving

the reason for the change.

Security class: modifying the security class of the export report via a dialog box, which

requires the user to give the reason for the change.

Share: copying the link to the selected entity to be shared with other users.

Delete: deleting the selected export report.

ACTIONS v =

1 resuits

Hodes crester [3 2022-0921T10:19:28.857+02:00

@a 2022-09-21710:19:28.857+02:00 21. Sep 2022 Alex Nelson (anelson)

Open [ —
Edit
avs | nns F¥nort/0000000226

Actions New reference

Status Export
Security class

21.5ep 2022,10:19
Share 21. Sep 2022, 10:19
21.5ep 2022,10:19

Delete
wGTgBPUJs0UlJQkoCRs7RC039811ApI|517cz8Gdg
oy

External Identifiers

Image 346: Set of available actions on the export report




By selecting the popup menu on the export report, the user can choose from the following
options:

e Preview: For more information on content preview see chapter Content preview.

e Download: For more information on downloading content see chapter Downloading
content.

e Copy: copying the content to another document.

e Share: copying the link to the selected export report to be shared with other users.

e Manage:
- Queue for Indexing. For more information on indexing content see chapter Indexing

content.

- Queue for Conversion. For more information on content conversion see chapter

Content conversion.

Export > 2022-09-21T10:19:28.857+02:00 m © OPEN  ~ EDIT  ACTIONS v =
2 results

e @ ExportReport.ixt
ExportReport.xmi 700 B
Description ExportReport.txt

B ExportReport.txt 342 B “ - TEXT

Preview text/plain

Download 3428
21. Sep 2022, 10:19
21. Sep 2022,10:19
21. Sep 2022, 10:19

Copy

Share

Manage Queue for indexing

Queue for conversion
1p6ePSHPVRXFEPKS

dentifie
T

Image 347: Popup menu on the export report

4.3.13.3 Export procedure

At the start of the export procedure, the IMiS®/wClient creates a new document in the folder
Export located in the Administration system folder. This document contains a report on the
export from the archive server.

The title of the document is identical to the date and time of export, in ISO format. The status

of the document is Opened.

During exporting, the export document is completed with the following two or three log files:
e ExportReport.xml: XML file that contains:
- Statistics of successfully and unsuccessfully exported entities.
- List of failed export attempts (including the classification codes).

- List of successfully exported files (including hash values and full classification codes).
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<«

1 2026-87-837T68:5

e ExportReport.txt: which contains a report for each successfully or unsuccessfully

exported entity.

e ExportReport_ERROR.txt: which contains a report for each failed export attempt,

including the error received.

2020-07-03T08:53:55.743+02:00 > ErrorReport.txt

at com.imis.storageconnector.services.utils.Utils.write(Utils.java:123)

at com.imis.storageconnector.services.utils.Utils.write(Utils.java:114)

at com.imis.storageconnector.services.app.EntityExport.exportContentPart(EntityExport.java:458)

at com.imis.storageconnector.services.app.EntityExport.exporteEntity(EntityExport.java:729)

at com.imis.storageconnector.services.app.EntityExport.exportAllSubEntities (EntityExport.java:259)

at com.imis.storageconnector.services.app.EntityExport.exportAllSubEntities(EntityExport.java:262)

at com.imis.storageconnector.services.app.EntityExport.exporteEntities(EntityExport.java:3es)

at com.imis.storageconnector.services.app.EntityExport.build(EntityExport.java:029)

at com.imis.storageconnector.services.io.rest.resource.ArchiveResourcesd.urite (ArchiveResource.java: 2871)
Caused by: Exception class java.net.SocketException: Connection reset

at com.imis.storageconnector.services.utils.Utils.write(Utils.java:123)

at com.imis.storageconnector.services.utils.Utils.write(Utils.java:114)

at com. .storageconnector. services.app.EntityExport.exportContentPart (EntityExport.java:45s)

at com.imis.storageconnector.services.app.EntityExport.exportEntity(EntityExport.java:729)

at com.imis.storageconnector.services.app.EntityExport.exportAllSubEntities (EntityExport.java:259)

at com.imis.storageconnector.services.app.EntityExport.exportAllSubEntities (EntityExport.java:262)

at com.imis.storageconnector.services.app.EntityExport.exportEntities(EntityExport.java:385)

at com.imis.storageconnector.services.app.EntityExport.build(EntityExport.java:929)

at com.imis.storageconnector.services.io.rest.resource.ArchiveResourcesd.urite (ArchiveResource.java: 2871)

:04.322+40200 - ERROR: Unable to export '1/@@@121' content part 'Ho_z7p2kZLIGO-XKOETtpo6vS4Lskgde'. Error java.net.SocketException: Connection reset Exception class org.apache.catalina.connector.cl

2020-67-63708:59:04.526+0200 - ERROR: Unable to export '1/@80121' content part 'Ho_Z7p2kZLI60-XKOETtpe6vSdLskgde'. Error java.net.SocketException: Broken pipe (Write failed) Exception class org.apache.catalina.co

at com.imis.storageconnector.services.app.EntityExport.exportContantPart(EntityExport.java:467)

Image 348: An example of an error report in the export procedure

The status of the document then changes to Closed.

If there is an error while the export document is being completed, it will remain in the system

class in its raw form and with an Open status.

If there is an error during the export of an entity queued for export, the sub-entities it contains

will not be exported. In case a sub-entity encounters an error during import, the other

sub-entities will still be exported, providing the export of the parent entity was successful.

Search Q

Export > 2021-08-18T15:51:25.852+02:00

Title Size Meodified
ExportReport.xmi 603B 18. Aug 2021
B ExportReportixt 3508 18. Aug 2021

Image 349: Export report

m © OPEN # EDIT ACTIONS =

[3 2021081

Details

Description
Created
Modified

Status

~ More

Classification Code
Template

Type

Permanent
Accessed

Opened

Closed

dentifier

External Identifiers

2 results

8T15:51:25.852+02:00

2021-08-18T15:51:25.852+02:00
Export started at2021-06-18T15:51:25.852+02:00
@ 2oministrator 18, Aug 2021, 1552

@ Aoministrater 18, Aug 2021, 15:52

@ Closed

sys.Logs. Export/0000000094

Log

[Z Document

No

8. Sep 2021, 15552

18, Aug 2021, 1552

18. Aug 2021, 15:52
_JJHKkWjnqB4bdM4ilKeZbFJsre1hLDi
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By selecting the ExportReport, the user is shown a more detailed notification about the export.

2021-08-18T15:51:25.852+02:00 ExportReport txt
Exporting scope:'3@.15-999', subject:'admin’, recursive:true, exportParents:false, classes:true, folders:true, documents:true, suditlog:true, evidence:true
2021-85-18T15:51:25.988+228@ - Exported Class '38.I5-999' into file ExportData/class_l.xml

Class entities: OK(1) Fail(e)
Folder entities: OK(@) Fail(@)
Document entities: oK(@) Fail{@)

Image 350: Display of a more detailed notification about the export

Warning: The user can export different entities into the selected export folder several times, without
having to delete previous export files. When saving exported entities into the selected folder,

the previous export files are overwritten.

4.3.14 Deletion of an entity

To execute a delete action, the user must have the Delete right on the selected entity.

To learn how to check the effective rights of a user see chapter Entity information.

The IMiS®/wClient enables two ways of removing an entity from the classification scheme:
e |Immediate deletion.

e Marking an entity for later deletion (delete queue).

4.3.14.1 Immediate deletion of an entity
Prior to deletion, the user has to make sure the classes or folders he is about to delete do not
contain entities. Entities namely cannot be deleted. The same is valid for all closed entities (the

value of the Status attribute is Closed).
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The user can delete an entity by selecting the Actions command in the command bar and

Delete in the popup menu.

IMiS/ARChive Server > Other

Title
Customer care
Events

[JIRA] Updates for IARCLIWEB-604: Prenos naslova...

Contest

Despatch note

Follow TN Poccuu B AGxa3un, R Ray Wang (EI#35)...

Lorem ipsum

Lucene Query Test

I o Mojito

Significance Opened
Retain 6. Sep 2021
Retain 16. Aug 2021
Retain 21. Sep 2022
Retain 2. 0ct 2020
Retain 22. Aug 2022
Retain 21.Sep 2022
Retain 21.Sep 2022
Retain 10. Sep 2021
Retain 29. Aug 2022

N
. Contest

Details

Title
Description
Parent

Open

Edit

Actions

Status

Security class

Share

Delete

Image 351: Selecting the Delete command

7 EDIT ACTIONS v =

Contest

Larem ipsum dolor sit amet, consectetur
adipiscing elit

Other
@ Administrator 2. Oct 2020, 12:09
¥ Alex Nelson 22. Jul 2022, 14112
Opened
Confidential

Retain INHERITED

& Alex Nelson
keyl  key2

cat3 catd

A dialog box opens for giving the Reason to delete and the Description, which are required.

Delete

Entity

Classification Code

Description*

Reason to delete*

I Contest

16/15-563

Lorem ipsum doler sit amet, consectetur adipiscing elit

In egestas malesuada lectus eget efficitur.

Cancel

Image 352: A dialog box for deleting an individual entity

@

12 result

When deleting multiple entities simultaneously, the user marks the entities and in the menu on

one of the entities selects the action Delete. In the dialog box the user gives the reason for the

deletion and the potentially missing entity description for each entity.
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Delete

Description for all entities
Entity | g cerificate of origin

Classification | 3/000035

Entity | Bl Custems documentation

Classification 3/000032

Entity ' W4 Despatch note

Classification | 37000033
Code

Entity | & Shipping release note

Classification 3/000034
Code

Description* Administration

Reason to delete* | Obsolete documents

DELETE CANCEL

Image 353: A dialog box for deleting multiple entities

The user has the option of defining a single description for all selected entities (“Description for

all entities”). The user does that by checking the checkbox.

Delete

Entity | W Cerificate of origin
Classification | 37000035

Code

Entity | [ Customs documentation

Classification 3/000032
Code

Entity | J§ Despatchnote

Classification | 37000033
Code

Entity & Shipping release note

Classification 3/000034
Code

Description* | Administration

Reason to delete* | Obsolete documents

DELETE CANCEL

Image 354: Selecting a single description for all entities selected for deletion
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Before confirming the deletion, the user defines a single description for all selected entities

(“Description”) and the “Reason to delete”.

Delete
Enuty  l§ Public Affairs issues
Classif Cg'n‘)s: 04.03.02/2019-000045/000009
Entity B Sutton Bridge official opening
Classifi Cgﬁ on 04.03.02/2019-000045/000006
Entity  § The Difference
Classif 38:‘)2' 04.03.02/2019-000045/000003
Entity [ Weekly Meeting with Stinson
Classifi Cgﬁ on 04.03.02/2019-000045/000001
Description | Meeting|
Reason to delete Obsolete events
DELETE CANCEL

Image 355: Selecting a single description for all selected entities

After the reason for the deletion has been entered, the command OK, or Delete in the case of

deleting multiple entities, is enabled.

4.3.14.2 Marking an entity for later deletion
If the user has the Write access right on the entity but does not have the Delete access right,
user is able to mark the entity for later deletion. For the display of a user's current effective

access rights see chapter The Security tab.

All types of entities can be marked for later deletion. The procedure is as follows:
1. User finds and selects the entity he wishes to mark for later deletion.
2. By choosing the Edit command, the selected entity is opened in editing mode.
3. In the first tab Details, select the Significance attribute. Change the value of this
attribute to Delete in the pick list of possible attribute values.
4. When the value of the Significance attribute is changed, save the entity using the Save

command. The new value Delete is then stored to the server.
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Customs documentation
Details P cal Propertie:
Template* | [ Custom document
Custom document include custom content attribute

Title* | Customs documentation

Mandatory value for naming entity

Description  Documents for customs clearance

Significance ( Delete

Permanent INHERITED

Owner
None
Keywords )
Vital
Permanent
Categories
Retain

Customs declaration.pdf

SAVE CANCEL

Image 356: Marking an entity for later deletion

4.3.14.3 Managing the delete queue

Entities whose Significance attribute is set to Delete appear in the list of entities waiting for

deletion. This list is found in the Queue folder in the Trash folder in the Administration« system

folder.

Queue

Title 1 Classification Code Modified

I customs documentation

@ OPEN

/7 EDIT ACTIONS =

S .
. Customs documentation

Details

Title
Description
Parent
Created

Modified

Status

Security class
Significance
Owner

Keywords

Categories

Customs documentation

Documents for customs clearance
Administration

. Administrator 13. Mar 2020, 08:31

@ Administrator 5. Jul 2020, 06:52

Opened INHERITED

Confidential

Delete

° Keira Clay

documents  customs

logistics

Image 357: A list of entities suggested for deletion in the Delete queue list folder

By selecting the Queue folder, the central view shows all the entities that were marked for

deletion by various users.

e

2 results
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Besides the title of the entity, the central view also shows the user information about the

classification code, description and the last modified date.

A user is responsible for checking the exact content of the entities and making the final
decision whether or not to delete them. If deletion is warranted, the entity is deleted by
choosing the Delete command in the popup menu on the entity selected from the list.

For more information on deletion procedure see chapter Inmediate deletion of an entity.

If a user decides the entity should not be deleted, user can remove it from the delete queue.
This is done by changing the Significance attribute of the entity to a value other than the

Delete value.

The procedure for removing an entity from the delete queue list is as follows:

1. A user selects the entity to remove from the list.

2. By choosing the Edit command in the top command bar, the selected entity is opened in
editing mode.

3. In the first tab Details, the user selects the Significance attribute.

4. The value of this attribute has to be changed from Delete to a different value in the pick
list of possible values.

5. When the value is changed, the entity is saved using the Save command.

The new value of the Significance attribute is stored to the server.

Customs documentation

Details

Template* | By Custom document

Custom document include custom content attribute

Title*  customs documentation

Mandatory value for naming entity

Description  Documents for customs clearance

Significance ( Retain

Permanent INHERITED
Owner

None
Keywords

vital
Permanent

Content ~ Delete

@ Customs declaration.pdf

SAVE CANCEL

Image 358: Removing an entity from the delete queue list
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Once you refresh the delete queue list, the entity will no longer appear there. You can still find

it in its old location in the classification scheme.

4.3.14.4 Deleted entities
Each entity deleted by the user is located in its basic form in the Deleted subfolder of the Trash

folder in the Administration system folder.

By selecting the Trash folder, the central view will display all the deleted entities.

The list of deleted entities shows the following entity information:
o Title: the title of the deleted entity.
o C(lassification code: the classification code of the deleted entity.
e Deleted: the date and time of deleting the entity from the archive server.
e Description: arequired description of the deleted entity. If an entity had no description

before deletion, the delete action requires the input of a description.

Deleted = @
47 results
Title Classification Code Deleted . .
Lou Pai staff meeting List
Lou Pai staff meeting EB 791 10.02-2019-000003/000 22.Feb2019 Details Grid
; 01 01 01-2019-000045/0 5 2019 Title Lou Pai s
Maureen on Vacation - we have a temp 01.01.01-2019-000046/0 15.Jan 2019 Classification Code
Descriptior ggéggss BEAEFOH
May 17, 200 Commission Meeting 0.02-2019-000002/000...  22.Feb 2019 . Deleted
eason
Jeted Ad Description
Meet with Vickie and Rick EB653 (Re: Regulatory Litigation) 08-2019-000004/000004 16. Jan 2019 Deleted Admiy
Merry Xmas and a Happy New Year! 01.01.01-2019-000046/0 15. Jan 2019 Classifieation Code 10.02-2019-000003/000005
Type Document
Mike Phillips (Wall Street Journal) & Gary Foster. 01.01.01-2019-000046/0 15. Jan 2019 dentifier mMZWTRngdQuYfnF-PMPtAvGsU_8YSKeQQ

Image 359: Display of the Deleted folder in the Administration system folder

Note: by selecting the : fcon, the user defines which columns will be displayed in the review of deleted
entities.
The user can check or uncheck Classification code, Deleted and Description. The Title of the draft is

mandatory.




The title, description and classification code are the only attributes still preserved when an
entity has been deleted. All other metadata of the entity is erased and replaced with the
following attributes:
e Reason: the reason for deletion as it was input by the user when removing the entity.
e Deleted: the name of the user who deleted the entity and the date and time of entity
deletion.

e |dentifier: unique identifier of the deleted entity.

4.4 System attributes

System attributes are predefined. On the IMiS®/ARChive Server they are specified by the
attribute scheme and have prescribed properties.
Attributes can be:
e Publicly accessible: The attribute is accessible to all users no matter what access rights
and roles they have.
e Required: The attribute value has to be input before the entity can be saved.

e Read-only: Attributes can be read but not edited.

Attributes can have multiple values, pick list values or any combination of possible properties.
Attribute values can also be inherited.

The table below describes the possible attribute properties.

Name of attribute property | Description

Public Attribute is publicly accessible to all users.

Required Attribute value is mandatory.

Unigue Attribute value must be unique.

ReadOnly Attribute value cannot be changed.

MultiValue Attribute has multiple values.

PickList Attribute must have one of the values from the pick list.
Searchable Attribute is searchable.

Inherited Attribute values are inherited from the parent entity.
AppendOnly Attribute values may only be appended.

IncludelnAlP Attribute values are part of the archive information package.
Full text indexed Attribute values are indexed.

Table 14: Description of possible attribute properties




In addition to limitations that specify attribute properties, certain other system limitations also
apply. For example, some attributes are only available for specific types of entities, and some
only for entities in a specific location in the classification scheme, or after a specific action has
been executed (e.g. transfer)

All the system attributes of the IMiS®/ARChive Server are described below.

4.41 General system attributes
The general system attributes of an entity consist of various attributes such as Title,

Description and Classification code. They contain mandatory as well as optional attributes.

Most attributes are available for all entities. The exceptions are Status, Opened date and
Closed date, which are present for classes, folders, and those documents that are located

directly under a class. The table below lists and describes all the general system attributes.

Name Description

Classification code Contains the entity's classification code within the classification scheme.

The classification code is generated automatically on the archive server.

Example: The classification code O7-2019-00004,/00001 represents
document 00001, located inside folder 2019-00004, located inside class O1.
The classification code is a publicly accessible type of metadata.

Title Saves/contains the title of the entity. The title is a required, public metadata
that enables search.

Description Saves/contains a short description of the entity.
The description is a public metadata.

Status Saves/contains the status of the entity. The status is a required metadata for
all entities that are either classes, folders, or documents directly under
classes. It is a public metadata that enables search.
The possible values are:
e (Opened: the entity can be edited by a user with the appropriate effective
access rights (the right to write)

e (losed: the entity cannot be edited.

Opened date Contains the date and time the status of the entity was changed to Opened.
The opened date is public metadata, is read-only and enables search.

Closed date Contains the date and time the status of the entity was changed to Closed.

The closed date is public metadata, is read-only and enables search.




Significance

Saves/contains the significance rating of the entity. Significance is a required
metadata for folders and documents. It is public metadata that enables search.
The possible values are:

e Vital: entity is vital.

e Permanent: entity is permanent.

e Retain: entity should be retained.

e Delete: entity is queued for deletion.

Security class

Saves/contains the security class of the entity. The security class is optional
metadata for all new entities. Once it is set, it cannot be maodified without
stating a reason for change. The security class is a public metadata that
enables inheriting and enables search.

The possible predefined values are:

e Unclassified: entity is freely accessible.

e Restricted: entity is of an internal nature. Can only be accessed by users
with clearance level Restricted or higher.

e Confidential: entity is confidential. Can only be accessed by users with
clearance level Confidential or higher.

e Secret: entity is secret. Can only be accessed by users with clearance
level Secret or higher.

e Top Secret: entity is top secret. Can only be accessed by users with

clearance level Top Secret.

Creator

Contains the creator of the entity (name of user who created it). The value is
set when an entity is created on the IMiS®/ARChive Server and cannot be

changed. The creator is a public metadata, is read-only and enables search.

Owner

Saves/contains the owner of the entity. The value of the attribute is selected
from among the currently registered users of the archive server. The owner is

a public metadata that enables search.

Keywords

Saves/contains keywords related to the entity. This attribute can have multiple

values and is a public metadata that enables search.

External Ids

Saves/contains external identifiers of the entity. This attribute can have
multiple unique values and is a public metadata that enables search.

Warning: When entering values, keywords should be separated using the

Enter key or the semicolon character (; ).

Save log

Contains a report on the verification of the electronic signature for digitally
signed content. This attribute can have multiple, added values. It is a public

metadata that enables search

Table 15: Description of general system attributes




4.4.2 Security class change attributes
Security class change attributes are created by the IMiS®/ARChive Server when an entity's
security class is changed. They store the agent of the change, the reason and date of the

change, and the value before and after the security class change.

Name Description

Agent Contains the agent (user who changed the entity's security class).
Reason Contains the reason for the security class change.

Modified date Contains the date and time the security class was changed.
Before change Contains the security class value prior to the change.

After change Contains the security class value after the change.

Table 16: Description of security class change attributes

4.4.3 Moved entity attributes

Moved entity attributes are created by the server when an entity is moved. They store the

agent of the move, the reason and the date.

Name Description

Agent Contains the agent of the move.

Reason Contains the reason for the move.

Moved date Contains the date and time the entity was moved.

Table 17: Description of moved entity attributes

4.4.4 Deleted entity attributes

Deleted entity attributes are created by the server when an entity is deleted. They store the

agent of deletion, the classification code, the reason for the deletion and its date.

Name Description

Agent Contains the agent of the delete action.
Classification code Contains the classification code of the deleted entity.
Reason Contains the reason for the entity's deletion.
Deleted date Contains the date and time the entity was deleted.

Table 18: Description of deleted entity attributes




4.4.5 Transferred entity attributes
Transferred entity attributes are created by the server when an entity is imported.
They store the system identifier, the classification code of the transferred entity, the audit log

and the date of import.

Name Description

System Id Contains the unique system identifier of the transferred entity.
Classification code Contains the classification code of the transferred entity.
Audit log Contains the audit log of the transferred entity.

Imported date Contains the date and time the entity was transferred.

Table 19: Description of moved entity attributes

4.4.6 Email attributes
Email attributes are only available for documents that have been created using an email
template. Email attributes store information about the email such as the sender, recipients,

and sent date.

Name Description

Message Id Contains the automatically generated message identifier.

From Contains the address of the sender. This metadata is mandatory.

To Contains the addresses of the email's recipients.

CcC Contains the addresses of the email's CC recipients.

BCC Contains the addresses of the email's hidden recipients.

Subject Contains the subject of the email message.

Priority Contains the email priority status.

Signed Contains a value that registers if the email was electronically signed.

Date Contains the date and time the email was sent. This metadata is mandatory.

Table 20: Description of email attributes




4.4.7 Physical content attributes
Physical content attributes are only available for documents. The existence of physical content
is specified by the unique physical content identifier. The physical content has a home location,

which changes when it is checked out. The change of location is saved in the Status attribute.

Name Description

Identifier Contains the unique identifier of the physical content.

Description Contains a short description of the physical content.

Status Contains the current status of the physical content. Possible values are:

- CheckedIn: the physical content is stored at its home location.

- CheckedOut: the physical content has been sent to another location.

Status change date Contains the date and time of the physical content's last status change.
Home location Contains the home location of the physical content.

Current location Contains the current location of the physical content.

Custodian Contains the name of the physical content's custodian.

Return date Contains the expected return date of checked out content.

Table 21: Description of physical content attributes

4.4.8 Review process attributes

Review process attributes are available only during review processes.

Name Description

Members Users who perform review process.

Action By selecting one of the valid values, you influence the review process.
Valid values:

e Reviewing: the value represents the action of reviewing entities in the
review process and does not influence the server.

e Complete: the value represents the action of completing the review
process on the server.

e Discard: the value represents the action of canceling the review
process on the server.

Comments Optional attribute which is used for entering various comments, explanations
and other information that is in any way connected with the review process.

Message Short error description entered by IMiS®/ARChive Server.
In the event of an error during the preparation or implementation phase of
the review process. Also recorded in the attribute is the successful

completion of the review process.




Description

State This value is set by IMiS®/ARChive Server during the review process.
Valid values:

e Unknown: this value represents an invalid state of the review process.

e Created: this value is set by the server when the user creates a new
review.

e Preparing: this value is set by the server during the content creation
phase for the review process.

¢ InReview: this value is set by the server after successfully creating the
entities for the review process.

e Completing: this value is set by the server when beginning of the
review process.

e Completed: this value is set by the server after successfully
implementing the review process.

e Discarded: this value is set by the server after successfully canceling
the review process.

e Failed: this value is set by the server if an irreparable error occurred
during implementation or cancellation.

Scope Represents the classification code of the entity under which the preparation
phase of the review process will be implemented. If this value is not present,
the preparation is implemented on the entire archive.

Query This value represents the query which will/has captured entities for the

review processes. This value is set if the Ad hoc function was selected for

creating the process.

Table 22: Description of review process attributes




4.4.9 Entity attributes in the decision-making process

Decision-making entity attributes are available only to the entity undergoing the process.

Name Description

Classification code Contains the entity classification code in the classification scheme.
Title Title of the selected entity.

Action Contains the action which will be implemented over the selected entity

during the execution process. This value is copied from the effective
retention policy.
Reason Contains the reasons for the action to be implemented over the entities.

This value is copied from the effective retention policy.

Comment Contains a random comment which is entered during the transfer process.
Transferred This attribute value states whether the entity transfer was successful or
not.

Valid values: “true” or “false”.

Transfer id Contains a value that represents a reference to the transferred entity.

Table 23: Description of entity attributes in the decision-making process

4.5 Authenticity

The IMiS®/wClient ensures the authenticity of stored electronic records for the lifelong

duration of storage.

4.51 Digital certificate

The digital certificate and the private key are issued by a trusted Certificate Authority (CA)
that manages the certificates. The certificate contains information that uniquely identifies the
person who owns it. In addition to the private key disclosed only to the holder, it also contains
a certified copy of the public key, which is used by third parties to verify the authenticity of
content electronically signed using the certificate.

The public key and electronic signature authenticate the identity of the private key's holder.




Qualified digital certificates are used for:

e Secure internet communication using the SSL (Secure Sockets Layer) and TLS
(Transport Layer Security) protocols.

e Secure email traffic using the S/MIME (Secure Multipurpose Internet Mail Extensions)
protocol.

e Encryption and decryption of data in electronic form.

¢ Digital signing of data in electronic form, and the verification of the key holder's identity.

e Services or applications that require the use of qualified digital certificates.

e Safe deletion of data in electronic form.

4.5.1.1 Checking the validity of the digital certificate
Each time it saves an electronically signed content in the PDF/A, TIFF or XML formats or an
email message in the EML format, the IMiS®/ARChive Server automatically checks the validity

of the digital certificate using the Certificate Revocation List (CRL) of the issuing authority.

During the validity checking procedure, the IMiS®/ARChive Server sends the serial number of
the certificate to the trusted authority's digital certificate server. The server, which frequently
updates certificate revocation lists, then sends electronically signed information about the

certificate's status to the user.

4.5.1.2 Revocation of the digital certificate

A trusted certificate authority can revoke their certificate(s), making them invalid.

The authority's digital certificate server contains lists of active and revoked certificates.

The Certificate Revocation List (CRL), based on the X.509 standard, shows a list of certificates
(ID code, date and time of revocation) that were revoked by the authority before having

expired.

4.5.2 Electronic signature

Electronic signatures are based on asymmetrical cryptography. Users signs content with their
own private key. The private key is only accessible to a particular user and is saved in their
digital certificate, protected by a password. The password is set by the user upon installation

and can also be changed later.




The public key is accessible to anyone, and the trusted certificate authority (CA) guarantees
it belongs to a particular organization. Anyone can verify the organization's digital signature by

processing it with the corresponding public key.

The electronic signature proves the authenticity and integrity of a signed document. It enables
recognition of the signer, confirms the content has not been maodified, and provides a link

between the signer and the signed content.

Any change to the content of a document or its metadata will make the signature invalid.

4.5.21 Process of electronic signing

Using the electronic signature, the user integrates data from the digital certificate with the
content of the document. On the basis of a hash algorithm, the complete content of the
document is transformed into a unique string of data (digital fingerprint), which is encrypted
with the user's private key. The private key is stored in the digital certificate or in a separate

private key storage location, depending on the settings.

The digital fingerprint is integrated with the content of the document along with information

about the digital certificate and the corresponding public key, but not the private key.

Note: The IMiIS®/wClient does not (yet] enable the electronic signing of TIFF and PDF/A-type files.

4.5.2.2 Verifying the validity of the electronic signature

The recipient of a signed document uses the signer's public key to verify the validity of the
document. The public key is found in the signer's digital certificate, which is also stored in the
signed document. If the signature is valid, this confirms the document was saved by the signer
and was not modified since then. The validation procedure also checks the validity of the

signer's digital certificate.

The IMiS®/wClient enables the verification of electronic signatures during document capture
or when documents are being saved. The entire procedure is performed on the IMiS®/ARChive
Server for the document formats PDF/A, TIFF, XML, and for EML email messages.

The server then communicates the verification results to the client.
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The verification message is displayed as a popup window in the bottom part of Ul.

m

Entity saved Digital signature verification started: 2021-09-
IMiS/Archive 10.2 > Distribution > Certificate of origin m 03T13:18:53.6367
======== Verifying Certificate.pdf [629049¢18138889867
cd2dda6eb15aef64977fb30b954e1aeff51a9e0cc00428): S
ignature status: VALID Signing certificate subject: 'serialNu

Title size Modifie N
- Ct  mber=2490136512018+CN=Marko Hren+GN=Marko+SN=
" i 5 Hren,0U=individuals,ST=Slovenija,C=SI' Signing certificate i
[ certificate pat 78.5k8 3. Sep 2021 ssuer:'CN=SIGEN-CA G2,2.5 4.07-#130E56415433462031

o 37363539393537,0=Republika Slovenija,C=SI' Valid from

'2017-09-28T13:03:03Z Valid to: '2022-09-28T713:33:037' =

Title Digital sig
Descriptic nature verification ended: 2021-09-03713:18:53.729Z
Parent Distribution

Created @ Administrator 20. Oct 2020, 15:52
Modified @ Administrator 3. Sep 2021,15:18
Status Opened

Security class Confidential

Significance Retain

Owner B Alex Nelson

Keywords

Categories

Review date 13. Qct 2005, 15:52

Image 360: Popup window containing the result of the document's electronic signature verification.

The popup window automatically closes after a few seconds. The signature is automatically
verified when a document is being archived to the server. The archive server also saves

documents with invalid electronic signatures.

o Invoice_Telekom Slovenije.pdf
Entity created

Digital signature verification started: 2018-10-18T07:11:46.115Z

Verifying Invoice_Telekom Slovenije.pdf
[afab7ccaf3d1efbabd73944976e900700b435a3b425ef103816c1
197¢59de162]:

Signature status: VALID

Signing certificate subject:
'/C=SI/ST=Slovenija/0U=individuals/SN=Hren/GN=Marko/CN=M
arko Hren/serialNumber=2490136512018'

Signing certificate issuer: /C=S1/0=Republika
Slovenija/2.5.4.97=VATSI-17659957/CN=SIGEN-CA G2'

Valid from: '2017-09-28T13:03:03Z'

Valid to: '2022-09-28T13:33:03Z"

Digital signature verification ended: 2018-10-18T07:11:46.188Z

Image 361: Example of a report for a valid electronic signature and valid digital certificate

2022 © Imaging Systems Inc., All rights reserved. 288




IMiS®/wClient Manual Version 1.8.2210

o Aneks_Telekom Slovenije.tif
Entity created

Digital signature verification started: 2018-10-18T06:44:33.625Z

Verifying Aneks_Telekom Slovenije.tif
[98c7316000200f08ae828e7dabdebd35e2d05f667fd59beB4f626
9ala44cdclal:

Signature status: VALID

Certificate (subject: '/DC=si/DC=imis/0U=IMiS/CN=Vesna
Zunko/emailAddress=vesna.zunko@imis.si', serial:
“112901f90000000000bd’) verification: certificate has expired
Error occurred while checking certificate chain (Certificate
verification failed. Reason: ‘certificate has expired’.)

Digital signature verification ended: 2018-10-18T06:44:33.761Z

Image 362: Example of a valid electronic signature and an expired digital certificate

o Payment transaction recorded in the PayU System
Entity created

Digital signature verification started: 2018-10-18T06:31:39.3547

Verifying 94EEB3DE4EF21456DD0ECCYA28D85A87 eml
[8753e52488616b7f24a332da8868f7h39e850699405a9d00c969
00d5a4f4ca7s]:

Signature status: VALID

Error occurred while checking certificate chain (Can not find
signer certificate in cache (/C=BE/0=GlobalSign nv-

Digital signature verification ended: 2018-10-18T06:31:39.4127

Image 363: Example of a valid electronic signature
for which the certification authority could not be verified.

o Invoice Telekom Slovenije
Entity saved

Digital signature verification started: 2018-10-19T12:28:05.111Z

Verifying Invoice_Telekom Slovenije.tif
[bb7898e3eebled87dfa54aadcd8ffdI67eaf83d6bf59e7c9511e5
2778c5821b8]:

Signature status: INVALID

Signing certificate subject:
'fC=51/5T=Slovenija/0U=individuals/SN=Hren/GN=Marko/CN=M
arko Hren/serialNumber=2490136512018"

Signing certificate issuer: '/C=SI/0=Republika
Slovenija/2.5.4.97=VATSI-17659957/CN=SIGEN-CA G2'

Valid from: '2017-09-28T13:03:03Z'

Valid to: '2022-09-28T13:33:032"

Digital signature verification ended: 2018-10-19T712:28:06.5547

Image 364: Example of an invalid electronic signature due to a modification of the document after
signing.
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4.6 Review process

Each entity in the classification scheme has its own life span. Each class, folder or document
classified directly under a class must have at least one retention period set, which specifies the

time frame for the retention of an individual entity in the archive.

In addition to the time frame, the retention policy also contains the default action which will be
implemented in the review process. This action can be changed by the team members during a
controlled and planned process of implementation the transfer, disposition or permanent

retention of the content.

IMiS®/wClient enables the user to:
e Prepare the review process.
e Review and select entities during the decision-making process.
¢ Implement the review process.
e Transfer selected entities.
¢ Review the content of documents.
e Review the selected retention periods.

e Transfer save log.

All activities in the review process are implemented in the “Reviews” folder, classified under the

Administration system folder.

IMiS/wClient

@ Reviews

Image 365: The Reviews folder in the left view
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The review process can be implemented by users with the Read access rights, which grants

them access to the Reviews folder. Creating reviews is enabled for users with the Create

entities right.

4.6.1

Preparation phase

In the left view, the user selects the Administration system folder in which the Reviews folder is

located. By selecting the folder, the central view shows the already prepared Reviews, if any.

Reviews

Title

0 Review AA

© Review AC

@ Review AD

@ Review AE

© Review AF

@ Review AG

o Review AH

State

Failed

Discarded

Completed

Completed

Discarded

Completed

Discarded

Modified

1. Apr 2020

1. Apr 2020

1. Apr 2020

1. Apr 2020

18. Sep 2020

16. Jun 2020

19. Jun 2020

Review AA

Details

Title

Created

Modified

Message

Identifier

Image 366: A list of reviews in the review process

B SAVE ACTIONS = @

45 results

Review AA
. Administrator 1. Apr 2020, 07:40
. Administrator 1. Apr 2020, 07:40
10-years Regular
@ Closed
Marko Hren
key1
O Failed

Unable to locate metadata attribute named
‘Review Trigger-

dUTYDr4HTYZIWWIwYmXW9JQO2WIEMSFH

By selecting the New command, a pop-up menu appears, where the user selects the:

e Type
e Retention policy
e Scope

e Reason.
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4.6.11 Review types

The user can choose the following two modes for creating a review of selected entities:

e Regular: Preparation of review based on selected retention periods.

e Ad hoc: Preparation of review based on the query provided. It is used when transferring

entities to a third archive.

Create review

Type | Review regular |

Review regular

Review ad hoc

10 years

5years

Image 367: Selecting the review type

4.6.1.11 Regular review
When selecting the default value Regular review, the user also selects the:

e Retention policy: a list of retention periods for the review process.

Create review
Type Review regular
Retention policy 1-year
10-years
2-years
S-years
Permanent
Scope | Search for entity.
Reason Regular review May 2021

Image 368: Creating a new Regular review in the preparation phase

e Scope: selecting the entire archive or entity under which the review will be implemented.

e Reason: the reason for creating the review.
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After confirmation with the Next command, the user is shown the attributes of a new review in

the review process in the Details tab. The user appropriately supplements the review details.

Create review

Details

Title* Review May 2021
Description Regular review 10-years
Status Opened
owner @ Alex Nelson
Keywords 10y
Members* John Jack Jill
Comments May 2021 review

Reason Regular review

Image 369: Display of Regular review attributes in the review process

In the Security tab the user with the appropriate rights defines the access permissions for
users, groups and attributes of the directory entity type. For more information on defining

access permissions see chapter Entity access.
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Create review X
Details Security
search Permission Effective
~

@ Alex Nelson (anelson) Full access Allow Deny

Read v Al Dy
@ Anonymous (Anonymous) e ey

Write - Allow Den:
2 Benjamin Dobravec (benjamin) - Y

Move -/ Deny
(3 Directory Entity

Delete - Allow Deny
s Everyone (sys:Everyone)

Create entites - Allow Deny
A Grace Layton (glayton)

Change permissions - Allow Deny
2 Jerry Turner (jturner)

Change security class - Allow Deny
2 John Smith (jsmith)

Change status - Allow Deny
2 John Smith (jsmith [DELETED 20005])

Change retention - Allow Deny
. Jure Puhek (jurko)

Create references - Allow Deny
@ Keira Clay (kclay)

Options

2 Marco Welch (mwelch [DELETED 20008])

Enabled for this entity Allow Deny
Enabled for subentities Allow Deny

Nelanata rontayt Allnw Nenu

2 Marco Welch (mwelch [DELETED 20094])

2 Marko Hren (marko)

Image 370: Access permissions for Regular review in the Security tab

After entering the metadata, the user saves the review to IMiS®/ARChive Server by selecting
the action Create. While preparing the entities for review, the review status changes to

"Preparing".

IMiS/wClient Administrator

e Reviews m ® OPEN # EDIT 8 SAVE ACTIONS = @

i 46 resuits
Title State Modified .
B IMis/Archive 10.1
Review L InReview 20. Apr 2021 Nome \Mis/Archive 101
Des iarc101-x64.imis. si: 16807
Review M InReview 20. Apr 2021
Administration Host iarc101-x64.imis.si: 16807
© Reviews I © Review May 2021 Preparing I Audit Query Content Management Import/Export Reports
o Draft management ~ Content Convert  Cantent Detach
® Review MH Completed Content Index  Content Move
Review N InReview 20. Apr 2021
Review 0A InReview 20. Apr 2021

Image 371: Display of the saved Regular review
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The Details tab contains the following information on review:

Title: the title of the review.
Created: the user that created the review and the date and time of creating the review.

Modified: the user that last edited the review and the date and time of the last change to

the review.

Description: a short description of the review.

Status: the status of the review.

Owner: a directory (user or group) entity that is responsible for the selected review.
Keywords: keywords related to the review. Attribute can have multiple values.
State: the state of the review.

Message: a message to the user regarding the review process.

Authenticity evidence: obtaining authenticity evidence of the selected review. In case

authenticity evidence for the selected entity already exists on the archive,

the user can obtain authenticity evidence by selecting the icon T in the Details tab in

the right view. For more information see chapter Acquiring the authenticity evidence.

Identifier; the identifier of the review.

The entities imported by a user with the ImportExport role have to be compressed (.zip) and

prepared in the prescribed XML format.

4.6.1.1.2 Ad-hoc review

After selecting the Ad hoc command, the following fields for entering the value of the attribute

Expression appears to the user:

Expression: query based on which a list of selected entities will be created.
Scope: selecting the entire archive or entity under which the custom review will be
implemented.

Reason: the reason for creating the custom review.
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Create review

Type Review ad hoc

Expression [sys:Owner]="administrator”

Scope Support

Reason Review under Support root class for selected director entity only

Image 372: Entering a search expression in the Ad hoc review

After confirmation by clicking on the Next button, a dialog window shows the tabs of a new

review in the ad-hoc review process.

The Attributes tab contains the list of all process attributes which can be entered by the user.

For more information on entering metadata see chapter Entering entity metadata.

Create review

Details

Title* Review 2203
Description Ad-hoc review [sys:0wner]="administrator”
Status | Opened
owner & Alex Nelson
Keywords administrator owner
Members* John Jill Jack
Comments

Reason Review under Support root class for selected director entity only

Image 373: Display of the attributes of the review process in the Ad hoc mode

By creation of the review, two attributes are mandatory: Title and Members performing the

entity review.

As in a regular review, the user with the appropriate rights defines the access permissions for

users, groups and attributes in the Security tab.

After entering the metadata, the user saves the review to IMiS®/ARChive Server by selecting

the action Create.
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Reviews m © OPEN 7 EDIT 8 SAVE ACTIONS v = @

93 results
Tile Description Signficance  Opened Oviner Keywards Reviewdste  Date Review 2203
Review 2203 Ad-hoc review [sys:Owne. 23.8Sep2021  AlexNelson (.. administrator, Detalls Securit Activit
& Review 79 22, Sep 2021 e Review 2203
Created @ Administrator 23. Sep 2021, 14:23
Review 83 22. Sep 2021 Modified @ Administrator 23. Sep 2021, 14:23
Description Ad-hoc review [sys:Owner]="administrator"
@ Review A3 January 2020 10-years Regular 1.Apr2020  Marko Hren (.. january2020, N
- ’ Status Opened
© Review A8 August 2020 0-years Regular review 18.58p 2020  Alex Nelson (... regular, 10years Cumer = Alex Nelson
administrator ~ owner
© Review AA 10-years Regular 1.Apr2020  Marko Hren (.. keyl
State InReview
© Review AC 2-years Regular 1.Apr2020  AlexNelson(.. key3 Message Review prepared
dentifier ¥970473k6_pm7RaXa7bz3yurWL_PzRog

Image 374: Display of a saved ad-hoc review

This starts the transfer of all entered metadata to IMiS®/ARChive Server. After the review has

been saved, it is queued for preparation.

Problems: The most common problem during saving is that the value of the mandatory attribute has

not been entered.

Problems: The most common problem when creating a new review in the review process is

that the user does not have the access right to create new reviews.

4.6.1.2 Canceling the review process
The review process can be discarded by team members at any time with the Discard
command. They do that by selecting the Actions command in the command bar and the

Discard action in the popup menu.

IMiS/wClient a Administrator
> Al e Reviews m © OPEN /7 EDIT @ SAVE ACTIONS = (0]

+ ults
B @ Complete
o Tile State Modified Review M
; eview s Transfer
Review L InReview 20. Apr 2021
Details e &  Confirm Transfer

Review M InReview 20. Apr 2021 e Review M »  Discard

Created @ Alex Nelsol « Export decisions
© FReviews Review May 2021 InReview 6. May 2021
Modified @B Alex Nelsol Impart decisions
port . - .
© Review MH Completed 25.5ep 2020 Description Donec diam tellus, porTiTor viiae viverra seq,
P consequat in turpis.

Review N InReview 20. Apr 2021 Status Opened

Owner @ Alex Nelson
nReviev 2 202

Review OA InReview 20. Apr2021 Keywords keyl

Review 0B InReview 20. Apr 2021 State InReview
Message Review prepared

Review P InReview 20. Apr 2021 Identifier 9jweECOpP_PQyuiaL DkqLn1XsJnrmxGWe

Image 375: Cancellation of the review process using the Discard command
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After discarding the review process, the IMiS®/ARChive Server:
e (Changes the value of the State attribute to Discarded.
e (Changes the value of the Status attribute to Closed.

¢ [t is entered into the Message attribute that the review process has been discarded by

the user. In this case the entire review process must be recreated.

IMiS/wClient a Administrator

S Archive Reviews m ® OPEN ZEDIT B SAVE ACTIONS v = Q@
—rrn 46 results
. Title State Modified )
3 Review M
Review L InReview 20. Apr 2021
Details
o Review M Discarded 6. May 2021 e Review
Created B Alex Nelson 20. Apr 2021, 08:40
© Reviens Review May 2021 InReview 6. May 2021
Modified @ Administrator 6. May 2021, 13:34
Export - -0 -
© Review MH Ccompleted 25.5ep 2020 Deserimtion Donec diam tellus, porttitor vitae viverra sed,
P! consaquat in turpis.

Review N InReview 20. Apr 2021 Status O Closed

Owner @ Alex Nelson
nReviey 2 202

Review 0A InReview 20. Apr 2021 P— &=

Review 0B InReview 20. Apr 2021 State © Discarded
Message Review discarded

Review P InReview 20. Apr 2021 Identifier 9)WCEGOP_PQyuiaLDkqLA 1 XsJnrmxGWe

Image 376: A canceled decision-making phase

4.6.1.3 Entity preparation phase

The phase of preparing a list of entities begins when IMiS®/ARChive Server detects that
entities are queued for review. The list only shows those entities which meet the condition of
the selected retention periods. Other criteria are considered in the process.

For more information see chapter Filtering process in the IMiS®/ARChive Server Manual.

While the review process is in the preparation phase, it cannot be modified.

During that time, its State attribute shows the Preparing value.

IMiS/wClient Administrator

Reviews m © OPEN 7/ EDIT B SAVE ACTIONS )
0 resuit
Title State Modifiec — .
B MiS/Archive 10.1
Review OA InReview 20. Apr 202
Name IMiS/Archive 10.1
Review 0B InReview 20. Apr 2021 Desciiptior arc101-x64.imis. si: 16807
Host arc101-x64.imis.5i:16807
© Reviews Review IR 20. Apr 2021 AudtQuery  Content Management  Import/Export  Reparts
Draft management  Content Convert ~ Content Detach
Revien BT [Review 27. Sep 2020 Content Index  Content Move
I © Review September 2021 Preparing 6. May 2021 I
Review U9 October 2020 InReview 18. Sep 2020

Image 377: Display of the review in the preparation phase in the Preparing state

2022 © Imaging Systems Inc., All rights reserved. 298




IMiS®/wClient Manual Version 1.8.2210

Once IMiS®/ARChive Server finishes preparing a list of entities, the value of the State attribute
changes to InReview. The preparation of a review is completed and awaits the decision-making

phase.

The entity placed on the list remains on that list even if its retention period is modified after the

list was prepared.

During the preparation phase of the review process an error can occur for various reasons.
In the event of an error, the review process is automatically cancelled. Such a process does not

contain entities on its list and cannot be prepared again. Such a list also cannot be edited.

The following attributes change their values:
e The value of the Status attribute changes to Closed.
e The value of the State attribute changes to Failed.

e The cause of the cancellation is recorded into the Message attribute.

IMiS/wClient a Administrator
Reviews m @ OPEN 7 ED 8 SAVE ACTIONS
esulls
Title Modified .
Review AA
© Review A3 January 2020 Det:
Review A8 August 2020 InReview 26. Mar 202 Title Review AA
@~ ator 1. Apr 2020, 07:40
© Reviews © Review AA Falled e ator 1. Apr 2020, 07:40

& Review AC Discarded 1. Apr 2020

© Review AD Completed ApI 2020 Owner Marko Hren

keyl
© Review AE

stete 0 Failed |

. i — Unable to locate metadata attribute named
© Review AF Discarded 18. Sep 2020 Message Reion Tigaar

dUTYDraHTYZIWWHwWYmXY3JQ02WIEmSFH
& Review AG

Image 378: Display of an error which occurred during the preparation phase of the review process

4.6.2 Decision-making phase
By selecting the folder, the central view shows all of the reviews created. By selecting the

appropriate review, review pages are shown along with the associated documents,

which are the object of the review process.
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Reviews > Review August 2021 m ©® OPEN # EDIT 8 SAVE ACTIONS = @
1 results
Title Description Modified .
Review August 2021
‘ Statement August 2021 6. May 2021
Details
Decisions - Page 1 6. May 2021
Title Review August 2021
Created @ ~dminisirator 6. May 2021, 14.01
Modified . Administrator 6. May 2021, 14:13
Description 10-years Regular review
Status Opened
Owner John Smith
Keywords 10y
State InReview
Message Review prepared
Members Annete  Ashton  Aaron
Identifier yDdQsdLBGEYNWXYHNXnAv TxXx0fv_Z6
> Retention

Image 379: Display of the review pages and documents

In the review the following data is visible for each page:
e Sequential title of the review page in the Title line.
e Short description of the review page in the Description line.

e Date of last page maodification in the Maodified line.

Each page contains the final number of entities. The default value is 2,000 entities.

By clicking on the selected page, the central view shows a list of selected entities.

A feature of this list is a display of the action which will be executed for each entity after the

entire review process is completed.

Reviews > Review August 2021 Decisions - Page 1 m © OPEN 7 EDIT B SAVE ACTIONS = @
18 results
Title ification Code Action .
Review August 2021
| WL 3/15-365-22 Permanent
Details
benjamin 16-2020-000001 Dispose
Title Review August 2021
Class 1.123.532 Review Created . Administrator 6. May 2021, 14:01
Modified . Administrator 6. May 2021, 14:13
B ook 16/000007 Dispose Description 10-years Regular review
Status Opened
Folder 16-2020-000009 Dispose
Owner John Smith
‘ Follow TM Poccum 8 AOxaanm, R Ray Wang (E33%) and Kate Gold on Twitter! 5/000056 Review Keywords 1oy
State InReview
IARC-522 16.test01 Dispose
Message Review prepared
iarc-522-001 16.test01-test02 Dispose Members Annste  Ashton  Aaren
Identifier yDAQsdLEGEYNWXYHNXn4vI Txxx0fv_26
iarc-522-test04 16-2020-000014 Dispose
> Retention

Image 380: A list of selected entities on a specific review page
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By selecting the icon = in the right-hand command bar, the user can define which columns
of the selected attributes will be shown on the list of selected entities in the central view.
The user can add or remove: Classification code, Action and Reason.

The column with "Entity titles" is always present.

Reviews > Review August 2021 Decisions - Page 1 m ® OPEN # EDIT d SAVE ACTIONS = 0]
18 results
Title Classification Code Action N
Review August 2021 List
= S-365-22 ermanent
B s 3/1S-365-22 Permanen ) Grid
Details
benjamin 16-2020-000001 Dispose
Title Review At
Classification Code
Class 1123.532 Review Created @ admir
Action
Modified @ ~dmir
- Dok 16/000007 Dispose . 10-years | Reason
Opened
Folder 16-2020-000009 Dispose ?
John Smith
‘ Follow TN Poccuu B AGxasnk, R Ray Wang (E5%5%) and Kate Gold on Twitter! 5/000056 Review 10y
InReview
IARC-522 16.test01 Dispose
Message Review prepared
iarc-522-001 16.test01-test02 Dispose Members Annete  Ashton  Aaron
Identifier yDAQsdL6GEYNWxYHNXNAv TxXx0fv_Z6
iarc-522-test04 16-2020-000014 Dispose

> Retention

Image 381: Defining the columns of selected attributes in the popup menu

An entity on the list of an individual review page in the right view, has the following tabs:
e Details: a list of the metadata of the selected entity.
e Security: a review of the effective permissions of directory entities for the selected
entity.

e Activity: audit log records for the selected entity.

By clicking on the Navigate to button in Details tab, the selected entity is shown in the

classification scheme.

The user can return to the review by selecting the back arrow in the browser.

LS
- Ikarus

Details
Title Ikarus
Classification Code 5/15-IMP-523
Action Review
Reason Default action changed due to ‘Retain’
significance of entity or its children.
Comment
Transferred No

Transfer Identifier

Navigate to

Image 382: Option of viewing an entity from the review
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4.6.2.1 Madification of the attribute values in the review
If team members decide that the actions of certain entities must be modified in the review
process, they can do so with the Edit command.

For more information on attributes see chapter Attributes in the review process.

In the right view, the user can modify the following attributes:
e Action
e Reason
e Comment
e Transferred

e Transfer identifier.

Meeting w/Rebecca McDonal..

DETAILS

Title Meeting w/Rebecca McDonald - EB2751

Action Review

Reason Retention policy conflict. No default reason av

Comment

Transferred

Transfer |dentifier

Classification Code C=01"C=01"C=02"F=2019-000021

Navigate to

Image 383: Adding and modifying attribute values in editing mode

Action

The default value of the »Action« attribute is set by the retention policy in the server's
configuration. In the event that the entity undergoing the transfer process has several
retention policies which contradict one another, the default value of this attribute is InReview.

Such an entity requires a decision from team members on the type of action.
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If team members decide that the actions of certain entities must be modified, they can perform

one of the following actions in the central or right view:

e Dispose: the entity will be disposed of after the process is completed.

e Permanent: the entity will never again be selected in the review process.

It has been marked for permanent retention.

e Review: an action which does not modify the entity's life span. The entity can be selected

in the next transfer process.

e Transfer: after confirming the transfer and successfully completing the transfer

process, the entity will be disposed of.

Reviews > Review August 2021 Decisions - Page 1

Title

B 365
benjamin
Class

i Dok

Folder

H Follow TN Poccuu B AGxasum, R Ray Wang (E5%>%) and Kate Gold on Twitter!
IARC-522
iarc-522-001

Image 384: Modifying the action of an entity in

Reviews > Review August 2021 Decisions - Page 1

Title
B 65
benjamin
Class
B Dok
Folder
‘ Follow TM Poccun 8 Abxaaum, R Ray Wang (E#%3t) and Kate Gold on Twitter!
IARC-522

iarc-522-001

Classification Code

3/15-365-22

16-2020-000001

1.123.532

16/000007

16-2020-000009

5/000056

16.test01

16.test01-test02

16-2020-000001

1.123.532

16/000007

16-2020-000009

5/000056

16.test01

16.test01-test02

‘ Follow TN Poccun B ABxasuu, R Ray Wang ...

Action
Permanent

Dispose

Review

Dispose

Dispose

Review

Dispose

Dispose

Details

Title

Cl

assification Code

Action

Reason

Comment

Transferred

Transfer Identifier

A SAVE ACTIONS = 0]

18 results

Follow TT Poccun 8 Afxasun, R Ray Wang (E 3%
¥%) and Kate Gold on Twitter!

5/000056

Review

Dispose

Permanent

Transfer

Navigate to

editing mode

Action
Permanent
Dispose
Review

‘ Dispose

Permanent
Review

Transfer

Dispose

.
. Dok
Details

Title

Classification Code

Action
Reason

Comment
Transferred

Transfer Identifier

8 SAVE ACTIONS = @
18 results
Dok
16/000007
Dispose

Dispose after 10 years retention

Navigate to

Image 385: Modifying the entity action in the central view

Note: The default value of the "Action” attribute can also be modified using the keyboard

(Tab 2 next; Tab + Shift 2 previous, arrow keys for selecting the value in the popup ment).
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Reason
Every time the »Action« attribute is modified it is recommended that team members also

record the reason for the modification in the Reason attribute.

Comment

In the decision-making phase the team members can comment on their decisions.

Transferred
Team members must specify for each entity on the list whether it has been transferred.

They do so by ticking the box.

Transfer identifier

If they wish, the team members can also enter a reference to the transferred entity by

entering the value of the Transfer identifier attribute.

LY
. Follow TMN Poccuu B AGxaanm, R Ray Wang ...
Details
Title Follow TN Poccuu 5 Afxasuu, R Ray Wang (£3%

¥£) and Kate Gold on Twitter!

Classification Code 5/000056

Action Review
Reason Default action changed due to ‘Retain’ signif
Comment

Transferred
Transfer Identifier

Navigate to

Image 386: Modifying attribute values in the review

After completion, the team members select the Finish command in the top command bar and

then by clicking on the Save button save all confirmations to IMiS®/ARChive Server.

After completing the review of entities on the list, they can apply all the modifications by

clicking on the Save button or cancel them by returning to the list of reviews.
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Modifications of entities are not saved to IMiS®/ARChive Server until the user saves the review
page. After saving, the list of reviews reappears. The team members can start working on the

next review.

4.6.2.2 Canceling the decision-making process
The review process can be cancelled by team members selecting the Actions command and
the Discard operation in the popup menu.

For more information on canceling the review process see chapter Canceling the review

Process.

Reviews m ® OPEN # EDIT g SAVE ACTIONS = 0]

uits
Complete
Title State Description Modified .
Review A8 August 2020 Transfer
o Review AF Discarded test 18. Sep 2020 Details Confirm Transfer
- ; Discard
@ Review AG Completed 16. Jun 2020 itle Review A8 Aug
Created . Administra Export decisions
scarded 19. Jun 202
o Review AH Discarde: 19. Jun 2020 Modified .Admmm_a mport decisions
Descripti 10- Regul
Review AJ InReview 16. Mar 2021 eecrption years Reguiarieview
Opened
Review AP InReview 16. Mar 2021 Owner @B Alex Nelson
Keywords regular  10years
Review August 2021 InReview 10-years Regul 6. May 2021
State InReview
Review Bb InReview Regular review 11. Dec 2020 Message Review prepared
Authenticity evidence Get
Review B7 InReview Regular review 8. Dec 2020
Identifier 8gvkiGLvctV2n_UJC7hjtOCWLNX7Kr2Mm
Review B7 September 2020-1 InReview 10-years Regul 12. 0ct 2020

Image 387: Selecting the action "Export decisions" in the popup menu

4.6.2.3 Export decisions
Team members can review, edit and decide on decisions independently of the web client
IMiS®/wClient. They can export decisions by selecting the "Actions" command in the command

bar and the "Export decisions" action in the popup menu.

Reviews m @ OPEN # EDIT B SAVE ACTIONS = @

uits
Complete
Title State Description Modified Revi July 2021
eview July Transfer
o Review | Completed 13. Aug 2020 Details Confirm Transfer
- ; Discard
© Review J Completed 13. Aug 2020 itle Review July 20
Created .Admlms'.'a Export decisions
Review July 2021 InReview S-years Regula... 10. May 2021 Modified . Administra mport decisions
5-years Regular review
Review June 2021 InReview Regular review 6. May 2021
Opened
@ Review K Completed 19. Aug 2020 m Alex Nelson
Sy
Review KB1 InReview 26. Mar 2021
State InReview
Review L InReview Sed leo nunc, a 20. Apr 2021 Message Review prepared
Identifier XE12X-6uTVIgD5_0Ihe-1whifoed30YJ

Image 388: Selecting the action "Export decisions" in the popup menu
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In the dialog box they define the data on exporting decisions. They can choose between the file

formats CSV and XML.

Export decisions

%)
S
@

Review July 2021

Reason Export for security reasons

Image 389: Defining export data

After performing the action "Export", a notification is shown about exporting the file containing

the decision to the relevant folder in the file system.

S
&

Downloads B Q -

Review July 2021_decisions.csv
Open file

See more

Image 390: Notification about exporting decisions

37| Review July 2021_decisions

Microsoft Excel... 2KB

Image 391: File containing the decision in the file system

A 8 c D E F G H
1 |ClassificationCode Title Actions Action Comment Reason Transferred Transferld
2 |C=147C=669 ClassificationCodeTest02 Dispose,Permanent,Review, Transfer  Review Default action changed due to 'Retain’ significance of entity or its children.
3 |C=14"F=2020-000665 benjamin Dispose,Permanent,Review,Transfer  Review Default action changed due to 'Retain’ significance of entity or its children.
4 |C=157D=I5-527 Gibraltar Dispose,Permanent,Review,Transfer  Transfer Default action changed due to 'Retain’ significance of entity or its children. TRUE 7498596
5 |C=3"D=IS-365-22 365 Permanent,Review Permanent Default action changed to 'Permanent’ due to significance value of entity o its children.
6 |C=5"D=000056 Follow ©D3 © DININD,D, £ Dispose,Permanent,Review, Transfer  Review Default action changed due to 'Retain’ significance of entity or its children.
7 |C=5%D=1 Patras Dispose,Permanent,Review,Transfer  Review Default action changed due to 'Retain’ significance of entity or its children.
8 |C=5"D=IS-CONTENT-281  Versionable content Dispose,Permanent,Review,Transfer  Transfer Default action changed due to 'Retain’ significance of entity or its children. TRUE 7498596
9 |C=8"D=000025 Conversion testMarko  Dispose,Permanent,Review, Transfer  Transfer  Manual transfer Default action changed due to 'Retain' significance of entity or its children. TRUE 7498596
Image 392: Before reviewing, editing and deciding independently of IMiS®/wClient
A B C D E F G H J
1 |ClassificationCode Title Actions Action Comment Reason Transferred Transferld
2 |C=14C=669 ClassificationCodeTest02 Dispose,Permanent,Review,Transfer Review Another Review needed Default action remains.
3 C=14/F=2020-000665 benjamin Dispose,Permanent,Review, Transfer Review Another Review needed Default action remains.
4 |C=15"D=Is-527 Gibraltar Dispose,Permanent,Review, Transfer Transfer  Transfer to anotherIs Default action changed due to 'Transfer'.  TRUE 737475
5 C=3%D=I5-365-22 365 Permanent,Review Review Another Review needed Default action changed to 'Review'.
6 |C=5D=000056 Fallow 8”97 D DINND 9, £ Dispase,Permanent,Review,Transfer  Review  Another Review needed Default action remains.
7 |c=5nD=1 Patras Dispose,Permanent,Review,Transfer  Review  Another Review needed Default action remains.
8 |C=5"D=IS-CONTENT-281  Versionable content Dispose,Permanent,Review, Transfer Dispose Obsolete Default action changed to 'Dispose’.
9 |C=8"D=000025 Conversion testMarko  Dispose,Permanent,Review,Transfer Dispose Obsolete Default action changed to 'Dispose’.

Image 393: After reviewing, editing and deciding independently of IMiS®/wClient
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4.6.2.4 Import decisions

After reviewing, editing and deciding, team members can import a decision to the web client

IMiS®/wClient. By selecting the relevant review and decision in Edit mode,

they select the "Actions" command in the command bar and the action "lmport decisions" in

the popup menu.

Reviews > Review July 2021 > Decisions - Page 1

Title

Classification Code
365 3/18-365-22
benjamin 14-2020-000665
ClassificationCodeTest02 14.669
Conversion test Marko /000025
Follow TN Poccuw B ASxasum, R Ray Wang (E#3%) and Kate Gold on Twitter! 5/000056

Gibraltar 15/15-527
Patras 51
Versionable content 5/1S-CONTENT-281

Action

Permanent

Review

Review

Transfer

Review

Transfer

Review

Transfer

v

# EDIT 8 SAVE ACTIONS =
Complete
Review July 2021 ~  Transfer
Details e Confirm Transfer
Title Review July 20 Discard
Created @ ~dminisita - Export decisions
Modified @ Administa 5 import decisions
Description 5-years Regular review
Status Opened
Owner B Alex Nelson
Keywords 5y
State InReview
Message Review prepared
Members Robert Rick Rita
Identifier ¥E1ZX-6uTVIqD5_0lhg-1whifoed30vJ
> Retention

Image 394: Before selecting the action "Import decisions" in the popup menu

In the dialog box they select the file containing data on the decision.

Import decisions

Scope Review July 2021

Review July 2021_decisions.csv

Reason

Image 395: Selecting a file for import

ults
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After performing the action "Import", a notification is shown about importing the file containing

the decision to the relevant review.

- Review July 2021

Review decisions imported

© 0OPEN
8 results
Review July 2021
Details Security Activit
Title Review July 2021
Created @ Adminisirator 6 May 2021, 13:59
Modified @ Administrator 11. May 2021, 08:59
Description 5-years Regular review
Status Opened
Owner @B Alex Nelson
Keywords 5y
State InReview
Message Review prepared
Members Robert Rick Rita
Identifier XE1zX-6uTVIgD5_0Ih8-1whifoed30YJ
> Retention

Image 396: Notification about importing decisions

Reviews > Review July 2021 > Decisions - Page 1 m ©® OPEN 7 EDIT B SAVE ACTIONS v = 0]
8 results
Title 7 Classification Code Action .
Review July 2021
E 365 3/15-365-22 Review v
Details Security Activit
benjamin 14-2020-000665 Review v
Title Review July 2021
ClassificationCodeTest02 14.660 Review - Created @ ~dministrator 6. May 2021, 13:59
Modified @ ~dministrator 11. May 2021, 08:59
H Conversion test Marko 8/000025 Dispose v
Description S-years Regu\arrawew
N Status Opened
- Follow TN Poccru B ABxasuu, R Ray Wang (E#%3£) and Kate Gold on Twitter! 5/000056 Review v
Owner @B Alex Nelson
I Gibrattar 15/15-527 Transfer v Keywords sy
E Patras 5/1 Review v State InReview
Message Review prepared
H Versionable content 5/IS-CONTENT-281 Dispose v Members Robert Rick Rita
Identifier XE12X-6uTVIqD5_0Ih8-1whifoed30YJ
> Retention

Image 397: After selecting the action "lmport decisions" in the popup menu

After importing the decisions, team members save the review with the action "Save" in the

command bar.
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4.6.3 Implementation phase
The decision-making phase is followed by the implementation phase. Team members complete

the review by selecting Actions command and the Complete operation in the popup menu.

Reviews m ® OPEN 7 EDIT A SAVE ACTIONS v = @

R ults
& Complete
Ttle State Description Modified .
Review August 2021 v Transfer
@ Review AF Discarded test 18. Sep 2020 Details Sec Confirm Transfer
@ Review AG Completed 16. Jun 2020 Title Review August ™ Discard
Created .Admwsva v Export decisions
@ Review AH Discarded 19. Jun 2020 Modified . Administra Import decisions
Review AJ InReview 16 Mar 2021 Description 10-years Regular review
Status Opened
Review AP InReview 16. Mar 2021 Owner John Smith
Keywords 1oy
Review August 2021 InReview 10-years Regul. 6. May 2021
State InReview
Review B6 InReview Regular review ..  11.Dec 2020 Message Review prepared
Identifier YDAQsdLEGBYNWxYHNxN4vaTxXx0f_Z6
Review B7 InReview Regular review 8. Dec 2020
Image 398: Starting the process of completing the review
IMiS®/ARChive Server implements the review process of the disposition, transfer and
permanent retention of entities.
Reviews m ® OPEN 7 EDIT B SAVE ACTIONS = O
50 results
Ttle State Description Modified .
[ [ P Review August 2021
© Review AH Discarded 19. Jun 2020 Details Security Activit
~ Title Review August 2021
Review AJ InReview 16. Mar 2021
Created @ Administrator 6. May 2021, 14:01
Review AP InReview 16. Mar 2021 Modified . Administrator 7. May 2021, 09:11
Description 10-years Regular review
© Review August 2021 Completing 10-years Regul. 7. May 2021 Status © Closed
Owner John Smith
Review B6 InReview Regular review .. 11. Dec 2020
Keywords 10y
Review B7 InReview Regular review ... 8. Dec 2020 State © Completed
Message Review item action execution completed
Review B7 September 2020-1 InReview 10-years Regul 12. 0ct 2020 f— DAL 6GAYNWxYHNn4vaTxXxDfv_Z6
entifier yDdQs: XYHNXN A9 TxXx0fv_;
® Review Februaryl Completed 1 8. Dec 2020

Image 399: During the process of completing the review
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It automatically creates a review execute report on the implementation phase and files it

among the review contents. For more information see chapter Beviewing and classifying

documents.

Reviews > Review August 2021 > Review execute report

Title Size Modified
Review execute report 1.2kB 7. May 2021
@ Textual review execute report 3.1kB 7. May 2021

7 EDIT ACTIONS = @

2 results

. .
- Review execute report

Details

Title
Description
Created
Modified

Status

Security class
Significance
Owner
Keywords

Categories

~ More
Classification Code
Template

Type

Permanent
Accessed
Identifier

External Identifiers

Image 400: Review execute report

Review execute report

.Admims1ra|0r7 May 2021, 09:11

.Admumsnamr? May 2021, 09:11

sys.Retention.Reviews-2021-000026/00002
Document

[ Document

No

7. May 2021, 09:21
tRgxeXbsrtoHboarkKAhae8zZakCeKEkvr

This action completes the review process, which cannot be modified or implemented.

The value of the Status attribute changes to Closed and the value of the Stat« attribute to

Completed.

Reviews > Review August 2021 m

Title Description Modified

‘ Statement August 2021 6. May 2021

E Review execute report 7. May 2021
Decisions - Page 1 7. May 2021

Image 401: Review completed

@ OPEN 7 EDIT a8 SAVE ACTIONS = @
1 resuits

Review August 2021
Details A

Title Review August 2021

Created @ Administrater 6. May 2021, 14:01

Modified .Adm\mstralur7 May 2021, 09:11

Description 10-years Regular review

Status @ Closed

Owner John Smith

Keywords 10y

State @ completed

Message Review item action execution completed

Members Annete  Ashton  Aaron

Action complete

Identifier yYDAQsdL6G8YNWxXYHNXN4Ve TxXx0fv_Z6

> Retention
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In the event of an error during the review process:
e An error description is recorded in the Message attribute.
e The value of the State attribute changes to Failed.
e The value of the Status attribute changes to Closed.

In this case the entire review process must be recreated.

4.6.4 Disposition

Each entity which was disposed of during the implementation phase of the review process is
located in its raw form in the Disposed folder in the Trash folder, which is located in the

Administration system folder.

Disposed

Title Deleted Description

Review R4 December 2019
Review F7 January 2020
Review H5 October 2019

Review S2 September 2019

B Disposed

Image 402: A list of reviews with disposed entities in the review process

By selecting the Disposed folder, the central view shows all of the review processes during
which at least one entity was disposed of. By clicking on an individual review page, a list of
disposed entities appears, where the following entity information are shown only:

e Title: the title of the disposed entity.

o C(lassification code: the classification code of the disposed entity.

e Deleted: the date and time of deleting the entity from the archive server.

e [Description: a description of the disposed entity.
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Disposed = 0]
10 results
Title Classification Co... Deleted Description -
B Mis/Archive 10.1
henjamin 16-2020-000001 7. May 2021
Name IMiS/Archive 10.1
ETZ_poroGanje_tiskanje_2 16-2020-00000. 7. May 202 Description iarc101-x64.imis.si: 16807
Host iarc101-x64.imis.si: 16807
Dok 16/000007 7. May 2021
Audit Query  Content Management Import/Export  Reports
Folder 16-2020-000009 7. May 202 Draft management  Content Convert Content Detach
Content Index ~ Content Move
IARC-522 16.test01 7. May 2021 ARC-522

Image 403: A list of disposed entities on the review page

The Title, Classification code and Description of entity are the only attributes still preserved
when an entity has been disposed of. All other entity metadata is erased and replaced with the
following attributes:
e Reason: The reason for the disposition of the entity, which was entered by the user
during the review process.
e Deleted: The date and time of the disposition of the entity.

e Identifier: Unique user identifier.

Disposed = 6]
10 results
Title Classification Ca Description
IARC-522
benjamin 16-2020-000001 7. May 2021
Details
ETZ_poroéanje_tiskanje_2 16-2020-00000. 7. May 202
Title IARC-522
Dok 16/000007 7. May 2021 Description IARC-522
Reason Dispose after 10 years retention
Folder 16-2020-000009 7. May 202 Disposed @ ~dminisirator 7. May 2021, 09:11
|IARC-522 16.test01 7. May 2021 IARC-522 Classification Code Te.test0l
Type Class
iarc-522-001 16.test01-test02 7. May 202 iarc-522-001 dentifier rwguCec1tkT3b3CnuaQIBBIVCfQYBGT.

Image 404: Metadata of the deleted entity in the right view

4.6.5 Transfer of entities
If the review process was also intended for the transfer of entities from IMiS®/ARChive Server,

this action must be executed prior to completing the process.

The transfer action is executed with two separate processes:
e Exporting from IMiS®/ARChive Server to the file system.

e (Confirmation of the transfer of entities to a third archive.
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4.6.5.1 Exporting to a file system
The user executes the transfer of entities in the selected review selecting the Actions

command and the Transfer operation in the popup menu.

Reviews > Review July 2021 Decisions - Page 1 m @ OPEN # EDIT 8 SAVE ACTIONS = 0]

ults

Complete
Title Classification Code Action . |
Review July 2021 Transfer
‘ Versionable content 5/1S-CONTENT-281 Transfer
Details Confirm Transfer
§ Parras 51 Review
. Title Review July 20 Discard
i Gibraltar 15/1S-527 Transfer Created @ ~dminisira Export decisions
Modified @ ~dminisira mport decisions
L i 1 /000056 view
- Follow TN Poccuu 8 AGxasuu, R Ray Wang (F%'%) and Kate Gold on Twitter! 5/000056 Review Description S.years RegularTeviaw
N R Status Opened
- Conversion test Marko 8/000025 Transfer
Owner @B Alex Nelson
ClassificationCodeTest02 14.669 Review Keywords sy
benjamin 14-2020-000665 Review State InReview
Message Review prepared
| "I 31536522 Permanent Members Robert Rick Rita
Identifier XE12X-6uTVIgD5_0Ih8-1whifoed30YJ
> Retention

Image 405: Transfer of entities in the review process

After selecting the command, the user is shown a dialog box for setting the transfer

parameters.

Transfer Review July 2021

Scope Review July 2021

Activity
Authenticity evidence

Select metadata file...

Reason Transfer selected entities to DEV devision

Transfer Cancel

Image 406: Setting the transfer parameters

By selecting the Activity option, the audit log for an individual transferred entity can be included
in the transfer.
If entity authenticity evidence has been created on the archive, the user can include it in the

transfer by selecting the option Authenticity evidence.

Warning: If the user does not have the AuditLogQuery role and has nevertheless ticked the inclusion

of an audit log in the transfer of entities in the transfer dialog box, the transfer is not executed.
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In the Include metadata file section, the user invokes a dialog box for selecting an XML file with
additional metadata to be included in the transfer.
For a description of the structure of the file with additional metadata see chapter Format of

the additional metadata export file.

By selecting the Transfer command, the transfer process begins. Team members can cancel

the process by selecting the Cancel command.

Transfer Review July 2021 X

Scope Review July 2021

Activity

Authenticity evidence
Select metadata file...

Reason Transfer selected entities to DEV devision

Image 407: Implementing the transfer process

The entities are exported in the XML format to the default directory Downloads. The user can

access the transfer information from the notification bar by selecting the action Open file in the

popup menu.
Downloads o oa - Q
i Review July 2021 (1).zip
Open file
See mare |3 - '0)

8 results

Review July 2021

Details Securit Activit
Title Review July 2021
Created . Administrator 6. May 2021, 13:59
Modified . Administrator 7. May 2021, 11:09
Description 5-years Regular review
Status Opened
Owner @ Alex Nelson
Keywords 3y
State InReview
Message Review prepared
Members Robert Rick Rita
Identifier xE1zX-6uTVIgD5_01h8-1whlifoed30YJ
> Retention

Image 408: Transfer notification
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After confirming the selection Open file for the compressed (zip) file, the right view of Windows
Explorer shows the export reports and the additional file for the automatic transfer
confirmation TransferConfirmation.csv. With it the user of a third archive system can quickly
specify which entities will be confirmed as successfully transferred.

For more information see chapter Format of confirmation file during transfer.

> Review July 2021 »

v | @ Preiiéi Review July 2021
~
Ime Vrsta Stisnjena velikost Zaiéiten z geslom Velikost Razmerje Datum spremembe
ExportData Mapa z datotekami 11:34
|=| ExportReport Besedilni dokument TKE Ne TKB 62%
[ ExportReport XML Document 1KB Ne 2KB E2%
@ TransferConfirmation Microsoft Excelova datoteka z vrednostmi, loéenimi z vejico 1KB Ne 1KB  24%

Image 409: Selecting the confirmation file

By selecting the confirmation file TransferConfirmation, information about the entities to be

transferred is displayed.

A E C
1 |ClassificationCode Transfered Referenceld
2 |C=15~D=I5-527 FALSE
3 |C=5"D=IS-CONTENT-281 FALSE
4 |C=8"D=000025 FALSE

Image 410: Displaying the confirmation file

In the next step the team members can madify the value, which specifies whether the entity
has been successfully transferred to a third archive system (FALSE - TRUE), and the

reference to the entity transferred to the third archive system (transfer identifier; optional).

A B C
1 |ClassificationCode Transfered  Referenceld
2 |C=15D=I5-527 TRUE 7498596
3 C=0"D=IS-COMTENT-281 TRUE 74983596
4 |C=8~D=000025 TRUE 7498596

Image 411: Confirmation of entities recorded in the confirmation file
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Team members select a suitable location for saving the modified confirmation file to the file

system with the command Save as.

Review July 2021
Review confirm transfer started...

Review July 2021
Review confirm transfer saved

Image 412: Notification of saving the confirmation file

4.6.5.1.1 Export phase

At the start of export IMiS®/wClient creates a new review document.

For more information see chapter Beviewing and classifying documents.

This document represents a report on export from the archive server. It uses the date and

time of the start of export in ISO format as the document title.

During export the following two or three log files are created in the file system:

e ExportReport.xml: An XML file which contains:
- Statistics of successfully and unsuccessfully exported entities.
- List of unsuccessfully exported entities (including the classification code).
- List of successfully exported entities (including the compressed value and full

classification code).

e ExportReport.txt: contains a report for each successfully or unsuccessfully exported
entity.

e ExportReport_ERROR.txt: contains a report for each unsuccessfully exported entity,

including the returned error message.

In the event of an error when exporting an entity, the error is recorded in the

ExportReport_ERROR.txt file. This file is created only in the event of an error.
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After the first transfer phase — export, a new entity is attached to the review contents —

a transfer report.

Reviews > Review July 2021

Title

@ 2021-05-07T11:34:26.952+02:00

Decisions - Page 1

m @ OPEN 7 EDIT B SAVE ACTIONS ~ = 0]

1 results

Description Modified .
Review July 2021

Transfer started at 2021-05-07T11:.

7. May 2021

Details ecurit Activit

7. May 2021

Title Review July 2021

Created @ Administrator 6. May 2021, 13:59

Modified @ Administrator 7. May 2021, 12:51

Description 5-years Regular review

Status Opened

Owner @B Alex Nelson

Keywords Sy

State InReview

Message Review prepared

Members Robert Rick Rita

Identifier XE1zX-6uTVIqD5_0Ih8-1whifoed30YJ

> Retention

Image 413: A report on the transfer between review entities

The transfer report contains the following log files:

e XML report

e Report

e Error report, if an error occurred.

Reviews

Title

ExportReport xm|

Review July 2021 > 2021-05-07T11:34:26.952+02:00

[3 ExportReporttxt

Size Modified
1.6kB 7. May 2021
8378 7. May 2021

Image 414: Log files in the transfer report

By selecting the log file ExportReport.txt, the user is shown a report on

successfully/unsuccessfully exported entities.

= 2021-05-07T11:34:26.952+02:00 >

ExportReport.txt

1 Transfer review id:’xE1zX-6uTVIQDS_@Th8-1luwhIfoed38Y]', subject:'admin’, recursive:false, exportParents:true, classes:true, folders:true, documents:true, auditlog:true, evidence:true

2
3 2021-85-87T11:34:27.143+0288 -
4 2821-85-07T11:34:27.553+0200 -
5 2021-85-87T11:34:27.714+0288 -
5 2021-05-87T11:34:27.889+0200 -
7 2021-85-87T11:34:28.013+0288 -
8 2821-85-87711:34:28.154+0200 -
16 Class entities: OK(3) Fail(®)
11 Folder entities: OK(8) Fail(e)

Exported
Exported
Exported
Exported
Exported
Exported

12 Decument entities: OK(3) Fail(@)

Class '15°
'15/15-527" into file ExportData/document_1.xml

Document
Class 'S5’
Document
Class '8’
Document

into file ExportData/class_1.xml

into file ExportData/class_2.xml

'5/IS-CONTENT-281" inte file ExportData/document_2.xml

into file ExportData/class_3.xml

'8/@8@025"' into file ExportData/document_3.xml

Image 415: An example of an ExportReport.txt report
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4.6.5.1.2 Importing to a third archive system phase

All of the previously created files which contain exported entities must be transferred by the
authorized user of the target archive to his location and an import of entities must be
executed.

A description of the process of importing to a third archive is not covered by this manual.

It is recommended that a confirmation file is created when importing to a third archive,
which will enable successful confirmation of the transfer on IMiS®/ARChive Server

For more information see chapter Format of confirmation file during transfer.

4.6.5.2 Transfer confirmation
Prior to completing the transfer, the user must execute transfer confirmation for each entity
undergoing the review process which has been marked for transfer.
Confirmation can be executed in one of the following ways:
e Manually for each transferred entity.

e Automatically with a confirmation file.

When the review process is completed, only those entities for which transfer has been

confirmed are disposed of.

4.6.5.2.1 Manual transfer confirmation
Manual transfer confirmation is executed similarly to the modification of action on an individual
entity in the review process.

For more information see chapter Modification of the attribute values in the review.

Reviews Review July 2021 Decisions - Page 1 m © OPEN 7 EDIT B SAVE ACTIONS = @
8 results
Title Classification Code Action b -
. Conversion test Marko
E s 3/15-36522 Permanent
Details
benjamin 14-2020-000665 Review
Title Conversion test Marko
ClassificationCodeTest02 14.669 Review Classification Code 8/000025
Action Transfer
i Conversion test Marko 8/000025 Transfer
. Reason Default action changed due to 'Retain’ signif
- Follow TN Poccuu B AGxasun, R Ray Wang (E3%3£) and Kate Gold on Twitter! 5/000056 Review
. Comment Manual transfer
B Giraltar 15/1S-527 Transfer
Transferred
K Patas 5/1 Review
Transfer |dentifier 7498596
i Versionable content 5/IS-CONTENT-281 Transfer

Navigate to

Image 416: Manual transfer confirmation for an individual entity




Team members must specify for each entity on the list whether it has been transferred.
They do so by ticking the box of the Transferred attribute.

If they wish, they can also enter a reference to the transferred entity by entering the value of

the “Transfer identifier” attribute.

After completion the team members save all confirmations on the IMiS®/ARChive Server

by selecting the Save command.

4.6.5.2.2 Automatic transfer confirmation

If there is a confirmation file from a third archive, team members use it for automatic
confirmation of entity transfer. In the Reviews folder they select the review for which they wish
the transfer confirmation to be executed. In the command bar they select the Actions

command and the action Confirm transfer in the popup menu.

Reviews m ® OPEN 7/ EDIT 8 SAVE ACTIONS = @
uits
Complete
Title State Description . |
Review July 2021 Transfer
Review G7 nReview
Details Confirm Transfer
@ Review GS Completed 27.Sep 2020
Review July 20 Discard
Review GT nReview 16. Mar 2021 . Administra Export decisions
@ Administra mport decisions
o Review! Completed 13. Aug 2020 5-years Regular review
Opened
© Review J Completed 13. Aug 2020
B Alex Nelson
Review July 2021 InReview 5years Regula 10. May 2021 sy
InReview
Review June 2021 nReview Regul

Review prepared

& Review K Completed

xE1zX-6uTVIqD5_01h8-1whifoed30YJ

Image 417: Transfer confirmation using a confirmation file

After selecting the command, a dialog box appears for selecting the confirmation file.

They search for the desired file in the file system and confirm their selection with the Open

command.
@ TransferConfirmation 7.05.2021 12:42 Microsoft Excel... TKE

Image 418: Selecting the confirmation file

The confirmation of all entities recorded in the confirmation file begins to be executed.

For more information see chapter Format of the confirmation file during transfer.




Team members confirm the selection of the confirmation file with Open or cancel it with the

Cancel command.

After confirmation the changes are transferred to the relevant review. After refreshing the

view of IMiS/wClient the changes are visible to the team members.

4.6.6 Reviewing and classifying documents
An integral part of the review process is the reviewing and classifying of documents, created by

team members.

4.6.6.1 Classifying documents
During the review process the team members have the option of adding documents to the
review. They select the relevant review from a list and then using the New command in the

popup menu they select Document.

Reviews m ® OPEN 7 EDIT B SAVE ACTIONS = 0]
S50 results
Review
Title State Description
Document
® Review | Completed
Details
® Review J Completed 13. Aug 2020
Review July 2021
Administrator 6. May 2021, 13:59
Review July 2021 InReview 5-years Regula. 10. May 202 . Y !
@ ~dminisirator 10. May 2021, 11:47
Review June 2021 nReview Regular review 6. May 2021 S-years Regular review
Opened
o Review K Completed 19. Aug 2020
@B Alex Nelson
Review KB1 nReview Sy
InReview
Review L nReview Sed leo nunc, a 20. Apr 202
Review prepared
XE1zX-6uTVIqD5_0Ih8-1whifoed30¥J
® Review L Completed Review 5-years. 19. Aug 2021 s

Image 419: Adding documents to the review

The dialog box shows the attributes of the new document.
In the Details tab they define the values of attributes and add contents.
After entering the metadata, they include the document in the review by selecting the action

Create.
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Parent

Title*

Description

Security class

Significance

Owner

Keywords

Categories

Content

External Identifiers

Reason

Create Document X

Details Physical Properties Security
Review July 2021

Review July 2021 document

Mandatory value for naming entity

July entities review
INHERITED hd
None a4

@ Alex Nelson

Important words used in entity

review &

&3 Drag and drop files or click

Binary content container

Custom external entity identifiers

Create another Cancel

Image 420: Adding document metadata

Review July 20271 document

C

Saving entity...

Uploading pptx2.ppix

Image 421: Adding a document to the review
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Review July 2021 document I
Entity created
@ OPEN
0 results
Review July 2021
Details A
Title Review July 2021
Created @ ~dministrator 6. May 2021, 13:59
Modified @ Administrator 10. May 2021, 13:25
Description S-years Regular review
Status Opened
Oowner m Alex Melson
Keywords Sy
State InReview
Message Review prepared
Members Robert Rick Rita
Identifier xE1zX-6uTVIgQD5_0lh8-1whifoed30YJ
> Retention

Image 422: Notification about a document added to the review

4.6.6.2 Reviewing documents

The team members can review documents in the review by first selecting the relevant review

from the list and opening it. In the center the review pages are shown with the corresponding

documents and reports.

Reviews > Review July 2021

Title T

@ 2021-05-07711:34:26.952+02:00
‘ Review July 2021 document

I Review July 2021 document #2
‘ Review July 2021 document #3

Decisions - Page 1

Description

Transfer started at 2021-05-07T11:

Document related to Review July 2...

Document #2 related to Review Jul...

Document #3 related to Review Jul...

m © OPEN # EDIT B SAVE ACTIONS = @
1 resuits
Modified .
Review July 2021
7. May 2021
Details Security Activit
10. May 2021
Title Review July 2021
10. May 2021 Created @ Administrator 6. May 2021, 13:59
Maodified .Adm\mstralnr 10. May 2021, 13:37
10. May 2021 Description S-years Regular review
Status Opened
10. May 2021
Owner @B Alex Nelson
Keywords 5y
State InReview
Message Review prepared
Members Robert Rick Rita
Identifier XE1zX-6uTVIgD5_0Ih8-1whifoed30YJ
> Retention

Image 423: Reviewing documents
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Examples of classified contents:
- Review execute report
- Transfer report
- Team minutes
- Attachment

- Custom document.

By selecting the popup menu on the entity selected from the list, the team members have the

option of performing various actions on the entity.

Reviews > Review July 2021 m © OPEN 7 EDIT B SAVE ACTIONS = @
1 results
Title Description Modified . .
- Review July 2021 document #2
@ 2021-05-07T11:34:26.952+02:00 Transfer started at 2021-05-07T11... 7. May 2021
Details
n Review July 2021 document #1 Document related to Review July 2. 10. May 2021
Title Review July 2021 document #2
Rnearintinn
‘ Review July 2021 document #2 Document #2 related to Review Jul..  10. May 2021 Document #2 related to Review July 2021
Open @ ~dministrator 10. May 2021,13:39
n Review July 2021 document #3 Document #3 related to Review Jul...  10. May 2021 Edit . Administrator 10. May 2021, 13:39
Decisions - Page 1 10. May 2021 Actions New reference
Status New version
Securtty class Classification Code
Share Mave
Delete Export
~ More
Classification Code sys.Retention.Reviews-2021-000025/00011
’e'np\awe Document
Type [ Document
Permanent No
Accessed 10. May 2021, 14:11
Identifier VIMKfKSHZTSGx_HRrQ7dfa8ZsCEOXXFW

External Identifiers

Image 424: Options of performing actions on entities

Warning: A user can export different entities to the same export folder several times without having to

delete the export files prior to each export. When saving exported entities to the selected export folder,

the previous export files are replaced.
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4.7 Roles

A server role is a set of access rights that allow users to execute specific operations on the
IMiS®/ARChive Server. An appropriately authorized user can grant the following roles to other
uSers or groups:

e AuditLogQuery: allows access to the audit log.

Users with an “AuditLogQuery” role see the Activity tab in the entity information
overview and can access the audit trail through this tab.

e Content management: The role enables the user to tag content for indexing or
conversion.

e ImportExport: this role enables the import and export of content. Users with the
ImportExport role can perform entity »lmport« and Export actions via the popup menu
for the entire archive or for an individual entity.

e Reports: this role enables the display of system reports on export and import.

The Administration folder contains the subfolders Import and Export.
e DraftManagement: this role enables viewing and filing/discarding a document draft of

other users (combined with the entity access permissions).




5 SYSTEM REQUIREMENTS

System requirements are divided into client requirements and the IMiS®/wClient

requirements.

5.1 Hardware

Most current workstations and computers should be able to run the IMiS®/wClient.

The workstations and computers being sold on the market today meet the client requirements

of the IMiS®/wClient. It needs few resources to operate and works in all of the popular web

browsers on Windows, macOS and other operating systems.

5.1.1 Minimum requirements

e Browsers:

Chrome = 66.0.3359

Firefox = 60.0.1

Edge = 42.17134

Safari 2 11.1

Internet Explorer 11 = 11.0.10240.16384.

e Size of available work memory should be about 512 MB larger than the operating

system's memory requirements.

e TCP/IP network access (IPv4 or IPvB).

5.1.2

Recommended hardware

e Brskalniki:

Chrome = 77.0.3865.90

Firefox = 69.0.1

Edge > 44.18362.1.0

Safari 212.1.2

Internet Explorer 11 = 11.0.10240.16384.

¢ Size of available work memory should be about 1 GB larger than the operating system's

memory requirements.

e TCP/IP network access (IPv4 or IPvB).




5.2 Installation requirements

Most current servers should be able to run the IMiS®/wClient.

It needs the IMiS®/Storage Connector Services REST to operate.

5.2.1 Minimum requirements
e |IMiS®/Storage Connector Services REST 9.4.1910.104.
e Minimum free disk capacity for installing the IMiS®/wClient is BGB.
e TCP/IP network access (IPv4 or IPvB).

5.2.2 Recommended requirements
e [IMiS®/StorageConnector Services REST 9.5.1910.105.
e Disk capacity for installing the IMiS®/wClient is = 6GB.
e Minimum free disk capacity for installing the IMiS®/wClient is BGB.
e TCP/IP network access (IPv4 or IPvB).




6 INSTALLATION

Below is a description of the installation procedure for the IMiS®/wClient. It can be performed
by a user with the appropriate rights (Administrator). The installation is conducted step-by-

step and is the same for everyone.

6.1 Installation procedure

The IMiS®/wClient must be installed in an environment that satisfies minimum requirements.
The user must have rights on the server on which he is installing the client. The installation
package is extracted to a directory on the server selected by the administrator.
Procedure:

1. The administrator extracts the installation package to a directory on the server.

2. He sets the settings.json.
6.1.1Installation settings
For successful installation the address to the IMiS®/Storage Connector Services REST

must be entered into the assets/settings.json as the URL property.

Example of the setttings.json.

{
‘url”: "https.//apps.imis.eu/scsvc’,
‘requestTimeout": 240000

y
url String Address of the IMiS®/Storage Connector Services REST.
requestTimeout Integer The timeout of an individual request to the service in ms
(optional). The default value is 120000.
logLevel String Log records level (optional).
Set of values:
- DEBUG
- INFO
- WARNING
- ERROR (default)
- NONE.
entitiesPageSize Integer The number of entities loaded when displaying a single
page (optional, default value: 50).




search.maxElements

Integer

Maximum number of search results
displayed.

The user can change this value in the
profile settings, where they also have
the option to reset it to this value
(optional).

search.hideFields

String [1

Collection of fields which are hidden in
the search dialog by default.

scan.apiKey

String

The key to accessing IMiS®/wScan
(optional).

scan.url

String

The address of IMiS®/wScan
(optional).

collections.maxSize

Integer

The maximum number for loading the
collection.

The user can change this value in the
profile settings, where they also have
the option to reset it to this value.

collections.displaySearchButton

Boolean

Specifies whether the button for
showing the search dialog is displayed
when the collection does not load.

collections.displayLoadButton

Boolean

Specifies whether the button for
loading the collection is displayed
when the collection does not load.

preview.word

String

Defines the URL to the Office Online
service for previewing Word contents
(optional).

preview.excel

String

Defines the URL to the Office Online
service for previewing Excel contents
(optional).

preview.powerpoint

String

Defines the URL to the Office Online
service for previewing PowerPoint
contents (optional).

preview.onenote

String

Defines the URL to the Office Online
service for previewing OneNote
contents (optionall.

details.profiles

DetailsProfile [1

Profiles collection for configuring the
display of entity details.

details.display

DetailsDisplay [1

Collection of settings for the display of
entity details.

details.virtual_attributes

DetailsVirtualAttribute []

Virtual attributes collection for the
display of entity details.




CollectionProfile

This object defines the profile for the columns display in the collections display.

Id

String

Profile identifier.

Columns

String [1 or

Collection of displayed columns. The

CollectionProfileColumn [1 collection type can be “object” or

“string”.

CollectionProfileColumn

This object defines the profile for the column display in the collections display.

id String Attribute identifier.

min_width Number Minimum width of the table in px,
where the column is displayed.

width Number Column width in %.

CollectionView

This object represents the settings for the collections view.

archives String [1 Collection of archive identifiers.

profile String Profile identifier from collections.profiles.
members String [1 Collection of directory entities.
classification_code String [1 Collection of classification codes.
context String [1 The view context (optional).

The set of values:
- ARCHIVE

- MY_ENTITIES
- DRAFTS

- DIRECTORY
- REVIEWS

- EXPORT

- IMPORT

- DELETED

- DISPOSED

- QUEUE.




SearchPrdfile

This object defines the search view profile.

id String Profile identifier.
attributes String [1 Collection of attributes.
filcer_type String Type of attribute filcer. The set of values:

- Include: certain attributes will be
displayed.

- Exclude: certain attributes will not be
displayed.

SearchView

This object represents the settings for the search view.

profile String Profile identifier from search.profiles.
archives String [1 Collection of archive identifiers.
members String [1 Collection of directory entities.

editable Boolean Defines whether the search view can be

edited.
The set of values:

- true: The user modifies the view which is
saved to the user settings.

Default value.

- false: Disables editing the view.

DetailsProfile

This object defines the profile for the entity details view.

id String Profile identifier.

filcer_type String Type of attribute filcer. The set of values:
- Include: certain attributes will be
displayed.
- Exclude: certain attributes will not be
displayed.

attributes String [1 Collection of attributes. If filker_type =
Include, the order applies.

sections String [1 Collection of displayed sections. If this

element has not been defined, all sections
are displayed.




DetailsDisplay

This object represents the settings for the entity details view.

profile String

Profile identifier from details.profiles.id.

archives String [1

Collection of archive identifiers.

templates String [1

Collection of templates to which the profile
applies. If this element has not been defined
or is empty, it applies to all templates.

members String [1

Collection of directory entities of type
“user” or “group”. The "subject" or "alias" is
defined for the user. If a group has been
defined, the setting applies to all members.

DetailsVirtualAttribute

This object defines the virtual attribute.

id String The attribute identifier used in the profile
definition in the attributes collection
(DetailsProfile / attributes).
label Object This attribute label represents an object
where the label can be defined in different
languages.
en String Label in the
English
language.
sl String Label in the
Slovenian
language.
description String Attribute description.
type String Attribute type. The set of values:
- DATE,
- DATE_TIME,
- TIME,
- STRING.
value String The expression for calculating the value of
the attribute where access is enabled to
the entity properties (this.entity), the
parent entity (this.parent) and the selected
language (this.lang).




6.2 Upgrade procedure

1. The administrator copies the current “assets/settings.json” to a tempaorary directory.
2. Deletes the directory containing the IMiS®/wClient.
3. Extracts the installation package to the directory.

4. Replaces the settings.json from the temporary directory.

7 MANAGING PRODUCT

The IMiS®/wClient can be managed by a user with the appropriate rights (e.g. administrator).

The user must first log in to access the archive.

For more information on logging in/out see chapter Login and logout.

The user stops the IMiS®/wClient by logging out and closing the tab/window of the web

browser.




8 TROUBLESHOOTING

Users of the IMiS®/wClient must know how to handle the product correctly and are advised to
follow instructions provided by documentation. If you encounter issues or errors,
it is important to follow proper procedures. The first thing that is advised is to contact the

IT expert or system administrator of your company.

Administrators are advised to troubleshoot errors with the help of the appropriate manual.
If you cannot discover the cause of the issue or find the appropriate fix, feel free to contact
IMiS® software support and we'll be glad to offer assistance. Be advised that a layperson's

interference can make things worse and further destabilize the system.

8.1 How to avoid problems

Regular updating of the IMiS®/wClient is essential to keep issues at a minimum.

Every new version of IMiS® software fixes known bugs and errors.

If you want to make sure things run smoothly, a highly recommended choice is our optional
maintenance contract. A valid maintenance contract will protect you from serious errors
or system outage. Several kinds of maintenance contracts are available:
e Primary, where the developer takes over the complete process of system maintenance.
e Secondary, where the developer fixes serious or less frequent errors, while users and

their IT service perform regular maintenance and troubleshooting.

Maintenance contracts can be tailored to the specific needs of IMiS® software users.

Ask for a deal and we'll be happy to assist you.

8.2 Frequent errors

This chapter describes errors that may be frequently encountered while using the
IMiS®/wClient. Each error is paired with the possible reasons and the steps that should allow

you to fix it.
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Error when accessing an archive

Likely cause: There was an error in establishing a connection with the IMiS®/ARChive Server,

which can be due to:
e Wrong IP address.

¢ Invalid network port.

e Firewall on the client, or on the network between the client and the server, that prevents

communication between the client and the server.

Solution: First, check the validity of the IP address and the network port. If that's not the

cause, check if communication between the client and the server is open and reconfigure any

firewalls as necessary.

Invalid Username or password

Likely cause: Invalid username or password.

Solution: Check whether the username and password have been entered correctly

(e.g. use of capital/small letters, without initial or end spaces, etc.).
If that does not solve the problem, notify the administrator who will check whether a user with

that name is actually registered on the IMiS®/ARChive Server.

IMiS/wClient H

IMiS/ARC 10.3
anelson
LOG IN
G Login with Google (0IDC)
| ] Login with Microsoft Azure (0IDC)
B Login with Microsoft Azure (SAML)
f Login with Facebook (0IDC)

A\ User name or password is invalid.

Image 425: An example of the error: User name or password invalid
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Entity cannot be created since Classification Code generator is not defined for its
hierarchy depth.

Likely cause: Creating a folder in the classification scheme at a too low level.

When saving a new folder, a classification code is automatically generated, however, the
classification code generator on the IMiS®/ARChive Server supports the generation only to a

certain level in the classification scheme, and not beyond it.

Solution: Creating a folder at a higher level, which is still supported by the classification code

generator on the server.

Create Folder

DETAILS

Image 426: An example of an error when saving a new folder

[Class, Folder, Document] <classification code> cannot be edited.

Likely cause: The entity is already open in editing mode on another computer.

Solution: Wait until the other user finishes editing and then open the entity once again.

Error x

Server reported an error processing request (Reason: code=ERR_IAS_ERROR, message="Entity
'200039759" is being edited by another party’)

Image 427: An example of an error when opening an entity in editing mode
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Content scanning icon does not appear

Likely cause: Wrong key for accessing the IMiS®/Capture Service.

Solution: In the IMiS®/Capture Service settings check the suitability of the key in the
“Security” tab. The service key value in the IMiS®/Capture Service settings must match the API

key value in the user profile settings (“Profile / Settings”) of the IMiS®/wClient.

i IMiS/Capture Service settings — m| s
Profile Enter or generate new application key
Security Service key: |[4713a71b-bded-deTe-ac0d-aceTedTebl6a

Image 428: Example of defining the service key
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