
IMiS®/wClient Manual Version 1.5.2010 

 

2020 ©  Imaging Systems Inc., All rights reserved. 21 

 

One of the most practical functionalities of the electronic archive is searching by metadata  

or searching the full text of stored content. Users may perform search functions on the 

complete archive, or on any selected entity. 

 

The IMiS®/wClient can be connected to many IMiS®/ARChive Servers, which facilitates the 

capture and management of electronic content of several separate organizational units on a 

single location. 

 

2.2 Versioning and numbering 

The version of the IMiS®/wClient can be read from the name of the installation package, which 

appears according to this scheme: 
 

IMiS.wClient.MAJOR.MINOR.RELEASE.BUILD.zip 

 

The example of installation package name: 
 

IMiS.wClient.1.5.2010.zip 

 

The scheme consists of the name of the IMiS® module (IMiS.Client) and the following elements: 

• MAJOR: marks a major/central version of the IMiS® module, which changes least 

frequently. Changes indicate a new generation of module that introduces major 

functionality changes compared to the previous version. The identifier has values ranging 

from 1-n which grow in successive numbers. 

• MINOR: marks a minor version of the IMiS® module, which changes more frequently. 

Changes indicate fixes and minor changes to functionalities, and fixes to the generation 

of module marked by the MAJOR version. The values range from 1-n, are not always 

successive and revert back to the base value (1) with each change of the MAJOR version. 

• RELEASE: marks the release version. Unlike the other value ranges, the IMiS® module 

release date follows a YYMM scheme, where MM marks the release month (range 01-12) 

and YY marks the final two digits of the year. 

• BUILD: The identifier in this position indicates the unique serial number of the product 

build; this number never repeats. If smaller changes are made to the product within a 

single month, this identifier may change. In this case, all other identifiers remain the 

same. The range of values is from 1 to n. This number is not continuous and can only 

increase. 
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2.3 Functionalities 

The basic functionalities of the IMiS®/wClient are as follows: 
 

• Access to any of IMiS®/ARChive Servers from any web browser. 

• Secured communication with the IMiS®/ARChive Server via SSL/TLS protocol. 

• Secure user authentication (SRP-6A, LDAP). 

• Simple user authentication via Single Sign-on (SSO) mode. 

• Access to the records according to a predetermined classification scheme. 

• Editing of access permissions for entities, attributes of directory entity type and 

metadata. 

• Entry and management of the records metadata according to a predetermined attribute 

scheme. 

• Content management (capturing, viewing data, saving, previewing, downloading, updating, 

copying, moving, deleting, tagging for later indexing or conversion). 

• Document versioning. 

• Storage of archive materials of electronic origin or digitized using the scanner. 

• Streaming-mode access to the records. 

• Audit log that records every operation performed over the records stored on the archive 

server (includes date and time, user name, name of computer, type of event, reason for 

action taken). 

• Secure audit log viewing for authorized users. 

• Search by metadata and search full text of stored content. 

• Sorting of entities according to the values of the categorized attributes (categorized 

views). 

• Establishing of connections between different entities (references). 

• Management of retention policies and disposition holds for the records. 

• Making reports on folders, documents, document contents, retention, reviews, accesses, 

the classification scheme, entities, deleted entities, and entities to be deleted. 

• Support for IPv4 and IPv6 network communication systems. 
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2.4 New functionalities in this version 

We have implemented the following new functionalities and improvements to the previous 

certified version 1.4.1910 of the IMiS®/wClient module: 

 

New functionalities: 

• Parsing email contents at the server level. 

• Searching audit log events using an identifier. 

• Adding and moving content to the custom container. 

• Showing the audit log created before the entity import. 

• Show search history. 

• IMiS®/wScan API key and URL settings in the profile settings. 

• Showing directory entity aliases. 

• Show directory entity membership. 

• Show context menu in the tree view. 

• Information on user sessions. 

• Saving user settings. 

• Saving the template categorization. 

• Showing the password on the login page. 

• Sorting the entity collection by type. 

• Preview of Microsoft Office content [Word, Excel, Power Point]. 

• Searching by entity type. 

• Recursive search with a depth setting option. 

• Editing the advanced search display. 

• Changing the order of attributes after changing the template. 

• Making reports. 

• Side menu of the preview of PDF and TIFF content. 

• Showing the deleted entity type. 

• Changed classification code. 
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Improvements: 

• Keyboard use supported in edit mode. 

• Limiting the size of collections found by a search. 

• Record of the internal entity identifier in the audit log report. 

• Preserving the remaining metadata of entities destroyed or transferred. 

• Selecting multiple entities simultaneously to be moved and deleted. 

• One-time setting of a description of all entities to be deleted. 

• Loading a page while showing the entities list. 

• Changed Binary property operations. 

• Changed mode of loading a user’s images. 

• Saving the status of the display of sections in the “Details”. 

• Preview for the Binary-type properties. 

• Sorting columns on the list in descending/ascending order. 

• Loading content by parts. 

• Retrieval of the file type from the extension. 

• Improved component for selecting the directory entity. 

• Selecting an email template before creating an entity. 

• Enhanced dialog box for selecting an entity. 

• Downloading the report on saving the review. 

 

Small improvements: 

• Enhanced display of the slider. 

• Changed display of permissions in the “Security” tab. 

• Enhanced user interface. 

• Transition from the profile to the classification scheme. 

• Disabling the action “Next” until the reason is entered. 

• Changed text when displaying larger collections. 

• Changed display of the device name in the “Activities” view. 

• Framework upgraded to Angular 10 and PrimeNG 10. 
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3 TECHNICAL DOCUMENTATION 

3.1 Client architecture 

IMiS®/wClient is the user component of an electronic and physical records management 

system. The client connects to the web service IMiS®/Storage Connector Services REST, 

which represents the service level of the interface of the IMiS®/Storage Connector.  

The latter can be connected to many IMiS®/ARChive Servers. 
 

 

Image 1: Client architecture 

 

3.2 Format of import / export files 

The format of the import, export and data transfer files on the IMiS®/ARChive Server is the 

XML file, structured according to a partly modified Moreq2 scheme. 

The differences between XML and Moreq2 schemes are as follows: 

• Attributes which are required (mandatory) in the Moreq2 scheme and are not supported 

by the servers change from required to optional. 

• All attributed in the "Custom" part of the XML scheme are newly added. 

  



IMiS®/wClient Manual Version 1.5.2010 

 

2020 ©  Imaging Systems Inc., All rights reserved. 67 

 

If the user selects the action Load, the entities are loaded and displayed on the list. 

 

The user add or remove the columns of the selected attribute Classification code, Description 

and Modified with the icon   in the command bar. The Title column is always present and 

cannot be removed.  

For more information on the entity display options see chapter Menu functions. 

 

By selecting the arrow or title of the column of the selected attribute Title, Classification code 

or Modified, the user specifies the order of the entities shown. 
 

 

Image 36:  Selecting the order of displaying the list of entities 

 

Note: 

The setting of displayed attributes applies to the selected browser at the level of the entire archive for 

all entities shown on the list of contained entities. 

 

Tip: 

In order to preserve a clear classification scheme and limit the moving of entities, users are advised 

AGAINST classifying documents directly into classes but always in folders. 

 

4.2.3 Entity information 

Information about the selected entity is found in the right view of the IMiS®/wClient user 

interface. The tabs are available in the following modes of displaying information on the selected 

entity: 

• Preview:  a display of tabs and their contents which are publicly accessible to the user. 

• Open:  a display of tabs according to the user's effective permissions. 

• Edit:  a dialog box opens with the attributes whose values can be modified. 
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Image 51:  Information on disposition hold 

 

By clicking on an individual Retention policy title, a notification window opens, containing the 

following information: 

• Name:  unique name of the retention policy. 

• Description:  short description of the retention policy. 

• Detailed description:  detailed description of the retention policy. 

• Action:  the default action from the list of actions for entity. 

• Identifier:  unique identifier of the retention policy. 

• Mandates:  mandates for an individual retention policy. 
 

 

Image 52:  Retention policy information 

 

By selecting the command Get, the content opens for the user in the viewer. 

For more information on editing retention and disposition hold periods see chapter 

Editing retention policies. 
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4.2.3.2 The Security tab 

The Security tab is intended for reviewing the access control list (ACL) or the list of explicit 

permissions of groups or users on the entity and its metadata. 

 

The list of permissions granted to the user (on the selected entity) consists of the following 

permissions: 

• Read:  permission to read data on the selected entity (view metadata and content files). 

• Write:  permission to edit entity data (write metadata and add content files). 

• Move:  permission to move the entity within the classification scheme. 

• Delete:  permission to delete entity data (delete metadata and remove content files). 

• Create entities:  permission to create sub-entities inside the selected entity. 

• Change permissions:  permission to change the effective permissions of other users on 

the selected entity. 

• Change security class:  permission to change the security class of the selected entity. 

• Change status:  permission to change the status of a selected entity. 

• Change retention:  permission to read and change the content of »Retention« tab. 

• Create references:  permission to create a reference to another reference. 

 

In the preview mode the user is shown a list of the access control list (ACL) for the logged user. 
 

 

Image 53:  The Security tab for a logged user in the preview mode 
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By selecting View permissions below the list of access permissions, when in read-only mode 

the user is shown a list of all directory entities that have been granted at least one explicit 

permission on the selected entity in the access control list (ACL). 
 

 

Image 54:  A list of directory entities with access rights to the entity in the reading mode 

 

By selecting “Show all”, the current status of effective permissions for the selected user is 

shown. 

 

4.2.3.3 The Activity tab 

The Activity tab shows the audit log for the selected entity. This tab is shown to the user with 

the AuditLogQuery role. 
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Image 55:  The Activity tab in the preview and reading mode 

 

The audit log records the following information: 

• User:  the name of the user who performed an action on the selected entity.  

By clicking on the user’s name, a notification window opens, showing user information. 

• Event type:  a type of event that was performed on the selected entity. 
 

 

Image 56:  Information about the user who performed an action on the entity 
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• Date:  a time when an action was performed on the selected entity. 

• Device name:  the name of device, from where the command to perform the action on the 

selected entity came from. 

• Address:  the network address from where the command to perform the action on the 

selected entity came from. 

• Internal address:  IP address, which is set by opening a new session with the REST 

service. 

 

When choosing the »Export« command in the right upper button, a popup menu appears with 

the possible audit log export formats for the selected entity. The supported formats are CSV 

and XML.  

After selecting the format, the user is shown a notification in the bottom left corner about the 

downloaded content. 

In the popup menu the user has the option of selecting actions. By selecting the action “Open”, 

the user has the option of saving the audit log to the file system. 

 

4.2.4 Command bar 

After the user logs in to the selected archive, the following commands appear in the command 

bar above the information on the selected entity: 

• New:  creates a new root class or contained entity. 

• Open:  opens the selected entity in the reading mode. 

• Edit:  opens the selected entity in the editing mode. 

• Actions:  contains commands for performing various operations on the selected entity: 

- Status:  edits the status of the entity via a dialog box,  

which also offers the option to enter the reasons for the changes performed. 

- Security class:  changes the entity's security class via a dialog box, which requires the 

user to enter the reasons for the change performed. 

- Share:  copying the link to the selected entity to be shared with other users. 

- New reference:  adding a connection to another entity in the classification scheme via 

a dialog box. For more information see chapter The Details tab. 

- New version:  creating a new version of the selected document in the classification 

scheme via a dialog box. For more information see chapter Versioning. 

- Classification code:  changes the classification code of the selected entity. 
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- Move:  moves the selected entity around the classification scheme of the archive. 

- Delete:  deletes the selected entity. 

- Import:  imports the selected entities to the archive. 

- Export:  exports the selected entities of the archive. 
 

 

Image 57:  Command bar above the information of the selected entity 

 

Below the command bar is the search results counter. It displays the number of entities on the 

list in the central view. 

 

To the right of the icon for the entity display mode, the user can close or open the right view 

with entity information by selecting the icon . 

 

Image 58:  Enabling/disabling the display of entity information 

 

4.2.5 Menu functions 

By selecting the user's name or icon, the following commands are available in the popup menu: 

• Profile:  information about the user. 

• Activity: information about audit log events for the selected user and entity. 

• Reports:  reports on document contents, retention periods, reviews, access 

permissions, classification schemes, entities, deleted entities and entities waiting for 

deletion. 
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• Log out:  log out from the application. After logging out of the selected archive, a dialog 

box appears for the user to log in again to the selected archive. 

• About:  information about the application. 
 

 

Image 59: Popup menu in the header of the user interface 

 

4.2.5.1 User information 

By selecting on Profile, a dialog window opens, showing the following sections: 

• Details 

• Security 

• Settings 

• Search History 
 

Note:  The user leaves the profile settings by selecting the name of the IMiS®/wClient application or 

archive  (e.g. IMiS/ARChive 10.1). 
 

 

Image 60:  Transition from profile settings to the entity review in the archive 
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4.2.5.1.1 The Details tab 

The “Details” tab contains the following information on the logged-on user: 

• First name: the first name of the user. 

• Last name:  the last name of the user. 

• Email:  the email address of the user. 

• Security class level:  the security class level of the user. 

• The modified value is shown after 15 minutes or after logging out and logging back in. 

The administrator has a special value (1) which is not mapped to the text. 

• Created:  the user that created the directory entity and the date and time of creating 

the directory entity. 

• Modified:  the user that last edited the directory entity and the date and time of the last 

change to the directory entity. 

• Aliases:  alternative names of the directory entity with which the directory entity can 

access the archive. 

• Member of groups:  view of the list of groups of which a specific user is a member. 

• Type:  a directory entity type (user, group). 

• Identifier:  the unique identifier of the user. 
 

 

Image 61:  Display of the “Basic” tab 
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By selecting the action “Edit”, the user edits information in the “Basic” tab.  

The user has the following icon (avatar) management options: 

• Change avatar:  selecting a new image file from the file system. The change becomes 

effective as soon as the file selection is confirmed. 

• Remove avatar:  removal of the existing image. The change is executed immediately.  

After the removal it is replaced by the default image. 
 

 

Image 62:  Editing user details in edit mode 

 

Note:  For more information on setting editing permissions see chapter “Server Configuration” / 

“Authentication” in the IMiS®/ARChive Server Manual. 
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4.2.5.1.2 The Security tab 

The “Security” tab is used to manage the “Password” and review the “Session history”. 

 

Image 63:  Display of the “Security” tab 

 

Note:  By unchecking the parameter “Show closed”, the list shows only active sessions. On the right, the 

user can see the displayed sessions counter. 

 

Password 

By selecting the action “Change password”, the user is shown a dialog box for entering the 

current password and the new password, which the user must confirm. The user confirms the 

final change of password by selecting the command “Change password”. 
 

 

Image 64:  Display of the window for changing the user password 
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4.2.6 Search 

Located above the central view in the header of the user interface is the Search field.  

It enables the user to search by the metadata of selected entities and to search by the entire 

text of the content of documents over the entire archive. 

For more information on search options see chapter Search functions. 

 

4.3 Actions 

This chapter describes the actions of the IMiS®/wClient on the selected archive: 

• Entity access 

• Creating an entity 

• Editing entity data 

• Entity move 

• Content management 

• Versioning 

• Search functions 

• Archiving email messages 

• Acquiring authenticity evidence 

• Import 

• Export 

• Deleting an entity. 

 

4.3.1 Entity access 

Access to the entity in the classification scheme depends on the: 

• Security class of the entities. 

• User’s security class level. 

• User’s access right. 

 

4.3.1.1 Security class of the entities 

This setting in the entity details specifies the set of available entity security classes based on 

the entity's position in the classification scheme. 

For more information on security classes see chapter Access in the IMiS®/ARChive Server 

user manual. Changing the security class of the entities is described in greater detail in the 

chapter Changing the security class. 
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4.3.1.2 User’s security class level 

In the settings of the IMiS®/wAdmin administration web interface in the »Directory« folder, 

the user with permission specifies the »Security class level«. 

This setting specifies the security class level of the content which the user is allowed to review. 

The user can review only the content whose security level is lower than or equal to the user's. 

 

4.3.1.3 User’s access right 

In the settings of the IMiS®/wAdmin administration web interface in the Access control folder, 

the user with permission specifies the access permissions for each directory entity, which 

applies to a specific archive volume. 

Under the settings, the user also specifies whether the permissions are inherited by the 

contained entities (Propagated) and whether the user can log in on behalf of a delegated user 

(Delegate context). 

For more information on access rights see chapter The Security tab. 

 

When logging into the selected archive, the root classes of the archive to which the user has 

the Read right are read from the IMiS®/ARChive Server. 

 

The user is shown the root classes in the Archive folder in the left view and in the list of 

contained entities in the central view. 

 

By selecting a root class, the tabs in the right view, where the entity information is located, 

show only the publicly accessible information on the class. For more on the content of tabs see 

chapter Entity information. 

 

By selecting the Open command in the command bar, all of the data to which the user has read 

permissions are read from the server. The same applies to the access to entities contained in 

the archive’s root classes. 

 

A user with the Write permission on the selected entity can select the Edit command in the 

command bar. The same data are shown in the tabs as when selecting the Open command.  

The user can edit and change the values of attributes that are not tagged on the server as 

read-only. For more information see chapter Editing entity data. 
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4.3.2 Creating an entity 

The user can create root classes and sub-entities in the IMiS®/wClient, if he has the Create 

entities right on the selected class or folder. 

 

For faster capturing and classifying of entities to appropriate places in the classification 

scheme, it is recommended that users separate (organize) the documents by type before 

capture. 

 

Documents separation is performed by classifying documents into the appropriate templates 

in the classification scheme. Each template has predefined attributes, which are set by the 

administrator in the settings of the IMiS®/ARChive Server. The user must enter the 

mandatory attributes before saving. 

 

The user has the option of modifying the template when editing an entity. By selecting the field 

with the values of the attribute Template, the list shows the available templates of the same 

type. 
 

 

Image 84:  Modifying a template in editing mode 

 

For more information on templates see chapter Templates in the IMiS®/ARChive Server 

Manual. 

 

4.3.2.1 Creating a new entity 

Besides the Create entities permission, the user has to have the Change retention permission 

to create new entities. 
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4.3.2.1.1 Creating a root class 

By selecting the Archive folder in the left view, the user can add a new root class to the entities 

list. The user does that by selecting the New command in the command bar, selecting the 

relevant template from the list, entering the values of attributes, defining the retention policy 

and confirming Create. 
 

 

Image 85:  Creating a root class 

 

4.3.2.1.2 Creating subentity 

In the classification scheme in the left view or in the entities list in the central view the user 

selects the entity into which he wants to classify a new class, folder or document.  

The user does that by selecting the New command in the command bar and selecting the 

relevant template from the list, same as when creating a root class. 
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Image 95:  Entering the values of multiple directory entities 

 

After entering all of the required and desired attribute values in the Details tab, the user 

continues by entering the values in the remaining tabs. 

 

4.3.2.3 Entry of the classification code 

The entry of the classification code for new entities depends on the selected type of 

classification code generation of the parent class or folder. 
 

In the preview or open mode, the information about the classification code of an existing entity 

is in the Details tab in the set More. 

  



IMiS®/wClient Manual Version 1.5.2010 

 

2020 ©  Imaging Systems Inc., All rights reserved. 108 

 

 

Image 97:  Manual entry of a child entity’s classification code 

 

 

Image 98:  Display of manually entered classification code 

 

4.3.2.4 Setting an entity's security class 

This setting hides entities from users whose security class level is not high enough to access 

them. The user with the Create entities permission can specify a new Security class for new 

entities in the Details tab in the Create entity dialog box. 
 

 

Image 99:  Specifying the security class of a new entity 
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Security classes are predefined, and range from lowest to highest as follows: 

• Inherited:  The security class is implicitly inherited from the parent entity.  

In case of root classes, the inherited security class value is empty. 

• Unspecified:  Access to this entity is not specified. 

• Restricted:  The entity is an internal matter. It may only be accessed by users with a 

clearance level Restricted or higher. 

• Confidential:  The entity is considered confidential. It may only be accessed by users with 

a clearance level Confidential or higher. 

• Secret:  The entity is considered secret. It may only be accessed by users with a 

clearance level Secret or higher. 

• Top Secret:  The entity is considered top secret. It may only be accessed by users with a 

Top Secret clearance level. 
 

 

Image 100:  Entity information after entering the security class 

 

4.3.2.5 Entering the status of an entity 

The user with the Create entities permission can specify the Status of new entities in the 

Details tab in the Create entity dialog box. 

 

The user can choose from predefined values for the status of an entity: 

• Inherited:  the status of the entity is implicitly inherited from the parent entity. 

In the case of root classes, it matches the status Opened. 

• Opened:  the status of the entity changes explicitly to Opened. 

• Closed:  the status of the entity changes explicitly to Closed. 
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• Closed:  records the date and time the Status attribute was saved with the Closed value. 

 

Image 113: Example date and time an entity was closed 

 

• Identifier:  the entity's unique identifier on the server. This metadata never changes. 
 

 

Image 114: Example entity identifier 

 

4.3.3 Editing entity data 

Changing data about an entity in the IMiS®/wClient includes editing metadata and modifying 

content. A user can only change entity data when user have the Write permission on the 

entity. To edit the selected entity, use the Edit command in the command bar. 

 

The user edits the selected entity using the Edit command in the command bar. 

A dialog box opens with the attributes and their values. 

The value can be text, date, logical or one of the predefined values, which may be multiple. 

 

4.3.3.1 Editing entity metadata 

In the Details tab the user can edit the attribute values. 

The selection of attributes is defined by the selected template. 

For more information on the set of editing metadata see chapter Creating subentity. 

 

4.3.3.2 Editing content 

In the Details tab the user edits document contents. 

For more information on editing contents see chapter Content management. 

 

4.3.3.3 Editing physical content metadata 

In the Physical Content tab the user edits the metadata referring to the location of the 

physical content. The metadata are not mandatory for archiving physical content.  

Physical content metadata can be entered for a folder or document. For more information on 

editing physical content metadata see chapter Physical content attributes. 
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The user can edit the following values of physical content attributes: 

• Identifier:  unique identifier of the physical content. 

• Description:  description of the physical content. 

• Status:  the current status of the physical content. 

• Home location:  the home location of the document's physical content. 

• Current location:  the current location of the document's physical content. 

• Return due:  return date and time of checked out physical content. 
 

 

Image 115:  Editing of the physical content metadata 

 

By changing the value of the Status attribute and saving the entity, the Status Change is 

written below the value field. Status Change is automatically filled in with the date of the last 

change of the Status field. 

The user can change the value of the Status attribute to CheckedIn when checking in physical 

content or to CheckedOut when checking out physical content. 
 

 

Image 116:  Popup menu for selecting the status of the physical content 
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4.3.3.4 Editing access rights 

The user with the Change permissions permission can edit the access control list (ACL) for the 

entity or a selected metadata for a directory entity (user, group, attribute of directory entity 

type). The list shows only those directory entities that have been granted at least one explicit 

permission on the selected entity. 

 

The Permissions field is located above the list of editing permissions. The default value is Entity, 

with which the access control list (ACL) is associated. 

 

4.3.3.4.1 Editing access rights for an entity 

By selecting the Edit button in the command bar, a dialog box opens showing effective 

permissions on the entity for the selected directory entity or the given directory entity 

contained in the mentioned attribute of the directory entity type. 
 

 

Image 117:  Security tab in editing mode 
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The left part of the view contains a list of directory entities with access rights to the entity.  

In the event of a greater number of directory entities, search is enabled via a search box. 
 

 

Image 118:  Searching a directory entity on a list 

 

If a specific group, user or an attribute of directory entity type, that is registered on the 

IMiS®/ARChive Server is not mentioned on the list, the user with permission can select and 

add them using the Add button. 
 

 

Image 119:  List of directory entities with access rights to the entity 

 

In the right part of the view a list of entity editing permissions is shown in the section 

Permissions, for the selected directory entity or an attribute of directory entity type. 
 

The Effective column shows the current state of effective permissions for the selected group 

or user over the entity. 
 

To the right of the column Effective permissions, the user selects Allow to add an explicit 

permission, or Deny to revoke a permission. The user can specify explicit permissions for any 

registered directory entity or an attribute of directory entity type. 
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In the section Options with a tick the user enables the options for access permissions in the 

context of Allow or Deny: 

• Enabled for this entity: the permissions are enabled on the current entity. 

• Enabled for subentities:  enables the inheritance of permissions on contained entities. 

• Delegate context:  the access permissions apply to the user who will log in on behalf of 

a delegated user. 
 

 

Image 120:  Setting the inheritance of access permissions to contained entities 

 

In the section Validity the user sets a time limit on the validity of entity access permissions for 

the selected directory entity or for the given directory entity contained in the mentioned 

attribute of the directory entity type. The user does so by setting the temporal validity of 

access permissions (Valid from and Valid to) in the date field. 
 

 

Image 121:  Setting the temporal validity of access permissions 
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In the case of the directory entity type attributes, the permission is effective for the respective 

value in the mentioned attribute in the context of the entity in question. Therefore,  

a permission does not have the same effect on all child entities, but rather sets the permission 

for all users and/or user groups mentioned in the value of the attribute to which the access 

permission refers. Permissions have no effect on system directory entities. 

 

 

Image 122:  A list of access permissions for a specific attribute 
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4.3.3.4.2 Editing access rights for metadata 

The Permissions field is located above the list of editing permissions.  

Instead of the Entity default value, the user can select one of the metadata with which the 

access control list (ACL) is associated. 
 

 

Image 123:  Popup menu for selecting access rights to a selected metadata 

 

The left part of the view contains a list of users with access rights to the selected metadata.  

User selects a directory entity to which it wants to grant access rights. In the event of a 

greater number of directory entities, search is enabled via a search box. 

The user adds it to the list using the Add button. 

 

In the right part of the view a list of metadata editing permissions is shown for the selected 

directory entity. 

 

To the right of the column Effective permissions, the user selects Allow to add an explicit 

permission, or Deny to revoke a permission. 

  



IMiS®/wClient Manual Version 1.5.2010 

 

2020 ©  Imaging Systems Inc., All rights reserved. 122 

 

In the section Options with a tick the user enables the options for access permissions in the 

context of Allow or Deny: 

• Enabled for this entity: the permissions are enabled on the current entity. 

• Enabled for subentities:  enables the inheritance of permissions on contained entities. 

• Delegate context:  the access permissions apply to the user who will log in on behalf of 

a delegated user. 

 

In the section Validity the user sets a time limit on the validity of metadata access permissions 

for the selected directory entity or for the given directory entity contained in the mentioned 

attribute of the directory entity type. The user does so by setting the temporal validity of 

access permissions (Valid from and Valid to) in the date field. 
 

 

Image 124:  List of user permissions on the selected metadata 
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The list of user permissions on the selected metadata of the entity consists of the following 

access rights: 

• Read:  the user has permission to read the value of the selected metadata of the entity. 

• Write:  the user has permission to edit the value of the selected metadata of the entity. 

• Create:  the user has permission to create the value of the selected metadata of the 

entity. 

• Delete:  the user has permission to delete the value of the selected metadata of the 

entity. 

 

The user confirms the changes to the explicit permissions with the Save command or cancels 

them with the Cancel button. 

 

4.3.3.5 Editing retention policies 

The user with the Change retention permission can edit the retention periods and disposition 

holds of the selected entity by selecting the Edit command. 

 

A new window opens containing the tabs:  

• Retention policy:  entity retention policy list. 

• Disposition hold:  entity disposition hold list. 

 

In the central view of the contained Retention policy tab is a list of retention periods for the 

selected entity. The user can edit only the explicit retention periods.  

The inherited retention periods cannot be edited. 
 

 

Image 125:  The Retention policy tab in editing mode 

 

The user can remove explicit retention periods from the list by clicking on the icon    at the 

end of the record of an individual retention period. 
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The user confirms the changes to the retention periods with the Save command or cancels 

them by selecting the Cancel command. 

 

In the central view of the contained Disposition hold tab is a list of disposition holds for the 

selected entity. 
 

 

Image 126:  The Disposition hold tab in editing mode 

 

If the disposition hold is not given on the list, the user can select and add it using the Add 

button in the top part of the view. 

 

The user can remove disposition holds from the list by clicking on the icon    at the end of the 

record of an individual disposition hold. 

 

The user confirms the changes to the disposition holds with the Save command or cancels 

them by selecting the Cancel command. 

 

4.3.3.6 Changing the classification code of an entity 

The user can change the relative entity classification code even after assigning the 

classification code on entity creation. The classification code can be changed only on entities 

where the classification code of their parent entity has been set to “Manual” or “Optional”. 

For more information on setting the parent classification code see chapter Entry of the 

classification code. 

 

For changing the classification code of an entity, the user has to have the Change entity 

permission on the entity. The user can change the current classification code on existing 

entities by selecting the Actions command in the command bar and the Classification code 

action in the popup menu. 
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Image 127:  Selecting the classification code 

 

In the Change classification code dialog box in the Classification code field the user enters the 

new relative entity classification code. 

 

The user writes a reason for the classification code change in the Reason to change field.  

The change of classification code for the selected entity is confirmed using the Save button. 
 

 

Image 128:  Selecting the classification code and giving the reason for the change 
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4.3.3.7 Changing the status of an entity 

For changing the status of an entity, the user has to have the Change status permission on the 

entity. The user can change the current status on existing entities by selecting the Actions 

command in the command bar and the Status action in the popup menu. 
 

 

Image 129:  The popup menu for selecting the Status command 

 

In the Change status dialog box in the Status field the user selects the desired status from the 

drop-down menu. 

For more information on the set of predefined values for the entity's status see chapter 

Entering the status of an entity. 
 

 

Image 130:  Selecting the status 
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The user writes a reason for the status change in the Reason to change field.  

The change of status for the selected entity is confirmed using the Save button. 
 

 

Image 131:  Selecting the status and giving the reason for the change 

 

4.3.3.8 Changing the security class 

To change an entity's security class, the user must have the Change security class access 

right on the entity. 

The user can change the current security class on existing entities by selecting the Actions 

command in the command bar and Security class in the popup menu. 
 

 

Image 132:  The popup menu for selecting the Security class command 

 

In the Change security class dialog box in the Security class field the user selects the desired 

security class from the drop-down menu. 

For more information on the set of predefined values for the entity's security class see chapter 

Setting an entity’s security class. 
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Image 133:  Selecting the security class 

 

The user enters the reason for the change of security class into the Reason to change field. 

The change is confirmed by clicking the Save button. 
 

 

Image 134:  Selecting the security class and giving the reason for the change 

 

4.3.3.9 Sharing an entity 

An entity can be shared by a user with the Read permission. 

The user creates a copy of the link to the entity and saves it to the clipboard.  

In open mode, the user selects the entity. By selecting the popup menu on the marked entity, 

the user selects the command Share. 
 

 

Image 135:  Selecting the command Share in the popup menu 
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A dialog box opens containing the created link to the selected entity or content. 
 

 

Image 136:  Displaying the created link to the selected entity 

 

By clicking on the field, the user can select the full text of the displayed link. Selecting the email 

icon opens a window for a new email message in the default application. The button Copy copies 

the link the same as using a right click and Copy over highlighted text or Ctrl+C over 

highlighted text. 
 

 

Image 137:  Copying the link to the selected entity 

 

By confirming the action Copy, the link to the entity is copied to the clipboard. 
 

 

Image 138:  Notification of copying a link to the clipboard 
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By selecting the icon , the user is shown the email content in the default messaging client 

with a link to the entity/content. 
 

 

Image 139:  Sending a link to the selected entity/content by email 

 

By clicking the link, the email recipient is shown a login window of the IMiS®/wClient.  

After login, the user is shown the selected entity/content in the preview mode. 

 

4.3.3.10 Adding and editing references 

References enable a user to establish connections between entities and instantly move to 

other entities in the classification scheme. 

To add references on an entity the user must have the Create reference permission.  

The user can add a reference on existing entities by selecting the Actions command in the 

command bar and New reference in the popup menu. 

 

Note:  Functionality is supported in IMiS/ARChive Server version 9.9 or higher. 
 

 

Image 140:  The popup menu for selecting the New reference command 
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When moving, the following rules for renumbering the classification code apply depending on 

the manual, manual (optional) or automatic setting of the entity classification code in the 

moving entity tree: 

• The entities in the moving entity tree, which are located directly under the entity with a 

manual or manual (optional) setting of classification codes, are not renumbered; all other 

entities are renumbered if the counter context enables it (automatic creation of a 

classification code on the entity to which the entity tree is moving). 

• Moving an entity with a manually or manually (optional) set classification code under an 

entity which is set to automatically create a classification code causes that entity to be 

renumbered; the implementation mentioned in point 1 applies to all other contained 

entities. 

• Moving an entity with a manually, manually (optional) or automatically set classification 

code under an entity which is set to manually assign a classification code is not possible, 

if a contained entity exists that has the same partial classification code as the source 

entity. If the move is possible, the entity tree is moved. Due to an invalid counter context 

(manual setting of the classification code), the renumbering is not performed for any 

contained entity. 

 

Note: 

The following rules apply to the user when moving: 

• The user can move all entities, regardless of whether they are closed or opened. 

• The user cannot move documents which are classified directly under a class under folders.  

The user likewise cannot move documents which are classified under folders directly into a class. 
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4.3.5 Content management 

This chapter describes the following actions over document contents: 

• Capturing content 

• Content details 

• Saving content 

• Content preview 

• Downloading content 

• Content update 

• Copying content 

• Moving content 

• Deleting content 

• Indexing content 

• Content conversion. 

 

4.3.5.1 Capturing content 

The user captures the content of documents by using the: 

• File system command, by selecting the specific content. 

• Scanner and the enabled services of IMiS®/Capture Service. 

 

4.3.5.1.1 Capturing content from the file system 

The IMiS®/wClient enables the capture of those content, that are supported by the 

IMiS®/ARChive Server and can be described using the IANA-registered content type  

(MIME type). 

The format of the file is recognized from the file's extension. If the file extension is wrong,  

it is possible the recognized format will also be wrong. 
 

Example: 

• Long-term content storage formats (TIFF, PDF/A). 

• Formats related to email (e.g. EML, VCF). 

• Various text, image and graphics formats (e.g. TXT, JPG, DWG). 

• Microsoft Office formats (e.g. DOCX, XLSX, PPTX). 

• Webpage file formats (e.g. HTML, XML). 

• Compression formats (e.g. ZIP, TGZ). 

• Audio-video formats (e.g. AVI, MP4). 
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By selecting a document, the user is shown a list of contents in the central view, if they exist.  

In the case of a new document the list is empty.  

In editing mode, the contents are displayed below the field for adding contents. 
 

 

Image 151:  The Content field for adding contents 

 

The user adds contents by first selecting the Edit button in the command bar.  

This opens a dialog box with entity details, in which the user drops content in the Content field 

using the Drag and drop mode or clicks it on the list. 
 

 

Image 152:  The added content before saving 

 

After confirmation the contents are added to the list under the Content field. After the user 

has finished capturing contents, the document can be saved. 

For more information see chapter Saving an entity. 
 

 

Image 153:  The added content after saving 

 

The contents are shown below the bar with the titles of the common attributes in open mode. 

Description and Size are shown by default. 

The user can add or remove the column of selected attributes Modified via the icon    in the 

command bar. 
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Note: 

Attaching contents is possible only in the Document entity type. 
 

 

Image 154:  Displaying the list of contents in open mode 

 

4.3.5.1.2 Capturing content from a scanner 

If a suitable service key record has been defined in the settings of the IMiS®/Capture Service 

and the user profile in the IMiS®/wClient, the icon “Scan” appears in the field for adding 

contents. 
 

 

Image 155:  Displaying the icon Scan for capturing content from a scanner 

 

Note:  If the icon “Scan” is not shown, check the settings: 

• of the service key in the “Security” tab of the IMiS®/Capture Service..  

For more information see chapter Security settings in IMiS®/wScan Manual. 

• of the service and security key address in the IMiS®/wScan section in the “Settings” tab.  

For more information see chapter The Details tab. 
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By selecting the icon Scan, the user is shown an integrated window for scanning using the 

IMiS®/wScan program module. 
 

 

Image 156:  Integrated window for scanning with IMiS®/wScan 

 

Note: 

If the user has connected or turned on the scanner cable later and the command Start is still disabled,  

we recommend restarting IMiS®/Capture Service with the command Restart Service. 
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By selecting the Start command, the scanning of documents is executed. The user receives a 

report with the basic scanning information.  
 

 

Image 157:  Displaying the document after finishing the scan 

 

After finishing the scan, the user adds the scanned document to the list of content pages. 

By selecting the popup menu on the view of thumbnails of the scanned document, the user can 

choose from the following options: 

• Download:  download an individual page in the PNG format. 

• Insert before: Continues scanning before the selected page. 

• Insert after: Continues scanning after the selected page. 

• Rotate right:  rotates page to the right. 

• Rotate left:  rotates page to the left. 

• Delete:  deletes an individual page. 

• Properties:  content properties (this functionality is currently not supported). 
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By selecting the Save command, the user saves the scanned content to the IMiS®/ARChive 

Server. 

 

Image 158:  A scanned document added to the list 

 

For more information on setting IMiS®/Capture Service see chapter Application integration in 

the IMiS®/wScan Manual. 

 

Note:  The scanning settings are located in the Settings tab or in the configuration settings.json under 

scan.apiKey and scan.url. 

 

Troubleshooting:  Most frequent issues when capturing content: 

• The file does not exist. 

• Wrong MIME type of file. 

 

4.3.5.2 Content details 

The entity content details provide certain information to the user which is otherwise not 

shown in the list of contents. If the details are not shown in the right view by default, the user 

can access them by selecting the »Details« command in the popup menu on the tagged 

content. 
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Besides the list of contents, the user is also shown the following entity content details in the 

right view: 

• Description:  content description. 

• Entity:  he title of the entity. 

• Type:  content type. 

• Content type:  MIME content type. 

• Size:  content size in kB. 

• Created:  timestamp of the content creation. 

• Modified:  timestamp of the last change of the content. 

• Accessed:  timestamp of the last access to the content. 

• Indexed:  states whether the content is indexed. 

• Signed:  a value that registers if the email message was electronically signed. 

• Identifier:  unique identifier of the content. 
 

 

Image 159:  Content details in the right view 

 

Of all the displayed data the user can change only the description of the content when in entity 

editing mode. 
 

 

Image 160:  Changing the description of content in editing mode 
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Note:  Depending on the template settings in the IMiS®/ARChive Server administrative interface, the 

logged-on user also has the option of saving content to the “Custom content container”. For more 

information see the chapter Moving content. 

 

By selecting the content from the list in the central view, the following options are available to 

the user in the popup menu    in reading mode (Open): 

• Preview:  opening content in the preview mode. 

• Download:  downloading the content to a computer or device. 

• Copy:  copying content to another document. 

• Details:  displaying information on the content. These details are displayed if they were 

not displayed yet. 

• Manage:  tagging the content for executing specific actions. 

- Queue for Indexing:  the selected content is tagged for later indexing. 

- Queue for Conversion:  the selected content is tagged for later conversion. 
 

 

Image 161:  Popup menu on the selected content in the reading mode 

 

4.3.5.3 Saving content 

When saving document content to the IMiS®/ARChive Server, the following attribute values 

are automatically recorded into the entity:  
 

• Content type:  the type of the content output format (MIME type). 
 

 

Image 162:  An example of the content type of a document 
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• Created:  the date the document content was created on the server. As long as the 

content exists, the attribute value does not change. 
 

 

Image 163:  An example of the date of creating the document content 

 

• Modified:  the date the user changed the document content. As long as the document 

content exists, the attribute value changes with each change of content. 
 

 

Image 164:  An example of the date of modifying the document content 

 

• Accessed:  the date and time the document content was last opened in reading mode or 

in editing mode. As long as the content exists, the attribute value changes each time the 

user opens or modifies the content. 
 

 

Image 165:  An example of the date of the last access to the document content 

 

• Identifier:  The unique identifier of the content of the document saved on the server.  

As long as the content exists, the attribute value does not change. 
 

 

Image 166:  An example of the document content identifier 

 

• Indexed:  A value that shows whether the document content is indexed. 
 

 

Image 167:  An example of a display of indexed document content 

 

• Signed:  A value that shows whether the document content is electronically signed. 
 

 

Image 168:  An example of a display of signed document content 
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4.3.5.4 Content preview 

The content can be previewed by a user with the Read permission. 

The user opens the document content by selecting Preview in the popup menu on the tagged 

content in the reading mode (Open). 
 

 

Image 169:  Opening document content 

 

An alternative option is that the user simply clicks on the content record. 
 

 

Image 170:  Opening content by clicking on the content 

 

Certain contents are opened directly in the browser’s viewer; if that is not possible, the 

contents are downloaded and opened with an external viewer. 

For more information on downloading content see chapter Downloading content. 
 

 

Image 171:  Loading content 

 

By selecting the content preview, in the case of multiple contents a menu appears at the 

bottom for selecting and displaying contents under a specific entity. The user switches 

between contents by clicking on the title of each content or using the left/right keys on the 

keyboard. 
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Image 172:  Displaying the menu for selecting and previewing content 

 

For easier and faster searching by the pages of the contents of PDF/A and TIFF formats, 

the user can use the side menu with the thumbnails of document pages. 

Located on the displayed content pages is a menu for zooming in or out of the displayed 

content and the side menu view. 

 

By selecting the top right menu, the user can perform the following: 

• Download:  downloading the content to a computer or device. 

• Share:  copies the link to the selected content and shares it with other users. 
 

 

Image 173:  Selecting the menu on the content preview 
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The user has the option of previewing content with the link archive/:archive/entities/:id/view  

with the parameters index and id. 

 

Example 1:  Link with the parameter id 

https://apps01.imis.si/wclient/1.5.2010.5/#/archive/iarc101-

x64/entities/BMtozc348swzj1NCSyWXEaUH44UD65j4/view?id=Qgi2oGjJOdcwztm0BE7slvULSbamjyk

h&ver=4/OBJECTS 

 

Example 2:  Link with the parameter index 1 

https://apps01.imis.si/wclient/1.5.2010.5/#/archive/iarc101-

x64/entities/BMtozc348swzj1NCSyWXEaUH44UD65j4/view?id=Qgi2oGjJOdcwztm0BE7slvULSbamjyk

h&ver=4/OBJECTS/VIEW?INDEX=1 

 

Example 3:  Link without parameters, which opens the first object 

https://apps01.imis.si/wclient/1.5.2010.5/#/archive/iarc101-

x64/entities/BMtozc348swzj1NCSyWXEaUH44UD65j4/view?id=Qgi2oGjJOdcwztm0BE7slvULSbamjyk

h&ver=4/VIEW 

 

IMiS®/wClient and IMiS®/Storage Connector Services REST use the Web Application Open 

Platform Interface (WOPI) protocol for integration with Office Online. It defines the mode of 

interaction between the WOPI server (IMiS®/Storage Connector Services REST) and Office 

Online. In the settings (assets/settings.json) the addresses of the Office Online server must be 

defined in order to be able to preview Word, Excel and PowerPoint contents. 
 

 

Image 174:  WOPI flow chart 

 

It enables the user to preview Word, Excel and PowerPoint contents. 
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Image 175:  Opening MS Office content 

 

In the context of the content formats which are supported on the IMiS®/ARChive Server and 

can be described with IANA-registered content types (MIME type; see chapter Capturing 

content), the user can play the following audio and video contents in streaming mode: 

• Audio (wav, ogg, mpeg) 
 

 

Image 176:  Opening audio content 

 

• Video (mp4, webm, ogg) 
 

 

Image 177:  Opening video content 

 

Note:  Previewing audio and video contents is possible if the content has been optimized for online 

viewing. 
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4.3.5.5 Downloading content 

The content can be downloaded by a user with the Read permission. 

By selecting the Download command in the popup menu on the tagged content in the 

document reading mode (Open), the user downloads the content to the device.  

The content is saved in the selected location on the device. 
 

 

Image 178:  Selecting the Download command in the popup menu 

 

In the bottom left corner the user is shown the progress of the download of content and the 

Cancel option. 

 

Image 179:  Displaying the progress of the download of content 

 

By selecting the popup menu on the notification about downloaded content, the user has the 

option of selecting actions. 
 

 

Image 180:  Displaying the option of selecting actions on downloaded content 
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4.3.5.6 Copying content 

Copying content can be performed by the user with the Write right.  

The user makes a copy of the entity's content and copies it to another document-type entity. 

The user selects the content in the Open mode. By selecting the popup menu on the tagged 

content, the user selects the Copy command. 
 

 

Image 181:  Selecting the Copy command in the popup menu 

 

This opens a dialog box for selecting the target document in the classification scheme. 
 

 

Image 182:  Copying the content to another document 
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After confirming the Copy command, a copy of the content is saved to the selected document. 

The user is informed of saving a copy of the content. 
 

 

Image 183:  Information about saving a copy of the content 

 

4.3.5.7 Sharing content 

The content can be shared by a user with the »Read« permission. 

The user creates a copy of the link to the entity's content and saves it to the clipboard.  

In open mode, the user selects the content. By selecting the popup menu on the tagged 

content, the user selects the command Share. 

 

 

Image 184:  Selecting the command Share in the popup menu 

 

A dialog box opens containing the created link to the selected content. 
 

 

Image 185:  Displaying the created link to the selected content 
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By confirming the action Copy, the link to the content is copied to the clipboard. 
 

 

Image 186:  Notification of copying a link to the clipboard 

 

4.3.5.8 Content update 

Content update can be performed by the user with the Write right.  

 

The user has the option of updating saved content. In editing mode, the user selects the 

document content. In the popup menu the user selects the Update command.  

This opens a dialog box for selecting the content which will replace the existing content.  

If the user does not change the title of the content, it is preserved. 

 

The user confirms the change to the entity with the Save command or cancels it with the 

Cancel command. 
 

 

Image 187:  Selecting the »Update« command in the popup menu 

 

 

Image 188:  The selected content after update 
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4.3.5.9 Moving content 

Moving content from one entity to another can be performed by the user with the Write right. 

The user selects the content in the editing mode. In the popup menu on the tagged content, 

the user selects the Move command. 
 

 

Image 189:  Selecting the Move command in the popup menu 

 

This opens a dialog box for selecting the target document in the classification scheme. 
 

 

Image 190:  Selecting the target document for moving content 
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By confirming the selection with the Move command, the content is tagged to move. 
 

 

Image 191:  Content temporarily removed from the document 

 

Content move is not performed until after saving changes. 
 

 

Image 192:  Saved document content 

 

The logged-on user can also move content to the “Custom content container”. When selecting 

the target document for moving content, an additional “Container” attribute is shown if the 

template contains an attribute of the File type.  

The user selects accordingly from the set of values. 
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Image 193:  Selecting the target document for moving content to the custom content container 

 

By confirming the selection with the Move command, the content is tagged to move to the 

custom content container. 
 

 

Image 194:  Content temporarily removed from the document 
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Content move to the custom content container is not performed until after saving changes. 
 

 

Image 195:  Saved document content to the custom content container 

 

4.3.5.10 Deleting content 

Deleting content can be performed by the user with the Write right.  

The user removes document content by first selecting the document content in Edit mode.  

In the popup menu the user selects the Delete command. The content is removed from the list. 

The user confirms the change to the entity with the Save command or cancels it with the 

Cancel command. 
 

 

Image 196:  The content on the list before deletion 

 

 

Image 197:  Empty list after deletion 
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4.3.5.11 Indexing content 

The manual tagging of content for indexing can be performed by the user with the 

ContentManagement role. 

By selecting the popup menu on the tagged content in the document reading mode (Open),  

the user can select the “Manage” command. By confirming the “Queue for Indexing” command,  

the selected content is tagged for later indexing. 

 

The indexing of content can be done automatically with the appropriate settings on the 

IMiS®/ARChive Server or manually for an individual content within the interval specified in the 

server settings. 
 

 

Image 198:  Selecting the Queue for Indexing command 

 

 

Image 199:  Successful adding of content for indexing 

 

4.3.5.12 Content conversion 

The IMiS®/ARChive Server enables automatic content conversion. All newly added content is 

automatically converted to a long-term storage format after being stored according to the 

period setting in the server configuration (PDF/A, TIFF). 
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Example:  A content created in Microsoft Word that is attached to the document must be converted 

into the PDF/A file type to ensure long-term storage. 

 

For better visibility, the converted content is displayed in a tree. Content can also be multi-level 

and enable a view of the conversion history. The conversion of content can be done 

automatically with the appropriate settings on the IMiS®/ARChive Server or manually for an 

individual content within the interval specified in the server settings.  

 

For the manual tagging of content for conversion the user must have the ContentManagement 

role. 

By selecting the popup menu on the tagged content in the document reading mode (Open),  

the user can select the “Manage” command. By confirming the “Queue for Conversion” 

command, the selected content is tagged for later conversion. 
 

 

Image 200:  Selecting the Queue for Conversion command 

 

The user is informed of successfully tagging the content for later conversion. 
 

 

Image 201:  Successful tagging of content for later conversion 
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4.3.5.13 Detaching content 

In edit mode the user has the option of detaching the selected converted content. 

The user with the Write permission can perform the detachment.  

In edit mode the user selects the content. In the popup menu the user selects the Detach 

command. 
 

 

Image 202:  Detaching the selected converted content 

 

The detachment is not executed until confirmed with the Save command. 
 

 

Image 203:  Tagging content for detachment 
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After confirming the detachment of converted content, the selected content is classified under 

the last content on the list. 
 

 

Image 204:  Displaying detached content on the list 

 

Warning:  Removal of source content is possible only after a prior removal of all interpretations of the 

content. While removing content at individual levels, the entity must be saved. 

 

4.3.6 Versioning 

The user is enabled the versioning of the values of document attributes. The properties that 

have been modified in individual document versions can be reviewed only on templates that 

enable versioning. The basic condition is that the template attribute has been marked as 

“versionable”. 

This functionality is supported in IMiS®/ARChive Server version 9.9 or higher. 

For more information see chapter Versioning in the IMiS®/ARChive Server Manual. 

 

4.3.6.1 Creating new version 

By selecting the action “New version” in the popup menu on the “Actions” button in the 

command bar or on the document selected from a list, the user is shown a dialog box with the 

relevant tabs and set of attributes. 
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Image 205:  Selecting the action New version in the popup menu 

 

In the Details tab the following attributes are available to the user: 

• Version:  selecting a document version. The available options are: 

− Major:  signifies major changes to the document. 

− Minor:  signifies minor changes to the document. 

− 3rd level:  signifies minimum changes to the document. 

− 4th level:  signifies the smallest changes to the document. 

− Overwrite:  overwrites the existing document version. 

• Comment:  a comment to the document version. 

• Title:  the name of the document. This attribute is mandatory. 

• Description:  a short description of the document. 

• Significance:  a set of available document significances. 

• Owner:  the directory entity (user or group) that is responsible for the selected 

document version (owner). 

• Keywords:  document-related keywords. This attribute can have multiple values. 

• Categories: a collection of document categories. 

• Content: document contents. 

• External identifiers:  a list of the unique external identifier of the document version on the 

server. 
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Image 206:  Checking out a document version 

 

The user confirms the checking out of a new document version with the Save command or 

cancels it with the Cancel button. 
 

 

Image 207:  Information about saving a document version 

 

Note:  While creating a document version, the source document is available to other users only in read-

only mode. 
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4.3.6.2 Reviewing a document version 

In the preview mode and open mode, the user can review document versions in the set 

Versions in the Details tab in the right view. 
 

 

Image 208:  Displaying document versions in the set Versions 

 

Note:  The last saved document version is placed at the top of the view. The selected document version 

is marked in blue. 

 

4.3.6.3 Editing document version 

The user can edit only the values of attributes to which he has the appropriate access rights.  

By selecting the icon  on the document version record, the user can choose from the 

following options in the popup menu: 

• Open:  opens the selected document version in the reading mode. 

• Edit:  opens the selected document version in the editing mode. 

• New version:  creates a new version of the document via a dialog box. 

• Delete:  deletes a document version. 
 

 

Image 209:  A popup menu on the document version 
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In edit mode the user can change the attribute values. 
 

 

Image 210:  Opening a document version in editing mode 

 

Note:  When editing the document version, the values of attributes with the property Versionable will 

apply only to this version. By changing the values of attributes that do not have this property,  

the changed values will be saved in all previous versions of the document. 

 

The user can delete an individual version of the document or the versioned document by 

removing every single version. 
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4.3.8.1 Capturing received and sent emails 

The user can capture a received or sent email directly from the messaging client (MS Outlook, 

HCL Notes, etc.) and save it to the classification scheme of IMiS®/ARChive Server. 

 

The user arranges the IMiS®/wClient and email client windows so that they are both visible on 

screen. By holding down the left mouse button, the user drags the selected email messages to 

the central view of the IMiS®/wClient. 
 

 

Image 254:  Preparing the environment for transferring an email message from the email client to the 
archive 

 

The user captures email messages by using the Drag and drop functionality. 

The user marks one or several email messages, including their attachments, in the email client 

and drags them to the selected class or folder in the classification scheme in the 

IMiS®/wClient. 

 

If a window appears notifying user that he can drop the selected email message, this means 

that a popup window for creating an entity will appear when the email message is dropped. If 

the email is recognized successfully and it is possible to create entities with a template that 

enables email, the Email tab will be shown. 
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Image 255:  Dropping the email message to the selected entity 

 

After releasing the mouse button, a dialog box opens for viewing and editing the details of the 

email message. 

 

4.3.8.1.1 Editing email message data 

In the Details tab the user can view or edit the following metadata of the email message: 

• Parent:  the title of the parent entity. This attribute is read only. 

• Template:  a set of available templates for creating allowed entities and classifying them 

under the selected class or folder. This attribute is mandatory. 

• Title:  name of the folder or document described. Attribute value is mandatory. 

• Classification code:  a manually assigned classification code for the selected entity in the 

classification scheme. 

• Description:  Short description of the entity. 

• Status:  the current status of the entity. 

• Security class:  a set of available entity security classes based on the entity’s position in 

the classification scheme. 

• Significance:  significance rating of the entity. 
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• Owner:  a directory (user or group) entity that is responsible for the selected entity. 

• Keywords:  keywords related to the entity. Attribute can have multiple values. 

• Categories:  the entity view mode. 

• Content:  the content of the email message and attachment, each in its own content. 

This attribute is read-only. 

• External identifiers:  a list of the entity's unique external identifiers on the server. 
 

 

Image 256:  Viewing and editing the details of an email message before saving 

 

In addition to the above-mentioned attributes, the user can also edit the so-called Custom 

attributes, which are predefined by the template. 

 

When the selected email message is moved to the IMiS®/wClient, the value of the Title 

attribute is automatically transferred to the Content field, and contents containing email 

details are created. If the email contains additional contents, they too are transferred. 
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After selecting the action “Next”, the user is shown the email message data, which the user 

can then review and edit the next entity metadata. 

For more information see chapter Editing email message data. 

 

4.3.8.3 Functionality description 

After viewing and confirming the email message with the Create button, the content of the 

email message is parsed at the level of IMiS®/ARChive Server (version 10.1.2010 or above) and 

is copied to the appropriate location in the classification scheme, in the form of an EML file. For 

each email message, the IMiS®/wClient creates a new document containing the original 

message, the metadata and any captured content. 

 

The following metadata (when present) is automatically extracted from the email message and 

is visible to the user in the Email tab: 

• Subject:  the subject of the message. 

• From:  email address of the sender. 

• To:  email addresses of recipients. 

• CC:  email addresses of the carbon copy recipients. 

• BCC:  email addresses of hidden recipients. 

• Date«:  the date and time the message was sent or received. 

• Message Id:  automatically generated message identifier. 

• Priority:  priority status of the email. 

• Signed:  a value that registers if the email message was electronically signed. 

 

The Date and Sender email metadata are mandatory. 

If one of these is not successfully captured, the message will not be saved. 
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Image 262:  Display of the metadata transferred from the email message 

 

In the Physical Content tab the user can add information about the physical content. 

In the Security tab the user with the Change permissions permission can change the access 

permissions of directory entities (users, groups, attributes). 

 

Warning: 

E-mail messages can't be saved if the selected template includes Required custom attribute. 

 

4.3.9 Acquiring authenticity evidence 

Authenticity evidence is created on the IMiS®/ARChive Server for the entities, whose 

properties correspond to at least one rule for generating proofs and have at least one 

metadata or content that is intended for generating proofs. 

For additional information on rules for generating and renewing proofs see chapter Rules in the 

IMiS®/ARChive Server Manual. 

 

Evidence is created in packets, according to predetermined time intervals. 
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Warning: 

Depending on the settings of the IMiS®/ARChive Server, authenticity evidence is created in certain 

intervals. The default setting is 5 minutes. The evidence thus becomes available when this time period 

has elapsed. 

 

In case authenticity evidence for the selected entity already exists on the archive,  

the user can obtain authenticity evidence also by selecting the icon  in the set More of 

the Details tab in the right view. 
 

 

Image 263:  Obtaining authenticity evidence in the Details tab 

 

The notification bar in the bottom part of the user interface shows the information about 

saving a file with authenticity evidence. 
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Image 295:  Example of the Deleted entities report 

 

By selecting the action “Print”, the user is shown a print preview for the deleted entities 

report. The user prints the report by selecting the action “Print” or cancels it by selecting the 

action “Cancel”. 
 

 

Image 296:  A print preview for the deleted entities report 

 

By selecting the action “Export”, a popup menu appears with the possible format (CSV) for 

saving data on deleted entities. After selecting the CSV format, the user is shown a notification 

on preparing the deleted entities report. 
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Image 297:  Notification on preparing the deleted entities report 

 

After selecting the action “Open”, the information on deleted entities is shown. 
 

 

Image 298:  Review of information on deleted entities in the CSV format 

 

4.3.10.10 The Delete queue report 

The delete queue report contains information on entities placed on the delete queue list. 

The user creates it by selecting the icon  or the action “Queue” in the “Other” section. 

After selecting the action “Next”, the report is prepared. 

 

By selecting the root of the archive (leaving the field blank) or selected entity, the user defines 

the scope of the report.  

By checking of the “Recursive” parameter, the user defines that the report includes the 

selected entity, and all contained entities. On the contrary, by unchecking this parameter, the 

user limits the search to the selected entity and the first level of sub-entities. 
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After selecting the action “Next”, the report is prepared. 
 

 

Image 299:  Defining the scope of the delete queue report 

 

The report header provides the following information to the user: 

• Scope:  the scope of the report. 

• Classification code:  the classification code of the selected entity in the classification 

scheme. 

• Number of classes:  the number of classes contained. 

• Number of folders:  the number of folders contained. 

• Number of documents:  the number of documents contained. 

 

Information on the entities waiting for deletion are listed in the following columns: 

• Classification code:  the classification code of the class in the classification scheme. 

• Type:  the type of the entity being described. 

• Template:  the name of the template used to create the entity. 

• Status:  the status of the entity in the context of the archive owner. 

• Security class:  the security class of the entity. It is used to hide entities from users 

whose security class does not provide them with access to entities. 

• Creator:  the user who created the entity; meaning the user who was logged in during 

the session when the entity was created. This metadata never changes throughout the 

entity’s existence. 

• Owner:  a directory entity (user or group) entity that is responsible for the selected 

entity (owner). 
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Image 300:  Example of the delete queue report 

 

By selecting the action “Print”, the user is shown a print preview for the deleted entities 

report. The user prints the report by selecting the action “Print” or cancels it by selecting the 

action “Cancel”. 
 

 

Image 301:  A print preview for the delete queue report 

 

By selecting the action “Export”, a popup menu appears with the possible format (CSV) for 

saving data on the entities waiting for deletion. After selecting the CSV format, the user is 

shown a notification on preparing the deletion queue report. 
 

 

Image 302:  Notification on preparing the delete queue report 
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After selecting the action “Open”, the information on the entities waiting for deletion is shown. 
 

 

Image 303:  Review of information on entities waiting for deletion in the CSV format 

 

4.3.11 Bulk document capture 

Bulk capture is the action of importing a large number of documents without the need for the 

user to oversee each individual capturing procedure. Bulk capture in the IMiS®/wClient is 

performed using the “Import” action. By preparing the content correctly before you import it, 

you can decrease the possibility of encountering errors during the bulk capture procedure. 

Entities that experience errors during bulk capture are not imported and must be captured 

manually by the user. For more information on the bulk capture procedure see chapter Import. 

 

4.3.12 Import 

The IMiS®/wClient enables the import of entities to the IMiS®/ARChive Server together with 

their metadata on Audit log and Authenticity evidence if they exist. The entities imported by a 

user with the ImportExport role have to be compressed (.zip) and prepared in the prescribed 

XML format. 

For more information on roles see chapter Access in the IMiS®/ARChive Server Manual. 

 

Import may be performed into the root class of the classification scheme or into any chosen 

class or folder. After selecting the action »Import« in the Actions dropdown menu in the 

command bar or on a given entity, a window opens for selecting the compressed file for entity 

import (Select file). 
 

 

Image 304:  Selecting the compressed file with the imported entities 
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Image 312:  Audit log created before the entity import 

 

4.3.13 Export 

Users who have the ImportExport role can export the complete classification scheme or any of 

its individual parts. Each entity is exported with all its metadata and content, while export of 

the audit log and additional metadata is optional. User-added metadata is not part of the 

entity's own metadata and is employed only for the purposes of the archiving procedure. 

For more information on the export file format and file structure see chapter Format of the 

import / export files. 

For more information on server roles see chapter Access in the IMiS®/ARChive Server Manual. 
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By selecting the ExportReport, the user is shown a more detailed notification about the export. 
 

 

Image 328:  Display of a more detailed notification about the export 

 

Warning:  The user can export different entities into the selected export folder several times, without 

having to delete previous export files. When saving exported entities into the selected folder,  

the previous export files are overwritten. 

 

4.3.14 Deletion of an entity 

To execute a delete action, the user must have the Delete right on the selected entity. 

To learn how to check the effective rights of a user see chapter Entity information. 

 

The IMiS®/wClient enables two ways of removing an entity from the classification scheme: 

• Immediate deletion. 

• Marking an entity for later deletion (delete queue). 

 

4.3.14.1 Immediate deletion of an entity 

Prior to deletion, the user has to make sure the classes or folders he is about to delete do not 

contain entities. Entities namely cannot be deleted. The same is valid for all closed entities (the 

value of the Status attribute is Closed). 
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A user is responsible for checking the exact content of the entities and making the final 

decision whether or not to delete them. If deletion is warranted, the entity is deleted by 

choosing the Delete command in the popup menu on the entity selected from the list. 

For more information on deletion procedure see chapter Immediate deletion of an entity. 

 

If a user decides the entity should not be deleted, user can remove it from the delete queue. 

This is done by changing the Significance attribute of the entity to a value other than the 

Delete value. 

 

The procedure for removing an entity from the delete queue list is as follows: 

1. A user selects the entity to remove from the list. 

2. By choosing the Edit command in the top command bar, the selected entity is opened in 

editing mode. 

3. In the first tab Details, the user selects the Significance attribute. 

4. The value of this attribute has to be changed from Delete to a different value in the pick 

list of possible values. 

5. When the value is changed, the entity is saved using the Save command.  

The new value of the Significance attribute is stored to the server. 
 

 

Image 336:  Removing an entity from the delete queue list 

 

Once you refresh the delete queue list, the entity will no longer appear there. You can still find 

it in its old location in the classification scheme. 
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4.3.14.4 Deleted entities 

Each entity deleted by the user is located in its basic form in the Deleted subfolder of the Trash 

folder in the Administration system folder. 

 

By selecting the Trash folder, the central view will display all the deleted entities.  

The list of deleted entities shows the following entity information: 

• Title:  the title of the deleted entity. 

• Classification code:  the classification code of the deleted entity. 

• Deleted:  the date and time of deleting the entity from the archive server. 

• Description:  a required description of the deleted entity. If an entity had no description 

before deletion, the delete action requires the input of a description. 
 

 

Image 337:  Display of the Deleted folder in the Administration system folder 

 

Note:  by selecting the  icon, the user defines which columns will be displayed in the review of deleted 

entities. 

The user can check or uncheck Classification code, Deleted and Description. The Title of the draft is 

mandatory. 

 

The title, description and classification code are the only attributes still preserved when an 

entity has been deleted. All other metadata of the entity is erased and replaced with the 

following attributes: 

• Reason:  the reason for deletion as it was input by the user when removing the entity. 

• Deleted:  the name of the user who deleted the entity and the date and time of entity 

deletion. 

• Identifier:  unique identifier of the deleted entity. 
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4.4 System attributes 

System attributes are predefined. On the IMiS®/ARChive Server they are specified by the 

attribute scheme and have prescribed properties.  

Attributes can be: 

• Publicly accessible:  The attribute is accessible to all users no matter what access rights 

and roles they have. 

• Required:  The attribute value has to be input before the entity can be saved. 

• Read-only:  Attributes can be read but not edited. 

 

Attributes can have multiple values, pick list values or any combination of possible properties. 

Attribute values can also be inherited. 

The table below describes the possible attribute properties. 
 

Name of attribute property Description 

Public Attribute is publicly accessible to all users. 

Required Attribute value is mandatory. 

Unique Attribute value must be unique. 

ReadOnly Attribute value cannot be changed. 

MultiValue Attribute has multiple values. 

PickList Attribute must have one of the values from the pick list. 

Searchable Attribute is searchable. 

Inherited Attribute values are inherited from the parent entity. 

AppendOnly Attribute values may only be appended. 

IncludeInAIP Attribute values are part of the archive information package. 

Full text indexed Attribute values are indexed. 

Table 6:  Description of possible attribute properties 

 

In addition to limitations that specify attribute properties, certain other system limitations also 

apply. For example, some attributes are only available for specific types of entities, and some 

only for entities in a specific location in the classification scheme, or after a specific action has 

been executed (e.g. transfer)  

All the system attributes of the IMiS®/ARChive Server are described below. 

 

4.4.1 General system attributes 

The general system attributes of an entity consist of various attributes such as Title, 

Description and Classification code. They contain mandatory as well as optional attributes. 
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Most attributes are available for all entities. The exceptions are Status, Opened date and 

Closed date, which are present for classes, folders, and those documents that are located 

directly under a class. The table below lists and describes all the general system attributes. 
 

Name Description 

Classification code Contains the entity's classification code within the classification scheme.  

The classification code is generated automatically on the archive server. 
 

Example:  The classification code 01-2019-00004/00001 represents 

document 00001, located inside folder 2019-00004, located inside class 01. 

The classification code is a publicly accessible type of metadata. 

 

Title Saves/contains the title of the entity. The title is a required, public metadata 

that enables search. 

Description Saves/contains a short description of the entity.  

The description is a public metadata. 

Status Saves/contains the status of the entity. The status is a required metadata for 

all entities that are either classes, folders, or documents directly under 

classes. It is a public metadata that enables search. 

The possible values are: 

• Opened:  the entity can be edited by a user with the appropriate effective 

access rights (the right to write) 

• Closed:  the entity cannot be edited. 

Opened date Contains the date and time the status of the entity was changed to Opened. 

The opened date is public metadata, is read-only and enables search. 

Closed date Contains the date and time the status of the entity was changed to Closed. 

The closed date is public metadata, is read-only and enables search. 

Significance Saves/contains the significance rating of the entity. Significance is a required 

metadata for folders and documents. It is public metadata that enables search. 

The possible values are: 

• Vital:  entity is vital. 

• Permanent:  entity is permanent. 

• Retain:  entity should be retained. 

• Delete:  entity is queued for deletion. 
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Security class Saves/contains the security class of the entity. The security class is optional 

metadata for all new entities. Once it is set, it cannot be modified without 

stating a reason for change. The security class is a public metadata that 

enables inheriting and enables search.  

The possible predefined values are: 

• Unclassified:  entity is freely accessible. 

• Restricted:  entity is of an internal nature. Can only be accessed by users 

with clearance level Restricted or higher. 

• Confidential:  entity is confidential. Can only be accessed by users with 

clearance level Confidential or higher. 

• Secret:  entity is secret. Can only be accessed by users with clearance 

level Secret or higher. 

• Top Secret:  entity is top secret.  Can only be accessed by users with 

clearance level Top Secret. 

Creator Contains the creator of the entity (name of user who created it). The value is 

set when an entity is created on the IMiS®/ARChive Server and cannot be 

changed. The creator is a public metadata, is read-only and enables search. 

Owner Saves/contains the owner of the entity. The value of the attribute is selected 

from among the currently registered users of the archive server. The owner is 

a public metadata that enables search. 

Keywords Saves/contains keywords related to the entity. This attribute can have multiple 

values and is a public metadata that enables search. 

External Ids Saves/contains external identifiers of the entity. This attribute can have 

multiple unique values and is a public metadata that enables search. 
 

Warning:  When entering values, keywords should be separated using the 

Enter key or the semicolon character ( ; ). 

Save log  Contains a report on the verification of the electronic signature for digitally 

signed content. This attribute can have multiple, added values. It is a public 

metadata that enables search 

Table 7:  Description of general system attributes 
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4.4.2 Security class change attributes 

Security class change attributes are created by the IMiS®/ARChive Server when an entity's 

security class is changed. They store the agent of the change, the reason and date of the 

change, and the value before and after the security class change. 
 

Name Description 

Agent Contains the agent (user who changed the entity's security class). 

Reason Contains the reason for the security class change. 

Modified date Contains the date and time the security class was changed. 

Before change Contains the security class value prior to the change. 

After change Contains the security class value after the change. 

Table 8:  Description of security class change attributes 

 

4.4.3 Moved entity attributes 

Moved entity attributes are created by the server when an entity is moved. They store the 

agent of the move, the reason and the date.  
 

Name Description 

Agent Contains the agent of the move. 

Reason Contains the reason for the move. 

Moved date Contains the date and time the entity was moved. 

Table 9:  Description of moved entity attributes 

 

4.4.4 Deleted entity attributes 

Deleted entity attributes are created by the server when an entity is deleted. They store the 

agent of deletion, the classification code, the reason for the deletion and its date. 
 

Name Description 

Agent Contains the agent of the delete action. 

Classification code Contains the classification code of the deleted entity. 

Reason Contains the reason for the entity's deletion. 

Deleted date Contains the date and time the entity was deleted. 

Table 10:  Description of deleted entity attributes 
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4.4.5 Transferred entity attributes 

Transferred entity attributes are created by the server when an entity is imported.  

They store the system identifier, the classification code of the transferred entity, the audit log 

and the date of import. 
 

Name Description 

System Id Contains the unique system identifier of the transferred entity. 

Classification code Contains the classification code of the transferred entity. 

Audit log Contains the audit log of the transferred entity. 

Imported date Contains the date and time the entity was transferred. 

Table 11:  Description of moved entity attributes 

 

4.4.6 Email attributes 

Email attributes are only available for documents that have been created using an email 

template. Email attributes store information about the email such as the sender, recipients, 

and sent date. 
 

Name Description 

Message Id Contains the automatically generated message identifier. 

From Contains the address of the sender. This metadata is mandatory. 

To Contains the addresses of the email's recipients. 

CC Contains the addresses of the email's CC recipients. 

BCC Contains the addresses of the email's hidden recipients. 

Subject Contains the subject of the email message. 

Priority Contains the email priority status. 

Signed Contains a value that registers if the email was electronically signed. 

Date Contains the date and time the email was sent. This metadata is mandatory. 

Table 12:  Description of email attributes 
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4.4.7 Physical content attributes 

Physical content attributes are only available for documents. The existence of physical content 

is specified by the unique physical content identifier. The physical content has a home location, 

which changes when it is checked out. The change of location is saved in the Status attribute. 
 

Name Description 

Identifier Contains the unique identifier of the physical content. 

Description Contains a short description of the physical content. 

Status Contains the current status of the physical content. Possible values are:  

- CheckedIn:  the physical content is stored at its home location. 

- CheckedOut:  the physical content has been sent to another location. 

Status change date Contains the date and time of the physical content's last status change. 

Home location Contains the home location of the physical content. 

Current location Contains the current location of the physical content. 

Custodian Contains the name of the physical content's custodian. 

Return date Contains the expected return date of checked out content. 

Table 13:  Description of physical content attributes 

 

4.4.8 Review process attributes 

Review process attributes are available only during review processes. 
 

Name Description 

Members Users who perform review process. 

Action 

 

By selecting one of the valid values, you influence the review process. 

Valid values: 

• Reviewing:  the value represents the action of reviewing entities in the review 

process and does not influence the server. 

• Complete:  the value represents the action of completing the review process 

on the server. 

• Discard:  the value represents the action of canceling the review process on 

the server. 

Comments 

 

Optional attribute which is used for entering various comments, explanations and 

other information that is in any way connected with the review process. 

Message 

 

Short error description entered by IMiS®/ARChive Server. 

In the event of an error during the preparation or implementation phase of the review 

process. Also recorded in the attribute is the successful completion of the review 

process. 
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Name Description 

State This value is set by IMiS®/ARChive Server during the review process. 

Valid values: 

• Unknown:  this value represents an invalid state of the review process. 

• Created:  this value is set by the server when the user creates a new review. 

• Preparing:  this value is set by the server during the content creation phase for 

the review process. 

• InReview:  this value is set by the server after successfully creating the entities 

for the review process. 

• Completing:  this value is set by the server when beginning of the review 

process. 

• Completed:  this value is set by the server after successfully implementing the 

review process. 

• Discarded:  this value is set by the server after successfully canceling the 

review process. 

• Failed:  this value is set by the server if an irreparable error occurred during 

implementation or cancellation. 

Scope Represents the classification code of the entity under which the preparation phase of 

the review process will be implemented. If this value is not present, the preparation is 

implemented on the entire archive. 

Query This value represents the query which will/has captured entities for the review 

processes. This value is set if the Ad hoc function was selected for creating the 

process. 

Table 14:  Description of review process attributes 

 

4.4.9 Entity attributes in the decision-making process 

Decision-making entity attributes are available only to the entity undergoing the process. 
 

Name Description 

Classification code Contains the entity classification code in the classification scheme. 

Title Title of the selected entity. 

Action Contains the action which will be implemented over the selected entity during the 

execution process. This value is copied from the effective retention policy. 

Reason Contains the reasons for the action to be implemented over the entities.  

This value is copied from the effective retention policy. 

Comment Contains a random comment which is entered during the transfer process. 

Transfered This attribute value states whether the entity transfer was successful or not. 

Valid values: “true” or “false”. 

Transfer id Contains a value that represents a reference to the transferred entity. 

Table 15:  Description of entity attributes in the decision-making process 
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4.5 Authenticity 

The IMiS®/wClient ensures the authenticity of stored electronic records for the lifelong 

duration of storage. 

 

4.5.1 Digital certificate 

The digital certificate and the private key are issued by a trusted Certificate Authority (CA) 

that manages the certificates. The certificate contains information that uniquely identifies the 

person who owns it. In addition to the private key disclosed only to the holder, it also contains  

a certified copy of the public key, which is used by third parties to verify the authenticity of 

content electronically signed using the certificate.  

The public key and electronic signature authenticate the identity of the private key's holder. 

 

Qualified digital certificates are used for: 

• Secure internet communication using the SSL (Secure Sockets Layer) and TLS 

(Transport Layer Security) protocols. 

• Secure email traffic using the S/MIME (Secure Multipurpose Internet Mail Extensions) 

protocol. 

• Encryption and decryption of data in electronic form. 

• Digital signing of data in electronic form, and the verification of the key holder's identity. 

• Services or applications that require the use of qualified digital certificates. 

• Safe deletion of data in electronic form. 

 

4.5.1.1 Checking the validity of the digital certificate 

Each time it saves an electronically signed content in the PDF/A, TIFF or XML formats or an 

email message in the EML format, the IMiS®/ARChive Server automatically checks the validity 

of the digital certificate using the Certificate Revocation List (CRL) of the issuing authority. 

 

During the validity checking procedure, the IMiS®/ARChive Server sends the serial number of 

the certificate to the trusted authority's digital certificate server. The server, which frequently 

updates certificate revocation lists, then sends electronically signed information about the 

certificate's status to the user. 
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4.5.1.2 Revocation of the digital certificate 

A trusted certificate authority can revoke their certificate(s), making them invalid.  

The authority's digital certificate server contains lists of active and revoked certificates.  

The Certificate Revocation List (CRL), based on the X.509 standard, shows a list of certificates 

(ID code, date and time of revocation) that were revoked by the authority before having 

expired. 

 

4.5.2 Electronic signature 

Electronic signatures are based on asymmetrical cryptography. Users signs content with their 

own private key. The private key is only accessible to a particular user and is saved in their 

digital certificate, protected by a password. The password is set by the user upon installation 

and can also be changed later. 

 

The public key is accessible to anyone, and the trusted certificate authority (CA) guarantees  

it belongs to a particular organization. Anyone can verify the organization's digital signature by 

processing it with the corresponding public key. 

 

The electronic signature proves the authenticity and integrity of a signed document. It enables 

recognition of the signer, confirms the content has not been modified, and provides a link 

between the signer and the signed content. 

 

Any change to the content of a document or its metadata will make the signature invalid. 

 

4.5.2.1 Process of electronic signing 

Using the electronic signature, the user integrates data from the digital certificate with the 

content of the document. On the basis of a hash algorithm, the complete content of the 

document is transformed into a unique string of data (digital fingerprint), which is encrypted 

with the user's private key. The private key is stored in the digital certificate or in a separate 

private key storage location, depending on the settings. 

 

The digital fingerprint is integrated with the content of the document along with information 

about the digital certificate and the corresponding public key, but not the private key.  

 

Note:  The IMiS®/wClient does not (yet) enable the electronic signing of TIFF and PDF/A-type files. 
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Content scanning icon does not appear 

Likely cause: Wrong key for accessing the IMiS®/Capture Service. 
 

Solution:  In the IMiS®/Capture Service settings check the suitability of the key in the 

“Security” tab. The service key value in the IMiS®/Capture Service settings must match the API 

key value in the user profile settings (“Profile / Settings”) of the IMiS®/wClient. 
 

 

Image 393:  Example of defining the service key 

 


