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/<entity_type>/Description/abstract/description 

 Required: NO Number: 1 

Definition: Entity description 

Use: Class: YES Folder: YES Sub-File:YES Record:NO 

Commentary: Optional short description of the entity. This attribute has no influence on the 

business logic of the server during operations with entities and is merely an 

information carrier. 

XMLSchema 

type: 

String Reference: sys:Description MOREQ2 code: M047 

 

/<entity_type>/Description/abstract/keyword 

 Required: NO Number: Multiple 

Definition: Keyword 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: Optional keywords that define the entity. This attribute has no influence on the 

business logic of the server during operations with entities and is merely an 

information carrier. 

XMLSchema type: String Reference: sys:Keywords MOREQ2 code: M004 

 

/<entity_type>/Description/abstract/classification/classification_code 

 Required: YES Number: 1 

Definition: Own classification code 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The own classification code is unique among all entities that are subordinate 

(child) to the same entity. 

XMLSchema 

type: 

String Reference: Classification code MOREQ2 code: M011 

 

/<entity_type>/Description/abstract/classification/fully_qualified_classification_code 

 Required: YES Number: 1 

Definition: Full classification code 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The full classification code is unique for the entire archive and consists of the full 

classification code of the parent entity, and the entity's own classification code. 

XMLSchema 

type: 

String Reference: Classification codes MOREQ2 code: M012 
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/<entity_type>/Description/copy_recipient/e_mail_address 

 Required: YES Number: Multiple 

Definition: Mail address of email copy recipient 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: Values represent valid email addresses of email copy recipients. They are 

forwarded by the messaging client, which usually acquires them from the 

message itself, though the precision of the information depends on the client. 

Values represent the values of attributes »cc« of the message according to RFC 

2822 specification. 

XMLSchema type: String Reference: sys:eml:ToCC MOREQ2 code: M185 

 

/<entity_type>/Description/copy_recipient/name 

 Required: YES Number: Multiple 

Definition: Name of email copy recipient 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: Values represent names of email copy recipients. They are forwarded by the 

messaging client, which usually acquires them from the message itself, though 

the precision of the information depends on the client. Values represent the 

values of attributes »cc« of the message according to RFC 2822 specification. 

XMLSchema type: String Reference: sys:eml:ToCC MOREQ2 code: M067 

 

/<entity_type>/Description/date 

 Required: NO Number: 1 

Definition: Message date 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: The metadata is acquired from the message itself or entered when adding the 

message to the document system. It is used only in case of email messages 

and is filled out with the »sent« date. 

XMLSchema type: DateTime Reference: sys:eml:Date MOREQ2 code: M065 

 

/<entity_type>/Description/external_identifier/external_system_reference 

 Required: NO Number: 1 

Definition: Unique message identifier 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: This value represents the unique external identifier of the email message, 

assigned by the messaging server upon delivery. The value is forwarded by the 

messaging client, which usually acquires it from the message itself, though the 

precision of the information depends on the client. Values represent the values 

of the attribute »message-id« of the message according to RFC 2822 

specification. 

XMLSchema type: String Reference sys:eml:MessageId MOREQ2 code: M195 
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/<entity_type>/Description/place/current_location 

 Required: NO Number: 1 

Definition: Current location of physical records 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents a description of the current location of physical records, 

when this is not a home location or when physical records is checked out or 

entrusted to a third party for storage. Enter data that describes the external 

location of physical records as precisely as possible (address, room, cabinet, 

folder ...). At the same time, make the appropriate modification of the attribute 

»prm:Status« into »CheckedOut«. 

XMLSchema type: String Reference: sys:prm:CurrentLocatio

n 

MOREQ2 code: M086 

 

/<entity_type>/Description/place/home_location 

 Required: NO Number: 1 

Definition: Home location of physical records 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: This value represents a description of the home location of physical records. 

Enter data that precisely describes the in-house location where the physical 

records is being stored (address, room, cabinet, folder, file …). 

XMLSchema type: String Reference: sys:prm:HomeLocation MOREQ2 code: M122 

 

/<entity_type>/Description/recipient/e_mail_address 

 Required: NO Number: Multiple 

Definition: Email address of email recipient 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: Values represent the valid email addresses of email recipients. They are 

forwarded by the messaging client, which usually acquires them from the 

message itself, though the precision of the information depends on the client. 

Values represent the values of attributes »to« of the message according to RFC 

2822 specification. 

XMLSchema type: String Reference: sys:eml:To MOREQ2 code: M186 
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/<entity_type>/Description/recipient/name 

 Required: NO Number: Multiple 

Definition: Name of email recipient 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: Values represent valid names of email recipients. They are forwarded by the 

messaging client, which usually acquires them from the message itself, though 

the precision of the information depends on the client. Values represent the 

values of the attribute »to« of the message according to RFC 2822 

specification. 

XMLSchema type: String Reference: sys:eml:To MOREQ2 code: M066 

 

/<entity_type>/Description/sender/e_mail_address 

 Required: NO Number: Multiple 

Definition: Email address of email sender 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: This value represents a valid email address of the email sender. It is forwarded 

by the messaging client, which usually acquires it from the message itself, 

though the precision of the information depends on the client. The value 

represents the value of the attribute »from« of the message according to RFC 

2822 specification. 

XMLSchema type: String Reference: sys:eml:From MOREQ2 code: M187 

 

/<entity_type>/Description/sender/name 

 Required: NO Number: Multiple 

Definition: Name of the email sender 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: This value represents the valid name of the email sender. It is forwarded by the 

messaging client, which usually acquires it from the message itself, though the 

precision of the information depends on the client. The value represents the 

value of the attribute »from« of the message according to RFC 2822 

specification. 

XMLSchema type: String Reference: sys:eml:From MOREQ2 code: M075 

 

/<entity_type>/Description/title 

 Required: YES Number: 1 

Definition: Title of the entity 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The mandatory title of the entity being described. 

XMLSchema type: String Reference: sys:Title MOREQ2 code: M003 
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/<entity_type>/Event_history/abstract/reclassification_reason 

 Required: NO Number: 1 

Definition: Commentary stating the reason for moving (reclassifying) an entity 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary:  

XMLSchema 

type: 

String Reference: sys:moveReason MOREQ2 code: M021 

 

/<entity_type>/Event_history/date/checked_in 

 Required: NO Number: 1 

Definition: Date and time of change of attribute "prm:Status" to "CheckedIn" 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents the date and time when the attribute »prm:Status« of the 

entity in question received the value »CheckedIn«. 

XMLSchema 

type: 

dateTime Reference: sys:prm:Status MOREQ2 code: M093 

 

/<entity_type>/Event_history/date/checked_out 

 Required: NO Number: 1 

Definition: Date and time of change of attribute »prm:Status« to »CheckedOut« 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents the date and time when the attribute »prm:Status« of 

the entity in question received the value »CheckedOut«. 

XMLSchema type: dateTime Reference: sys:prm:Status MOREQ2 code: M094 

 

/<entity_type>/Event_history/date/closed 

 Required: NO Number: 1 

Definition: Date and time of change of attribute »sys:Status« to »Closed« 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents the date and time when the attribute »sys:Status« of the 

entity in question received the value »Closed«. 

XMLSchema type: dateTime Reference: sys:Closed MOREQ2 code: M051 

 

/<entity_type>/Event_history/date/created 

 Required: YES Number: 1 

Definition: Date and time of the entity's creation 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents the date and time when the entity was created. 

XMLSchema type: dateTime Reference: sys:Created MOREQ2 code: M048 

  



IMiS®/wClient Manual Version 1.4.1910 

 

2019 ©  Imaging Systems Inc., All rights reserved. 31 

 

/<entity_type>/Event_history/date/opened 

 Required: YES Number: 1 

Definition: Date and time of change of attribute »sys:Status« to »Opened« 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents the date and time when the attribute »sys:Status« of the 

entity in question received the value »Opened« (chapter General system 

attributes). 

XMLSchema type: dateTime Reference: sys:Opened MOREQ2 code: M050 

 

/<entity_type>/Event_plan/date/return 

 Required: NO Number: 1 

Definition: Return date and time of checked out physical record 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: This value represents the status of physical record according to its current 

storage location. It is specified/changed in case physical record is checked out 

or transferred to a thirty party that stores it at a remote location. 

XMLSchema type: dateTime Reference: sys:prm:ReturnDue MOREQ2 code: M098 

 

/<entity_type>/Event_plan/status/permanent 

 Required: YES Number: 1 

Definition: States this entity should not be deleted 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: This value states the entity should not be deleted, neither through an admin 

request nor in the review process. The value is merely a warning, and the 

administrator can choose to disregard it at their own discretion. The value 

»sys:Significance« of the coded entity is »Permanent« or »Vital«. 

XMLSchema type: Boolean Reference: sys:Significance MOREQ2 code: M031 

 

/<entity_type>/Identity/system_identifier 

 Required: YES Number: 1 

Definition: Unique system identifier 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: Assigned by the IMiS®/ARChive Server. 

XMLSchema type: String Reference: Internal entity 

identifier 

MOREQ2 code: M020 
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/<entity_type>/Relation/agent/custodian 

 Required: NO Number: 1 

Definition: States the current custodian of physical record 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents the identity of the current custodian of physical record. 

When record is stored at a home location (value of the attribute »prm:Status« 

is »CheckedIn«), this is the person safekeeping the physical record. When it is 

stored remotely (value of the attribute »prm:Status« is »CheckedOut«), it is the 

outside person who was entrusted with safekeeping the checked out record. 

XMLSchema type: String Reference: sys:prm:Custodia

n 

MOREQ2 code: M002 

 

/<entity_type>/Relation/agent/owner 

 Required: YES Number: 1 

Definition: Person who is the current owner of the entity 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents the directory subject (user or group) the entity belongs 

to 

(the owner of the entity). 

XMLSchema type: String Reference: sys:Owner MOREQ2 code: M002 

 

/<entity_type>/Relation/is_child_of 

 Required: YES Number: 1 

Definition: Full classification code of the parent entity 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary:  

XMLSchema type: String Reference: Classification code MOREQ2 code: M057 

 

/<entity_type>/Relation/retention_and_disposition_schedule 

 Required: YES Number: Multiple 

Definition: Unique system identifier of the retention policy 

Use: Class: YES Folder: YES Sub-File:YES Document:Conditionally 

Commentary: A link to the retention policy is required for the class, folder and document if it 

is classified directly under the class. 

XMLSchema type: String Reference: Entity binds MOREQ2 code: M025 

 

  



IMiS®/wClient Manual Version 1.4.1910 

 

2019 ©  Imaging Systems Inc., All rights reserved. 33 

 

/<entity_type>/Relation/disposal_hold 

 Required: NO Number: Multiple 

Definition: Unique system identifier of the disposition hold 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary:  

XMLSchema type: String Reference: Entity binds MOREQ2 code: M032 

 

/<entity_type>/Use/status/active 

 Required: YES Number: 1 

Definition: Entity is active 

Use: Class: YES Folder: YES Sub-File:NO Record:NO 

Commentary: »true« when the attribute »sys:Status« of the entity in question has the value  

»Opened« (chapter General system attributes). 

XMLSchema type: Boolean Reference: sys:Status MOREQ2 code: M019 

 

/<entity_type>/Use/status/physical 

 Required: NO Number: 1 

Definition: Physical content tag 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: »true« when this is physical record, »false« or no value when it is not 

XMLSchema type: Boolean Reference: Physical records 

management 

attributes 

MOREQ2 code: M084 

 

/<entity_type>/Use/status/vital_record 

 Required: YES Number: 1 

Definition: States this entity is of vital importance to the archive owner 

Use: Class: NO Folder: YES Sub-File:NO Record:YES 

Commentary: States that this entity is of vital importance. Deleting it by administrator's 

request or in the review process is prohibited. The entity may also follow a 

special data safety regime. 

XMLSchema type: Boolean Reference: sys:Significance MOREQ2 code: M005 
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/<entity_type>/Use/technical_environment/format 

 Required: NO Number: 1 

Definition: Contains a description of physical record 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents a description of the physical record. Enter a precise 

description of the physical record, its format, physical carriers, volume ... 

XMLSchema 

type: 

String Reference: sys:prm:Description MOREQ2 

code: 

M092 

 

/<entity_type>/Custom/acl 

 Required: NO Number: 1 

Definition: List of access rights and metadata on the entity (Access Control List) 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The label »acl« contains data about the list of access rights and metadata on 

the entity, that are not a part of the Moreq2 specification. Individual entries in 

the list of access rights are found in the contained »entry« labels. 

XMLScheme type: complexType Reference: ACL MOREQ2 code: / 

 

/<entity_type>/Custom/acl/entry 

 Required: YES Number: Multiple 

Definition: List of access rights and metadata on the entity (Access Control List) 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 
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Commentary: The entry in the list of access rights for an entity does not contain values, but 

it does contain an XML »user« attribute with the name of the directory's 

entity, and the following XML attributes that specify which access rights are 

valid for the directory's entity: 

• type:  enumerator of the type of access right (see below). 

• cr:  right to edit access rights list.+- 

• cse:  right to create new child entities. 

• da:  right to delete the entity. 

• mv:  right to move the entity. 

• ra:  right to read the entity. 

• wa:  right to edit the entity. 

• cre: right to change storage. 

• csc: right to change security class. 

• cs: right to change status. 

• date_from:  date of current access control list validity ( start / valid 

from). 

• date_to:  date of current access control list validity (end / valid to). 

 

The entry in the list of access rights for the entity's metadata contains an XML 

»user« attribute with the name of the directory's entity, an XML »property« 

attribute with the name of the metadata, and the following XML attributes 

that specify which access rights are valid for the directory's entity: 

• type: enumerator of the type of right (see below). 

• ca: right to create the value of the entity's metadata. 

• da: right to delete the value of the entity's metadata. 

• ra: right to read the value of the entity's metadata. 

• wa: right to edit the value of the entity's metadata. 

• date_from: start of validity of the current list of access rights. 

• date_to: end of validity of the current list of access rights. 

Description of enumerator values for the type of access right: 

• EXPLICIT_ALLOW:  explicit permission. 

• EXPLICIT_DENY:  explicit denial. 

• INHERITED_ALLOW:  inherited permission. 

• INHERITED_DENY:  inherited denial. 

XMLScheme type: none Reference: ACL MOREQ2 code: / 
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/<entity_type>/Custom/additional_metadata 

 Required: NO Number: 1 

Definition: User entered metadata 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: User entered metadata necessary for managing the archive. This data is not 

prescribed by the IMiS®/ARChive Server and is input by the user according to 

requirements. Additional metadata is intended for export only and is ignored in 

case of import. 

XMLSchema type: any Reference: ETZ: 3.5.3.8 

MOREQ2: 5.3.17 

MOREQ2 code: / 

 

/<entity_type>/Custom/audit_trail 

 Required: NO Number: 1 

Definition: Name of the audit trail file 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The name of the separate file that contains the audit trail. To verify the file's 

authenticity, an XML attribute »hash_algorithm« of the type »string« which 

contains the name of the hash algorithm, and the XML attribute »hash« which 

contains the hash value of the exported audit trail, are added. 

XMLSchema type: String Reference: Audit trail MOREQ2 code: / 

 

/<entity_type>/Custom/Content 

 Required: NO Number: 1 

Definition: Container of attached content (files) 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: The »content« label contains at least one »part« label, which represents 

exactly one document content and an XML »hash_algorithm« attribute that 

contains the name of the hash function, which is used when calculating the 

hash value of the exported content. 

XMLSchema type: complexType Reference: sys:Content MOREQ2 code: / 
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/<entity_type>/Custom/content/part 

 Required: NO Number: Multi 

Definition: Container of attached content (files) 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: The »part« label contains the name of a separate file, which contains exactly 

one exported document content, and the following XML attributes: 

• description:  content description 

• mime:  data on content type  

• extension: extension of the attached content  

• size: content size 

• accessed:  timestamp of the last access to the content 

• created: timestamp of the content creation 

• modified: timestamp of the last change of the content 

hash: hash value of the content that is used for verifying the authenticity of a 

separate file. 

XMLSchema type: String Reference: ContentPart MOREQ2 code: / 

 

/<entity_type>/Custom/email 

 Required: NO Number: 1 

Definition: Email metadata (names and values) 

Use: Class: YES Folder: YES Sub-File: YES Record:YES 

Commentary: The »email« label contains email metadata and the values that are not a part of 

the Moreq2 specification. 

XMLSchema type: complexType Reference: »eml:« attributes MOREQ2 code: / 

 

/<entity_type>/Custom/email/subject 

 Required: NO Number: 1 

Definition: Email subject 

Use: Class: NO Folder: NO Sub-File: NO Record:YES 

Commentary: The »subject« label contains the subject of the email. 

XMLSchema type: String Reference: sys:eml:Subject MOREQ2 code: / 
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/<entity_type>/Custom/email/blind_copy_recipient/e-mail_address 

 Required: NO Number: Multi 

Definition: The email address of the hidden recipient of the email copy 

Use: Class: NO Folder: NO Sub-File: NO Record:YES 

Commentary: The values represent valid email addresses of hidden recipients of the email 

copies. The values are transmitted by the client and are usually obtained from 

the email, although the accuracy of this information depends on the client.  

The values represent the values from the »bcc« attribute of the message 

according to the RFC 2822 specification. 

XMLSchema type: String Reference: sys:eml:ToBCC MOREQ2 code: / 

 

/<entity_type>/Custom/email/blind_copy_recipient/name 

 Required: NO Number: Multi 

Definition: The name of the hidden recipient of the email copy 

Use: Class: NO Folder: NO Sub-File: NO Record:YES 

Commentary: The values represent the names of hidden recipients of the email copies.  

The values are transmitted by the client and are usually obtained from the 

email, although the accuracy of this information depends on the client. The 

values represent the values from the »bcc« attribute of the message 

according to the RFC 2822 specification. 

XMLSchema type: String Reference: sys:eml:ToBCC MOREQ2 code: / 

 

/<entity_type>/Custom/email/priority 

 Required: NO Number: 1 

Definition: Contains the priority status when sending email 

Use: Class: NO Folder: NO Sub-File: NO Record:YES 

Commentary: The »priority« label contains the priority status when sending email. 

XMLSchema type: String Reference: sys:eml:Priority MOREQ2 code: / 

 

/<entity_type>/Custom/email/signed 

 Required: NO Number: 1 

Definition: The value indicates whether the email was electronically signed 

Use: Class: NO Folder: YES Sub-File: NO Record:YES 

Commentary: The »signed« label contains the value that indicates whether the email has 

been electronically signed. 

XMLSchema type: Boolean Reference: sys:eml:Signed MOREQ2 code: / 
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/<entity_type>/Custom/Evidence 

 Required: NO Number: 1 

Definition: Evidence of entity's authenticity 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents an evidence record of the entity's authenticity obtained 

from the previous ISDM in case of import. In case of export from ISDM, the 

data is exported into a metadata scheme and a third ISDM can again import it 

into the attributes of transferred entities. The attribute does not influence the 

business logic of the server, it serves merely as a carrier of information. 

Two XML attributes are contained: 

• Hash_algorithm:  »string« type containing the name of the hash 

algorithm. 

• Hash:  hash value of file with the authenticity evidence. 

The value of the XML tag contains the name of the authenticity evidence file. 

XMLSchema type: String Reference: sys:trf:Evidence MOREQ2 code: / 

 

/<entity_type>/Custom/physical_identifier 

 Required: NO Number: 1 

Definition: Identifier of the metadata of physical material 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: The label »physical_identifier« contains the identifier of the metadata of 

physical material. 

XMLSchema type: String Reference: Physical 

content 

MOREQ2 code: / 

 

/<entity_type>/Custom/properties 

 Required: NO Number: 1 

Definition: Other entity attributes together with values 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The »properties« label contains at least one »property« label, which represents 

the entity attributes together with values that are not a part of the Moreq2 

specification. 

XMLSchema type: complexType Reference: Attribute MOREQ2 code: / 
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/<entity_type>/Custom/properties/property 

 Required: YES Number: Multi 

Definition: Entity attribute together with values 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The »property« label represents the entity attribute together with values.  

Every »property« label can have the following XML attributes: 

• »name«, which contains the name of the attribute. 

• »type«, which contains the type of the attribute in the database. 

• »value_ type«, which represents the type of the attribute with possible 

values: STRING, STRINGMAX, BINARY. 

• »hash_algorithm«: contains the name of the hash function that is used 

for calculating hash value for STRINGMAX or BINARY type attributes 

and at least one »value« label, which contains either the value of the entity's 

attribute for STRING type attributes or the name of a separate file for 

STRINGMAX or BINARY type attributes. 

XMLSchema type: complexType Reference: Attribute MOREQ2 code: / 

 

/<entity_type>/Custom/properties/property/value 

 Required: YES Number: Multi 

Definition: Value of the entity's attribute 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The »value« label does not contain XML attributes if the attribute type is 

STRING (see the »property« label). In this case, the value written in the label is 

the same as the value of the attribute. 

If the value of the attribute type is the same as STRINGMAX or BINARY,  

the value written in the »value« label is the same as the name of the separate 

file that contains the value of the attribute. In this case, the »value« label 

contains the XML »hash« attribute that represents the hash value of the file 

with the attribute content. 

For BINARY attributes the »value« label also contains the XML »mime« 

attribute, which contains data on the content type. 

XMLSchema type: String Reference: Attribute MOREQ2 code: / 

 

/<entity_type>/Custom/retention 

 Required: NO Number: 1 

Definition: Entity retention policy list 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The »retention« label contains data on the entity retention policy list that is 

not a part of the Moreq2 specification. Individual entries in the retention policy 

list are found in the contained »policy« labels. 

XMLSchema type: complexType Reference: ACL MOREQ2 code: / 

  



IMiS®/wClient Manual Version 1.4.1910 

 

2019 ©  Imaging Systems Inc., All rights reserved. 41 

 

/<entity_type>/Custom/retention/policy 

 Required: YES Number: Multi 

Definition: Entity's retention policy 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The »policy« value represents the entity's retention policy. The value of the 

label is the same as the identifier of the retention policy. Besides the value, the 

label has an XML »filter« attribute that represents the retention policy's filter 

type with the following possible values: CLASS, FOLDER or DOCUMENT and 

their combinations. 

XMLSchema type: String Reference: ACL MOREQ2 code: / 

 

/<entity_type>/Custom/template_id 

 Required: YES Number: 1 

Definition: Unique template ID 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: Unique template identifier on the IMiS®/ARChive Server. 

XMLSchema type: String Reference: Templates MOREQ2 code: / 

 

/<entity_type>/Custom/transferred_audit_log 

 Required: NO Number: 1 

Definition: Previously imported audit log 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: Content of the attribute »sys:trf:AuditLog«. The attribute is created only upon 

import to the IMiS®/ARChive Server. 

XMLSchema type: String Reference: sys:trf:AuditLog MOREQ2 code: / 

 

/RDS/Description/abstract/description 

 Required: NO Number: 1 

Definition: Longer description of the retention policy or disposition hold. 

Commentary:  

XMLScheme 

type: 

String Reference: sys:ret:pol:DetailedDescription MOREQ2 

code: 

M043 

 

/RDS/Description/mandate 

 Required: NO Number: Multiple 

Definition: Authorizations, which set the rights of the retention policy. 

Commentary: Name of the file in the file system which stores the authorization in electronic 

form. Only the retention policy has authorizations. 

XMLScheme type: String Reference: sys:Content MOREQ2 code: M030 
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/RDS/Description/abstract/reason 

 Required: NO Number: 1 

Definition: Reason for creating a retention policy or disposition hold. 

Commentary:  

XMLScheme 

type: 

String Reference: sys:ret:hold:Reasonsys:ret:pol:Reason MOREQ2 

code: 

M015 

 

/RDS/Description/title 

 Required: YES Number: 1 

Definition: Title of the retention policy or disposition hold. 

Commentary:  

XMLScheme type: String Reference: sys:Title MOREQ2 code: M015 

 

/RDS/Event_plan/event_type/disposition_action 

 Required: YES Number: 1 

Definition: Default action of the retention policy in the implementation phase of the review 

process. 

Commentary: Valid values: 

• »Dispose«:  the default action of the retention policy is the disposition of 

entities. 

• »Permanent«:  the default action of the retention policy is the permanent 

retention of entities. 

• »Transfer«:  the default action of the retention policy is the transfer of 

entities to another system and their disposition after confirmation of 

successful transfer. 

• »Review«:  the default action of the retention policy is to leave the entity 

for the next review process. 

XMLScheme type: String Reference: sys:ret:pol:Action MOREQ2 code: M014 

 

/RDS/Identity/system_identifier/disposal_hold 

 Required: YES Number: 1 

Definition: Unique system identifier of the disposition hold. 

Commentary: Set by IMiS®/ARChive Server. 

XMLScheme type: String Reference: Internal entity identifier MOREQ2 code: M137 
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/RDS/Identity/system_identifier/retention_and_disposition_schedule 

 Required: YES Number: 1 

Definition: Unique system identifier of the retention policy. 

Commentary: Set by IMiS®/ARChive Server. 

XMLScheme type: String Reference: Internal entity identifier MOREQ2 code: M008 

 

/RDS/Use/status/inheritance 

 Required: NO Number: 1 

Definition: Specifies whether the retention policy can be inherited by entities. 

Commentary: The IMiS®/ARChive Server specifies that all retention policies are inherited. 

The value is always TRUE. 

XMLScheme type: String Reference: Internal entity identifier MOREQ2 code: M197 

Table 5:  Lists of XML tags 

 

3.2.3 Format of the additional metadata export file 

The additional (user entered) metadata export file is used for the particular requirements of 

the archiving process. Upon export, each entity may optionally be added additional metadata 

which is not part of the arhcived entity's own metadata.  

The additional metadata is prepared by the archivist, using a premade XML file.  

This metadata is not within the framework of the client or server's business logic.  
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The format of the file is prescribed with the following XSD scheme: 
 

<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema targetNamespace="http://www.dlm-network.org/moreq2/1.04.01" 
xmlns:xs="http://www.w3.org/2001/XMLSchema" 
xmlns:moreq2="http://www.dlm-network.org/moreq2/1.04.01"  
elementFormDefault="unqualified"attributeFormDefault="unqualified" version="1.04.01"> 
 <xs:element name="AdditionalMetadataRoot"> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element name="Entity" minOccurs="0" maxOccurs="unbounded"> 
     <xs:complexType> 
      <xs:sequence> 
       <xs:any processContents="skip" maxOccurs="unbounded"/> 
      </xs:sequence> 
      <xs:attribute name="classification_code" type="xs:string"/> 
     </xs:complexType> 
    </xs:element> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
</xs:schema> 

Image 3: Example XSD scheme 

 

For each entity to be added user metadata during export, the archivist enters, in an XML file 

under the root node with the name »AdditionalMetadataRoot« (prescribed by the Moreq2 

scheme), an »Entity« node with the attribute of the entity's classification code. During export, 

the content of this node is copied into the export XML file of the entity. 

 

<moreq2:AdditionalMetadataRoot xmlns:moreq2="http://www.dlm-network.org/moreq2/1.04.01"> 

 <Entity classification_code="03.01"> 
  <!-- add custom XML node entries --> 
  <A>Metadata A</A> 
 </Entity> 
 <Entity classification_code="03.01/00001"> 
  ... 
 </Entity> 
</moreq2:AdditionalMetadataRoot> 

Image 4: Example additional metadata export file 
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3.3 Format of the confirmation file during transfer 

The format of the confirmation file is a text file containing comma separated values; 

abbreviation: CSV. 

 

Each record contains the following values: 

• Classification code of the transferred entity. 

• Confirmation value (»true« – if the entity has been successfully transferred to a third 

archive system). 

• Reference to the transferred entity in the third archive system. 
 

 

Image 5:  Example of a confirmation file after transfer 
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4 USER MANUAL 

4.1 Login and Logout 

The user accesses the IMiS®/wClient application via a web browser (Google Chrome, Mozilla 

Firefox, MS Edge, …) by entering the URL of IMiS®/wClient in the title bar. A login window 

appears in which the user can log into the IMiS®/ARChive Server. 
 

 

Image 6:  Login on archive 

 

4.1.1 Cookie Policy 

Before first login on the archive and every subsequent login (if cookies have been removed) 

the user has to agree to the use of cookies. 

To ensure proper operation and a better user experience the website uses the following 

cookies: 

• To remember last selected archive 

• Current archive user identifier 

• Archive token 

• Entity handles 

• Entity information visibility 

• Current locale 

• List mode 

• Policy agreed 

• Classification code visibility 
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• Description visibility 

• Sort field 

• Sort field descending. 

 

Image 7:  Cookie Policy 

 

4.1.2 Localization 

In the top right corner of the login window the user can choose the language of the 

IMiS®/wClient application from a list by clicking on the icon .  

In agreement with the application developer Imaging Systems Inc., the language selection can 

be expanded as desired. 
 

The languages currently supported are: 

• English 

• Slovene. 
 

 

Image 8:  Language selection 
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4.1.3 About 

By selecting the »About« command, the user is shown a new window with the following 

information: 

• IMiS® module name. 

• IMiS® module version. 

• Archive name and version. 

• IMiS®/Storage Connector Services REST version. 

• License Agreement. 

• Notices and Trademarks. 
 

 

Image 9:  About dialog box 

 

4.1.4 Login 

The user logs into the archive of the IMiS®/ARChive Server via the IMiS®/wClient by first 

selecting the relevant archive in the login window. 
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Image 10:  A list of available archives 

 

Note: 

The user can choose only among the archives predefined by the administrator. The user selects the 

archive from a list by clicking on the arrow in the top right area of the login window. The administrator is 

the only one who can remove an archive. 

 

The user enters his username in the field »Username« and his password in the field 

»Password«. The user confirms login with the »Log in« button. 
 

 

Image 11:  Logging into the archive 
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After a successful login, the central view shows the user a list of root classes in the 

classification scheme of the selected archive to which the user has access rights. 

 

4.1.5 Logout 

The user logs out of the archive using the »Log out« command in the popup menu.  

Access to the popup menu is enabled by clicking the arrow next to the user’s name in the top 

right corner of the user interface. 
 

 

Image 12:  Log out of the archive 

 

4.2 Interface description 

The user interface of the IMiS®/wClient is designed in accordance with contemporary design 

trends. It has preserved the concept of displaying the key data on the archive records, 

following the example of the desktop client IMiS®/Client. 

Therefore, managing the archives and entities of the electronic archive is similar to managing 

regular folders and files, which makes use simple and familiar.  

The user interface consists of six (6) main windows described below. 
 

 

Image 13: User interface of the IMiS®/wClient 
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4.3.1.3 User’s access right 

In the settings of the IMiS®/wAdmin administration web interface in the »Access control« 

folder, the user with permission specifies the access permissions for each directory entity, 

which applies to a specific archive volume. 

Under the settings, the user also specifies whether the permissions are inherited by the 

contained entities (Propagated) and whether the user can log in on behalf of a delegated user 

(Delegate context). 

For more information on access rights see chapter The Security tab. 

 

When logging into the selected archive, the root classes of the archive to which the user has 

the »Read« right are read from the IMiS®/ARChive Server. 

 

The user is shown the root classes in the »Archive« folder in the left view and in the list of 

contained entities in the central view. 

 

By selecting a root class, the tabs in the right view, where the entity information is located, 

show only the publicly accessible information on the class. For more on the content of tabs see 

chapter Entity information. 

 

By selecting the »Open« command in the command bar, all of the data to which the user has 

read permissions are read from the server. The same applies to the access to entities 

contained in the archive’s root classes. 

 

A user with the »Write« permission on the selected entity can select the »Edit« command in 

the command bar. The same data are shown in the tabs as when selecting the »Open« 

command. The user can edit and change the values of attributes that are not tagged on the 

server as read-only. For more information see chapter Editing entity data. 
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4.3.2 Creating an entity 

The user can create root classes and sub-entities in the IMiS®/wClient, if he has the »Create 

entities« right on the selected class or folder. 

 

For faster capturing and classifying of entities to appropriate places in the classification 

scheme, it is recommended that users separate (organize) the documents by type before 

capture. 

 

Documents separation is performed by classifying documents into the appropriate templates 

in the classification scheme. Each template has predefined attributes, which are set by the 

administrator in the settings of the IMiS®/ARChive Server. The user must enter the 

mandatory attributes before saving. 

 

The user has the option of modifying the template when editing an entity. By selecting the field 

with the values of the attribute »Template«, the list shows the available templates of the same 

type. 
 

 

Image 69:  Modifying a template in editing mode 

 

For more information on templates see chapter Templates in the IMiS®/ARChive Server 

Manual. 

 

4.3.2.1 Creating a new entity 

Besides the »Create entities« permission, the user has to have the »Change retention« 

permission to create new entities. 
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4.3.2.1.1 Creating a root class 

By selecting the »Archive« folder in the left view, the user can add a new root class to the 

entities list. The user does that by selecting the »New« command in the command bar, entering 

the values of attributes, defining the retention policy and confirming »Create«. 
 

 

Image 70:  Creating a root class 

 

4.3.2.1.2 Creating subentity 

In the classification scheme in the left view or in the entities list in the central view the user 

selects the entity into which he wants to classify a new class, folder or document.  

The user does that by selecting the »New« command in the command bar, same as when 

creating a root class. 
 

 

Image 71:  Display of contained entities. 
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Image 72:  Display of creating a new document with custom attributes 

 

Troubleshooting:  the most frequent issues when creating a new entity are: 

• Entity with the template you selected cannot be created inside the selected entity. 

• User does not have permission to create new entities inside the selected entity. 

 

4.3.2.2 Entering entity metadata 

The »Details« tab in the »Create entity« dialog box contains a list of all attributes of the class, 

folder or document, which can be entered by the user. 

 

Required attributes are marked with an asterisk and must be entered before saving. 
 

 

Image 73:  Entry of required metadata 
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4.3.2.3 Entry of the classification code 

The entry of the classification code for new entities depends on the selected type of 

classification code generation of the parent class or folder. 
 

In the preview or open mode, the information about the classification code of an existing entity 

is in the »Details« tab in the set »More«. 

 

In the editing mode, the drop-down list of the field »Child classification code generation« allows 

the user to set the entry type for the selected class or folder: 

• Automatic:  Entity numbering is automatic. The classification code of child entity is 

generated automatically by the IMiS®/ARChive Server. These classification codes appear 

as successive numbers, with each new child entity increasing the number by one. 

• Manual:  Entity numbering is manual. The classification code of child class or folder entity 

must be entered manually by the user. This classification code may be any combination of 

letters and numbers, providing it is unique inside the entire parent class. 

• »Manual (Optional)«:  Entity numbering is flexible.  

If the user manually sets the classification code, the server first checks whether the code 

is duplicate. If it is, it rejects it with an error. If the user does not manually set the 

classification code, the server assigns it automatically. 
 

 

Image 81:  Selecting the type of classification code entry for the contained entity 

 

In the event of a manual entry of the classification code, the user only enters the relative (own) 

part of the classification code, and the full classification code is then created from the parent 

entity's own classification code and the code input by the user. 

 

Example:  (see below) Inside a class with the classification code »03.04«, the user creates a new folder 

for which user manually input »IS-EXP-1000« as the relative part of the classification code. When the 

folder is saved to the IMiS®/ARChive Server, its full classification code will be »03.04.IS-EXP-1000«. 
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Image 82:  Manual entry of a child entity’s classification code 

 

 

Image 83:  Display of manually entered classification code 

 

4.3.2.4 Setting an entity's security class 

This setting hides entities from users whose security class level is not high enough to access 

them. The user with the »Create entities« permission can specify a new »Security class« for 

new entities in the »Details« tab in the »Create entity« dialog box. 
 

 

Image 84:  Specifying the security class of a new entity 
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Security classes are predefined, and range from lowest to highest as follows: 

• »Inherited«:  The security class is implicitly inherited from the parent entity.  

In case of root classes, the inherited security class value is empty. 

• »Unspecified«:  Access to this entity is not specified. 

• »Restricted«:  The entity is an internal matter. It may only be accessed by users with a 

clearance level »Restricted« or higher. 

• »Confidential«:  The entity is considered confidential. It may only be accessed by users 

with a clearance level »Confidential« or higher. 

• »Secret«:  The entity is considered secret. It may only be accessed by users with a 

clearance level »Secret« or higher. 

• »Top Secret«:  The entity is considered top secret. It may only be accessed by users with 

a »Top Secret« clearance level. 
 

 

Image 85:  Entity information after entering the security class 

 

4.3.2.5 Entering the status of an entity 

The user with the »Create entities« permission can specify the »Status« of new entities in the 

»Details« tab in the »Create entity« dialog box. 

 

The user can choose from predefined values for the status of an entity: 

• Inherited:  the status of the entity is implicitly inherited from the parent entity. 

In the case of root classes, it matches the status »Opened«. 

• Opened:  the status of the entity changes explicitly to »Opened«. 

• Closed:  the status of the entity changes explicitly to »Closed«. 
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Image 86:  Specifying the status of a new entity 

 

4.3.2.6 Entry of physical content metadata 

In the case of a document- or folder-type entity, information about the physical content is also 

available to the user in addition to the above-mentioned information when in open or edit mode. 

 

When capturing physical content into its electronic form, users may add metadata that 

describes the physical location of the stored content, in addition to other types of metadata. 

The location metadata is optional. Entry of physical content metadata is possible upon 

capture/import, or later when the content is already stored in electronic form. 

 

By selecting the »Physical Content« tab in the editing mode, a list of attributes, referring to the 

description of physical content, appears. 
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Image 87:  Display of the entry of physical content metadata 

 

The user can specify all of the attribute values except for »Date of status change«, which is 

automatically filled in with the date of the last change of the »Status« attribute. 

When capturing physical content, set the »Status« to the »CheckedIn« value.  

For more information on physical content attribute description see chapter Physical content 

attributes. 

 

Image 88:  The date of the last change of the »Status« attribute 

 

4.3.2.7 Specifying retention periods 

A condition for successfully saving new entities is the existence of effective retention periods 

on the entity. This condition applies to all types of entities, except for documents in a folder for 

which retention periods cannot be specified. 

 

Only a user with the »Change retention« permission can add retention and disposition hold 

periods. The user adds retention and disposition hold periods by selecting the command »Add« 

in the top part of the view. 

 

For each retention period the user specifies the validity and type of entity to which it refers: 

• »Classes«:  the retention period is valid for all classes under and including the selected 

entity. 

• »Folders«:  the retention period is valid for all folders under and including the selected 

entity. 

• »Documents«:  the retention period is valid for all documents under the selected entity. 
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The retention period can be valid for or not valid for a specific type of entity. 
 

 

Image 89:  Selecting validity for a specific type of entity 

 

After creating an entity, the effective retention periods are ticked in front of the information 

about the validity of individual types of entities. 
 

 

Image 90:  Display of the »Retention« tab 

 

4.3.2.8 Saving an entity 

Before saving and entity, the user has to enter all of the mandatory metadata and specify an 

effective retention period. The user saves the entity to the IMiS®/ARChive Server by selecting 

the »Create« command in the bottom part of the dialog window. 
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• »Closed«:  records the date and time the »Status« attribute was saved with the »Closed« 

value. 

 

Image 98: Example date and time an entity was closed 

 

• »Identifier«:  the entity's unique identifier on the server. This metadata never changes. 
 

 

Image 99: Example entity identifier 

 

4.3.3 Editing entity data 

Changing data about an entity in the IMiS®/wClient includes editing metadata and modifying 

content. A user can only change entity data when user have the »Write« permission on the 

entity. To edit the selected entity, use the »Edit« command in the command bar. 

 

The user edits the selected entity using the »Edit« command in the command bar. 

A dialog box opens with the attributes and their values. 

The value can be text, date, logical or one of the predefined values, which may be multiple. 

 

4.3.3.1 Editing entity metadata 

In the »Details« tab the user can edit the attribute values. 

The selection of attributes is defined by the selected template. 

For more information on the set of editing metadata see chapter Creating subentity. 

 

4.3.3.2 Editing content 

In the »Details« tab the user edits document contents. 

For more information on editing contents see chapter Content management. 

 

4.3.3.3 Editing physical content metadata 

In the »Physical Content« tab the user edits the metadata referring to the location of the 

physical content. The metadata are not mandatory for archiving physical content.  

Physical content metadata can be entered for a folder or document. For more information on 

editing physical content metadata see chapter Physical content attributes. 
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Image 132:  A dialog box for moving multiple entities 

 

Before the move, the user can create a new entity by selecting the command »New« in the 

dialog box. For more information see chapter  Creating a new entity. 

 

The classification code serves as a unique locator of the entity within the classification scheme. 

It consists of the relative (own) classification codes of the entities. 

 

When moving, the following rules for renumbering the classification code apply depending on 

the manual, manual (optional) or automatic setting of the entity classification code in the 

moving entity tree: 

• The entities in the moving entity tree, which are located directly under the entity with a 

manual or manual (optional) setting of classification codes, are not renumbered; all other 

entities are renumbered if the counter context enables it (automatic creation of a 

classification code on the entity to which the entity tree is moving). 

• Moving an entity with a manually or manually (optional) set classification code under an 

entity which is set to automatically create a classification code causes that entity to be 

renumbered; the implementation mentioned in point 1 applies to all other contained 

entities. 

  



IMiS®/wClient Manual Version 1.4.1910 

 

2019 ©  Imaging Systems Inc., All rights reserved. 124 

 

• Moving an entity with a manually, manually (optional) or automatically set classification 

code under an entity which is set to manually assign a classification code is not possible, 

if a contained entity exists that has the same partial classification code as the source 

entity. If the move is possible, the entity tree is moved. Due to an invalid counter context 

(manual setting of the classification code), the renumbering is not performed for any 

contained entity. 

 

Note: 

The following rules apply to the user when moving: 

• The user can move all entities, regardless of whether they are closed or opened. 

• The user cannot move documents which are classified directly under a class under folders.  

The user likewise cannot move documents which are classified under folders directly into a class. 

 

4.3.5 Content management 

This chapter describes the following actions over document contents: 

• Capturing content 

• Content details 

• Saving content 

• Content preview 

• Downloading content 

• Content update 

• Copying content 

• Moving content 

• Deleting content 

• Indexing content 

• Content conversion. 

 

4.3.5.1 Capturing content 

The user captures the content of documents by using the: 

• »File system« command, by selecting the specific content. 

• Scanner and the enabled services of IMiS®/Capture Service. 
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4.3.5.1.1 Capturing content from the file system 

The IMiS®/wClient enables the capture of those content, that are supported by the 

IMiS®/ARChive Server and can be described using the IANA-registered content type  

(MIME type). 

The format of the file is recognized from the file's extension. If the file extension is wrong,  

it is possible the recognized format will also be wrong. 
 

Example: 

• Long-term content storage formats (TIFF, PDF/A). 

• Formats related to email (e.g. EML, VCF). 

• Various text, image and graphics formats (e.g. TXT, JPG, DWG). 

• Microsoft Office formats (e.g. DOCX, XLSX, PPTX). 

• Webpage file formats (e.g. HTML, XML). 

• Compression formats (e.g. ZIP, TGZ). 

• Audio-video formats (e.g. AVI, MP4). 

• ... 

 

By selecting a document, the user is shown a list of contents in the central view, if they exist.  

In the case of a new document the list is empty.  

In editing mode, the contents are displayed below the field for adding contents. 
 

 

Image 133:  The »Content« field for adding contents 

 

The user adds contents by first selecting the »Edit« button in the command bar.  

This opens a dialog box with entity details, in which the user drops content in the »Content« 

field using the »Drag and drop« mode or clicks it on the list. 
 

 

Image 134:  The added content before saving 
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After confirmation the contents are added to the list under the »Content« field. After the user 

has finished capturing contents, the document can be saved. 

For more information see chapter Saving an entity. 
 

 

Image 135:  The added content after saving 

 

The contents are shown below the bar with the titles of the common attributes in open mode. 

»Description« and »Size« are shown by default. 

The user can add or remove the columns of selected attributes: »Classification code«, 

»Description« and »Modified« via the icon    in the command bar. 

 

Note: 

Attaching contents is possible only in the Document entity type. 
 

 

Image 136:  Displaying the list of contents in open mode 
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4.3.5.1.2 Capturing content from a scanner 

If IMiS®/Capture Service is running and the scanner is connected, the icon »Scan« appears in 

the field for adding contents. 
 

 

Image 137:  Displaying the icon »Scan« for capturing content from a scanner 

 

By selecting the icon »Scan«, the user is shown an integrated window for scanning using the 

IMiS®/wScan program module. 
 

 

Image 138:  Integrated window for scanning with IMiS®/wScan 

 

Note: 

If the user has connected or turned on the scanner later and the command »Start« is still disabled,  

we recommend restarting IMiS®/Capture Service with the command »Restart Service«. 
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By selecting the »Start« command, the scanning of documents is executed. The user receives a 

report with the basic scanning information.  
 

 

Image 139:  Displaying the document after finishing the scan 
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After finishing the scan, the user adds the scanned document to the list of contents.  

By selecting the »Save« command, the user saves the scanned content to the IMiS®/ARChive 

Server. 

 

Image 140:  A scanned document added to the list 

 

For more information on setting IMiS®/Capture Service see chapter Application integration in 

the IMiS®/wScan Manual. 

 

Note:  The scanning settings are located in settings.json under scan.apiKey and scan.url. 
 

 

Image 141:  An example of scanning settings 

 

Troubleshooting:  Most frequent issues when capturing content: 

• The file does not exist. 

• Wrong MIME type of file. 

  



IMiS®/wClient Manual Version 1.4.1910 

 

2019 ©  Imaging Systems Inc., All rights reserved. 130 

 

4.3.5.2 Content details 

The entity content details provide certain information to the user which is otherwise not 

shown in the list of contents. If the details are not shown in the right view by default, the user 

can access them by selecting the »Details« command in the popup menu on the tagged 

content. 

 

Besides the list of contents, the user is also shown the following entity content details in the 

right view: 

• Description:  Content description. 

• Type:  Content type. 

• Content type:  MIME content type. 

• Size:  Content size in kB. 

• Created:  Timestamp of the content creation. 

• Modified:  Timestamp of the last change of the content. 

• Accessed:  Timestamp of the last access to the content. 

• Indexed:  states whether the content is indexed. 

• Signed:  a value that registers if the email message was electronically signed. 

• Identifier:  unique identifier of the content. 
 

 

Image 142:  Content details in the right view 
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Of all the displayed data the user can change only the description of the content when in entity 

editing mode. 
 

 

Image 143:  Changing the description of content in editing mode 

 

By selecting the content from the list in the central view, the following options are available to 

the user in the popup menu    in reading mode (Open): 

• Preview:  opening content in the preview mode. 

• Download:  downloading the content to a computer or device. 

• Copy:  copying content to another document. 

• Details:  displaying information on the content. These details are displayed if they were 

not displayed yet. 

• Manage:  tagging the content for executing specific actions. 

- Queue for Indexing:  the selected content is tagged for later indexing. 

- Queue for Conversion:  the selected content is tagged for later conversion. 
 

 

Image 144:  Popup menu on the selected content in the reading mode 
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4.3.5.3 Saving content 

When saving document content to the IMiS®/ARChive Server, the following attribute values 

are automatically recorded into the entity:  
 

• Content type:  the type of the content output format (MIME type). 
 

 

Image 145:  An example of the content type of a document 

 

• Created:  the date the document content was created on the server. As long as the 

content exists, the attribute value does not change. 
 

 

Image 146:  An example of the date of creating the document content 

 

• Modified:  the date the user changed the document content. As long as the document 

content exists, the attribute value changes with each change of content. 
 

 

Image 147:  An example of the date of modifying the document content 

 

• Accessed:  the date and time the document content was last opened in reading mode or 

in editing mode. As long as the content exists, the attribute value changes each time the 

user opens or modifies the content. 
 

 

Image 148:  An example of the date of the last access to the document content 

 

• Identifier:  The unique identifier of the content of the document saved on the server.  

As long as the content exists, the attribute value does not change. 
 

 

Image 149:  An example of the document content identifier 
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• Indexed:  A value that shows whether the document content is indexed. 
 

 

Image 150:  An example of a display of indexed document content 

 

• Signed:  A value that shows whether the document content is electronically signed. 
 

 

Image 151:  An example of a display of signed document content 

 

4.3.5.4 Content preview 

The content can be previewed by a user with the »Read« permission. 

The user opens the document content by selecting »Preview« in the popup menu on the tagged 

content in the reading mode (»Open«). 
 

 

Image 152:  Opening document content 

 

An alternative option is that the user simply clicks on the content record. 
 

 

Image 153:  Opening content by clicking on the content 
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Certain contents are opened directly in the browser’s viewer; if that is not possible, the 

contents are downloaded and opened with an external viewer. 

For more information on downloading content see chapter Downloading content. 
 

 

Image 154:  Loading content 

 

By selecting the content preview, in the case of multiple contents a menu appears at the 

bottom for selecting and displaying contents under a specific entity. The user switches 

between contents by clicking on the title of each content or using the left/right keys on the 

keyboard. 
 

 

Image 155:  Displaying the menu for selecting and previewing content 
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The user has the option of previewing content with the link archive/:archive/entities/:id/view  

with the parameters index and id. 

 

Example 1:  Link with the parameter id 

https://apps01.imis.si/wclient/1.4.1910.4/#/archive/iarc910/entities/zfYqFvEAWEmR-

3J_TNwBSS09QuIfNzmx/view?id=Fg2iVnw9UVVr9_aY3IbOafI--Of6R-Zg 

 

Example 2:  Link with the parameter index 1 

https://apps01.imis.si/wclient/1.4.1910.4/#/archive/iarc910/entities/tEN0xhdLKSYeQ7ujK3SAP8Ob9U

pjP43_/view?index=1 

 

Example 3:  Link without parameters, which opens the first object 

https://apps01.imis.si/wclient/1.4.1910.4/#/archive/iarc910/entities/tEN0xhdLKSYeQ7ujK3SAP8Ob9U

pjP43_/view 

 

In the context of the content formats which are supported on the IMiS®/ARChive Server and 

can be described with IANA-registered content types (MIME type; see chapter Capturing 

content), the user can play the following audio and video contents in streaming mode: 

• Audio (wav, ogg, mpeg) 
 

 

Image 156:  Opening audio content 

  

https://apps01.imis.si/wclient/1.4.1910.4/%23/archive/iarc910/entities/zfYqFvEAWEmR-3J_TNwBSS09QuIfNzmx/view?id=Fg2iVnw9UVVr9_aY3IbOafI--Of6R-Zg
https://apps01.imis.si/wclient/1.4.1910.4/%23/archive/iarc910/entities/zfYqFvEAWEmR-3J_TNwBSS09QuIfNzmx/view?id=Fg2iVnw9UVVr9_aY3IbOafI--Of6R-Zg
https://apps01.imis.si/wclient/1.4.1910.4/%23/archive/iarc910/entities/tEN0xhdLKSYeQ7ujK3SAP8Ob9UpjP43_/view?index=1
https://apps01.imis.si/wclient/1.4.1910.4/%23/archive/iarc910/entities/tEN0xhdLKSYeQ7ujK3SAP8Ob9UpjP43_/view?index=1
https://apps01.imis.si/wclient/1.4.1910.4/%23/archive/iarc910/entities/tEN0xhdLKSYeQ7ujK3SAP8Ob9UpjP43_/view
https://apps01.imis.si/wclient/1.4.1910.4/%23/archive/iarc910/entities/tEN0xhdLKSYeQ7ujK3SAP8Ob9UpjP43_/view
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• Video (mp4, webm, ogg) 
 

 

Image 157:  Opening video content 

 

Note:  Previewing audio and video contents is possible if the content has been optimized for online 

viewing. 

 

4.3.5.5 Downloading content 

The content can be downloaded by a user with the »Read« permission. 

By selecting the »Download« command in the popup menu on the tagged content in the 

document reading mode (»Open«), the user downloads the content to the device.  

The content is saved in the selected location on the device. 
 

 

Image 158:  Selecting the »Download« command in the popup menu 
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In the bottom left corner the user is shown the progress of the download of content and the 

Cancel option. 

 

Image 159:  Displaying the progress of the download of content 

 

By selecting the popup menu on the notification about downloaded content, the user has the 

option of selecting actions. 
 

 

Image 160:  Displaying the option of selecting actions on downloaded content 

 

4.3.5.6 Copying content 

Copying content can be performed by the user with the »Write« right.  

The user makes a copy of the entity's content and copies it to another document-type entity. 

The user selects the content in the Open mode. By selecting the popup menu on the tagged 

content, the user selects the »Copy« command. 
 

 

Image 161:  Selecting the »Copy« command in the popup menu 
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This opens a dialog box for selecting the target document in the classification scheme. 
 

 

Image 162:  Copying the content to another document 

 

After confirming the »Copy« command, a copy of the content is saved to the selected 

document. The user is informed of saving a copy of the content. 
 

 

Image 163:  Information about saving a copy of the content 

 

4.3.5.7 Sharing content 

The content can be shared by a user with the »Read« permission. 

The user creates a copy of the link to the entity's content and saves it to the clipboard.  

In open mode, the user selects the content. By selecting the popup menu on the tagged 

content, the user selects the command »Share«. 
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Image 164:  Selecting the command »Share« in the popup menu 

 

A dialog box opens containing the created link to the selected content. 
 

 

Image 165:  Displaying the created link to the selected content 

 

By confirming the action »Copy«, the link to the content is copied to the clipboard. 
 

 

Image 166:  Notification of copying a link to the clipboard 

 

4.3.5.8 Content update 

Content update can be performed by the user with the »Write« right.  

 

The user has the option of updating saved content. In editing mode, the user selects the 

document content. In the popup menu the user selects the »Update« command.  

This opens a dialog box for selecting the content which will replace the existing content.  

If the user does not change the title of the content, it is preserved. 
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The user confirms the change to the entity with the »Save« command or cancels it with the 

»Cancel« command. 
 

 

Image 167:  Selecting the »Update« command in the popup menu 

 

 

Image 168:  The selected content after update 

 

4.3.5.9 Moving content 

Moving content from one entity to another can be performed by the user with the »Write« 

right. The user selects the content in the editing mode. In the popup menu on the tagged 

content, the user selects the »Move« command. 
 

 

Image 169:  Selecting the »Move« command in the popup menu 

  



IMiS®/wClient Manual Version 1.4.1910 

 

2019 ©  Imaging Systems Inc., All rights reserved. 141 

 

This opens a dialog box for selecting the target document in the classification scheme. 
 

 

Image 170:  Selecting the target document for moving content 

 

By confirming the selection with the »Move« command, the content is tagged to move. 
 

 

Image 171:  Content temporarily removed from the document 

 

Content move is not performed until after saving changes. 
 

 

Image 172:  Saved document content 
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4.3.5.10 Deleting content 

Deleting content can be performed by the user with the »Write« right.  

The user removes document content by first selecting the document content in Edit mode.  

In the popup menu the user selects the »Delete« command. The content is removed from the 

list. The user confirms the change to the entity with the »Save« command or cancels it with the 

»Cancel« command. 
 

 

Image 173:  The content on the list before deletion 

 

 

Image 174:  Empty list after deletion 

 

4.3.5.11 Indexing content 

The manual tagging of content for indexing can be performed by the user with the 

»ContentManagement« role. 

By selecting the popup menu on the tagged content in the document reading mode (»Open«), 

the user can select the »Manage« command. By confirming the »Queue for Indexing« command, 

the selected content is tagged for later indexing. 

 

The indexing of content can be done automatically with the appropriate settings on the 

IMiS®/ARChive Server or manually for an individual content within the interval specified in the 

server settings. 
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Image 175:  Selecting the »Queue for Indexing« command 

 

 

Image 176:  Successful adding of content for indexing 

 

4.3.5.12 Content conversion 

The IMiS®/ARChive Server enables automatic content conversion. All newly added content is 

automatically converted to a long-term storage format after being stored according to the 

period setting in the server configuration (PDF/A, TIFF). 

 

Example:  A content created in Microsoft Word that is attached to the document must be converted 

into the PDF/A file type to ensure long-term storage. 
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For better visibility, the converted content is displayed in a tree. Content can also be multi-level 

and enable a view of the conversion history. The conversion of content can be done 

automatically with the appropriate settings on the IMiS®/ARChive Server or manually for an 

individual content within the interval specified in the server settings.  

 

For the manual tagging of content for conversion the user must have the 

»ContentManagement« role. 

By selecting the popup menu on the tagged content in the document reading mode (»Open«), 

the user can select the »Manage« command. By confirming the »Queue for Conversion« 

command, the selected content is tagged for later conversion. 
 

 

Image 177:  Selecting the »Queue for Conversion« command 
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The user is informed of successfully tagging the content for later conversion. 
 

 

Image 178:  Successful tagging of content for later conversion 

 

In edit mode the user has the option of detaching the selected converted content. 

The user with the »Write« permission can perform the detachment.  

In edit mode the user selects the content. In the popup menu the user selects the »Detach« 

command. 
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Image 179:  Detaching the selected converted content 

 

The detachment is not executed until confirmed with the »Save« command. 
 

 

Image 180:  Tagging content for detachment 

 

After confirming the detachment of converted content, the selected content is classified under 

the last content on the list. 
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Image 181:  Displaying detached content on the list 

 

Warning:  Removal of source content is possible only after a prior removal of all interpretations of the 

content. While removing content at individual levels, the entity must be saved. 

 

4.3.6 Versioning 

The user is enabled the versioning of all document-type entities. The properties that have been 

modified in individual document versions can be reviewed only on templates that enable 

versioning. 
 

Note:  This functionality is supported in IMiS®/ARChive Server version 9.9 or higher. 

 

4.3.6.1 Creating new version 

By selecting the action »New version« in the popup menu on the »Actions« button in the 

command bar or on the document selected from a list, the user is shown a dialog box with the 

relevant tabs and set of attributes. 
 

 

Image 182:  Selecting the action »New version« in the popup menu 
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In the »Details« tab the following attributes are available to the user: 

• Version:  selecting a document version. The available options are: 

− Major:  signifies major changes to the document. 

− Minor:  signifies minor changes to the document. 

− 3rd level:  signifies minimum changes to the document. 

− 4th level:  signifies the smallest changes to the document. 

− Overwrite:  overwrites the existing document version. 

• Comment:  a comment to the document version. 

• Title:  the name of the document. This attribute is mandatory. 

• Description:  a short description of the document. 

• Significance:  a set of available document significances. 

• Owner:  the directory entity (user or group) that is responsible for the selected 

document version (owner). 

• Keywords:  document-related keywords. This attribute can have multiple values. 

• Categories: a collection of document categories. 

• Content: document contents. 

• External identifiers:  a list of the unique external identifier of the document version on the 

server. 

 

Image 183:  Checking out a document version 
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The user confirms the checking out of a new document version with the »Save« command or 

cancels it with the »Cancel« button. 
 

 

Image 184:  Information about saving a document version 

 

Note:  While creating a document version, the source document is available to other users only in read-

only mode. 

 

4.3.6.2 Reviewing a document version 

In the preview mode and open mode, the user can review document versions in the set 

»Versions« in the »Details« tab in the right view. 
 

 

Image 185:  Displaying document versions in the set »Versions« 

 

Note:  The last saved document version is placed at the top of the view. The selected document version 

is marked in blue. 

 

4.3.6.3 Editing document version 

The user can edit only the values of attributes to which he has the appropriate access rights.  

By selecting the icon  on the document version record, the user can choose from the 

following options in the popup menu: 

• Open:  opens the selected document version in the reading mode. 

• Edit:  opens the selected document version in the editing mode. 
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• New version:  creates a new version of the document via a dialog box. 

• Delete:  deletes a document version. 
 

 

Image 186:  A popup menu on the document version 

 

In edit mode the user can change the attribute values. 
 

 

Image 187:  Opening a document version in editing mode 
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Attributes can have multiple values, pick list values or any combination of possible properties. 

Attribute values can also be inherited. 

The table below describes the possible attribute properties. 
 

Name of attribute property Description 

Public Attribute is publicly accessible to all users. 

Required Attribute value is mandatory. 

Unique Attribute value must be unique. 

ReadOnly Attribute value cannot be changed. 

MultiValue Attribute has multiple values. 

PickList Attribute must have one of the values from the pick list. 

Searchable Attribute is searchable. 

Inherited Attribute values are inherited from the parent entity. 

AppendOnly Attribute values may only be appended. 

IncludeInAIP Attribute values are part of the archive information package. 

Full text indexed Attribute values are indexed. 

Table 6:  Description of possible attribute properties 

 

In addition to limitations that specify attribute properties, certain other system limitations also 

apply. For example, some attributes are only available for specific types of entities, and some 

only for entities in a specific location in the classification scheme, or after a specific action has 

been executed (e.g. transfer)  

All the system attributes of the IMiS®/ARChive Server are described below. 

 

4.4.1 General system attributes 

The general system attributes of an entity consist of various attributes such as »Title«, 

»Description« and »Classification code«. They contain mandatory as well as optional attributes. 

 

Most attributes are available for all entities. The exceptions are »Status«, »Opened date« and 

»Closed date«, which are present for classes, folders, and those documents that are located 

directly under a class. The table below lists and describes all the general system attributes. 
 

Name Description 

Classification code Contains the entity's classification code within the classification scheme.  

The classification code is generated automatically on the archive server. 
 

Example:  The classification code 01-2019-00004/00001 represents 

document 00001, located inside folder 2019-00004, located inside class 01. 

The classification code is a publicly accessible type of metadata. 
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4.4.7 Physical content attributes 

Physical content attributes are only available for documents. The existence of physical content 

is specified by the unique physical content identifier. The physical content has a home location, 

which changes when it is checked out. The change of location is saved in the »status« attribute. 
 

Name Description 

Identifier Contains the unique identifier of the physical content. 

Description Contains a short description of the physical content. 

Status Contains the current status of the physical content. Possible values are:  

- »CheckedIn«:  the physical content is stored at its home location. 

- »CheckedOut«:  the physical content has been sent to another location. 

Status change date Contains the date and time of the physical content's last status change. 

Home location Contains the home location of the physical content. 

Current location Contains the current location of the physical content. 

Custodian Contains the name of the physical content's custodian. 

Return date Contains the expected return date of checked out content. 

Table 13:  Description of physical content attributes 

 

4.4.8 Review process attributes 

Review process attributes are available only during review processes. 
 

Name Description 

Members Users who perform review process. 

Action 

 

By selecting one of the valid values, you influence the review process. 

Valid values: 

• »Reviewing«:  the value represents the action of reviewing entities in the review 

process and does not influence the server. 

• »Complete«:  the value represents the action of completing the review process 

on the server. 

• »Discard«:  the value represents the action of canceling the review process on 

the server. 

Comments 

 

Optional attribute which is used for entering various comments, explanations and 

other information that is in any way connected with the review process. 

Message 

 

Short error description entered by IMiS®/ARChive Server. 

In the event of an error during the preparation or implementation phase of the review 

process. Also recorded in the attribute is the successful completion of the review 

process. 
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4.6.1.1.2 Ad-hoc review 

After selecting the »Ad hoc« command, the following fields for entering the value of the 

attribute »Expression« appears to the user: 

• »Expression«:  query based on which a list of selected entities will be created. 

• »Scope«:  selecting the entire archive or entity under which the custom review will be 

implemented. 

• »Reason«:  the reason for creating the custom review. 
 

 

Image 272:  Entering a search expression in the »Ad hoc« review 

 

After confirmation by clicking on the »Next« button, a dialog window shows the tabs of a new 

review in the ad-hoc review process. 

 

The »Attributes« tab contains the list of all process attributes which can be entered by the 

user. For more information on entering metadata see chapter Entering entity metadata. 
 

 

Image 273:  Display of the attributes of the review process in the »Ad hoc« mode 
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By creation of the review, two attributes are mandatory: »Title« and »Members« performing the 

entity review. As in a regular review, the user with the appropriate rights defines the access 

permissions for users, groups and attributes in the »Security« tab.  

After entering the metadata, the user saves the review to IMiS®/ARChive Server by selecting 

the action »Create«. 
 

 

Image 274:  Display of a saved ad-hoc review 

 

This starts the transfer of all entered metadata to IMiS®/ARChive Server. After the review has 

been saved, it is queued for preparation. 

 

Problems:  The most common problem during saving is that the value of the mandatory attribute has 

not been entered. 
 

Problems:  The most common problem when creating a new review in the review process is  

that the user does not have the access right to create new reviews. 
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4.6.1.2 Canceling the review process 

The review process can be discarded by team members at any time with the »Discard« 

command. They do that by selecting the »Actions« command in the command bar and the 

»Discard« action in the popup menu. 
 

 

Image 275:  Cancellation of the review process using the »Discard« command 

 

After discarding the review process, the IMiS®/ARChive Server: 

• Changes the value of the »State« attribute to »Discarded«. 

• Changes the value of the »Status« attribute to »Closed«. 

• It is entered into the »Message« attribute that the review process has been discarded by 

the user. In this case the entire review process must be recreated. 
 

 

Image 276:  A canceled decision-making phase 
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4.6.1.3 Entity preparation phase 

The phase of preparing a list of entities begins when IMiS®/ARChive Server detects that 

entities are queued for review. The list only shows those entities which meet the condition of 

the selected retention periods. Other criteria are considered in the process. 

For more information see chapter Filtering process in the IMiS®/ARChive Server Manual. 

 

While the review process is in the preparation phase, it cannot be modified.  

During that time, its »State« attribute shows the »Preparing« value. 
 

 

Image 277:  Display of the review in the preparation phase in the »Preparing« state 

 

Once IMiS®/ARChive Server finishes preparing a list of entities, the value of the »State« 

attribute changes to »InReview«. The preparation of a review is completed and awaits the 

decision-making phase. 

 

The entity placed on the list remains on that list even if its retention period is modified after the 

list was prepared. 

 

During the preparation phase of the review process an error can occur for various reasons.  

In the event of an error, the review process is automatically cancelled. Such a process does not 

contain entities on its list and cannot be prepared again. Such a list also cannot be edited. 

 

The following attributes change their values: 

• The value of the »Status« attribute changes to »Closed«. 

• The value of the »State« attribute changes to »Failed«. 

• The cause of the cancellation is recorded into the »Message« attribute. 
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Image 278:  Display of an error which occurred during the preparation phase of the review process 

 

4.6.2 Decision-making phase 

By selecting the folder, the central view shows all of the reviews created. By selecting the 

appropriate review, review pages are shown along with the associated documents,  

which are the object of the review process. 
 

 

Image 279:  Display of the review pages and documents 

 

In the review the following data is visible for each page: 

• Sequential title of the review page in the »Title« line. 

• Short description of the review page in the »Description« line. 

• Date of last page modification in the »Modified« line. 

 

Each page contains the final number of entities. The default value is 2,000 entities. 
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By clicking on the selected page, the central view shows a list of selected entities.  

A feature of this list is a display of the action which will be executed for each entity after the 

entire review process is completed. 
 

 

Image 280:  A list of selected entities on a specific review page 

 

By selecting the icon    to the right of the command bar, the user can define which columns 

of the selected attributes will be shown on the list of selected entities in the central view. 

The user can add or remove: »Action«, »Reason« and »Comment«. 
 

 

Image 281:  Defining the columns of selected attributes in the popup menu 

 

An entity which is included on the list of an individual review page has the following tabs:  

• Details:  a list of the metadata of the selected entity. 

• Security:  a review of the effective permissions of directory entities for the selected 

entity. 

• Activity:  audit log records for the selected entity. 
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By clicking on the »Navigate to« button in the right view, the selected entity is shown in the 

classification scheme. 

The user can return to the review by selecting the back arrow in the browser. 
 

 

Image 282:  Option of viewing an entity from the review 

 

4.6.2.1 Modification of the attribute values in the review 

If team members decide that the actions of certain entities must be modified in the review 

process, they can do so with the »Edit« command. 

For more information on attributes see chapter Attributes in the review process. 

 
In the right view, the user can modify the following attributes: 

• Action 

• Reason 

• Comment 

• Transferred 

• Transfer identifier. 
 

 

Image 283:  Adding and modifying attribute values in editing mode 
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Action 

The default value of the »Action« attribute is set by the retention policy in the server's 

configuration. In the event that the entity undergoing the transfer process has several 

retention policies which contradict one another, the default value of this attribute is 

»InReview«. Such an entity requires a decision from team members on the type of action.  

 

If team members decide that the actions of certain entities must be modified, they can perform 

one of the following actions: 

• »Dispose«:  the entity will be disposed of after the process is completed. 

• »Permanent«:  the entity will never again be selected in the review process.  

It has been marked for permanent retention. 

• »Review«:  an action which does not modify the entity's life span. The entity can be 

selected in the next transfer process. 

• »Transfer«:  after confirming the transfer and successfully completing the transfer 

process, the entity will be disposed of. 
 

 

Image 284:  Modifying the action of an entity in editing mode 

 

Reason 

Every time the »Action« attribute is modified it is recommended that team members also 

record the reason for the modification in the »Reason« attribute. 

 

Comment 

In the decision-making phase the team members can comment on their decisions. 
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Transferred 

Team members must specify for each entity on the list whether it has been transferred. 

They do so by ticking the box. 

 

Transfer identifier 

If they wish, the team members can also enter a reference to the transferred entity by 

entering the value of the »Transfer identifier« attribute. 
 

 

Image 285:  Modifying attribute values in the review 

 

After completion, the team members select the »Finish« command in the top command bar and 

then by clicking on the »Save« button save all confirmations to IMiS®/ARChive Server. 

 

After completing the review of entities on the list, they can apply all the modifications by 

clicking on the »Save« button or cancel them by returning to the list of reviews. 

 

Modifications of entities are not saved to IMiS®/ARChive Server until the user saves the review 

page. After saving, the list of reviews reappears. The team members can start working on the 

next review. 

 

4.6.2.2 Canceling the decision-making process 

The review process can be cancelled by team members selecting the »Actions« command and 

the »Discard« operation in the popup menu. 

For more information on canceling the review process see chapter Canceling the review 

process. 
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4.6.3 Implementation phase 

The decision-making phase is followed by the implementation phase. Team members complete 

the review by selecting »Actions« command and the »Complete« operation in the popup menu. 
 

 

Image 286:  Starting the process of completing the review 

 

IMiS®/ARChive Server implements the review process of the disposition, transfer and 

permanent retention of entities. 
 

 

Image 287:  During the process of completing the review 

 

It automatically creates a review execute report on the implementation phase and files it 

among the review contents. For more information see chapter Reviewing and classifying 

documents. 
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Image 288:  Review execute report 

 

This action completes the review process, which cannot be modified or implemented.  

The value of the »Status« attribute changes to »Closed« and the value of the »State« attribute 

to »Completed«. 
 

 

Image 289:  Review completed 

 

In the event of an error during the review process: 

• An error description is recorded in the »Message« attribute. 

• The value of the »State« attribute changes to »Failed«. 

• The value of the »Status« attribute changes to to »Closed«. 

In this case the entire review process must be recreated. 
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4.6.4 Disposition 

Each entity which was disposed of during the implementation phase of the review process is 

located in its raw form in the »Disposed« folder in the »Trash« folder, which is located in the 

»Administration« system folder. 
 

 

Image 290:  A list of disposed entities in the review process 

 

By selecting the »Disposed« folder, the central view shows all of the review processes during 

which at least one entity was disposed of. By clicking on an individual review page, a list of 

disposed entities appears, where the following entity information are shown only: 

• Title:  the title of the disposed entity. 

• Classification code:  the classification code of the disposed entity. 

• Description:  a description of the disposed entity. 

• Modified: the date of last change. 
 

 

Image 291:  Display of the list of disposed entities on the review page 
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The Title, Classification code and Description of entity are the only attributes still preserved 

when an entity has been disposed of. All other entity metadata is erased and replaced with the 

following attributes: 

• Reason:  The reason for the disposition of the entity, which was entered by the user 

during the review process. 

• Deleted:  The date and time of the disposition of the entity. 

• Identifier:  Unique user identifier. 

 

4.6.5 Transfer of entities 

If the review process was also intended for the transfer of entities from IMiS®/ARChive Server, 

this action must be executed prior to completing the process. 

 

The transfer action is executed with two separate processes: 

• Exporting from IMiS®/ARChive Server to the file system. 

• Confirmation of the transfer of entities to a third archive. 

 

4.6.5.1 Exporting to a file system 

The user executes the transfer of entities in the selected review selecting the »Actions« 

command and the »Transfer« operation in the popup menu. 
 

 

Image 292:  Transfer of entities in the review process 
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After selecting the command, the user is shown a dialog box for setting the transfer 

parameters. 
 

 

Image 293:  Setting the transfer parameters 

 

By selecting the »Activity« option, the audit log for an individual transferred entity can be 

included in the transfer. 

If entity authenticity evidence has been created on the archive, the user can include it in the 

transfer by selecting the option »Authenticity evidence«. 
 

Warning:  If the user does not have the AuditLogQuery role and has nevertheless ticked the inclusion 

of an audit log in the transfer of entities in the transfer dialog box, the transfer is not executed.  

 

In the »Include metadata file« section, the user invokes a dialog box for selecting an XML file 

with additional metadata to be included in the transfer. 

For a description of the structure of the file with additional metadata see chapter Format of 

the additional metadata export file. 

 

By selecting the »Transfer« command, the transfer process begins. Team members can cancel 

the process by selecting the »Cancel« command. 
 

 

Image 294:  Implementing the transfer process 
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The entities are exported in the XML format to the default directory »Downloads«. The user 

can access the transfer information from the notification bar by selecting the action »Open« in 

the popup menu. 
 

 

Image 295:  Transfer notification 

 

After confirming the selection »Open« for the compressed (zip) file, the right view of Windows 

Explorer shows the export reports and the additional file for the automatic transfer 

confirmation »TransferConfirmation.csv«. With it the user of a third archive system can quickly 

specify which entities will be confirmed as successfully transferred.  

For more information see chapter Format of confirmation file during transfer. 
 

 

Image 296:  Selecting the confirmation file 

 

By selecting the confirmation file »TransferConfirmation«, information about the entities to be 

transferred is displayed. 

 

Image 297:  Displaying the confirmation file 
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In the next step the team members can modify the value, which specifies whether the entity 

has been successfully transferred to a third archive system (FALSE  TRUE), and the 

reference to the entity transferred to the third archive system (transfer identifier; optional). 
 

 

Image 298:  Confirmation of entities recorded in the confirmation file 

 

Team members select a suitable location for saving the modified confirmation file to the file 

system with the command »Save as«. 
 

 

Image 299:  Notification of saving the confirmation file 

 

4.6.5.1.1 Export phase 

At the start of export IMiS®/wClient creates a new review document. 

For more information see chapter Reviewing and classifying documents. 

This document represents a report on export from the archive server. It uses the date and 

time of the start of export in ISO format as the document title. 

 

During export the following two or three log files are created in the file system: 

• »ExportReport.xml«:  An XML file which contains: 

- Statistics of successfully and unsuccessfully exported entities. 

- List of unsuccessfully exported entities (including the classification code). 

- List of successfully exported entities (including the compressed value and full 

classification code). 
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• »ExportReport.txt«:  contains a report for each successfully or unsuccessfully exported 

entity. 

• »ExportReport_ERROR.txt«:  contains a report for each unsuccessfully exported entity, 

including the returned error message. 

 

In the event of an error when exporting an entity, the error is recorded in the 

»ExportReport_ERROR.txt« file. This file is created only in the event of an error. 

 

After the first transfer phase – export, a new entity is attached to the review contents –  

a transfer report. 
 

 

Image 300:  A report on the transfer between review entities 

 

The transfer report contains the following log files: 

• XML report 

• Report 

• Error report, if an error occurred. 
 

 

Image 301:  Log files in the transfer report 
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By selecting the log file »ExportReport.txt«, the user is shown a report on 

successfully/unsuccessfully exported entities. 
 

 

 

Image 302:  An example of an »ExportReport.txt« report 

 

4.6.5.1.2 Importing to a third archive system phase 

All of the previously created files which contain exported entities must be transferred by the 

authorized user of the target archive to his location and an import of entities must be 

executed.  

A description of the process of importing to a third archive is not covered by this manual. 

It is recommended that a confirmation file is created when importing to a third archive,  

which will enable successful confirmation of the transfer on IMiS®/ARChive Server 

For more information see chapter Format of confirmation file during transfer. 

 

4.6.5.2 Transfer confirmation 

Prior to completing the transfer, the user must execute transfer confirmation for each entity 

undergoing the review process which has been marked for transfer. 

Confirmation can be executed in one of the following ways: 

• Manually for each transferred entity. 

• Automatically with a confirmation file. 

 

When the review process is completed, only those entities for which transfer has been 

confirmed are disposed of. 

 

4.6.5.2.1 Manual transfer confirmation 

Manual transfer confirmation is executed similarly to the modification of action on an individual 

entity in the review process. 

For more information see chapter Modification of the attribute values in the review. 
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Image 303:  Manual transfer confirmation for an individual entity 

 

Team members must specify for each entity on the list whether it has been transferred.  

They do so by ticking the box of the »Transferred« attribute. 

If they wish, they can also enter a reference to the transferred entity by entering the value of 

the »Transfer id« attribute. 

 

After completion the team members save all confirmations on the IMiS®/ARChive Server  

by selecting the »Save« command. 

 

4.6.5.2.2 Automatic transfer confirmation 

If there is a confirmation file from a third archive, team members use it for automatic 

confirmation of entity transfer. In the »Reviews« folder they select the review for which they 

wish the transfer confirmation to be executed. In the command bar they select the »Actions« 

command and the action »Confirm transfer« in the popup menu. 
 

 

Image 304:  Transfer confirmation using a confirmation file 
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After selecting the command, a dialog box appears for selecting the confirmation file.  

They search for the desired file in the file system and confirm their selection with the »Open« 

command. 
 

 

Image 305:  Selecting the confirmation file 

 

The confirmation of all entities recorded in the confirmation file begins to be executed.  

For more information see chapter Format of the confirmation file during transfer.  

 

Team members confirm the selection of the confirmation file with »Open« or cancel it with the 

»Cancel« command. 

 

After confirmation the changes are transferred to the relevant review. After refreshing the 

view of IMiS/wClient the changes are visible to the team members. 

 

4.6.6 Reviewing and classifying documents 

An integral part of the review process is the reviewing and classifying of documents, created by 

team members. 

 

4.6.6.1 Classifying documents 

During the review process the team members have the option of adding documents to the 

review. They select the relevant review from a list and then using the »New« command in the 

popup menu they select »Document«. 
 

 

Image 306:  Adding documents to the review 
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The dialog box shows the attributes of the new document. 

In the »Details« tab they define the values of attributes and add contents. 

After entering the metadata, they include the document in the review by selecting the action 

»Create«. 
 

 

Image 307:  Adding document metadata 

 

 

Image 308:  Adding a document to the review 
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Image 309:  Notification about a document added to the review 

 

4.6.6.2 Reviewing documents 

The team members can review documents in the review by first selecting the relevant review 

from the list and opening it. In the center the review pages are shown with the corresponding 

documents and reports. 
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Image 310:  Reviewing documents 

 

Examples of classified contents: 

- Review execute report 

- Transfer report 

- Team minutes 

- Attachment 

- Custom document. 

 

By selecting the popup menu on the entity selected from the list, the team members have the 

option of performing various actions on the entity. 
 

 

Image 311:  Options of performing actions on entities 
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Warning:  A user can export different entities to the same export folder several times without having to 

delete the export files prior to each export. When saving exported entities to the selected export folder, 

the previous export files are replaced. 

 

4.7 Roles 

A server role is a set of access rights that allow users to execute specific operations on the 

IMiS®/ARChive Server. An appropriately authorized user can grant the following roles to other 

users or groups: 

• AuditLogQuery:  allows access to the audit log. 

Users with an »AuditLogQuery« role see the Activity tab in the entity information 

overview and can access the audit trail through this tab. 

• Content management:  The role enables the user to tag content for indexing or 

conversion. 

• ImportExport:  this role enables the import and export of content. Users with the 

»ImportExport« role can perform entity »Import« and »Export« actions via the popup 

menu for the entire archive or for an individual entity. 

• Reports:  this role enables the display of system reports on export and import.  

The »Administration« folder contains the subfolders »Import« and »Export«. 

• DraftManagement:  this role enables viewing and filing/discarding a document draft of 

other users (combined with the entity access permissions). 
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5 SYSTEM REQUIREMENTS 

System requirements are divided into client requirements and the IMiS®/wClient 

requirements. 

 

5.1 Hardware 

Most current workstations and computers should be able to run the IMiS®/wClient. 

The workstations and computers being sold on the market today meet the client requirements 

of the IMiS®/wClient. It needs few resources to operate and works in all of the popular web 

browsers on Windows, macOS and other operating systems. 

 

5.1.1 Minimum requirements 

• Browsers: 

- Chrome ≥ 66.0.3359 

- Firefox ≥ 60.0.1 

- Edge ≥ 42.17134 

- Safari ≥ 11.1 

- Internet Explorer 11 ≥ 11.0.10240.16384. 

• Size of available work memory should be about 512 MB larger than the operating 

system's memory requirements. 

• TCP/IP network access (IPv4 or IPv6). 

 

5.1.2 Recommended hardware 

• Brskalniki: 

- Chrome ≥ 77.0.3865.90 

- Firefox ≥ 69.0.1 

- Edge ≥ 44.18362.1.0 

- Safari ≥ 12.1.2 

- Internet Explorer 11 ≥ 11.0.10240.16384. 

• Size of available work memory should be about 1 GB larger than the operating system's 

memory requirements. 

• TCP/IP network access (IPv4 or IPv6). 
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5.2 Installation requirements 

Most current servers should be able to run the IMiS®/wClient. 

It needs the IMiS®/Storage Connector Services REST to operate. 

 

5.2.1 Minimum requirements 

• IMiS®/Storage Connector Services REST 9.4.1910.104. 

• Minimum free disk capacity for installing the IMiS®/wClient is 6GB. 

• TCP/IP network access (IPv4 or IPv6). 

 

5.2.2 Recommended requirements 

• IMiS®/StorageConnector Services REST 9.5.1910.105. 

• Disk capacity for installing the IMiS®/wClient is ≥ 6GB. 

• Minimum free disk capacity for installing the IMiS®/wClient is 6GB. 

• TCP/IP network access (IPv4 or IPv6). 
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»Entity cannot be created since Classification Code generator is not defined for its 

hierarchy depth.« 

Likely cause:  Creating a folder in the classification scheme at a too low level.  

When saving a new folder, a classification code is automatically generated, however, the 

classification code generator on the IMiS®/ARChive Server supports the generation only to a 

certain level in the classification scheme, and not beyond it. 
 

Solution:  Creating a folder at a higher level, which is still supported by the classification code 

generator on the server. 
 

 

Image 313:  An example of an error when saving a new folder 

 

»[Class, Folder, Document] <classification code> cannot be edited.« 

Likely cause:  The entity is already open in editing mode on another computer. 
 

Solution:  Wait until the other user finishes editing and then open the entity once again. 
 

 

Image 314:  An example of an error when opening an entity in editing mode 

 


