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1 PREFACE

This manual describes the operation of the IMiS®/wClient software product and offers advice

on the technical and operational aspects of its use.

1.1 About the manual

The manual presents the web client architecture, user interface, range of actions over entities,
mechanisms for verifying authenticity, report functionalities and the installation, configuring

and management procedures of the IMiS®/wClient.

1.2 Target audience

Information presented by this manual is intended for users with at least intermediate

understanding of computer and application use.

1.3 Conventions

The manual employs several font types to convey information. These are explained below:

Font type Used to denote

Regular basic text, images, tables

regular bold chapter titles (main chapters 1-6 and subchapters)
ltalic advice, examples, tips, instructions

"inside quotation marks titles of selectable functions, files or actions

underlined italic see specified chapter for more information
Monospace names of console commands, files, directories, ...
Monospace Bold user input characters

Table 1: Manual font types and their meaning




1.4 Terms and abbreviations

Abbreviations appearing in the text and images of the user manual are explained below

Abbreviation Description

7ZIP 7-Zip open source file archiver and format (extension ».7z«)
ACL Access Control List

AFM Adobe Font Metrics (extension ».afm«)

AIP Archival Information Package

ANPA American Newspaper Publishers Association news feed format
ATOM Atom Syndication Format

BMP Bitmap image file format (Windows format — extension ».bmp«)
CAD Computer Aided Design

CHM CHM Help format (extension ».chm«)

CPIO cpio file archiver and format (Unix format — extension ».cpio«)
Ccsv Comma Separated Value (text file format— extension ».csv«)
DMS Document Management System

DWG CAD file format (extension ».dwg«)

ELF Executable and Linkable Format (Linux, Unix, Mac OS X format)
EML EML format (RFC 822 archive standard — extension ».eml«)
EPUB Electronic Publication Format (extension ».epub«)

EXIF Exchangeable image file format (image metadata format)

FB2 FixtionBook format (electronic book format — extension ».fb2«)
FLV Flash Video file format (Adobe video format — extension ».flv«)
GB Gigabyte (information unit of 2430 or roughly 1079 bytes)
GHz Gigahertz (frequency unit of 1079 hertz)

GIF Graphics Interchange Format (image format — extension ».gif«)
HDF Hierarchical Data Format

HTML HyperText Markup Language

D Identifier

IPTC International Press Telecommunications Council News Feed Format
IPv4 Internet Protocol version 4

IPvB Internet Protocol version 6

JPEG Joint Photographic Experts Group format (extension ».jpg«)
LDAP Lightweight Directory Access Protocol

(Internet protocol for accessing directory)




Abbreviation Description
MAT Matlab data format
MB Megabyte (information unit of 2/20 or roughly 1076 bytes)
MBOX MBox file format (Unix email archive format)
MIDI Musical Instrument Digital Interface
MIME Multipurpose Internet Mail Extensions (email standard)
MP3 MP3 format (audio format — extension ».mp3«)
MP4 MP4 format (video and audio format — extension ».mp4«)
NetCDF Network Common Data Form formats
0GG 0GG format (open source format — extension ».0gg«)
PE Portable Executable format (Win library and program format)
PDF Portable Document Format (extension ».pdf«)
PDF/A Portable Document Format for archiving electronic documents
PKCS7 PCKS #7 Cryptographic Message Syntax Standard
PNG Portable Network Graphics (image format — extension ».png«)
PSD Adobe Photoshop file format
PST Personal Storage Table (email storage format for Windows)
RFC Request for Comments
(technical and organizational document, specification intended for
the exchange of opinions on the subject)
RSA Ronald Rivest, Adi Shamir, Leonard Adleman
(public key encryption algorithm)
RSS Rich Site Summary / Really Simple Syndication
RTF Rich Text Format
S/MIME Secure Multipurpose Internet Mail Extensions (secure MIME)
SDRAM Synchronous Dynamic Random-access Memory
SHA Secure Hash Algorithm (digital fingerprint algorithm)
SRP-BA Secure Remote Password revision BA
(an encryption protocol for secure user authentication)
SSL Secure Socket Layer (collection of cryptographic protocols)
SS0 Single Sign-on
(user authentication in independent systems)
TAR Tape Archive (Unix compression format — extension ».tar«)
TCP/IP Transmission Control Protocol / Internet Protocol

(family of network protocols)




Abbreviation

Description

TIFF Tagged Image File Format

(document storage format — extension ».tif«)
TLS Transport Layer Security
TTF TrueType Font (Microsoft text format — extension ».ttf«)
WAV Waveform Audio File Format

(Win audio format — extension ».wav«)
W3C World Wide Web Consortium

(organization for the standardization of web techniques)
XML Extensible Markup Language

(language for structuring data in the form of a text file)
XMLDSIG XML Signature

(specification for XML encoding of electronic signatures)
ZIP ZIP archive file format

(standard archiving format — extension ».zip«)

Table 2: Definition of abbreviations

Terms used in the text and images of the manual are explained below.

Term

Description

Attribute

The attribute is the basic cell or container of metadata.
It prescribes the rules and framework for the entry, maintenance and
storage of metadata values belonging to an entity.

Document

The document is the basic unit of archived content on the IMiS®/ARChive
Server, which can store various kinds of digital content (e.g. text, images,
video). Documents are usually located inside folders, but they can also be in a
class of their own.

Entity

The entity is a container of data and content on the IMiS®/ARChive Server.
There are three types of entity:

class, folder, and document.

Folder

Folder - a group of entities (contained folders, documents),

which round off the content. It represents a dossier of the folder in question
(content-related question, topic, task, project, etc.) with all of the
corresponding properties and contents.

For more information see chapter Entity types in the IMiS®/ARChive Server
Manual.

IMiS®/ARChive Server

IMiS®/ARChive Storage Server
(archive server for document storage)

IMiS®/Scan

IMiS®/Scan client
(IMiS® application for scanning paper documents)




IMiS®/Storage IMiS®/Storage Connector interface

Connector (interface for the transfer of archived objects between applications and archive
servers)

IMiS®@/View IMiS@/View client
(IMiS®@ client for viewing scanned documents)

Linux Various open source operating systems similar to Unix.

Mac 0S X Apple operating system, based on Unix.

Metadata Metadata represents "information about information" or "data about data" that

is the object of storage.

Microsoft .NET Microsoft environment for the development of web services and other software
Framework components.

Microsoft Excel Standard MS spreadsheet software that can also be used to view CSV files.
Class The class is the basic constituent part of content organization on the

IMiS®/ARChive Server. Classes can store folders or documents, e.g. according
to the type or the owner of documents stored inside.

Template The template prescribes the metadata scheme — the required and allowed
attributes for entity creation. Each template contains built-in and predefined
system attributes.

Unix A family of computer operating systems that are based on the original Unix OS
developed by Bell Labs.

Windows Microsoft operating system.

Table 3: List of terms used in the manual

2 INTRODUCTION

2.1 Features

IMiS®/wClient is web client intended for the capture and management of content of electronic
origin or content digitalized using scan procedures. The client operates directly with the
IMiS®/ARChive Server, which ensures secure long-term storage of documents and archived
content along with the corresponding metadata.

Users access the content from any web browser via the web client IMiS®/wClient.

Content is structured by the classification scheme, which sorts materials according to their
subject, authority, activity, and the business and expert functions of corresponding personnel

within the company.
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3 TECHNICAL DOCUMENTATION

3.1 Client architecture

IMiS®/wClient is the user component of an electronic and physical records management
system. The client connects to the web service IMiS®/Storage Connector Services REST,
which represents the service level of the interface of the IMiS®/Storage Connector.

The latter can be connected to many IMiS®/ARChive Servers.

R

CONSUMERS :

Mobile users  Laptop user Document Capture station Tablet user Mac user
using any using any using IMiS/CaptureService using any using any
browser browser and IMiS/wScan ar IMiS/wBatchScan browser browser

IMiS/wClient Application (static HTML with Angular + PrimeNG)
IMiS/Storage Connector Services REST edition
SERVICES
IMiS/Storage Connector Services Core
IMiS/ARChive IMiS/ARChive IMiS/ARChive el PKI
DATA Kerberos

Server 1 Server 2 Server 3 . infrastructure
infrastructure

Image 1: Client architecture

3.2 Format of import / export files

The format of the import, export and data transfer files on the IMiS®/ARChive Server is the
XML file, structured according to a partly modified Moreg2 scheme.
The differences between XML and Moreg2 schemes are as follows:
e Attributes which are required (mandatory) in the Moreg2 scheme and are not supported
by the servers change from required to optional.

e All attributed in the "Custom" part of the XML scheme are newly added.

2018 © Imaging Systems Inc., All rights reserved. 20
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Moreg2 documentation is thus only a supplemental explanation of the attributes in the data

transfer server scheme. Various types of entities (class, folder, document) are each covered by

their separate scheme.

Since the schemes are derived from the Moreq2 standard, the following terminology is used:

Item type Moreq2
Class Class
Folder Folder
Item inside folder Sub-File
Document Record

Table 4: Terminology explanation

The description of XML tags uses XPath notation for a clearer overview.

Example:

<?xml version="1.0"encoding="utf-8"?>
<Class xmins.xsd="http.//www.w3.org/2001/XMLSchema"
xmins:xsi=http.//www.w5.org/2001/XMLSchema-instance
xmins="http.//www.dlm-network.org/moreq2/1.04.07">
<Description xmins="">
<abstract />
<classification>

<classification_code>08</classification code>

<fully_qualified classification_code>08</fully qualified classification code>

</classification>
<place />
<title>Balance sheet Q3 2018 </title>

Image 2: XPath notation text example

In the above example, the path to a full classification code in XPath notation would be shown by

the following description:

/Class/classification/fully_qualified classification_code.

2018 © Imaging Systems Inc., All rights reserved.
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3.2.1 File structure

Each entity is contained by its own XML file. The filename must be in the following format:
[class|file|sub-file|record] audit n.xml (the sequence number is identical to the
sequence number of the entity). When importing data, it is important for all files of a given
entity to be located in the same directory as the entity file.

The names of remaining files are contained in corresponding XML tags (chapter List of XML

tags and their meaning).

Example: When exporting a class, the file containing the class is named class_1.xml,

and the audit log file for the class /s named class 1 audit.xml.

3.2.2 List of XML tags and their meaning

The following section lists the supported tags, along with references to server documentation
of the IMiS®/ARChive Server. The meaning of XML tags on the server and their reference to
the Moreg2 code is presented in more detail. Every XML document begins with the root node,

which describes the type (class, folder, sub-folder, document).

Since the scheme is derived from the Moreg2 scheme, it uses the Moreg2 terminology
(Class, File, Sub-File, Record) which is explained in table 4 found above.

For better clarity, the name of the root node in the presentation below is swapped with
»<entity_type>«. In case the user is interested in an entity whose type is class, user can replace

»/<entity_type>« with »/Class« and only view tags that use »Class: YES«.

/<entity_type>

Required: ‘ YES ‘ Number: ‘ 1
Definition: Root node
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: Uses entity types according to MOREQR2 standard (Class, File, Sub-File, Record).
XMLSchema type: | complexType | Reference: ‘ / | MOREQZ2 code: /




/<entity_type>/Description/abstract/description

Required: ‘ NO | Number: | 1
Definition: Entity description
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:NO
Commentary: Optional short description of the entity. This attribute has no influence on the
business logic of the server during operations with entities and is merely an
information carrier.
XMLSchema String Reference: sys:Description MOREQR2 code: MQ047
type:

/<entity_type>/Description/abstract/keyword

Required: ‘ NO ‘ Number: | Multiple

Definition: Keyword

Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES | Record:YES

Commentary: Optional keywords that define the entity. This attribute has no influence on the
business logic of the server during operations with entities and is merely an
information carrier.

XMLSchema type: | String | Reference: | sys:Keywords | MOREQ2 code: ‘ M004

/<entity_type>/Description/abstract/classification/classification_code

Required: ‘ YES ‘ Number: ‘ 1
Definition: Own classification code
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The own classification code is unique among all entities that are subordinate
(child) to the same entity.
XMLSchema String Reference: Classification code MOREQZ2 code: MO
type:
/<entity_type>/Description/abstract/classification/fully_qualified_classification_code
Required: ‘ YES ‘ Number: ‘ 1
Definition: Full classification code
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The full classification code is unique for the entire archive and consists of the full

classification code of the parent entity, and the entity's own classification code.

XMLSchema type:

String | Reference: | Classification codes | MOREQ2 code: MO12




/<entity_type>/Description/copy_recipient/e_mail_address

Required: | YES ‘ Number: | Multiple
Definition: Mail address of email copy recipient
Use: Class: NO | Folder: NO ‘ Sub-File:NO | Record:YES
Commentary: Values represent valid email addresses of email copy recipients. They are
forwarded by the messaging client, which usually acquires them from the
message itself, though the precision of the information depends on the client.
Values represent the values of attributes »cc« of the message according to RFC
2822 specification.
XMLSchema type: | String | Reference: | sys:eml:ToCC | MOREQ2 code: | M185
/<entity_type>/Description/copy_recipient/name
Required: | YES | Number: ‘ Multiple
Definition: Name of email copy recipient
Use: Class: NO | Folder: NO | Sub-File:NO ‘ Record:YES
Commentary: Values represent names of email copy recipients. They are forwarded by the
messaging client, which usually acquires them from the message itself, though
the precision of the information depends on the client. Values represent the
values of attributes »cc« of the message according to RFC 2822 specification.
XMLSchema type: | String ‘ Reference: ‘ sys:eml:ToCC ‘ MOREQ2 code: | M0B7
/<entity_type>/Description/date
Required: | NO ‘ Number: ‘ 1
Definition: Message date
Use: Class: NO | Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: The metadata is acquired from the message itself or entered when adding the
message to the document system. It is used only in case of email messages and
is filled out with the »sent« date.
XMLSchema type: DateTime | Reference: | sys:eml:Date | MOREQZ2 code: MOB5
/<entity_type>/Description/external_identifier/external_system_reference
Required: | NO ‘ Number: | 1
Definition: Unigue message identifier
Use: Class: NO | Folder: NO ‘ Sub-File:NO | Record:YES
Commentary: This value represents the unique external identifier of the email message,

assigned by the messaging server upon delivery. The value is forwarded by the
messaging client, which usually acquires it from the message itself, though the
precision of the information depends on the client. Values represent the values of

the attribute »message-id« of the message according to RFC 2822 specification.

XMLSchema type:

String Reference | sys:eml:Messageld MOREQZR2 code: M185




/<entity_type>/Description/place/current_|location

Required: ‘ NO | Number: | 1
Definition: Current location of physical records
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents a description of the current location of physical records,
when this is not a home location or when physical records is checked out or
entrusted to a third party for storage. Enter data that describes the external
location of physical records as precisely as possible (address, room, cabinet,
folder ...). At the same time, make the appropriate modification of the attribute
»prm:Status« into »CheckedOut«.
XMLSchema type: | String | Reference: | sys:prm:CurrentLocation | MOREQZ2 code: MQ086
/<entity_type>/Description/place/home_location
Required: ‘ NO | Number: | 1
Definition: Home location of physical records
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: This value represents a description of the home location of physical records.
Enter data that precisely describes the in-house location where the physical
records is being stored (address, room, cabinet, folder, file ...).
XMLSchema type: | String | Reference: ‘ sys:prm:HomelLocation | MOREQZ2 code: M122
/<entity_type>/Description/recipient/e_mail_address
Required: | NO ‘ Number: | Multiple
Definition: Email address of email recipient
Use: Class: NO | Folder: NO ‘ Sub-File:NO | Record:YES
Commentary: Values represent the valid email addresses of email recipients. They are
forwarded by the messaging client, which usually acquires them from the
message itself, though the precision of the information depends on the client.
Values represent the values of attributes »to« of the message according to RFC
2822 specification.
XMLSchema type: | String ‘ Reference: | sys:eml:To | MOREQZR2 code: | M186
/<entity_type>/Description/recipient/name
Required: | NO ‘ Number: ‘ Multiple
Definition: Name of email recipient
Use: Class: NO | Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: Values represent valid names of email recipients. They are forwarded by the

messaging client, which usually acquires them from the message itself, though
the precision of the information depends on the client. Values represent the

values of the attribute »to« of the message according to RFC 2822 specification.

XMLSchema type:

String Reference: sys:eml:To MOREQZ2 code: MOGB6




/RDS/Identity/system_identifier/retention_and_disposition_schedule

Required: | YES Number: | 1
Definition: Unigue system identifier of the retention policy.
Commentary: Set by IMiS®/ARChive Server.
XMLScheme type: | String | Reference: Internal entity identifier | MOREQG2 code: ‘ MO008

/RDS/Use/status/inheritance

Required: | NO Number: ‘ 1
Definition: Specifies whether the retention policy can be inherited by entities.
Commentary: The IMiS®/ARChive Server specifies that all retention policies are inherited.

The value is always TRUE.
XMLScheme type: | String Reference: Internal entity identifier MOREQ2 code: | M197

Table 5: Lists of XML tags

3.2.3 Format of the additional metadata export file

The additional (user entered) metadata export file is used for the particular requirements of

the archiving process. Upon export, each entity may optionally be added additional metadata

which is not part of the arhcived entity's own metadata.

The additional metadata is prepared by the archivist, using a premade XML file.

This metadata is not within the framework of the client or server's business logic.
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3.3 Format of the confirmation file during transfer
The format of the confirmation file is a text file containing comma separated values;

abbreviation: CSV.

Each record contains the following values:
o C(lassification code of the transferred entity.
e Confirmation value (»true« — if the entity has been successfully transferred to a third
archive system).

e Reference to the transferred entity in the third archive system.

| Untitled - Notepad — O x
File Edit Format View Help

ClassificationCode; Transfered;Referenceld
=10:true; 590348

=10*C_Gl true; 797EI0

=10h’—91ﬂ"—01 true; 457593

=10AC=01AC= ﬂlh:_ﬂl,hrue, 09B459
=10AC=01AC=01AC=01AC=0]1; true; 095490
=10AC=01AC=01AC=01AC=01AF=2015 00001; False;

alalalnlalalal

Image 5: Example of a confirmation file after transfer

4 USER MANUAL
4.1 Login and Logout

The user accesses the IMiS®/wClient application via a web browser (Google Chrome, Mozilla
Firefox, MS Edge, ...) by entering the URL of IMiS®/wClient in the title bar. A login window

appears in which the user can log into the IMiS®/ARChive Server.
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The header of the user interface (humber 5 in the image above) contains:
¢ Information on the title of the application (IMiS®/wClient).

¢ Afield for entering the search string with the option of selecting the search scope.
For more information see chapter Search.
¢ Information on the user’s profile and the program module.

For more information see chapter Menu functions.

IMiS/wClient Search a

fit

Alex Nelson v

Image 18: Header of the user interface

To enable quicker access to entities, the user is provided a hierarchical view of the entity’s
position within the tree structure (number B in the image above) above the central view of the

user interface. It enables quick access to the parent entities.

IMiS/Archive Server Custom Relationship Man... Invoicing and Crediting Invoices Takok 2018

Image 19: Hierarchical position of the entity within the tree structure

4.2.1 Classification scheme
In the left view of the IMiS®/wClient, the user is shown the following categories:
e Archive: root classes in the classification scheme.
e My entities: a list of entities accessed by the user.
e Drafts: drafts of document versions.
e Directory: a list of archive users.

e Administration: a system folder with subfolders.

IMiS/wClient

» Bl Archive
My entities
Drafts

Directory

Administration

Image 20: Display of folders in the left view of the web client IMiS®/wClient
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4.2.3 Entity information

Information about the selected entity is found in the right view of the IMiS®/wClient user

interface. The tabs are available in the following modes of displaying information on the selected

entity:

»Preview«: a display of tabs and their contents which are publicly accessible to the user.
»Open«: a display of tabs according to the user's effective permissions.

»Edit«: a dialog box opens with the attributes whose values can be modified.

»Details«: contains system metadata that may be edited, and the predefined metadata of
the entity. In the reading mode the tabs show all the data for which the user has the read

permission.

»Security«: contains an overview of the effective permissions of groups and users for the
selected entity. A user with the »Change permissions« effective permission is enabled the
editing of explicit access rights for a selected entity user or group that has predefined
effective permissions on the entity.

»Activity Log«: contains the audit log for the selected entity.

A user with the »AuditLogQuery« role is enabled to review the audit log data.

Invoice Telekom Slovenije

DETAILS

Invoice Telekom Slovenije

N Administrator 18. Oct 2018, 13:41
Meodified 18.0ct 2018, 14:09

Status Opened

Security class Unclassified

Retain

Image 28: Tabs containing entity information in the reading mode
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4.2.5 Menu functions

4.2.5.1 User and application information

By selecting the arrow next to the user's name, the following commands are available in the

popup menu:

Profile: information about the user.
About: information about the application and license agreement.

Log out: log out from the application. After logging out of the selected archive, a dialog

box appears for the user to log in again to the selected archive.

’ Keira Clay

Frofile
About

Log out

Image 51: Popup menu in the header of the user interface

4.2.5.1.1 User profile

By selecting on »Profile«, a dialog window opens, showing the following user details:

Description: a short description of the user.

Type: type of user (user, group).

First name: the first name of the user.

Last name: the last name of the user.

Email: the email address of the user.

Security class level: the security class level of the user.

Identifier: the unique identifier of the user.
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4.2.5.2.3 View

In the »View« set the user defines which columns of the selected attributes will be displayed in

the central view. The user can add or remove the following columns of the selected attributes:

e (lassification code
e [Description

e Modified.

IMiS/Archive Server NEW

Title Description

Administration

Finance

supply Chain management
Custom Relationship Management

Human Resources and Payroll

Image 60: Display of the columns of the selected attributes of »Title« and »Description«

4.2.6 Search

Located above the central view in the header of the user interface is the »Search« field.

It enables the user to search by the metadata of selected entities and to search by the entire
text of the content of documents over the entire archive.

For more information on search options see chapter Search functions.

4.3 Actions
This chapter describes the actions of the IMiS®/wClient on the selected archive:

e Entity access

e (Creating an entity

e FEditing entity data

e Entity move

e (Content management

e \Versioning

e Search functions

e Archiving email messages

e Acquiring authenticity evidence
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Troubleshooting: the most frequent issues when creating a new entity are:
o Entity with the template you selected cannot be created inside the selected entity.

e User does not have permission to create new entities inside the selected entity.

4.3.2.2 Entering entity metadata
The »Details« tab in the »Create entity« dialog box contains a list of all attributes of the class,

folder or document, which can be entered by the user.

Required attributes are marked with an asterisk and must be entered before saving.

lCIosing deal #451

Image 64: Entry of required metadata

Attribute entry fields are as follows:

e Text field where the user inputs any string of characters.

l Document, 1st Floor, Cabin 1, Shelf 4, Upper righﬂ

fedednd oS

Image B65: Entry of text metadata

e Date field where the user inputs the date, or selects one from the date and time

selection popup window.

09/27/2018 n

€ | September v| 2018 v | >

Su Mo Tu We Th Fr Sa

2 3 4 5 6 7 8
N LV | 2 3 14 15
16 17 18 g 20 21 22
23 24 25 26 pEm 28 29

Image 66: Entry of date and time metadata
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Security classes are predefined, and range from lowest to highest as follows:

»Inherited«: The security class is implicitly inherited from the parent entity.

In case of root classes, the inherited security class value is empty.

»Unspecified«: Access to this entity is not specified.

»Restricted«: The entity is an internal matter. It may only be accessed by users with a
clearance level »Restricted« or higher.

»Confidential«: The entity is considered confidential. It may only be accessed by users
with a clearance level »Confidential« or higher.

»Secret«: The entity is considered secret. It may only be accessed by users with a
clearance level »Secret« or higher.

»Top Secret«:. The entity is considered top secret. It may only be accessed by users with

a »Top Secret« clearance level.

4.3.2.5 Entering the status of an entity

The user with the »Create entities« permission can specify the »Status« of new entities in the

»Details« tab in the »Create entity« dialog box.

The user can choose from predefined values for the status of an entity:

Inherited: the status of the entity is implicitly inherited from the parent entity.

In the case of root classes, it matches the status »Opened«.
Opened: the status of the entity changes explicitly to »Opened«.

Closed: the status of the entity changes explicitly to »Closed«.




4.3.3.1 Editing entity metadata
In the »Details« tab the user can edit the attribute values.
The selection of attributes is defined by the selected template.

For more information on the set of editing metadata see chapter Creating subentity.

4.3.3.2 Editing content
In the »Details« tab the user edits document contents.

For more information on editing contents see chapter Content management.

4.3.3.3 Editing physical content metadata

In the »Physical Content« tab the user edits the metadata referring to the location of the
physical content. The metadata are not mandatory for archiving physical content.

Physical content metadata can be entered for a folder or document. For more information on

editing physical content metadata see chapter Physical content attributes.

The user can edit the following values of physical content attributes:
¢ |dentifier: unique identifier of the physical content.
e Description: description of the physical content.
e Status: the current status of the physical content.
e Home location: the home location of the document's physical content.
e Current location: the current location of the document's physical content.

e Return due: return date and time of checked out physical content.

Information about a new payment transaction

PHYSICAL PROPERTIES

|dentifier | ID534
Description | Building 4, Floor 2nd, Room 5, Cabinet 2, Shelf 1

Status | CheckedOut -

Home location | Broadway street 10170, Manhattan, New York
Current location | Denver street 500, Denver, Colorado

Custodian John Cusack

Return due | 09/30/2018 n

Image 88: Editing of the physical content metadata




By changing the value of the »Status« attribute and saving the entity, the »Status Change« is
written below the value field. »Status Change« is automatically filled in with the date of the last
change of the »Statusk field.

The user can change the value of the »Status« attribute to »Checkedln« when checking in

physical content or to »CheckedOut« when checking out physical content.

Management Report 02/29/00 x
DETAILS  PHYSICAL FROPERTIES  SECURITY

D435
Report for 2000

CheckedIn

CheckedOut
si0venia, Ljubijana, Brnciceva 41t

Carl Dood

Image 89: Popup menu for selecting the status of the physical content

4.3.3.4 Editing access rights

The user with the »Change permissions« permission can edit the access control list (ACL) for
the entity or a selected metadata for a directory entity (user, group, attribute of directory
entity type). The list shows only those directory entities that have been granted at least one

explicit permission on the selected entity.

The »Permissionsc« field is located above the list of editing permissions. The default value is

»Entity«, with which the access control list (ACL) is associated.

4.3.3.4.1 Editing access rights for an entity
By selecting the »Edit« button in the command bar, a dialog box opens showing effective
permissions on the entity for the selected directory entity or the given directory entity

contained in the mentioned attribute of the directory entity type.
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Information about new payment
DETAILS PHYSICAL PROPERTIES SECURITY RETENTION
. - Permissions | Entity -
a
Search Permission Effective Inherited Explicit
Read v Allo ALLOW DENY
[ Creator
Write v Allo ALLOW DENY
(W Keira Clay
Move v Allc ALLOW DENY
wne
= Delete v Alio ALLOW DENY
an System Administrators Create entites  + Alle ALLOW DENY
Change v Alle ALLOW DENY
permissions
Ghange Allo ALLOW DENY
security class
Change status v Allo ALLOW DENY
Ghange v Allo ALLOW DENY
retention
Create v Alle ALLOW DENY
eferences
Valid from Valid to
Alew 10/24/2018 00:00 n 10/24/2018 23:59 n
Valid from valid to
D 0
SAVE CANCEL

Image 90: »Security« tab in editing mode

The left part of the view contains a list of directory entities with access rights to the entity.
In the event of a greater number of directory entities, search is enabled via a search box.

If a specific group, user or an attribute of directory entity type, that is registered on the
IMiS®/ARChive Server is not mentioned on the list, the user with permission can select and

add them using the »Add« button.

L - -
-

Search

[E3 Creator

2 Cwner

an System Administrators

Image 91: List of directory entities with access rights to the entity
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In the right part of the view a list of entity editing permissions is shown for the selected
directory entity or an attribute of directory entity type.

In the »Explicit« column the user selects »Allow« to add an explicit permission, or »Deny« to
revoke a permission. The user can specify explicit permissions for any registered directory

entity or an attribute of directory entity type.

The »Inherited« column shows the values of access permissions inherited from the parent

hierarchy.

The »Effective« column shows the current state of effective permissions for the selected group

or user over the entity.

In the date field the user with the appropriate rights can limit the validity of permissions with
regard to the »Valid from« and »Valid to« date for the selected directory entity or for the given

directory entity contained in the mentioned attribute of the directory entity type.

Information about new payment
SECURITY
™ John Smith - m Permissions | Entity -
Search Permission Effective Inherited Explicit
Read ALLOW DENY
[E3 Creator
Write ALLOW DENY
@ Johnsmith [}
Move ALLOW DENY
Keira Clay
o : Delete ALLOW DENY
E3 Owner Create entites ALLOW DENY
e Change ALLOW DENY
&% System Administrators permissions
Change ALLOW DENY
security class
Change status ALLOW DENY
retention
references
walid from valid to
Ao 07/01/2018 10:40 n 09/30/2018 10:40 n
walid from valid to
= D D
SAVE CANCEL

Image 92: List of editing permissions
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In the case of the directory entity type attributes, the permission is effective for the respective
value in the mentioned attribute in the context of the entity in question. Therefore,

a permission does not have the same effect on all child entities, but rather sets the permission
for all users and/or user groups mentioned in the value of the attribute to which the access

permission refers. Permissions have no effect on system directory entities.

Information about new payment
SECURITY
Creator - ADD Permissions | Entity -
Search Permission Effective Inherited Explicit
Read M ALLOW DENY
[3 Creator
Write v ALLOW DENY
M John Smith
Move e ALLOW DENY
Q reiraCay Delete v ALLOW DENY
[ owner Create entites  ~ ALLOW DENY
P " Change v ALLOW DENY
25 System Administrators permissions
Change v ALLOW DENY
security class
Change status ALLOW DENY
Ghange v ALLOW DENY
retention
Creste - ALLOW DENY
references
valid from valid to
Alaw 10/01/2018 00:00 n 12/31/2018 23:59 n
Valid from valid to
Deny 10/02/2018 10:34 n 10/18/2018 10:34 n
SAVE CANCEL

Image 93: A list of access permissions for a specific attribute

4.3.3.4.2 Editing access rights for metadata
The »Permissionsc« field is located above the list of editing permissions.
Instead of the »Entity« default value, the user can select one of the metadata with which the

access control list (ACL) is associated.
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Information about new payment

DETAILS PHYSICAL PROPERTIES SECURITY RETENTION
[ Creator - m Permissions | Entity -
Search Permission Effective Inherited Tit|e
Read v A Description
[ Creator o
Significance
Write ~ A
Qwner
M John Smith [ ]
Move ~ A Keywords
Y Keil Review date
) e Delste v A P .
[ Owner Create entites  + A ALLOW DENY
P . Change v A ALLOW DENY
an System Administrators permissions
Change v A ALLOW DENY

security class

Change status  ~ A ALLOW DENY

Change - A ALLOW DENY

retention

Create - A ALLOW DENY

references
valid from Valid to

Allaw

Aaw 10/24/2018 00:00 n 10/24/2018 23:59 n
valid from Valid to

D D

SAVE CANCEL

Image 94: Popup menu for selecting access rights to a selected metadata

The left part of the view contains a list of users with access rights to the selected metadata.
User selects a directory entity to which it wants to grant access rights. In the event of a
greater number of directory entities, search is enabled via a search box.

The user adds it to the list using the »Add« button.

In the right part of the view a list of metadata editing permissions is shown for the selected
directory entity. In the »Explicit« column the user selects »Allow« to add an explicit permission,

or »Deny« to revoke a permission.
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Information about new payment

Q Keira Clay -

¥ Keira Clay | |

Permission

Read

Write

Create

Delate

Allow

SECURITY
Permissions Title

Effective Inherited Explicit

ALLOW

valid to
10/31/20718 10:48

Valid from
10/01/2078 10:48

Valid from alid to

SAVE C

ANCEL

Image 95: List of user permissions on the selected metadata

The list of user permissions on the selected metadata of the entity consists of the following

access rights:

e »Read«: the user has permission to read the value of the selected metadata of the entity.

e »Write«: the user has permission to edit the value of the selected metadata of the entity.

e »Create« the user has permission to create the value of the selected metadata of the

entity.

e »Delete«: the user has permission to delete the value of the selected metadata of the

entity.

In the date field the user with the appropriate rights can limit the validity of permissions with

regard to the »Valid from« and »Valid to« date for the selected directory entity.

The user confirms the changes to the explicit permissions with the »Save« command or

cancels them with the »Cancel« button.
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4.3.3.5 Editing retention policies
The user with the »Change retention« permission can edit the retention periods and

disposition holds of the selected entity by selecting the »Edit« command.

A new window opens containing the tabs:
e Retention policy: entity retention policy list.

e Disposition hold: entity disposition hold list.

In the central view of the contained »Retention policy« tab is a list of retention periods for the
selected entity. The user can edit only the explicit retention periods.

The inherited retention periods cannot be edited.

Export payment transaction

RETENTION

RETENTION POLICY

@ Syears Valid for hd CLASSES FOLDERS I DOCUMENTS

Image 96: The »Retention policy« tab in editing mode

If the retention period is not given on the list, the user can select and add it using the »Add«

button in the top part of the view.

For each retention period the user specifies the validity and type of entity to which it refers:
e C(lasses: the retention period is valid for all classes under and including the selected
entity.
e Folders: the retention period is valid for all folders under and including the selected
entity.

e Documents: the retention period is valid for all documents under the selected entity.
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The retention period can be valid for or not valid for a specific type of entity.

£0) 5years Valid for = CLASSES FOLDERS Il DOCUMENTS

valid for
Mot valid for

Image 97: Selecting validity for a specific type of entity

The user can remove explicit retention periods from the list by clicking on the icon & at the

end of the record of an individual retention period.

The user confirms the changes to the retention periods with the »Save« command or cancels

them by selecting the »Cancel« command.

In the central view of the contained »Disposition hold« tab is a list of disposition holds for the

selected entity.

Export payment transaction

RETENTION

DISPOSITION HOLD

1l Legal procedure

Image 98: The »Disposition hold« tab in editing mode

If the disposition hold is not given on the list, the user can select and add it using the »Add«

button in the top part of the view.

The user can remove disposition holds from the list by clicking on the icon & at the end of the

record of an individual disposition hold.

The user confirms the changes to the disposition holds with the »Save« command or cancels

them by selecting the »Cancel« command.
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4.3.3.6 Changing the status of an entity

For changing the status of an entity, the user has to have the »Change status« permission on

the entity. The user can change the current status on existing entities by selecting the

»Actions« command in the command bar and the »Status« action in the popup menu.

NEW @ OPEN

Export paymen

DETAILS

Title Expt
Description Infal

Status Opel

Security class Rest

nificance Reta

Owner 0 Keira Clay

7 EDIT ACTIONS ~
Status
Security class
New reference

New version

Export

Keywords payment

Categories export

Image 99: The popup menu for selecting the »Status« command

In the »Change status« dialog box in the »Status« field the user selects the desired status from

the drop-down menu.

For more information on the set of predefined values for the entity's status see chapter

Entering the status of an entity.

Change status

Opened

Closed

Image 100: Selecting the status and giving the reason for the change
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Move

Production Supply Chain management

< Supply Chain management
Maintenence
Manufacturing
Planning and Contro

Procurement

Reason* | Move to appropriate class
MOVE CANCEL

Image 113: A dialog box for moving an entity

The classification code serves as a unique locator of the entity within the classification scheme.

It consists of the relative classification codes of the entities.

Note:

The following rules apply to the user when moving:
e The user can move all entities, regardless of whether they are closed or opened.

e The user cannot move documents which are classified directly under a class under folders.

The user likewise cannot move documents which are classified under folders directly into a class.

4.3.5 Content management
This chapter describes the following actions over document contents:

e (Capture

e Content information view

e Save

e Preview

e Update

e Download

e Copy

e Move

e Delete

¢ Index

e (Convert.
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Image 130: Loading content

In the context of the content formats which are supported on the IMiS®/ARChive Server and

can be described with IANA-registered content types (MIME type; see chapter Capturing

content), the user can play the following audio and video contents in streaming mode:

e Audio (wav, ogg, mpeg)

Image 131: Opening audio content

e Video (mp4, webm, ogg)

Image 132: Opening video content

Note: Previewing audio and video contents is possible if the content has been optimized for online

viewing.
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4.3.5.5 Downloading content
By selecting the »Download« command in the popup menu on the tagged content in the
document reading mode (»Open«), the user downloads the content to the device.

The content is saved in the selected location on the device.

IMiS/Archive Server > Administration > Company Documentation Company formation > Cliff Baxter group > Jack Brown # EDIT ACTIONS

1 results

Title Size

Compliant_25092018_map.png
E& compliant 25092018 map.png 4238k8 [~ a

Q. Preview

wpliant_25092018_map.png
B  Download

Copy ge/png

© Details E ke
det 2018, 0852

™ »
Manage et 2018, 08:52

Accessed 26. Oct 2018,13:38

Yes
No

Identifier QuiTNImAnxacOMGgeSBIpBIRIS7dStKY

Image 133: Selecting the »Download« command in the popup menu

In the bottom left corner the user is shown the progress of the download of content and the

Cancel option.

[ 06000005.wav

Cancel 5 MB/S

Image 134: Displaying the progress of the download of content

By selecting the popup menu on the notification about downloaded content, the user has the

option of selecting actions.

Open when done

Always open files of this type

Pause

Show in folder

Cancel

Image 135: Displaying the option of selecting actions on downloaded content
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4.3.5.6 Content update
Content update can be performed by the user with the »Write« right.

The user has the option of updating saved content. In editing mode, the user selects the
document content. In the popup menu the user selects the »Update« command.

This opens a dialog box for selecting the content which will replace the existing content.

If the user does not change the title of the content, it is preserved.

The user confirms the change to the entity with the »Save« command or cancels it with the

»Cancel« command.

Content

Compliant_25092018.pdf 24.5kB p

Q. Preview

Compliant_25092018_answer.pdf 2144 kE B Download
Update
@ Compliant_25092018_evidence.jpg 2176 kB
7 Copy
[)  Compliant_25092018_map.png 32.0 kE 4 Move

Delete

Image 136: Selecting the »Update« command in the popup menu

Title Size Modified

Compliant_25092018_Mutidie.pdf 5/6/2018

Compliant_25092018_answer.pdf 214.4 kB 5/6/2018

Compliant_25092018_evidence.jpg 2176 kB 27/8/2018

(R

compliant_25092018_map.png 32.0 kB 0/2018

Image 137: The selected content after update

4.3.5.7 Copying content

Copying content can be performed by the user with the »Write« right.

The user makes a copy of the entity's content and copies it to another document-type entity.
The user selects the content in the Open mode. By selecting the popup menu on the tagged

content, the user selects the »Copy« command.
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Size

Title
[of iant_25092018_Mutidi tif

@ Compliant_25092018_Mutidie.tif

Preview
‘ompliant_25092018_Mutidie.tif
B Download -
(7] Copy nage/tiff
© Details |8
4.0ct 2018, 10:56
M Manage * 4 0ct2018, 10:56
Accessed 24.0ct 2018, 11:23
Indexed Yes
signed Yes
Identifier 7IDnz_DR7LYPd3rg1 MNPRXKAJNIbZI7C

Image 138: Selecting the »Copy« command in the popup menu

This opens a dialog box for selecting the target document in the classification scheme.

Copy
B Competitive Intelligence &) Compliant_25092018_Mutidie.tif B Re: MGMT 656

< Followup w/Mary Joyce & David Oxley

Maureen on vacation - we have a femp 01.01.01-2017-000042/000009

r

Meet with Rick and Bob 01.01.01-2017-000042/000008

P

Mtg. w/ Craig Wright 01.01.01-2017-000042/000005

r

Re: MGMT 656

SEC Filing; Alternative PUHCA Exemption - QF Relief 01.01.01-2017-000042

r

COPY CANCEL

Image 139: Copying the content to another document

After confirming the »Copy« command, a copy of the content is saved to the selected

document. The user is informed of saving a copy of the content.

Compliant_25092018_Mutidie.tif
Object Copied

Image 140: Information about saving a copy of the content

M/
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4.3.5.8 Moving content

Moving content from one entity to another can be performed by the user with the »Write«

right. The user selects the content in the editing mode. In the popup menu on the tagged

content, the user selects the »Move« command.

Content

Compliant_25092018_Mutidie.pdf

Compliant_25092018_answer.pdf

Compliant_25092018_evidence.jpg

R

Compliant_25092018_map.png

Preview

A kB B Download
&3 Update
£F]  Copy

& Move

Delete

Image 141: Selecting the »Move« command in the popup menu

This opens a dialog box for selecting the target document in the classification scheme.

Move

&« 10 mins w/Kaminski - Prediction Co Update

Check where day ahead came cut!

Competitive Intelligence

Do not delete Organizer note - record in special table

Ed's Bonus meeting 50M03 - participate by phone

FW: Mext Energy Committee Meeting

r

I Florence Mutidie [% Compliant_25092018_Mutidie.pdf B Competitive Intelligence

MOVE CANCEL

Image 142: Selecting the target document for moving content
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By confirming the selection with the »Move« command, the content is tagged to move.

Content

Compliant_25092018_Mutidie.pdf

Maove to Competitive Intelligence x

Compliant_25092018_answer.pdf 214.4 kB
@ Compliant_25092018_evidence.jpg 217 6 kB

[ | compliant_25092018_map.png 32.0 kB

Image 143: Content temporarily removed from the document

Content move is not performed until after saving changes.

IMiS/Archive Server > Administration > Company Documentation > Company formation > 10 mins w/Kaminski - Pre.. > Competitive Intelligence

Title Size Modified

# EDIT ACTIONS v =

1 results

Competitive Intelligence

@ Compliant_25092018_Mutidie.tif B 24, 2018

DETAILS

Title

Description

Created

> Physical properties

> Retention

> Save Log

Image 144: Saved document content

4.3.5.9 Deleting content

Deleting content can be performed by the user with the »Write« right.

SECURITY ACTIVITY

Competitive Intelligence
Compliant Mutidie
€N Administrator 13. Apr 2000, 10:27

24.0ct 2018, 11:24

Retain

& caroline Inwin
- ¢

compliant

employees

The user removes document content by first selecting the document content in Edit mode.

In the popup menu the user selects the »Delete« command. The content is removed from the

list. The user confirms the change to the entity with the »Save« command or cancels it with the

»Cancel« command.
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Competitive Intelligence

DETAILS PHYSICAL PROPERTIES
Title* | Competitive Intelligence

Description | Compliant Mutidie
Significance | Retain -

Owner | @ Caroline Irwin e

Keywords compliant x

Categories employees x

Content

(33l compiiant 24102018 _Matuide tif 1.1MB [ =

o

External Identifiers

0 o

[ 1]

SAVE CANCEL

Preview
Download
Update
Mave

Delete

Image 145: The content on the list before deletion

Content

Image 146: The content on the list after deletion

4.3.5.10 Indexing content

The manual tagging of content for indexing can be performed by the user with the

»ContentManagement« role.

By selecting the popup menu on the tagged content in the document reading mode (»Open«),

the user can select the »Manage« command. By confirming the »Queue for Indexing« command,

the selected content is tagged for later indexing.

The indexing of content can be done automatically with the appropriate settings on the

IMiS®/ARChive Server or manually for an individual content within the interval specified in the

server settings.
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IMiS/Archive Server > Administration > Company Documentation > Company formation > Cliff Baxter group > Florence Mutidie

# EDIT ACTIONS  ~ =
Title Size Modified
Compliant_25092018_answer.pdf
Compliant_25092018_answer.pdf 5/6/2018
Preview
D compliant 25092018 evidence.jpg 217.6 kB 27/8/2018 mpliant 25092018 _answer. pdf
d  Download |15
&) compliant_25092018_map.png 82.0 kB 0/2018 © Details plication/pdf
[0 R *  Queue for indexing
Modified 5. Queue for conversion
Accessed 27.5ep2018,11:26
Indexed Yes
signed No
Identifier xxx9286KAdHFwpvr1429hYA7cASbPOZB

Image 147: Selecting the »Queue for Indexing« command

IMiS/Archive Server > Administration > Company Documentation > Company formation > Cliff Baxter group > Florence Mutidie

7 EDIT ACTIONS

Title Size Modified
Compliant_25092018_answer.pdf

Compliant_25092018_answer.pdf 5/6/2018

@ Compliant_25092018_evidence.jpg 2176 kB 27/8/2018 Deseription Compliant_25092018_answer.pdf
PDF

@ compliant_25092018_map.png 82.0kB 0/2018 application/pdf

214.4 kB
Created 5.Jun 2018, 10:26
Modified 5.Jun 2018, 10:26

27.8ep 2018,11:26
Yes

No

xxx92s6KAdHFwpvr1429hYA7cASbPOzB

o Compliant_25092018_answer.pdf
Content added to queue for indexing

Image 148: Successful adding of content for indexing

4.3.5.11 Content conversion
The IMiS®/ARChive Server enables automatic content conversion. All newly added content is
automatically converted to a long-term storage format after being stored according to the

period setting in the server configuration (PDF/A, TIFF).

Example: A content created in Microsoft Word that is attached to the document must be converted

into the PDF/A file type to ensure long-term storage.
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For better visibility, the converted content is displayed in a tree. Content can also be multi-level
and enable a view of the conversion history. The conversion of content can be done
automatically with the appropriate settings on the IMiS®/ARChive Server or manually for an
individual content within the interval specified in the server settings. For the manual tagging of

content for conversion the user must have the »ContentManagement« role.

By selecting the popup menu on the tagged content in the document reading mode (»Openc),
the user can select the »Manage« command. By confirming the »Queue for Conversion«

command, the selected content is tagged for later conversion.

IMiS/Archive Server > Finance > Accounts Payable > Incomming Invoices > Invoice_Telekom Slovenij.. 7 EDIT ACTIONS v =

1 results

Description Size Modified

Invoice Telekom Slovenije.tif
> @ Invoice Telekom Slovenije.tif 122.8kB 14/11/2018

Q. Preview

Deseription Invoice Telekem Slavenije. tif
@ Download Type TIFF
copy Content Type image/tiff
1228 kB
© Details
14. Nov 2018, 1217
Manage 14. Nov 2018, 12:17

Queue for indexing

14. Nov 2018,12:17
Queue for conversion

Identifisr ws_kdeX4IKFT2ImJZPENYW1shRxD5rdt

Image 149: Selecting the »Queue for Conversion« command

The user is informed of successfully tagging the content for later conversion.

IMiS/Archive Server > Finance > Accounts Payable > Incomming Invoices > Invoice_Telekom Slovenij.. # EDIT ACTIONS =
1 results
Description size Modified
Invoice Telekom Slovenije.tif
> |3} Invoice Telekom Slovenije.tif 1228kB 14/11/2018

Invoice Telekom Slovenje.if
TIFF

image/tiff

122.8kB

14. Nov 2018, 12:17

14. Nov 2018,12:17

14. Nov 2018,12:17

Igentifier ws_kdeX4IKIT2ImJZPENYW1shRxD Srdt

Invoice Telekom Slovenije.tif
Content added to queue for conversion

Image 150: Successful tagging of content for later conversion
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4.3.5.12 Detaching content

In edit mode the user has the option of detaching the selected converted content.

The user with the »Write« permission can perform the detachment.

In edit mode the user selects the content. In the popup menu the user selects the »Detach«

command.

Invoice_Telekom Slovenije 11/2018
DETAILS PHYSICAL PROPERTIES SECURITY RETENTION

Title* | Invoice_Telekom Slovenije 11/2018

Description | Monthly invoice - services
Significance | Inherited

Owner | @ Alex Nelson

Keywords telekom %
Categories invoice %
Content

e @ Invoice Telekom Slovenije.tif 22.8 kB

Invoice Telekom Slovenije [OCR].pdf
@ Preview
Invoice Telekom Slovenije [OCR].docx B Download

©5 Detach

External Identifiers
Delete

Hours spent

SAVE CANCEL

Image 151: Detaching the selected converted content

The detachment is not executed until confirmed with the »Save« command.

Content

g @ Invoice Telekom Slovenije tif 22 8 kB

Invoice Telekom Slovenije [OCR].pdf

Detach *

Invoice Telekom Slovenije [OCR].docx 3.9 kB

Image 152: Tagging content for detachment
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After confirming the detachment of converted content, the selected content is classified under

the last content on the list.

IMiS/Archive Server > Finance > Accounts Payable > Incomming Invoices > Invoice_Telekom Slovenij... # EDIT ACTIONS =

2res
Description Size Modified
Invoice Telekom Slovenije [OCR]...
v @ Invoice Telekom Slovenije.tif

. Invoice Telekom Slovenije [0GR].pdf
Invoice Telekom Slovenije [O.
PDF

application/pdf

Invoice Telekom Slovenije [O... 94.8 kB 14/11/2018

94.8 kB

14. Nov 2018, 13:33
14. Nov 2018, 13:33
14. Nov 2018, 13:33
Yes

No

2Z6VaSCeAtIGThImaKXWDLIqgz-kY

Image 153: Displaying detached content on the list

Warning: Removal of source content is possible only after a prior removal of all interpretations of the

content. While removing content at individual levels, the entity must be saved.

4.3.6 Versioning
The user is enabled the versioning of all document-type entities. The properties that have been
modified in individual document versions can be reviewed only on templates that enable

versioning.

Note: This functionality is supported in IMIS®/ARChive Server version 8.9 or higher.

4.3.6.1 Creating new version
By selecting the action »New version« in the popup menu on the »Actions« button in the
command bar or on the document selected from a list, the user is shown a dialog box with the

relevant tabs and set of attributes.
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IMiS/Archive Server > Projects > wClient project NEW ® OPEN 7 EDIT ACTIONS =

Title = Classification Code Description Modified
Development report
‘ Development report elopment pro... 13/11/2018 E
Open
DETAILS
Edit

Development report

Actions .
New reference Development pragress report

Status e o @ Administrator 13. Nov 2018, 14:58

Security class e Administrator 13. Nov 2018, 14:58

Move Opened

Details

Export Confidential
Delete
Retain

Alex Nelson

welient

development

1500

Image 154: Selecting the action »New version« in the popup menu

In the »Details« tab the following attributes are available to the user:
e \Version:; selecting a document version. The available options are:
— Major: signifies major changes to the document.
— Minor; signifies minor changes to the document.
— 3rd level: signifies minimum changes to the document.
— 4th level: signifies the smallest changes to the document.
— Overwrite: overwrites the existing document version.
e Comment: a comment to the document version.
e Title: the name of the document. This attribute is mandatory.
e Description: a short description of the document.
e Significance: a set of available document significances.
e Owner: the directory entity (user or group) that is responsible for the selected
document version (owner).
e Keywords: document-related keywords. This attribute can have multiple values.
e (Categories: a collection of document categories.
e Content: document contents.
e External identifiers: a list of the unique external identifier of the document version on the

server.
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4.3.9 Acquiring authenticity evidence

Authenticity evidence is created on the IMiS®/ARChive Server for the entities, whose
properties correspond to at least one rule for generating proofs and have at least one
metadata or content that is intended for generating proofs.

For additional information on rules for generating and renewing proofs see chapter Rules in the
IMiS®/ARChive Server Manual.

Evidence is created in packets, according to predetermined time intervals.

In case authenticity evidence for the selected entity already exists on the archive,

the user can retrieve it by using the »Action« command and »Authenticity evidence« command.

IMiS/Archive Server > Human Resources and P... NEW @ OPEN 7 EDIT ACTIONS ~ =
fesults
Status
Title Description Modified
Promotion anc Security class
General
New reference
DETAILS
Staff Appointments

Title Pror

Authenticit !
Employee Records uthenticity evidence

Opel Mave
B Promotion and Tenure 4112/2017
Delete

Awards and Recagnition vital Export

Pension and Benefits Keywords

Image 193: The popup menu for selecting the »Authenticity evidence« command

GET

The user can obtain authenticity evidence also by selecting the icon in the set »More« of

the »Details« tab in the right view.
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Import > 2018-09-19T14:37:31.42... ACTIONS v

Title Size Modified
Report
XML report 34kE R
[ Report 5028 19/9/2018 = Descrigtion Report
TEXT
Q  Preview
B Erorreport o o E..
B Download se08
© Details 19.5ep 2018, 14:37
19, Sep 2018, 14:37
M Manage »
8. 0ct 2018,10:16
Yes
No

XBE6aeu1G7L_6BPvIVIgZkOnvuXT5eu2

Image 201: Popup menu on a report

4.3.11 Export

Users who have the »ImportExport« role can export the complete classification scheme or any
of its individual parts. Each entity is exported with all its metadata and content, while export of
the audit log and additional metadata is optional. User-added metadata is not part of the
entity's own metadata and is employed only for the purposes of the archiving procedure.

For more information on the export file format and file structure see chapter Format of the

import / export files.

For more information on server roles see Access chapter in the IMiS®/ARChive Server Manual.

Every export action from the IMiS®/ARChive Server is recorded in the »Export« folder located

in the »Administration« system folder.

Archive Export =
My entities
Drafts Thie - Description Modified
2018-10-10T10:57:46.401+02:00
[21 201810-10T10:57:46.401+02:00 Export started at 2018-10-10. 10/10/2018
Directory
DETAILS SECURITY ACTIVITY
[Z 2018-10-10T10:57:13.293+02:00
Administiation itk 2018-10-10T10:57:46.401+02:00
e -10- 2 +
fevews [S1o 2018-1005T1445:23.938+02:00 Export started at 2018-10-05 5/10/2018 Description Export started at 2018-10-10T10:57:46.401+02:00
v Export
import - o R Status © Closed
e [0 2018-10-05T14:27:28.004+02:00 Export started a -05
ras
Disposed
Etrd] [B o 2018-10-05T14:26:11.902+02:00
Queue

@g 2018-10-05T13:36:00.967+02:00
2o 2018-10-05T12:31:41.952+02:00

2018-10-04T15:20:53.868+02:00 Export started at 2018-10-04. 4,
Ro + sys.Logs.Export/000322

sys:AutonomousLog

[ 2018-10-04T14:59:20.681+02:00 Export started at 2018-10-04. 4,
[3 Document

No

[ 2018-10-04T14:58:08.535+02:00 Export started at 2015-10-04. 4,
@) Administrator 10. Oct 2018, 10:57

10. Oct 2018, 10:57
10.0ct 2018,11:13
10. Oct 2018, 10:57
10. 0ct 2018, 10:57
AZKICPtHOqX8mmgPPP_Uamzd6Hokyv

[0 2018-10-04T14:57:58.882+02:00 Export started at 2 04 4,

[S10 2018-10-04T14:57:34.562+02:00 Export started at 2 -04. 4

@5 2018-10-04T13:57:35.4690690+02:00 E t started at 2016-10-04. 4/10/2018

External Identifiers

Image 202: Display of the »Export« folder in the »Administration« system folder and the document
selected for export
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4.3.11.1 Exporting the entire classification scheme
The user begins the procedure of exporting the entire classification scheme by selecting the
»Actions« command in the command bar and the »Export« action in the popup menu before

selecting the root class.

IMiS/Archive Server NEW ACTIONS ~ =

Export
Title * Classification Code Description Modified

Archive
Administration

Custom Relationship Management Audit Query Content Management Import/Export Reports

Draft management Content Convert Content Detach
Finance
Content Index Content Move

Human Resources and Payroll IMiS/Archive Server

The archiving of unlimited quantities of binary
objects

iarc99re.imis.si: 16807

Legacy object containers

Projects

Supply Chain management

Image 203: Selecting the »Export« command at the level of the entire classification scheme

After completing the export of the entire classification scheme, the user is shown a notification

in the bottom bar about saving the export file (IMiS_Archive Server.zip).

Open
Always open files of this type

Show in folder

IMiIS_Archive Serverzip ¥

Image 204: Notification about saving a file of exported entities of the entire classification scheme

By selecting the »Open« command, export reports open for the user.

£ 5 Windows10_PC » Prenosi » IMiS_Archive Server »

Ime Vrsta Stisnjena velikost Zaicitenz.. Velikost Razmerje Datum spremembe
ExportData Mapa z datotekami 14.11.20

[ ExportRepart Besedilni dokument 2KB Me 10KB &7% 14,11,

|j ExportReport XML Document 9KB Me 26KB 67% 14,11, 2018 10:08

Image 205: Information about the export of the entire classification scheme
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By selecting the ExportReport, the user is shown a more detailed notification about the export.

| ExportReport - Beleinica - O X
Datoteka Uredi Oblika Pogled Pomed
ExportData/class_88.xml2018-11-14T11:88:57.731+0100@ - Exported Class "85.84° ~
into file ExportData/class_89.xml2818-11-14T11:8@:57.820+0188 - Exported
Class '05.85" into file ExportData/class_9@.xml12818-11-14T11:08:57.910+8180 -
Exported Class "@5.86" into file ExportData/class_91.xml2813-11-
14T11:00:57.957+8188 - Exported Class '@5.87' into file
ExportData/class_92.xml12018-11-14T11:88:58.089+08180 - Exported (Class "85.88°
into file ExportData/class_93.xml2818-11-14T11:80:58.179+0188 - Exported
Class '©5.89" into file ExportData/class_94.xml12818-11-14T11:068:58.262+0180 -
Exported Class "@6" into file ExportData/class_95.xml12818-11-
14711:90:58.424+0168 - Exported Class '@86.81" into file
ExportData/class_96.xml2018-11-14T11:88:58.521+8100@ - Exported Class "86.82°
into file ExportData/class_97.xml2818-11-14T11:8@:58.6108+0188 - Exported
Class '06.83" into file ExportData/class_98.xml12818-11-14T11:008:58.699+8180 -
Exported Class "@6.84" into file ExportData/class_99.xml20813-11-
14T11:00:58.788+0188 - Exported Class '@6.85' into file
ExportData/class_168.xm12818-11-14T11:80:58.881+810@ - Exported Class '086.06°
into file ExportData/class_181.xml12818-11-14T711:00:59.843+0188 - Exported
Document '©6.86/8000803"' into file ExportData/document_11.xm12818-11-
14711:90:59.088+01688 - Exported Class 99" into file ExportData/class_182.xml
Class entities: OK(102) Fail(@)Folder entities: OK(1) Fail(®@)Document
entities: OK(1l) Fail(e) v

Image 206: Display of a more detailed notification about the export of the entire classification scheme

4.3.11.2 Exporting an individual part of the classification scheme
The procedure of exporting an individual part of the classification scheme begins by selecting

an entity in the classification scheme or from the list of entities.

IMiS/Archive Server NEW ® OPEN # EDIT ACTIONS ~

8 Status
Title * Classification Code Description Modified

Projects Security class

£

Administration

@ New reference
DETAILS Y
Custom Relationship Management 4

Authenticity evidence
Finance

a b Move
Human Resources and Payroll
Legacy object containers a e opel ¥ Export

B Projects 06 IMiS projects 13/11/2018

Supply Chain management

Image 207: Selecting the »Export« action
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After selecting the »Actions« command in the command bar and the »Export« action in the

popup menu, the user is shown a dialog box for setting the export parameters.

Export Projects

= Projects

e 06

Recursive Export parents

& CLASSES I FOLDERS E DOCUMENTS

Activity Authenticity evidence

Select metadata file..

EXPORT CANCEL

Image 208: Setting the export via a dialog box

In the »Scope« section, the user checks whether he wishes to export to the root class of the
archive, or an entity currently selected in the classification scheme.

For greater clarity, the classification code of the selected entity is also available.

In the »Options« section, user can choose to additionally export:
e All the recursively contained entities — »Recursive«.

e All the parent entities — »Export parents«.

In the »Include« section, user can choose the types of entities to be included in the export:
e (lasses
e [olders

e Documents.

By choosing »Audit log«, user can also export the audit log for individual exported entities.
In case authenticity evidence for the selected entity already exists on the archive, the user can

include them by using the »Authenticity evidence« option.




IMiS®/wClient Manual Version 1.2.1810

In the section »Include metadata file« the user opens a dialog box for the selection of an XML file

with the additional metadata that should be included in the export. For a description of the

structure of the additional metadata file see chapter Format of the additional metadata export

file.

The command »Export« begins the export procedure. The export can be cancelled using the

»Cancel« command.

Export Projects
Scope  Projects
Classification Code 06
Recursive Export parents
Activity Authenticity evidence
Client.xml
CANCEL

Image 209: Implementing the export procedure

The entities are exported in the XML format to the default directory »Downloads«. The user
can access the export details from the notification bar by selecting the action »Open« in the

popup menu.

Open
Always open files of this type

Show in folder

Projects.zip

Image 210: Notification about saving a file of individual exported entities

£ » Windows10_PC » Prenosi » Projects »

Ime Vrsta Stisnjena velikost Zasiitenz ...  Velikost Razmefje  Datum spremembe

ExportData Mapa z datotekami 14.11. 2018 11:07
|=| ExportReport Besedilni dokument TKE Ne 1KB 70% 14.11. 2018 11:07
| ] ExportReport XML Decument 4KB Ne 6KB 44% 14.11. 2018 11:07

Image 211: Information about the export of a part of the classification scheme
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By selecting the ExportReport, the user is shown a more detailed notification about the export.

| ExportReport - Beleznica - O *
Datoteka Uredi Oblika Pogled Pomoé

Exporting scope: 'B6°, subject:'admin®, recursive:true,
exportParents:false, classes:true, folders:true, documents:true,
auditlog:true, evidence:true2818-11-14T11:87:25.843+8100 - Exported
Class '@6° into file ExportData/class_1.xml12818-11-14T11:87:25.218+81608
- Exported Class '86.81" into file ExportData/class_2.xml2818-11-
14T711:87:25.306+0100 - Exported Class '@6.82° into file
ExportData/class_3.xml2018-11-14T11:87:25.397+018@ - Exported Class
'86.83" into file ExportData/class_4.xml2818-11-14T11:07:25.488+0100 -
Exported Class '86.84' into file ExportData/class_5.xm120818-11-
147T11:87:25.583+8100 - Exported Class '86.85" into file
ExportData/class_6.xml12018-11-14T11:87:25.679+0188 - Exported Class
'B6.86" into file ExportData/class_7.xml2818-11-14T11:87:25.846+8100 -
Exported Document '86.86/880003" into file ExportData/document_1.xml
Class entities: OK(7) Fail(®)Folder entities: OK(@®) Fail(®)Document
entities: OK(1) Fail(@)

Image 212: Display of a more detailed notification about the export

Warning: The user can export different entities into the selected export folder several times, without
having to delete previous export files. When saving exported entities into the selected folder,

the previous export files are overwritten.

4.3.11.3 Export procedure

At the start of the export procedure, the IMiS®/wClient creates a new document in the folder
»Export« located in the »Administration« system folder. This document contains a report on the
export from the archive server.

The title of the document is identical to the date and time of export, in ISO format. The status

of the document is »Opened«.

During exporting, the export document is completed with the following two or three log files:
e »ExportReport.xml«: XML file that contains:
- Statistics of successfully and unsuccessfully exported entities.
- List of failed export attempts (including the classification codes).
- List of successfully exported files (including hash values and full classification codes).
e »ExportReport.txt«: which contains a report for each successfully or unsuccessfully
exported entity.

o »ExportReport_ERROR.txt«: which contains a report for each failed export attempt,

including the error received.
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2018-88-23T13:40:03.6077245+02: 80
2018-88-23T13:40:03.7442354+02: 00
2018-88-23T13:40:03.7852115+02: 88
2018-88-23T13:40:03.8311923+02:00
2018-88-23T13:40:03.8681634+02: 00
2018-88-23T13:40:03.9261416+02: 00
2918-88-23T13:46:03.9431283+02:08
2918-88-23T13:40:03. 9721088+02:08

ERROR: Unable to export Class "@7". Error "key is not is not found.".

ERROR: Unable to export Documsnt "@7/@ee0@1". Error “"key is not is not found.".
ERROR: Unable to export Documsnt "@7/@ee082". Error “"key is not is not found.".
ERROR: Unable to export Documsnt "@7/@02085". Error “"key is not is mot found.™.
ERROR: Unable to export Documsnt "@7/200008". Error “"key is not is mot found.".
ERROR: Unable to export Document "@7/@00087". Error “"key is not is mot found.".
ERROR: Unable to export Decument "87/000008". Error “"key is not is not found.™.
ERROR: Unable to export Decument "87/000002". Error “"key is not is mot found.™.

Image 213: An example of an error report in the export procedure

The status of the document then changes to »Closed«.

If there is an error while the export document is being completed, it will remain in the system
class in its raw form and with an »Open« status.

If there is an error during the export of an entity queued for export, the sub-entities it contains
will not be exported. In case a sub-entity encounters an error during import, the other

sub-entities will still be exported, providing the export of the parent entity was successful.

Export > 2078-10-04T13:57:35.46... ACTIONS =

Title Size Modified

Report
XML report 57 kB 4/10/2018
B Report 13kB 4/10/2018 E] escription Report
y TEXT
@ Error report 0B 4/10/2018 Content Type text/plain

1.3ke
4 Oct 2018, 13:57

4 Oct 2018, 13:57
Accessed 4. Oct 2018, 13:57

Ir Yes

No

Identifier EEQO-XWPGwwpB59pxsSQANBJFI7ZYexXL

Image 214: Display of an export report in the »Export« administration system folder

Export » 2018-08-23T12:16:56.97... 7 EDIT ACTIONS v =
3 resulits
Title Size Modified
Report
XML report 29kB 23/8/2018
B report 10k8 23/8/2018 [ Desciiplon Report
Q. Preview ET
934 B 53/8/9018 t/plain
[B Erorreport 34B 23/8/2018 8 Download
ke
© Details Aug 2018,12:17
m Menage , Aug2018,12:17

- Oct 2018,10:59
Yes
No

VTcR_24C9EMf2W7KXMe65RaQsyTnRVW

Image 215: Popup menu on the export report
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4.3.12 Deletion of an entity
To execute a delete action, the user must have the »Delete« right on the selected entity.

To learn how to check the effective rights of a user see chapter Entity information.

The IMiS®/wClient enables two ways of removing an entity from the classification scheme:
e |Immediate deletion.

e Marking an entity for later deletion (delete queue).

4.3.12.1 Immediate deletion of an entity
Prior to deletion, the user has to make sure the classes or folders he is about to delete do not
contain entities. Entities namely cannot be deleted. The same is valid for all closed entities (the

value of the »Status« attribute is »Closed«).

The user can delete an entity by selecting the »Actions« command in the command bar and

»Delete« in the popup menu.

IMiS/Archive Server » Human Resources and P- NEW @ OPEN # EDIT ACTIONS ~ =
results
Status
Title * Description Modified
Administratior Security class
B Administration 412/2017 (-]
Mew reference
DETAILS
Awards and Recognition
Titl Ad
Education Authenticity evidence
Status opel Move
Employee Records
Delete
General Vital Export

Pension and Benefits Keyword

Image 216: Selecting the »Delete« command

A dialog box opens for giving the »Reason to delete« and the »Description«, which are required.

Delete entity

Title  Administration

Classification Code  05.09

Description* | Human resources administration

Reason to delete* | Administration moved to another class

Image 217: A dialog box for deleting an entity
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After both values have been entered, the »OK« command is enabled. The user can either

confirm the deletion or cancel it by selecting the »Cancel« command.

4.3.12.2 Marking an entity for later deletion
If the user has the »Write« access right on the entity, but does not have the »Delete« access
right, user is able to mark the entity for later deletion. For the display of a user's current

effective access rights see chapter The »Security« tab.

All types of entities can be marked for later deletion. The procedure is as follows:
1. User finds and selects the entity he wishes to mark for later deletion.
2. By choosing the »Edit« command, the selected entity is opened in editing mode.
3. In the first tab »Details«, select the »Significance« attribute. Change the value of this
attribute to »Delete« in the pick list of possible attribute values.
4. When the value of the »Significance« attribute is changed, save the entity using the

»Save« command. The new value »Delete« is then stored to the server.

Administration

DETAILS

Title* | Administration

Description | Human resources administaration

Significance | Delete -

Vital

QOwner
None
Keywords
Vital
Permanent
External Identifiers
Retain

Generated

SAVE CANCEL

Image 218: Marking an entity for later deletion
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4.3.12.3 Managing the delete queue
Entities whose »Significance« attribute is set to »Delete« appear in the list of entities waiting
for deletion. This list is found in the »Queue« folder in the »Trash« folder in the »Administration«

system folder.

@ Queue - IMiS/wClient x 4+
<« (& 8 httpsy//apps01.imis.si/wclient/1.2.1810.2-beta/#/archive/iarc/trash/queue
B Apps i IMiS/wScan AppsOl
IMiS/wClient Search o =
Archive Queue
My entities
Drafts Title Classification Gade Description Modified
Directary Administration
Administration Other
Reviews
Export
Import
Trash
Disposed
Deleted
M Queue

Image 219: A list of entities suggested for deletion in the »Delete queue list« folder

By selecting the »Queue« folder, the central view shows all the entities that were marked for
deletion by various users.
Besides the title of the entity, the central view also shows the user information about the

classification code, description and the last modified date.

A user is responsible for checking the exact content of the entities and making the final
decision whether or not to delete them. If deletion is warranted, the entity is deleted by
choosing the »Delete« command in the popup menu on the entity selected from the list.

For more information on deletion procedure see chapter Inmediate deletion of an entity.

If a user decides the entity should not be deleted, user can remove it from the delete queue.
This is done by changing the »Significance« attribute of the entity to a value other than the

»Delete« value.
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The procedure for removing an entity from the delete queue list is as follows:

1. A user selects the entity to remove from the list.

2. By choosing the »Edit« command in the top command bar, the selected entity is opened

in editing mode.

3. In the first tab »Details«, the user selects the »Significance« attribute.

4. The value of this attribute has to be changed from »Delete« to a different value in the pick

list of possible values.

5. When the value is changed, the entity is saved using the »Save« command.

The new value of the »Significance« attribute is stored to the server.

Administration

DETAILS

Title*  administration

Description  Human resources administaration

Significance | Retain

Quner | Vital

None
Keywords

Vital

Permanent

Classification Code | Delete
Generated

External Identifiers

SAVE CANCEL

Image 220: Removing an entity from the delete queue list

Once you refresh the delete queue list, the entity will no longer appear there. You can still find

it in its old location in the classification scheme.

2018 © Imaging Systems Inc., All rights reserved.

167




IMiS®/wClient Manual Version 1.2.1810

4.3.12.4 Deleted entities
Each entity deleted by the user is located in its basic form in the »Deleted« subfolder of the

»Trash« folder in the »Administration« system folder.

By selecting the »Trash« folder, the central view will display all the deleted entities.

The list of deleted entities shows the following entity information:
o »Title«: The title of the deleted entity
o »(Classification code«: The classification code of the deleted entity.

e »Description«: A required description of the deleted entity. If an entity had no description

before deletion, the delete action requires the input of a description.

e Moadified: The date of the last change.

IMiS/wClient Search = (¥ KeiraClay v

Archive Deleted

My entities
Drafts Title Classification Code Description Modified

Fwd HEER BIEL 5 L7 [BEAFEER]
Directory
FY1-Cong. Barton here to meet with Ken Lay - Cynthia wil iy to Houston for
Administration
taon FYFELCON presentation due
Export
Import
Gill Lombardi
Trash
Disposed
¥ Deleted
Queue

Govt Affairs Update Conf Call EB 1049 713-853-3233 passcode 6500

Hillary McDonald

Image 221: Display of the »Deleted« folder in the »Administration« system folder

The title, classification code and description are the only attributes still preserved when an
entity has been deleted. All other metadata of the entity is erased and replaced with the

following attributes:
e »Reason«: the reason for deletion as it was input by the user when removing the entity.
e »Date deleted«: date and time of the entity's deletion from the IMiS®/ARChive Server.

¢ »ldentifier«: unigue identifier of the user.
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4.4 System attributes

System attributes are predefined. On the IMiS®/ARChive Server they are specified by the
attribute scheme and have prescribed properties.
Attributes can be:
e Publicly accessible: The attribute is accessible to all users no matter what access rights
and roles they have.
e Required: The attribute value has to be input before the entity can be saved.

e Read-only: Attributes can be read but not edited.

Attributes can have multiple values, pick list values or any comhbination of possible properties.
Attribute values can also be inherited.

The table below describes the possible attribute properties.

Name of attribute property Description

Public Attribute is publicly accessible to all users.

Required Attribute value is mandatory.

Unigue Attribute value must be unique.

ReadOnly Attribute value cannot be changed.

MultiValue Attribute has multiple values.

PickList Attribute must have one of the values from the pick list.
Searchable Attribute is searchable.

Inherited Attribute values are inherited from the parent entity.
AppendOnly Attribute values may only be appended.

IncludelnAlP Attribute values are part of the archive information package.

Table B: Description of possible attribute properties

In addition to limitations that specify attribute properties, certain other system limitations also
apply. For example, some attributes are only available for specific types of entities, and some
only for entities in a specific location in the classification scheme, or after a specific action has
been executed (e.g. transfer)

All the system attributes of the IMiS®/ARChive Server are described below.




4.4.1 General system attributes
The general system attributes of an entity consist of various attributes such as »Titlek,

»Description« and »Classification code«. They contain mandatory as well as optional attributes.

Most attributes are available for all entities. The exceptions are »Status«, »Opened date« and
»Closed datek, which are present for classes, folders, and those documents that are located

directly under a class. The table below lists and describes all the general system attributes.

Name Description

Classification code Contains the entity's classification code within the classification scheme.

The classification code is generated automatically on the archive server.

Example: The classification code O7-2018-00004,/00001 represents
document 00001, located inside folder 2018-00004, located inside class O1.
The classification code is a publicly accessible type of metadata.

Title Saves/contains the title of the entity. The title is a required, public metadata
that enables search.

Description Saves/contains a short description of the entity.

The description is a public metadata.

Status Saves/contains the status of the entity. The status is a required metadata for
all entities that are either classes, folders, or documents directly under
classes. It is a public metadata that enables search.
The possible values are:
e »0Opened«: the entity can be edited by a user with the appropriate
effective access rights (the right to write)

e »Closed«: the entity cannot be edited.

Opened date Contains the date and time the status of the entity was changed to »Opened«.
The opened date is public metadata, is read-only and enables search.

Closed date Contains the date and time the status of the entity was changed to »Closedx«.
The closed date is public metadata, is read-only and enables search.

Significance Saves/contains the significance rating of the entity. Significance is a required
metadata for folders and documents. It is public metadata that enables
search. The possible values are:

o »Vital«: entity is vital.

e »Permanent«: entity is permanent.

e »Retain«: entity should be retained.

o »Delete«: entity is queued for deletion.




Name

Description

Security class

Saves/contains the security class of the entity. The security class is optional

metadata for all new entities. Once it is set, it cannot be modified without

stating a reason for change. The security class is a public metadata that

enables inheriting and enables search.

The possible predefined values are:

»Unclassified«: entity is freely accessible.

»Restricted«: entity is of an internal nature. Can only be accessed by
users with clearance level »Restricted« or higher.

»Confidential«: entity is confidential. Can only be accessed by users with
clearance level »Confidential« or higher.

»3Secret«: entity is secret. Can only be accessed by users with clearance
level »Secret« or higher.

»Top Secret«: entity is top secret. Can only be accessed by users with

clearance level »Top Secret«.

Creator

Contains the creator of the entity (hame of user who created it). The value is

set when an entity is created on the IMiS®/ARChive Server and cannot be

changed. The creator is a public metadata, is read-only and enables search.

Owner

Saves/contains the owner of the entity. The value of the attribute is selected

from among the currently registered users of the archive server. The owner is

a public metadata that enables search.

Keywords

Saves/contains keywords related to the entity. This attribute can have

multiple values and is a public metadata that enables search.

External Ids

Saves/contains external identifiers of the entity. This attribute can have

multiple unique values and is a public metadata that enables search.

Warning: When entering values, keywords should be separated using the

»Enter« key or the semicolon character (; ).

Save log

Contains a report on the verification of the electronic signature for digitally

signed content. This attribute can have multiple, added values. It is a public

metadata that enables search

Table 7: Description of general system attributes

4.4.2 Security class change attributes

Security class change attributes are created by the IMiS®/ARChive Server when an entity's

security class is changed. They store the agent of the change, the reason and date of the

change, and the value before and after the security class change.




Name

Description

Agent

Contains the agent (user who changed the entity's security class).

Reason

Contains the reason for the security class change.

Modified date

Contains the date and time the security class was changed.

Before change

Contains the security class value prior to the change.

After change

Contains the security class value after the change.

Table 8: Description of security class change attributes

4.4.3 Moved entity attributes

Moved entity attributes are created by the server when an entity is moved. They store the

agent of the move, the reason and the date.

Name Description

Agent Contains the agent of the move.

Reason Contains the reason for the move.

Moved date Contains the date and time the entity was moved.

Table 9: Description of moved entity attributes

4.4.4 Deleted entity attributes

Deleted entity attributes are created by the server when an entity is deleted. They store the

agent of deletion, the classification code, the reason for the deletion and its date.

Name

Description

Agent

Contains the agent of the delete action.

Classification code

Contains the classification code of the deleted entity.

Reason

Contains the reason for the entity's deletion.

Deleted date

Contains the date and time the entity was deleted.

Table 10: Description of deleted entity attributes




4.4.5 Transferred entity attributes
Transferred entity attributes are created by the server when an entity is imported.
They store the system identifier, the classification code of the transferred entity, the audit log

and the date of import.

Name Description

System Id Contains the unique system identifier of the transferred entity.
Classification code Contains the classification code of the transferred entity.
Audit log Contains the audit log of the transferred entity.

Imported date Contains the date and time the entity was transferred.

Table 11: Description of moved entity attributes

4.4.6 Email attributes
Email attributes are only available for documents that have been created using an email
template. Email attributes store information about the email such as the sender, recipients,

and sent date.

Name Description

Message Id Contains the automatically generated message identifier.

From Contains the address of the sender. This metadata is mandatory.

To Contains the addresses of the email's recipients.

CC Contains the addresses of the email's CC recipients.

BCC Contains the addresses of the email's hidden recipients.

Subject Contains the subject of the email message.

Priority Contains the email priority status.

Signed Contains a value that registers if the email was electronically signed.

Date Contains the date and time the email was sent. This metadata is mandatory.

Table 12: Description of email attributes




4.4.7 Physical content attributes

Physical content attributes are only available for documents. The existence of physical content
is specified by the unique physical content identifier. The physical content has a home location,

which changes when it is checked out. The change of location is saved in the »status« attribute.

Name Description

Identifier Contains the unique identifier of the physical content.

Description Contains a short description of the physical content.

Status Contains the current status of the physical content. Possible values are:

- »CheckedIn«: the physical content is stored at its home location.

- »CheckedQOut«: the physical content has been sent to another location.

Status change date

Contains the date and time of the physical content's last status change.

Home location

Contains the home location of the physical content.

Current location

Contains the current location of the physical content.

Custodian

Contains the name of the physical content's custodian.

Return date

Contains the expected return date of checked out content.

Table 13: Description of physical content attributes

4.4.8 Review process attributes

Review process attributes are available only during review processes.

Name Description
Members Users who perform review process.
Action By selecting one of the valid values, you influence the review process.
Valid values:
e »Reviewing«: the value represents the action of reviewing entities in the review
process and does not influence the server.
o »Complete«: the value represents the action of completing the review process
on the server.
e »Discard«: the value represents the action of canceling the review process on
the server.
Comments Optional attribute which is used for entering various comments, explanations and
other information that is in any way connected with the review process.
Message Short error description entered by IMiS®/ARChive Server.

In the event of an error during the preparation or implementation phase of the review

process. Also recorded in the attribute is the successful completion of the review

process.




Name Description
State This value is set by IMiS®/ARChive Server during the review process.
Valid values:
e »Unknown«: this value represents an invalid state of the review process.
e »Created«: this value is set by the server when the user creates a new review.
e »Preparing«: this value is set by the server during the content creation phase
for the review process.
e »InReview«: this value is set by the server after successfully creating the
entities for the review process.
e »Completing«: this value is set by the server when beginning of the review
process.
o »Completed«: this value is set by the server after successfully implementing
the review process.
e »Discarded«: this value is set by the server after successfully canceling the
review process.
e »Failed«: this value is set by the server if an irreparable error occurred during
implementation or cancellation.

Scope Represents the classification code of the entity under which the preparation phase of
the review process will be implemented. If this value is not present, the preparation is
implemented on the entire archive.

Query This value represents the query which will/has captured entities for the review
processes. This value is set if the »Ad hoc« function was selected for creating the
process.

Table 14: Description of review process attributes

4.4.9 Entity attributes in the decision-making process

Decision-making entity attributes are available only to the entity undergoing the process.

Description

Classification code
Title
Action

Reason

Comment

Transfered

Transfer id

Contains the entity classification code in the classification scheme.

Title of the selected entity.

Contains the action which will be implemented over the selected entity during the
execution process. This value is copied from the effective retention policy.
Contains the reasons for the action to be implemented over the entities.

This value is copied from the effective retention policy.

Contains a random comment which is entered during the transfer process.

This attribute value states whether the entity transfer was successful or not.
Valid values: »true« or »false«.

Contains a value that represents a reference to the transferred entity.

Table 15:

Description of entity attributes in the decision-making process
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Image 232: Access permissions for review in the »Security« tab

4.6.1.1.2 Ad-hoc review

After selecting the »Ad hoc« command, the field for entering the value of the attribute

»Expression« appears to the user. The user enters a query into the »Expression«, based on

which a list of selected entities will be created.

Create review

Type Review ad hoc

Expression | [sys:owner] = "anelson

NEXT

CANCEL

Image 233: Entering a search expression in the »Ad hoc« review

After confirmation by clicking on the »Next« button, a dialog window shows the tabs of a new

review in the ad-hoc review process.

The »Attributes« tab contains the list of all process attributes which can be entered by the

user. For more information on entering metadata see chapter Entering entity metadata.
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Create review

DETAILS SECURITY

Title* | Review G-4 September 2018

Description | Ad-hoc review
Status | Opened M
Owner | &g Marco Welch v

adhoc %

Pater % Paul = Pascal *

Comments | G-4 division ad-hoc review [Owner = anelson]

CREATE CANCEL

Image 234: Display of the attributes of the review process in the »Ad hoc« mode

By creation of the review, two attributes are mandatory: »Title« and »Members« performing the

entity review. As in a regular review, the user with the appropriate rights defines the access

permissions for users, groups and attributes in the »Security« tab.

After entering the metadata, the user saves the review to IMiS®/ARChive Server by selecting

the action »Createx.

Reviews m ® OPEN # EDIT ACTIONS  ~ =
4 results
Title Description Modified
Review B-6 October 2018
« Review A-3 October 2018 0-years regular revie 9/10/2018
DETAILS SECURITY ACTIVITY
Review B-4 October 2018 Ad-hoc revie! 3 2018
Title Review B-6 October 2018
BB Review B-6 October 2018 Ad-hoc review 16/10/2018 Ad-hoc review
S Opened
Review G-4 September 2018 Ad-hoc revie! 0/2018 own OKe\raC\ay
o Review H-3 August 2018 5-years regular revie! 4/10/2018 Keywords adhoc
InReview

« Review B-6 November 2018 Ad-hoc revie 4/10/2018

Authenticity evidence

o Review H-3 July 2018 5 years regular reviey 9/10/2018

Created

o Review J-2 August 2018 Ad-hoc revie! 8/10/2018 \dentifier

Image 235: Display of a saved ad-hoc review

Review prepared
GET
&M Administrator 3. Oct 2018, 09:37

Cos_30jiuCM7c9S1DgpQCl480Y TjbEEL

This starts the transfer of all entered metadata to IMiS®/ARChive Server. After the review has

been saved, it is queued for preparation.
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Problem.: The most common problem during saving is that the value of the mandatory attribute has not

been entered.

Problems: The most comimon problem when creating a new review in the review process is

that the user does not have the access right to create new reviews.

4.6.1.2 Canceling the review process
The review process can be discarded by team members at any time with the »Discard«
command. They do that by selecting the »Actions« command in the command bar and the

»Discard« action in the popup menu.

Reviews NEW ©® OPEN / EDIT ACTIONS ~ =

@ complete
Title + Description Modified

Review G-3 Del . ranster

o Review A-3 October 2018 -yea
Confirm Transfer

DETAILS h{
Review B-4 October 2018 Ad-hoc revie 3/10/2018 L i  Discard
Title Review -3 vecemver zu1s
« Review B-6 November 2018 Ad-hoc revie 4/10/2018 Description 10 years Regular review
Status Opened
Review B-6 October 2018 Ad-hoc revie 6/10/2 Owner 0 Keira Clay
BB Review G-3 December 2017 10 years Regular review 24/10/2018 regular
InReview

Review G-4 September 2018 Ad-hoce revie i
Review prepared

Cre: ) Administrator 24. Oct 2018, 11:45

Review G-5 November 2017 2-years regular revie
Identifier elw-83-tDMKxfZRLfrgzOH587|jMRDRH

Image 236: Cancellation of the review process using the »Discard« command

After discarding the review process, the IMiS®/ARChive Server:
e (Changes the value of the »State« attribute to »Discarded«.
e (Changes the value of the »Status« attribute to »Closed«.
e |t is entered into the »Message« attribute that the review process has been discarded by

the user. In this case the entire review process must be recreated.

Reviews NEW ® OPEN ACTIONS ~ =

4results
Title * Description Modified

Review G-3 December 2017
o Review A-3 October 2018 O-years regular revie
DETAILS SECURITY ACTIVITY
Review B-4 October 2018 Ad-hoc revie
Title Review G-3 December 2017

o Review B-6 November 2018 Ad-hoc revie 4/10/2018 10 years Regular review

@ Closed

Review B-6 October 2018 Ad-hoc revie: 6/10/2 oke\ra Clay
-, Review G-3 December 2017 10 years Regular review 24/10/2018 regular
Discarded

Review G-4 September 2018 Ad-hoc revier U/ Review discarded

) Administrator 24. Oct 2018, 11:45
Review G-5 November 2017 2-years regular revie 5/10/20

€lw-83-tDMKxfZRLfrgz0H587[MRDRH

Image 237: A canceled decision-making phase
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4.6.1.3 Entity preparation phase

The phase of preparing a list of entities begins when IMiS®/ARChive Server detects that
entities are queued for review. The list only shows those entities which meet the condition of
the selected retention periods. Other criteria are considered in the process.

For more information see chapter Filtering process in the IMiS®/ARChive Server Manual.

While the review process is in the preparation phase, it cannot be modified.

During that time, its »State« attribute shows the »Preparing« value.

Reviews m @ OPEN # EDIT ACTIONS v =

5 results
Title * Description Modified
Review A-7 July 2018
« Review A-3 October 2018
DETAILS
BB Review A7 July 2018 5 years Regular review 24/10/2018 E
Title Review A-7 July 2018
Review B-4 October 2018 5 years Reqular review

Opened
A Ron salazar

& Review B-6 November 2018

Review B-6 October 2018 Keywords regular

State Preparing
@ Review G-3 December 2017

A Administrator 24. Oct 2018, 11:54
Review G-4 September 2018

ePoesU-YEC3WrOmF2zaSfT94eD4mNYmc

Image 238: Display of the review in the preparation phase in the »Preparing« state

Once IMiS®/ARChive Server finishes preparing a list of entities, the value of the »State«
attribute changes to »InReview«. The preparation of a review is completed and awaits the

decision-making phase.

The entity placed on the list remains on that list even if its retention period is modified after the

list was prepared.

During the preparation phase of the review process an error can occur for various reasons.
In the event of an error, the review process is automatically cancelled. Such a process does not

contain entities on its list and cannot be prepared again. Such a list also cannot be edited.

The following attributes change their values:
e The value of the »Status« attribute changes to »Closedx«.
e The value of the »State« attribute changes to »Failed«.

e The cause of the cancellation is recorded into the »Message« attribute.
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Reviews m ® OPEN ACTIONS ~ =

6 result:

Title ~ Description Modified
Review S-3 January 2018
Review Z-13 October 2018 2-years regular revie 5/10/2018
DETAILS SECURITY ACTIVITY
o Review S-3 January 2018 Ad-hoc review 24/10/2018 E
Title Review S-3 January 2018

Review M-6 December 2018 2 years regular re: 5/10/2018 Ad-hoc review

@ Closed

Review M-5 October 2018 2-years regular revie 5/10/2018 owner ;Camhnelrwm

Review J-3 Oktober 2018 S-years regular review / Client 6/10/2018 Keywords ad-hoc

Failed
o Review J-2 August 2018 Ad-noc revie Unable to locate metadata attribute named
sys:Significanc’

o Review H-3 July 2018 5 years regular revie ) Administrator 24. Oct 2018, 12:00

Identifier fJZxq-EKpswPZZ4Zc4W)ME2TMzmKS5r5C

Image 239: Display of an error which occurred during the preparation phase of the review process

4.6.2 Decision-making phase
By selecting the folder, the central view shows all of the reviews created. By selecting the
appropriate review, review pages are shown along with the associated documents,

which are the object of the review process.

Reviews > Review M-6 December 20... NEW 7 EDIT ACTIONS ~ =
1 results

Title Description Modified
Decisions document 3/3
H Decisions document 1/3 Regulations 24/10/2018

DETAILS SECURITY ACTIVITY
H Decisions document 2/3 andates 24/10/2018
Title Decisions document 3/3
n -
B  Decisions document 3/3 Recommendations 24/10/2018 E Description Recommendations
Created €N Administrator 24. Oct 2018, 12:15
Decisions - Page 1 5/10/2018 -
Modified 24.0ct2018,12:15
Status

Security class

gnificance

o A o w

Image 240: Display of the review pages and documents

In the review the following data is visible for each page:
e Sequential title of the review page in the »Title« line.
e Short description of the review page in the »Description« line.

e Date of last page maodification in the »Modified« line.

Each page contains the final number of entities. The default value is 2,000 entities.
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By clicking on the selected page, the central view shows a list of selected entities.
A feature of this list is a display of the action which will be executed for each entity after the

entire review process is completed.

Reviews > Review M-6 December 20.. > Decisions - Page 1 m # SAVE ACTIONS ~

Title ~ Action Reason Comment
Review M-6 December 2018
Mtg w/Kevin Garland - EB3324 Dispose Retention palic

DETAILS SECURITY ACTIVITY
Mtg w/Jim Hughes - EB3324 Transfe Retention palic
Title Review M-6 December 2018
Meeting w/Tom Gros - EB3259 Permanent Retention polic Description 2 years regular reviw
Status Opened
Meeting w/Katherine Corbally - EB3259 Dispose Retention polic N OKEH Clay

Meeting w/George Fastuca, Bob Chandler & ansfe Retention polic
InReview

- R Review prepared
Final PRC - Four Seasons/Highland RM Revie Retention polic

Tine  Tone  Tina

Meeting w/Steve Horn, Fitzgerald, Ruane, Le. Revie Retention polic

Authenticity ev

GET
Meeting w/Brad McSherry - EB3259 Revie Retent
> Retention
Meeting w/Lou Pai (maybe be rescheduled) Revie Retention polic Created D Administrator 15. Oct 2018, 14:41
Identifier 3_xWQu3VqOMWS{tLyZP6bq6Zme3uWJKP

Image 241: A list of selected entities on a specific review page

By selecting the icon to the right of the command bar, the user can define which columns
of the selected attributes will be shown on the list of selected entities in the central view.

The user can add or remove: »Action«, »Reason« and »Commentx.

Reviews > Review M-6 December 20... Decisions - Page 1 NEW # SAVE ACTIONS ~ =
Title « Action Reason Comment v List
Mtg w/Jim Hughes -
Mtg w/Kevin Garland - EB3324 Dispose Retention po Grid
DETAILS SECI
@  Migw/Jim Hughes - EB3324 Transfer Retention policy ... E]
~ Action
Title Mtg w/Jim F
Meeting w/Tom Gros - EB3259 Permanent Retention po ~  Reason
Action Transfer

- ~ Comment
Meeting w/Katherine Corbally - EB3259 Dispose Retention polic Reason Retention pi

Comment

Meeting w/George Fastuca, Bob Chandler & ansfe Retention polic

Final PRC - Four Seasons/Highland RM Revie Retention polic

Classification Code £=02"C=01*C=01"F=2017-000024
Meeting w/Steve Hom, Fitzgerald, Ruane, Le. Revie Retention polic
Navigate to
Meeting w/Brad McSherry - EB3259 Revie Retention po Title Mtg w/Jim Hughes - EB3324

Description

Meeting w/Lou Pai (maybe be rescheduled) Revie Retention polic Created ) Administrator 30. Nov 2002, 03:00
Modified 4.Dec 2017,15:29

FY1- Frevert is meeting w/Trey Sutter @ Bush. Revie Retention polic
Status @ Closed

Fantastic Friday - Doubletree Allen Center Revie Retention polic Security class

o v

Catholic Charity Gala - 7:00p.m. Revie Retention polic wner 0 Keira Clay

Image 242: Defining the columns of selected attributes in the popup menu
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An entity which is included on the list of an individual review page has the following tabs:

Details: a list of the metadata of the selected entity.

Security: a review of the effective permissions of directory entities for the selected

entity.

Activity: audit log records for the selected entity.

By clicking on the »Navigate to« button in the right view, the selected entity is shown in the

classification scheme.

The user can return to the review by selecting the back arrow in the browser.

Classification Code C=02"C=01*C=01"F=2017-000017

MNavigate to

Image 243: Option of viewing an entity from the review

4.6.2.1 Madification of the attribute values in the review

If team members decide that the actions of certain entities must be modified in the review

process, they can do so with the »Edit« command.

For more information on attributes see chapter Attributes in the review process.

In the right view, the user can modify the following attributes:

Action
Reason
Comment

Transferred

Transfer identifier.




Action

Mtg w/Jim Hughes - EB3324

DETAILS

Transfer Identifier

Classification Code

Mtg w/Jim Hughes - EB3324

Transfer -

Retention policy conflict. No default reason availab

C=02*C=01*C=01"F=2017-000024

Navigate to

Image 244: Adding and modifying attribute values in editing mode

The default value of the »Action« attribute is set by the retention policy in the server's

configuration. In the event that the entity undergoing the transfer process has several

retention policies which contradict one another, the default value of this attribute is

»InReview«. Such an entity requires a decision from team members on the type of action.

If team members decide that the actions of certain entities must be modified, they can perform

one of the following actions:

»Dispose«: the entity will be disposed of after the process is completed.
»Permanent«: the entity will never again be selected in the review process.

It has been marked for permanent retention.

»Transfer«: after confirming the transfer and successfully completing the transfer
process, the entity will be disposed of.

»Review«: an action which does not modify the entity's life span. The entity can be

selected in the next transfer process.
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Reviews ° Review M-6 December 20... Decisions - Page 1 NEW 7 SAVE ACTIONS

Title ~ Action Reason Comment
Mtg w/Jim Hughes - EB3324
Mtg w/Kevin Garland - EB3324 Dispose Rete

DETAILS SECURITY ACTIVITY
I  Mig w/Jim Hughes - EB3324 Dispose Retention policy ... E
Title Mtg w/Jim Hughes - EB3324
Meeting w/Tom Gros - EB3259 Permanent Retention palic -
Action Dispose -
Permanent
Meeting w/Katherine Corbally - EB3259 Dispose Retenticn polic Reason
Transfer
Comment
Meeting w/George Fastuca, Bob Chandler & ... Transfel Retenticn polic Review
Final PRC - Four Seasons/Highland RM Revie: Retention p Transfer Identifier

Class C€=02*C=01*C=01"F=2017-000024

Meeting w/Steve Horn, FI(ZQE(E‘G‘ Ruane, Le. Revie: Retention polic
Navigate to

Image 245: Modifying the action of an entity in editing mode

Reason
Every time the »Action« attribute is modified it is recommended that team members also

record the reason for the modification in the »Reason« attribute.

Comment

In the decision-making phase the team members can comment on their decisions.
Transferred
Team members must specify for each entity on the list whether it has been transferred.

They do so by ticking the box.

Transfer identifier

If they wish, the team members can also enter a reference to the transferred entity by

entering the value of the »Transfer identifier« attribute.

Reviews > Review M-6 December 20... Decisions - Page 1 NEW 7 SAVE ACTIONS

473 results
Title « Action Reason Comment

Mtg w/Jim Hughes - EB3324
Mtg w/Kevin Garland - EB3324 Dispose Retention polic

DETAILS SECURITY ACTIVITY
B  Mig w/Jim Hughes - EB3324 Dispose Left company 3 . Obsolete E]

Title Mig w/Jim Hughes - EB3324
Meeting w/Tom Gros - EB3259 Permanent Retention polic N

Action Dispose -
Meeting w/Katherine Corbally - EB3259 Dispose Retention polic Reason Left company 3 years ago

R Comment Obsolete

Meeting w/George Fastuca, Bob Chandler & Transfe Retention polic

Transferred
Final PRC - Four Seasons/Highland RM Revie Retention polic Transfer [dentifier 6788789

Image 246: Modifying attribute values in the review
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After completion, the team members select the »Finish« command in the top command bar and

then by clicking on the »Save« button save all confirmations to IMiS®/ARChive Server.

After completing the review of entities on the list, they can apply all the modifications by

clicking on the »Save« button or cancel them by returning to the list of reviews.

Modifications of entities are not saved to IMiS®/ARChive Server until the user saves the review
page. After saving, the list of reviews reappears. The team members can start working on the

next review.

4.6.2.2 Canceling the decision-making process
The review process can be cancelled by team members selecting the »Actions« command and

the »Discard« operation in the popup menu.

For more information on canceling the review process see chapter Canceling the review

Process.

4.6.3 Implementation phase
The decision-making phase is followed by the implementation phase. Team members complete

the review by selecting »Actions« command and the »Complete« operation in the popup menu.

Reviews NEW @ QOPEN # EDIT ACTIONS ~

Complete
Title ~ Description Modified

Review M-6 De Transfer
Review Z-13 October 2018

Confirm Transfer
DETAILS

@ Review S-3 January 2018 - Discard
Review wr-e vecemver zuis
B Review M-6 December 2018 2 years regular reviw 15/10/2018 2 years regular reviw
Opened

Q Keira Clay

Review M-5 October 2018

Review J-3 Oktober 2018
InReview

Review prepared
 Review J-2 August 2018
GET

o Review H-3 July 2018 N Administrator 15. Oct 2018, 14:41

3_XWQU3VQOMWE[tLyZPEbq6Zme3uWJKP
® Review H-3 August 2018

Image 247: Starting the process of completing the review
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IMiS®/ARChive Server implements the review process of the disposition, transfer and

permanent retention of entities.

Reviews NEW @ OPEN # EDIT ACTIONS ~ =
6 results
Title ~ Description Modified

Review M-6 December 2018
Review Z-13 October 2018 2-years regular revie: 5/10/2018

DETAILS SECURITY ACTIVITY
@ Review S-3 January 2018 Ad-hoc revie 24/10/2018
Title Review M-6 December 2018
B Review M-6 December 2018 Description 2 years regular reviw
Status Opened
Review M-5 October 2018 2-years regular revie: 5/10/2018 Owner OKe\raCIay

Review J-3 Oktober 2018 5-years regular review / Client

Completing

Review in progress
@ Review J-2 August 2018 Ad-hoc revie

Authenticity evidence GET
o Review H-3 July 2018 5 years regular revie Created N Administrator 15. Oct 2018, 14:41
Identifier 3_XWQu3VqOMwS5jtLyZP6bg6Zme3uWJKP

o Review H-3 August 2018 S-years regular revie 4/10/2018

Image 248: During the process of completing the review

It automatically creates a review execute report on the implementation phase and files it

among the review contents. For more information see chapter Beviewing and classifying

documents.
Reviews > Review M-6 December 20... NEW ACTIONS ~ =
1 results
Title ~ Description Modified
Review execute report
H Decisions document 1/3 Regulation 24/10/2018
DETAILS SECURITY ACTIVITY

H Decisions document 2/3 andate 24/10/2018

Title Review execute report
E Decisions document 3/3 Recommendations 24/10/2018 Description

Created €N Administrator 24. Oct 2018, 13:14
i Review execute report 24/10/2018 E]

Modified 24.0ct 2018, 13:14
Decisions - Page 1 5/10/2018 Status

Security class

Significance

Categories
> Retention

> More

Image 249: Review execute report

This action completes the review process, which cannot be modified or implemented.
The value of the »Status« attribute changes to »Closed« and the value of the »State« attribute

to »Completed«.
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Reviews NEW ® OPEN

Title ~ Description Modified

ACTIONS  +

6 results

Review M-6 December 2018

Review Z-13 October 2018 2-years regular revie

DETAILS
« Review S-3 January 2018 Ad-hoc revies 24/10/2018

., Review M-6 December 201 2 years regular reviw 24/10/2018
Review M-5 October 2018 2-years reqular revie

Review J-3 Oktober 2018 S-years regular review / Client 6/10/2018

@ Review J-2 August 2018 Ad-hoc revies 8/10/2018
Authenticity evidence

o Review H-3 July 2018 5 years regular revie 8/10/2018

Created

Identifier
@ Review H-3 August 2018 S-years regular revie 4/10/2018

Image 250: Review completed

In the event of an error during the review process:
e Anerror description is recorded in the »Message« attribute.
e The value of the »State« attribute changes to »Failed«.
e The value of the »Status« attribute changes to to »Closed«.

In this case the entire review process must be recreated.

4.6.4 Disposition

SECURITY ACTIVITY

Review M-6 December 2018
2 years regular reviw

@ Closed

Q) reira clay

Completed

Review item action execution completed
GET

N Administrator 15. Oct 2018, 14:41

3_xWQu3VqOMWSItLYZPEbg6Zme3uWJKP

Each entity which was disposed of during the implementation phase of the review process is

located in its raw form in the »Disposed« folder in the »Trash« folder, which is located in the

»Administration« system folder.

’ Archive Disposed
My entities
Drafts Title ~ Classification Code Description
Review MH-08
Directory
Review MH-07 Regular review -

v Administration

B Review MH-06 Reguiar review -
Export
Import -
Review MH-05 Regular revie
- Trash
¥ Disposed
Delatad Review MH-03 Pregled 10-et
Queue
Review MH-02 Preqled entitet

Image 251: A list of deleted entities in the review process

Modified
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By selecting the »Disposed« folder, the central view shows all of the review processes during
which at least one entity was disposed of. By clicking on an individual review page, a list of
disposed entities appears, where the following entity information are shown only:

e Title: the title of the disposed entity.

o C(lassification code: the classification code of the disposed entity.

e Description: a description of the disposed entity.

¢ Moadified: the date of last change.

Disposed

Title « Classification Code Descrij ption Modified

Archive
Zoellick and Stelzer - Call in # 888-232-0370

WTO strategy follow-up call & World Bank Audit Query Content Management Import/Export Reports

Draft management Content Convert Content Detach
Weekly Retail Meeting, EB 27C1

Content Index Content Move
webcast mtg. w/ Palmer, etc Name IMiS/Archive Server

Beserintion The archiving of unlimited quantities of binary

Descriptio objects
Water Mtg w/ Amanda Martin

Host iarc99.imis si: 16807

Image 252: Display of the list of disposed entities on the review page

The Title, Classification code and Description of entity are the only attributes still preserved
when an entity has been disposed of. All other entity metadata is erased and replaced with the

following attributes:

e Reason: The reason for the disposition of the entity, which was entered by the user

during the review process.
e Deleted: The date and time of the disposition of the entity.

e I|dentifier; Unique user identifier.

4.6.5 Transfer of entities

If the review process was also intended for the transfer of entities from IMiS®/ARChive Server,

this action must be executed prior to completing the process.

The transfer action is executed with two separate processes:
e Exporting from IMiS®/ARChive Server to the file system.

e Confirmation of the transfer of entities to a third archive.
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4.6.5.1 Exporting to a file system

The user executes the transfer of entities in the selected review selecting the »Actions«

command and the »Transfer« operation in the popup menu.

Reviews > Review B-6 October 2018 > Decisions - Page 1
Title = Action Reason Comment
Vance Meyer @ 10:15a.m. to brief you on Blo..
Enron Europe 2001 Budget Review - Boardro...
Astros’ Season Opening
Birdies for Charity - Junior Achievement
Meeting w/Syntroleum - EB3320 - Mark Agee,
Mtg w/Stan Horton - EB3324
FW: 1 millionth trade
Meeting w/Frevert, McMahon, McConnell, Sh.

Steve Kean Meeting - EB4701

Image 253: Transfer of entities in the review process

# EDIT ACTIONS ~

Complete

Review B-6 Oct Transfer

DETAILS

Confirm Transfer

Discard
ReViewr umw v 2vie
Ad-hoc review

Opened
0 Keira Clay
adhoc

InReview

Review prepared
Karen, Cornelia; Carmen

Owner = Alex Nelson
) Administrator 3. Oct 2018, 09:37

Cos_30jiuCM7c9S1DgpaCl48oY TjbEE

After selecting the command, the user is shown a dialog box for setting the transfer

parameters.

Transfer Review B-6 October 2018

Scope Review B-6 October 2018

Activity Authenticity evidence

Select metadata file.

TRANSFER CANCEL

Image 254: Setting the transfer parameters

By selecting the »Activity« option, the audit log for an individual transferred entity can be

included in the transfer.

If entity authenticity evidence has been created on the archive, the user can include it in the

transfer by selecting the option »Authenticity evidence«.

Warning: If the user does not have the AuditLogQuery role and has nevertheless ticked the inclusion

of an audit log in the transfer of entities in the transfer dialog box, the transfer is not executed.
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In the »Include metadata file« section, the user invokes a dialog box for selecting an XML file
with additional metadata to be included in the transfer.

For a description of the structure of the file with additional metadata see chapter Format of

the additional metadata export file.

By selecting the »Transfer« command, the transfer process begins. Team members can cancel

the process by selecting the »Cancel« command.

Transfer Review B-6 October 2018

Scope Review B-6 October 2018

Activity Authenticity evidence

XML_podpisan_#8_pasta.xm

CANCEL

Image 255: Implementing the transfer process

The entities are exported in the XML format to the default directory »Downloads«. The user
can access the transfer information from the notification bar by selecting the action »Open« in
the popup menu.

Open

Always open files of this type

Show in folder

Review B-6 Octob..zip
Image 256: Transfer notification
Warning: A user can export different entities to the same export folder several times without having to

delete the export files prior to each export. When saving exported entities to the selected export folder,

the previous export files are replaced.




IMiS®/wClient Manual

Version 1.2.1810

After the first transfer phase — export, a new entity is attached to the review contents —

a transfer report.

Reviews > Review B-6 October 2018

Title * Description Modified

E Document 1 Document #1 added to Revie 8/10/2018
‘ Document 2 Document #2 added to Revie 8/10/2018
‘ Document 3 Document #3 added to Revie 8 2018
@ 2018-10-09T14:25:05.754+02:00 Transfer started at 2018-10-0 8/10/2018

Decisions - Page 1 2018

s EDIT ACTIONS

1 results

Review B-6 October 2018

DETAILS
Title
Description
Status

Comments
Created

Identifier

SECURITY ACTIVITY

Review B-6 October 2018
Ad-hoc review

Opened
Q) Keira Clay
adhoc
InReview
Review prepared
Karen; Cornelia; Carmen
Owner = Alex Nelson
€N Administrator 3. Oct 2018, 09:37

Cos_30jiuCM7c951DgpQCI480YTjbEEL

Image 257: A report on the transfer between review entities

The transfer report contains the following log files:

e XML report
e Report

e Error report, if an error occurred.

Reviews > Review B-6 October 2018 > 2018-10-09T14:25:05.75...

Title Size Modified

ExportReport xml

[B  ExportReport.txt

# EDIT ACTIONS =

2 results

2018-10-09T14:25:05.754+02:00

DETAILS

Title
Description

Status

Security class

Image 258: Log files in the transfer report

SECURITY ACTIVITY

2018-10-09T14:25:05.754+02:00
Transfer started at 2018-10-09714:25:05.754+02:00
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Reviews NEW @ OPEN # EDIT ACTIONS +
Complete
Title = Description Modified
Review B-6 Oct Transfer
Review A-3 October 2018
Confirm Transfer
DETAILS
Review B-4 October 2018 Discard
Title Review uru weswwer cu o
@ Review B-6 November 2018 Description Ad-hoc review
Status Opened
BB Review B-6 October 2018 Ad-hoc review 9/10/2018 [~ ] - Q rera cley

Review G-4 September 2018 adhoc
InReview
@ Review H-3 August 2018 Review prepared
£ administrator 3. Oct 2018, 09:37
o Review H-3 July 2018

Cos_30jiuCM7c2S10gpQCI480YT]bEEL

© Review J-2 August 2018

Image 261: Transfer confirmation using a confirmation file

After selecting the command, a dialog box appears for selecting the confirmation file.
They search for the desired file in the file system and confirm their selection with the »Open«

command.

» Windows10_PC » Prenosi » Review B-6 October 2018

~

Ime Vrsta Stisnjena velikost Zaicitenz.. Velikost Razmerje Datum spremembe
ExportData Mapa z datotekami 9.10.201814:25

|j ExportReport *ML Document 2KB Ne TKB 76%

|j ExportReport Besedilni dokument TKE Ne 4KB 82%

@ TransferConfirmation Microsoft Excelova datote... TKEB Ne TKB 34%

Image 262: Selecting the confirmation file

The confirmation of all entities recorded in the confirmation file begins to be executed.

For more information see chapter Format of the confirmation file during transfer.

With the »Cancel« command team members cancel the selection of the confirmation file.

4.6.6 Reviewing and classifying documents

An integral part of the review process is the reviewing and classifying of documents, created by

team members.

4.6.6.1 Classifying documents
During the review process the team members have the option of adding documents to the
review. They select the relevant review from a list and then using the »New« command in the

popup menu they select »Documentc.
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Reviews

Title

Review A-3 October 2018

Review B-4 October 2018

@B Review B-6 October 2018

Review G-4 September 2018

 Review H-3 August 2018

@ Review B-6 November 2018

Review H-3 July 2018

@ Review J-2 August 2018

The dialog box shows the attributes of the new document.

Description

NEW @ OPEN # EDIT ACTIONS +
B Review
B Document Jctober 2018
DETAILS SECURITY ACTIVITY
Title Review B-6 October 2018
Description Ad-hoc review
Status Opened
Q) Keira Clay
adhoe
InReview

Review prepared

€} Administrator 3. Oct 2018, 09:37

Identifier Cos_30jiuCM7c9S1DgpQCI480 Y TibEEL

Image 263: Adding documents to the review

In the »Details« tab they define the values of attributes and add contents.

After entering the metadata, they include the document in the review by selecting the action

»Create«.

Create Document

DETAILS

Parent

Titlex

Description
Security class
Significance

Cwner

Keywords

Categories

Content

External Identifiers

Review B-6 October 2018

Document #1 Review B-6

Doxcument added to review B-6
Inherited
Mone

£» Ron Salazar

ad-hoc = document  x

review %

@ Dokument tif

PHYSICAL PROPERTIES

SECURITY

CREATE CANCEL

Image 264: Adding document metadata
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Create Document

A _:)

Uploading Document_1.docx (100%)

Image 265: Adding a document to the review

Review B-6 October 2018

DETAILS

Review B-6 October 2018

Ad-hoc review

Opened
0 Keira Clay
adhoc

InReview
Review prepared

N Administrator 3. Oct 2018, 09:37

dentifier Cos_30jiuCM7c951 DgpQCI4EoYTjbEEL

Document 2 Review B-6
Entity created

Image 266: Notification about a document added to the review

4.6.6.2 Reviewing documents
The team members can review documents in the review by first selecting the relevant review
from the list and opening it. In the center the review pages are shown with the corresponding

documents and reports.
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Reviews > Review B-6 October 2018 NEW # EDIT ACTIONS ~
1 results
Title Deseription Modified
Review B-6 October 2018
B Document 1 Document #1 added to Revie 8/10/2018
DETAILS SECURITY ACTIVITY
I Document2 Document #2 added to Revie 0/2018
Title Review B-6 October 2018
H Document 3 Document #3 added to Revie 8/10/2018 Description Ad-hoc review
Status Opened
@ 2018-10-16T14:40:01.210+02:00 Transfe 21 2 Owner OKe\ra Clay
Decisions - Page 1 6/10/2018 Keywords adhoc
InReview

Comments

Authenticity evidence

Created

Identifier

Image 267: Reviewing documents

Examples of classified contents:
- Review execute report
- Transfer report
- Team minutes
- Attachment

- Custom document.

Review prepared
Karen; Cornelia; Carmen
Owner = Alex Nelson
GET
m Administrator 3. Oct 2018, 09:37

Cos_30jiuCM7c9S1DgpQCI480Y TIbEEL

By selecting the popup menu on the entity selected from the list, the team members have the

option of performing various actions on the entity.

Reviews > Review B-6 October 2018 m / EDIT ACTIONS « =
1 results
Title + Description Modified
Document 3
‘ Document 1 Document #1 added tc Revie 8 2018
DETAILS SECURITY ACTIVITY
B Document2 Document #2 added to Revie 2018
Title Document 3

3 -
B Document3 810/2018 iment #2 added to Review B-6

=

= open administrator 8. Oct 2018, 15:58

2018-10-16T14:40:01.210+02:00 Transfer started at 2018-10- 6/10/2018 .
Ei #  Edit >t 2018, 16:07
Decisions - Page 1 «  Actions P = New reference

8 Status #  New version

@ Security class [ Authenticity evidence

© Details b Move

¥ Export
¥ Delete

¥ Retention

> More

Image 268: Options of performing actions on entities
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»Invalid Username or password«

Likely cause: Invalid username or password.

Solution: Check whether the username and password have been entered correctly
(e.g. use of capital/small letters, without initial or end spaces, etc.).
If that does not solve the problem, notify the administrator who will check whether a user with

that name is actually registered on the IMiS®/ARChive Server.

IMiS/wClient i

IMiS/Archive Server v

(_netson )

LOGIN

A lnvalid username or passworc

Image 269: An example of the error: Invalid or incorrect password

»Entity cannot be created since Classification Code generator is not defined for its
hierarchy depth.«

Likely cause: Creating a folder in the classification scheme at a too low level.

When saving a new folder, a classification code is automatically generated, however, the
classification code generator on the IMiS®/ARChive Server supports the generation only to a

certain level in the classification scheme, and not beyond it.

Solution: Creating a folder at a higher level, which is still supported by the classification code

generator on the server.
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Create Entity
DETAILS

Assets

Case

Image 270: An example of an error when saving a new folder

»[Class, Folder, Document] <classification code> cannot he edited.«

Likely cause: The entity is already open in editing mode on another computer.

Solution: Wait until the other user finishes editing and then open the entity once again

Error

Server reported an error processing request (Reason: code=ERR_IAS_ERROR, message="Entity
‘200039759 is being edited by another party}

OK

Image 271: An example of an error when opening an entity in editing mode
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