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1 PREFACE 

This manual describes the operation of the IMiS®/wClient software product and offers advice 

on the technical and operational aspects of its use. 

 

1.1 About the manual 

The manual presents the web client architecture, user interface, range of actions over entities, 

mechanisms for verifying authenticity, report functionalities and the installation, configuring 

and management procedures of the IMiS®/wClient. 

 

1.2 Target audience 

Information presented by this manual is intended for users with at least intermediate 

understanding of computer and application use. 

 

1.3 Conventions 

The manual employs several font types to convey information. These are explained below: 

 

Font type Used to denote 

Regular basic text, images, tables 

regular bold chapter titles (main chapters 1-6 and subchapters) 

Italic advice, examples, tips, instructions 

"inside quotation marks" titles of selectable functions, files or actions 

underlined italic see specified chapter for more information 

Monospace names of console commands, files, directories, … 

Monospace Bold user input characters 

Table 1:  Manual font types and their meaning 
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1.4 Terms and abbreviations 

Abbreviations appearing in the text and images of the user manual are explained below 
 

Abbreviation Description 

7ZIP 7-Zip open source file archiver and format (extension ».7z«) 

ACL Access Control List 

AFM Adobe Font Metrics (extension ».afm«) 

AIP Archival Information Package 

ANPA American Newspaper Publishers Association news feed format 

ATOM Atom Syndication Format 

BMP Bitmap image file format (Windows format – extension ».bmp«) 

CAD Computer Aided Design 

CHM CHM Help format (extension ».chm«) 

CPIO cpio file archiver and format (Unix format – extension ».cpio«) 

CSV Comma Separated Value (text file format– extension ».csv«) 

DMS Document Management System 

DWG CAD file format (extension ».dwg«) 

ELF Executable and Linkable Format (Linux, Unix, Mac OS X format) 

EML EML format (RFC 822 archive standard – extension ».eml«) 

EPUB Electronic Publication Format (extension ».epub«) 

EXIF Exchangeable image file format (image metadata format) 

FB2 FixtionBook format (electronic book format – extension ».fb2«) 

FLV Flash Video file format (Adobe video format – extension ».flv«) 

GB Gigabyte (information unit of 2^30 or roughly 10^9 bytes) 

GHz Gigahertz (frequency unit of 10^9 hertz) 

GIF Graphics Interchange Format (image format – extension ».gif«) 

HDF Hierarchical Data Format 

HTML HyperText Markup Language 

ID Identifier 

IPTC International Press Telecommunications Council News Feed Format 

IPv4 Internet Protocol version 4 

IPv6 Internet Protocol version 6 

JPEG Joint Photographic Experts Group format (extension ».jpg«) 

LDAP Lightweight Directory Access Protocol 

(Internet protocol for accessing directory) 
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Abbreviation Description 

MAT Matlab data format 

MB Megabyte (information unit of 2^20 or roughly 10^6 bytes) 

MBOX MBox file format (Unix email archive format) 

MIDI Musical Instrument Digital Interface 

MIME Multipurpose Internet Mail Extensions (email standard) 

MP3 MP3 format (audio format – extension ».mp3«) 

MP4 MP4 format (video and audio format – extension ».mp4«) 

NetCDF Network Common Data Form formats 

OGG OGG format (open source format – extension ».ogg«) 

PE Portable Executable format (Win library and program format) 

PDF Portable Document Format (extension ».pdf«) 

PDF/A Portable Document Format for archiving electronic documents 

PKCS7 PCKS #7 Cryptographic Message Syntax Standard 

PNG Portable Network Graphics (image format – extension ».png«) 

PSD Adobe Photoshop file format 

PST Personal Storage Table (email storage format for Windows) 

RFC Request for Comments 

(technical and organizational document, specification intended for 
the exchange of opinions on the subject) 

RSA Ronald Rivest, Adi Shamir, Leonard Adleman 

(public key encryption algorithm) 

RSS Rich Site Summary / Really Simple Syndication 

RTF Rich Text Format 

S/MIME Secure Multipurpose Internet Mail Extensions (secure MIME) 

SDRAM Synchronous Dynamic Random-access Memory 

SHA Secure Hash Algorithm (digital fingerprint algorithm) 

SRP-6A Secure Remote Password revision 6A 

(an encryption protocol for secure user authentication) 

SSL Secure Socket Layer (collection of cryptographic protocols) 

SSO Single Sign-on 

(user authentication in independent systems) 

TAR Tape Archive (Unix compression format – extension ».tar«) 

TCP/IP Transmission Control Protocol / Internet Protocol 

(family of network protocols) 
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Abbreviation Description 

TIFF Tagged Image File Format 

(document storage format – extension ».tif«) 

TLS Transport Layer Security 

TTF TrueType Font (Microsoft text format – extension ».ttf«) 

WAV Waveform Audio File Format 

(Win audio format – extension ».wav«) 

W3C World Wide Web Consortium 

(organization for the standardization of web techniques) 

XML Extensible Markup Language 

(language for structuring data in the form of a text file) 

XMLDSIG XML Signature 

(specification for XML encoding of electronic signatures) 

ZIP ZIP archive file format 

(standard archiving format – extension ».zip«) 

Table 2:  Definition of abbreviations 

 

Terms used in the text and images of the manual are explained below. 
 

Term Description 

Attribute The attribute is the basic cell or container of metadata.  
It prescribes the rules and framework for the entry, maintenance and 
storage of metadata values belonging to an entity. 

Document The document is the basic unit of archived content on the IMiS®/ARChive 
Server, which can store various kinds of digital content (e.g. text, images, 
video). Documents are usually located inside folders, but they can also be in a 
class of their own. 

Entity The entity is a container of data and content on the IMiS®/ARChive Server. 
There are three types of entity: 

class, folder, and document. 

Folder Folder - a group of entities (contained folders, documents),  
which round off the content. It represents a dossier of the folder in question 
(content-related question, topic, task, project, etc.) with all of the 
corresponding properties and contents.  

For more information see chapter Entity types in the IMiS®/ARChive Server 
Manual. 

IMiS®/ARChive Server IMiS®/ARChive Storage Server 

(archive server for document storage) 

IMiS®/Scan IMiS®/Scan client 

(IMiS® application for scanning paper documents) 
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IMiS®/Storage 
Connector 

IMiS®/Storage Connector interface 

(interface for the transfer of archived objects between applications and archive 
servers) 

IMiS®/View IMiS®/View client 

(IMiS® client for viewing scanned documents) 

Linux Various open source operating systems similar to Unix. 

Mac OS X Apple operating system, based on Unix. 

Metadata Metadata represents "information about information" or "data about data" that 
is the object of storage. 

Microsoft .NET 
Framework 

Microsoft environment for the development of web services and other software 
components. 

Microsoft Excel Standard MS spreadsheet software that can also be used to view CSV files. 

Class The class is the basic constituent part of content organization on the 
IMiS®/ARChive Server. Classes can store folders or documents, e.g. according 
to the type or the owner of documents stored inside. 

Template The template prescribes the metadata scheme – the required and allowed 
attributes for entity creation. Each template contains built-in and predefined 
system attributes. 

Unix A family of computer operating systems that are based on the original Unix OS 
developed by Bell Labs. 

Windows Microsoft operating system. 

Table 3:  List of terms used in the manual 

 

2 INTRODUCTION 

2.1 Features 

IMiS®/wClient is web client intended for the capture and management of content of electronic 

origin or content digitalized using scan procedures. The client operates directly with the 

IMiS®/ARChive Server, which ensures secure long-term storage of documents and archived 

content along with the corresponding metadata. 

Users access the content from any web browser via the web client IMiS®/wClient. 

 

Content is structured by the classification scheme, which sorts materials according to their 

subject, authority, activity, and the business and expert functions of corresponding personnel 

within the company. 
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3 TECHNICAL DOCUMENTATION 

3.1 Client architecture 

IMiS®/wClient is the user component of an electronic and physical records management 

system. The client connects to the web service IMiS®/Storage Connector Services REST, 

which represents the service level of the interface of the IMiS®/Storage Connector.  

The latter can be connected to many IMiS®/ARChive Servers. 
 

 

Image 1: Client architecture 

 

3.2 Format of import / export files 

The format of the import, export and data transfer files on the IMiS®/ARChive Server is the 

XML file, structured according to a partly modified Moreq2 scheme. 

The differences between XML and Moreq2 schemes are as follows: 

• Attributes which are required (mandatory) in the Moreq2 scheme and are not supported 

by the servers change from required to optional. 

• All attributed in the "Custom" part of the XML scheme are newly added. 
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Moreq2 documentation is thus only a supplemental explanation of the attributes in the data 

transfer server scheme. Various types of entities (class, folder, document) are each covered by 

their separate scheme. 
 

Since the schemes are derived from the Moreq2 standard, the following terminology is used: 
 

Item type Moreq2 

Class Class 

Folder Folder 

Item inside folder Sub-File 

Document Record 

Table 4:  Terminology explanation 

 

The description of XML tags uses XPath notation for a clearer overview. 

 

Example: 
 

<?xml version="1.0"encoding="utf-8"?> 
  <Class xmlns:xsd="http://www.w3.org/2001/XMLSchema"  
  xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance 
  xmlns="http://www.dlm-network.org/moreq2/1.04.01"> 
  <Description xmlns=""> 
 <abstract /> 
 <classification> 
  <classification_code>08</classification_code> 
  <fully_qualified_classification_code>08</fully_qualified_classification_code> 
 </classification> 
 <place /> 
 <title>Balance sheet Q3 2018 </title> 
... 

Image 2: XPath notation text example 

 

In the above example, the path to a full classification code in XPath notation would be shown by 

the following description: 

/Class/classification/fully_qualified_classification_code. 

  

http://www.w3.org/2001/XMLSchema-instance
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3.2.1 File structure 

Each entity is contained by its own XML file. The filename must be in the following format: 

[class|file|sub-file|record]_audit_n.xml (the sequence number is identical to the 

sequence number of the entity). When importing data, it is important for all files of a given 

entity to be located in the same directory as the entity file. 

The names of remaining files are contained in corresponding XML tags (chapter List of XML 

tags and their meaning). 

 

Example: When exporting a class, the file containing the class is named  class_1.xml,  

and the audit log file for the class is named  class_1_audit.xml. 

 

3.2.2 List of XML tags and their meaning 

The following section lists the supported tags, along with references to server documentation 

of the IMiS®/ARChive Server. The meaning of XML tags on the server and their reference to 

the Moreq2 code is presented in more detail. Every XML document begins with the root node, 

which describes the type (class, folder, sub-folder, document). 

 

Since the scheme is derived from the Moreq2 scheme, it uses the Moreq2 terminology  

(Class, File, Sub-File, Record) which is explained in table 4 found above.  

For better clarity, the name of the root node in the presentation below is swapped with 

»<entity_type>«. In case the user is interested in an entity whose type is class, user can replace 

»/<entity_type>« with »/Class« and only view tags that use »Class: YES«. 

 

/<entity_type> 

 Required: YES Number: 1 

Definition: Root node 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: Uses entity types according to MOREQ2 standard (Class, File, Sub-File, Record). 

XMLSchema type: complexType Reference: / MOREQ2 code: / 
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/<entity_type>/Description/abstract/description 

 Required: NO Number: 1 

Definition: Entity description 

Use: Class: YES Folder: YES Sub-File:YES Record:NO 

Commentary: Optional short description of the entity. This attribute has no influence on the 

business logic of the server during operations with entities and is merely an 

information carrier. 

XMLSchema 

type: 

String Reference: sys:Description MOREQ2 code: M047 

 

/<entity_type>/Description/abstract/keyword 

 Required: NO Number: Multiple 

Definition: Keyword 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: Optional keywords that define the entity. This attribute has no influence on the 

business logic of the server during operations with entities and is merely an 

information carrier. 

XMLSchema type: String Reference: sys:Keywords MOREQ2 code: M004 

 

/<entity_type>/Description/abstract/classification/classification_code 

 Required: YES Number: 1 

Definition: Own classification code 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The own classification code is unique among all entities that are subordinate 

(child) to the same entity. 

XMLSchema 

type: 

String Reference: Classification code MOREQ2 code: M011 

 

/<entity_type>/Description/abstract/classification/fully_qualified_classification_code 

 Required: YES Number: 1 

Definition: Full classification code 

Use: Class: YES Folder: YES Sub-File:YES Record:YES 

Commentary: The full classification code is unique for the entire archive and consists of the full 

classification code of the parent entity, and the entity's own classification code. 

XMLSchema type: String Reference: Classification codes MOREQ2 code: M012 
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/<entity_type>/Description/copy_recipient/e_mail_address 

 Required: YES Number: Multiple 

Definition: Mail address of email copy recipient 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: Values represent valid email addresses of email copy recipients. They are 

forwarded by the messaging client, which usually acquires them from the 

message itself, though the precision of the information depends on the client. 

Values represent the values of attributes »cc« of the message according to RFC 

2822 specification. 

XMLSchema type: String Reference: sys:eml:ToCC MOREQ2 code: M185 

 

/<entity_type>/Description/copy_recipient/name 

 Required: YES Number: Multiple 

Definition: Name of email copy recipient 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: Values represent names of email copy recipients. They are forwarded by the 

messaging client, which usually acquires them from the message itself, though 

the precision of the information depends on the client. Values represent the 

values of attributes »cc« of the message according to RFC 2822 specification. 

XMLSchema type: String Reference: sys:eml:ToCC MOREQ2 code: M067 

 

/<entity_type>/Description/date 

 Required: NO Number: 1 

Definition: Message date 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: The metadata is acquired from the message itself or entered when adding the 

message to the document system. It is used only in case of email messages and 

is filled out with the »sent« date. 

XMLSchema type: DateTime Reference: sys:eml:Date MOREQ2 code: M065 

 

/<entity_type>/Description/external_identifier/external_system_reference 

 Required: NO Number: 1 

Definition: Unique message identifier 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: This value represents the unique external identifier of the email message, 

assigned by the messaging server upon delivery. The value is forwarded by the 

messaging client, which usually acquires it from the message itself, though the 

precision of the information depends on the client. Values represent the values of 

the attribute »message-id« of the message according to RFC 2822 specification. 

XMLSchema type: String Reference sys:eml:MessageId MOREQ2 code: M195 
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/<entity_type>/Description/place/current_location 

 Required: NO Number: 1 

Definition: Current location of physical records 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: The value represents a description of the current location of physical records, 

when this is not a home location or when physical records is checked out or 

entrusted to a third party for storage. Enter data that describes the external 

location of physical records as precisely as possible (address, room, cabinet, 

folder ...). At the same time, make the appropriate modification of the attribute 

»prm:Status« into »CheckedOut«. 

XMLSchema type: String Reference: sys:prm:CurrentLocation MOREQ2 code: M086 

 

/<entity_type>/Description/place/home_location 

 Required: NO Number: 1 

Definition: Home location of physical records 

Use: Class: NO Folder: YES Sub-File:YES Record:YES 

Commentary: This value represents a description of the home location of physical records. 

Enter data that precisely describes the in-house location where the physical 

records is being stored (address, room, cabinet, folder, file …). 

XMLSchema type: String Reference: sys:prm:HomeLocation MOREQ2 code: M122 

 

/<entity_type>/Description/recipient/e_mail_address 

 Required: NO Number: Multiple 

Definition: Email address of email recipient 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: Values represent the valid email addresses of email recipients. They are 

forwarded by the messaging client, which usually acquires them from the 

message itself, though the precision of the information depends on the client. 

Values represent the values of attributes »to« of the message according to RFC 

2822 specification. 

XMLSchema type: String Reference: sys:eml:To MOREQ2 code: M186 

 

/<entity_type>/Description/recipient/name 

 Required: NO Number: Multiple 

Definition: Name of email recipient 

Use: Class: NO Folder: NO Sub-File:NO Record:YES 

Commentary: Values represent valid names of email recipients. They are forwarded by the 

messaging client, which usually acquires them from the message itself, though 

the precision of the information depends on the client. Values represent the 

values of the attribute »to« of the message according to RFC 2822 specification. 

XMLSchema type: String Reference: sys:eml:To MOREQ2 code: M066 
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/RDS/Identity/system_identifier/retention_and_disposition_schedule 

 Required: YES Number: 1 

Definition: Unique system identifier of the retention policy. 

Commentary: Set by IMiS®/ARChive Server. 

XMLScheme type: String Reference: Internal entity identifier MOREQ2 code: M008 

 

/RDS/Use/status/inheritance 

 Required: NO Number: 1 

Definition: Specifies whether the retention policy can be inherited by entities. 

Commentary: The IMiS®/ARChive Server specifies that all retention policies are inherited. 

The value is always TRUE. 

XMLScheme type: String Reference: Internal entity identifier MOREQ2 code: M197 

Table 5:  Lists of XML tags 

 

3.2.3 Format of the additional metadata export file 

The additional (user entered) metadata export file is used for the particular requirements of 

the archiving process. Upon export, each entity may optionally be added additional metadata 

which is not part of the arhcived entity's own metadata.  

The additional metadata is prepared by the archivist, using a premade XML file.  

This metadata is not within the framework of the client or server's business logic.  
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3.3 Format of the confirmation file during transfer 

The format of the confirmation file is a text file containing comma separated values; 

abbreviation: CSV. 

 

Each record contains the following values: 

• Classification code of the transferred entity. 

• Confirmation value (»true« – if the entity has been successfully transferred to a third 

archive system). 

• Reference to the transferred entity in the third archive system. 
 

 

Image 5:  Example of a confirmation file after transfer 

 

4 USER MANUAL 

4.1 Login and Logout 

The user accesses the IMiS®/wClient application via a web browser (Google Chrome, Mozilla 

Firefox, MS Edge, …) by entering the URL of IMiS®/wClient in the title bar. A login window 

appears in which the user can log into the IMiS®/ARChive Server. 
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The header of the user interface (number 5 in the image above) contains: 

• Information on the title of the application (IMiS®/wClient). 

• A field for entering the search string with the option of selecting the search scope. 

For more information see chapter Search. 

• Information on the user’s profile and the program module. 

For more information see chapter Menu functions. 
 

 

Image 18:  Header of the user interface 

 

To enable quicker access to entities, the user is provided a hierarchical view of the entity’s 

position within the tree structure (number 6 in the image above) above the central view of the 

user interface. It enables quick access to the parent entities. 
 

 

Image 19:  Hierarchical position of the entity within the tree structure 

 

4.2.1 Classification scheme 

In the left view of the IMiS®/wClient, the user is shown the following categories: 

• Archive:  root classes in the classification scheme. 

• My entities:  a list of entities accessed by the user. 

• Drafts:  drafts of document versions. 

• Directory:  a list of archive users. 

• Administration:  a system folder with subfolders. 
 

 

Image 20:  Display of folders in the left view of the web client IMiS®/wClient 
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4.2.3 Entity information 

Information about the selected entity is found in the right view of the IMiS®/wClient user 

interface. The tabs are available in the following modes of displaying information on the selected 

entity: 

• »Preview«:  a display of tabs and their contents which are publicly accessible to the user. 

• »Open«:  a display of tabs according to the user's effective permissions. 

• »Edit«:  a dialog box opens with the attributes whose values can be modified. 

• »Details«:  contains system metadata that may be edited, and the predefined metadata of 

the entity. In the reading mode the tabs show all the data for which the user has the read 

permission. 

• »Security«:  contains an overview of the effective permissions of groups and users for the 

selected entity. A user with the »Change permissions« effective permission is enabled the 

editing of explicit access rights for a selected entity user or group that has predefined 

effective permissions on the entity. 

• »Activity Log«:  contains the audit log for the selected entity. 

A user with the »AuditLogQuery« role is enabled to review the audit log data. 
 

 

Image 28:  Tabs containing entity information in the reading mode 
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4.2.5 Menu functions 

4.2.5.1 User and application information 

By selecting the arrow next to the user's name, the following commands are available in the 

popup menu: 

• Profile:  information about the user. 

• About:  information about the application and license agreement. 

• Log out:  log out from the application. After logging out of the selected archive, a dialog 

box appears for the user to log in again to the selected archive. 
 

 

Image 51: Popup menu in the header of the user interface 

 

4.2.5.1.1 User profile 

By selecting on »Profile«, a dialog window opens, showing the following user details: 

• Description:  a short description of the user. 

• Type:  type of user (user, group). 

• First name: the first name of the user. 

• Last name:  the last name of the user. 

• Email:  the email address of the user. 

• Security class level:  the security class level of the user. 

• Identifier:  the unique identifier of the user. 
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4.2.5.2.3 View 

In the »View« set the user defines which columns of the selected attributes will be displayed in 

the central view. The user can add or remove the following columns of the selected attributes: 

• Classification code 

• Description 

• Modified. 
 

 

Image 60:  Display of the columns of the selected attributes of »Title« and »Description« 

 

4.2.6 Search 

Located above the central view in the header of the user interface is the »Search« field.  

It enables the user to search by the metadata of selected entities and to search by the entire 

text of the content of documents over the entire archive. 

For more information on search options see chapter Search functions. 

 

4.3 Actions 

This chapter describes the actions of the IMiS®/wClient on the selected archive: 

• Entity access 

• Creating an entity 

• Editing entity data 

• Entity move 

• Content management 

• Versioning 

• Search functions 

• Archiving email messages 

• Acquiring authenticity evidence 
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Troubleshooting:  the most frequent issues when creating a new entity are: 

• Entity with the template you selected cannot be created inside the selected entity. 

• User does not have permission to create new entities inside the selected entity. 

 

4.3.2.2 Entering entity metadata 

The »Details« tab in the »Create entity« dialog box contains a list of all attributes of the class, 

folder or document, which can be entered by the user. 

 

Required attributes are marked with an asterisk and must be entered before saving. 
 

 

Image 64:  Entry of required metadata 

 

Attribute entry fields are as follows: 

• Text field where the user inputs any string of characters. 
 

 

Image 65:  Entry of text metadata 

 

• Date field where the user inputs the date, or selects one from the date and time 

selection popup window. 
 

 

Image 66:  Entry of date and time metadata 
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Security classes are predefined, and range from lowest to highest as follows: 

• »Inherited«:  The security class is implicitly inherited from the parent entity.  

In case of root classes, the inherited security class value is empty. 

• »Unspecified«:  Access to this entity is not specified. 

• »Restricted«:  The entity is an internal matter. It may only be accessed by users with a 

clearance level »Restricted« or higher. 

• »Confidential«:  The entity is considered confidential. It may only be accessed by users 

with a clearance level »Confidential« or higher. 

• »Secret«:  The entity is considered secret. It may only be accessed by users with a 

clearance level »Secret« or higher. 

• »Top Secret«:  The entity is considered top secret. It may only be accessed by users with 

a »Top Secret« clearance level. 

 

4.3.2.5 Entering the status of an entity 

The user with the »Create entities« permission can specify the »Status« of new entities in the 

»Details« tab in the »Create entity« dialog box. 

 

The user can choose from predefined values for the status of an entity: 

• Inherited:  the status of the entity is implicitly inherited from the parent entity. 

In the case of root classes, it matches the status »Opened«. 

• Opened:  the status of the entity changes explicitly to »Opened«. 

• Closed:  the status of the entity changes explicitly to »Closed«. 
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4.3.3.1 Editing entity metadata 

In the »Details« tab the user can edit the attribute values. 

The selection of attributes is defined by the selected template. 

For more information on the set of editing metadata see chapter Creating subentity. 

 

4.3.3.2 Editing content 

In the »Details« tab the user edits document contents. 

For more information on editing contents see chapter Content management. 

 

4.3.3.3 Editing physical content metadata 

In the »Physical Content« tab the user edits the metadata referring to the location of the 

physical content. The metadata are not mandatory for archiving physical content.  

Physical content metadata can be entered for a folder or document. For more information on 

editing physical content metadata see chapter Physical content attributes. 

 

The user can edit the following values of physical content attributes: 

• Identifier:  unique identifier of the physical content. 

• Description:  description of the physical content. 

• Status:  the current status of the physical content. 

• Home location:  the home location of the document's physical content. 

• Current location:  the current location of the document's physical content. 

• Return due:  return date and time of checked out physical content. 
 

 

Image 88:  Editing of the physical content metadata 
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By changing the value of the »Status« attribute and saving the entity, the »Status Change« is 

written below the value field. »Status Change« is automatically filled in with the date of the last 

change of the »Status« field. 

The user can change the value of the »Status« attribute to »CheckedIn« when checking in 

physical content or to »CheckedOut« when checking out physical content. 
 

 

Image 89:  Popup menu for selecting the status of the physical content 

 

4.3.3.4 Editing access rights 

The user with the »Change permissions« permission can edit the access control list (ACL) for 

the entity or a selected metadata for a directory entity (user, group, attribute of directory 

entity type). The list shows only those directory entities that have been granted at least one 

explicit permission on the selected entity. 

 

The »Permissions« field is located above the list of editing permissions. The default value is 

»Entity«, with which the access control list (ACL) is associated. 

 

4.3.3.4.1 Editing access rights for an entity 

By selecting the »Edit« button in the command bar, a dialog box opens showing effective 

permissions on the entity for the selected directory entity or the given directory entity 

contained in the mentioned attribute of the directory entity type. 
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Image 90:  »Security« tab in editing mode 

 

The left part of the view contains a list of directory entities with access rights to the entity.  

In the event of a greater number of directory entities, search is enabled via a search box.  

If a specific group, user or an attribute of directory entity type, that is registered on the 

IMiS®/ARChive Server is not mentioned on the list, the user with permission can select and 

add them using the »Add« button. 
 

 

Image 91:  List of directory entities with access rights to the entity 
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In the right part of the view a list of entity editing permissions is shown for the selected 

directory entity or an attribute of directory entity type. 

In the »Explicit« column the user selects »Allow« to add an explicit permission, or »Deny« to 

revoke a permission. The user can specify explicit permissions for any registered directory 

entity or an attribute of directory entity type. 

 

The »Inherited« column shows the values of access permissions inherited from the parent 

hierarchy. 

 

The »Effective« column shows the current state of effective permissions for the selected group 

or user over the entity. 

 

In the date field the user with the appropriate rights can limit the validity of permissions with 

regard to the »Valid from« and »Valid to« date for the selected directory entity or for the given 

directory entity contained in the mentioned attribute of the directory entity type. 
 

 

Image 92:  List of editing permissions 
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In the case of the directory entity type attributes, the permission is effective for the respective 

value in the mentioned attribute in the context of the entity in question. Therefore,  

a permission does not have the same effect on all child entities, but rather sets the permission 

for all users and/or user groups mentioned in the value of the attribute to which the access 

permission refers. Permissions have no effect on system directory entities. 
 

 

Image 93:  A list of access permissions for a specific attribute 

 

4.3.3.4.2 Editing access rights for metadata 

The »Permissions« field is located above the list of editing permissions.  

Instead of the »Entity« default value, the user can select one of the metadata with which the 

access control list (ACL) is associated. 
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Image 94:  Popup menu for selecting access rights to a selected metadata 

 

The left part of the view contains a list of users with access rights to the selected metadata.  

User selects a directory entity to which it wants to grant access rights. In the event of a 

greater number of directory entities, search is enabled via a search box. 

The user adds it to the list using the »Add« button. 

 

In the right part of the view a list of metadata editing permissions is shown for the selected 

directory entity. In the »Explicit« column the user selects »Allow« to add an explicit permission, 

or »Deny« to revoke a permission. 
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Image 95:  List of user permissions on the selected metadata 

 

The list of user permissions on the selected metadata of the entity consists of the following 

access rights: 

• »Read«:  the user has permission to read the value of the selected metadata of the entity. 

• »Write«:  the user has permission to edit the value of the selected metadata of the entity. 

• »Create«:  the user has permission to create the value of the selected metadata of the 

entity. 

• »Delete«:  the user has permission to delete the value of the selected metadata of the 

entity. 

 

In the date field the user with the appropriate rights can limit the validity of permissions with 

regard to the »Valid from« and »Valid to« date for the selected directory entity. 

 

The user confirms the changes to the explicit permissions with the »Save« command or 

cancels them with the »Cancel« button. 
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4.3.3.5 Editing retention policies 

The user with the »Change retention« permission can edit the retention periods and 

disposition holds of the selected entity by selecting the »Edit« command. 

 

A new window opens containing the tabs:  

• Retention policy:  entity retention policy list. 

• Disposition hold:  entity disposition hold list. 

 

In the central view of the contained »Retention policy« tab is a list of retention periods for the 

selected entity. The user can edit only the explicit retention periods.  

The inherited retention periods cannot be edited. 
 

 

Image 96:  The »Retention policy« tab in editing mode 

 

If the retention period is not given on the list, the user can select and add it using the »Add« 

button in the top part of the view. 

 

For each retention period the user specifies the validity and type of entity to which it refers: 

• Classes:  the retention period is valid for all classes under and including the selected 

entity. 

• Folders:  the retention period is valid for all folders under and including the selected 

entity. 

• Documents:  the retention period is valid for all documents under the selected entity. 
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The retention period can be valid for or not valid for a specific type of entity. 
 

 

Image 97:  Selecting validity for a specific type of entity 

 

The user can remove explicit retention periods from the list by clicking on the icon    at the 

end of the record of an individual retention period. 

 

The user confirms the changes to the retention periods with the »Save« command or cancels 

them by selecting the »Cancel« command. 

 

In the central view of the contained »Disposition hold« tab is a list of disposition holds for the 

selected entity.  
 

 

Image 98:  The »Disposition hold« tab in editing mode 

 

If the disposition hold is not given on the list, the user can select and add it using the »Add« 

button in the top part of the view. 

 

The user can remove disposition holds from the list by clicking on the icon    at the end of the 

record of an individual disposition hold. 

 

The user confirms the changes to the disposition holds with the »Save« command or cancels 

them by selecting the »Cancel« command. 
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4.3.3.6 Changing the status of an entity 

For changing the status of an entity, the user has to have the »Change status« permission on 

the entity. The user can change the current status on existing entities by selecting the 

»Actions« command in the command bar and the »Status« action in the popup menu. 
 

 

Image 99:  The popup menu for selecting the »Status« command 

 

In the »Change status« dialog box in the »Status« field the user selects the desired status from 

the drop-down menu. 

For more information on the set of predefined values for the entity's status see chapter 

Entering the status of an entity. 
 

 

Image 100:  Selecting the status and giving the reason for the change 
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Image 113:  A dialog box for moving an entity 

 

The classification code serves as a unique locator of the entity within the classification scheme. 

It consists of the relative classification codes of the entities. 

 
Note: 

The following rules apply to the user when moving: 

• The user can move all entities, regardless of whether they are closed or opened. 

• The user cannot move documents which are classified directly under a class under folders.  

The user likewise cannot move documents which are classified under folders directly into a class. 

 

4.3.5 Content management 

This chapter describes the following actions over document contents: 

• Capture 

• Content information view 

• Save 

• Preview 

• Update 

• Download 

• Copy 

• Move 

• Delete 

• Index 

• Convert. 
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Image 130:  Loading content 

 

In the context of the content formats which are supported on the IMiS®/ARChive Server and 

can be described with IANA-registered content types (MIME type; see chapter Capturing 

content), the user can play the following audio and video contents in streaming mode: 

• Audio (wav, ogg, mpeg) 
 

 

Image 131:  Opening audio content 

 

• Video (mp4, webm, ogg) 
 

 

Image 132:  Opening video content 

 

Note:  Previewing audio and video contents is possible if the content has been optimized for online 

viewing. 
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4.3.5.5 Downloading content 

By selecting the »Download« command in the popup menu on the tagged content in the 

document reading mode (»Open«), the user downloads the content to the device.  

The content is saved in the selected location on the device. 
 

 

Image 133:  Selecting the »Download« command in the popup menu 

 

In the bottom left corner the user is shown the progress of the download of content and the 

Cancel option. 

 

Image 134:  Displaying the progress of the download of content 

 

By selecting the popup menu on the notification about downloaded content, the user has the 

option of selecting actions. 
 

 

Image 135:  Displaying the option of selecting actions on downloaded content 
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4.3.5.6 Content update 

Content update can be performed by the user with the »Write« right.  

 

The user has the option of updating saved content. In editing mode, the user selects the 

document content. In the popup menu the user selects the »Update« command.  

This opens a dialog box for selecting the content which will replace the existing content.  

If the user does not change the title of the content, it is preserved. 

The user confirms the change to the entity with the »Save« command or cancels it with the 

»Cancel« command. 
 

 

Image 136:  Selecting the »Update« command in the popup menu 

 

 

Image 137:  The selected content after update 

 

4.3.5.7 Copying content 

Copying content can be performed by the user with the »Write« right.  

The user makes a copy of the entity's content and copies it to another document-type entity. 

The user selects the content in the Open mode. By selecting the popup menu on the tagged 

content, the user selects the »Copy« command. 
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Image 138:  Selecting the »Copy« command in the popup menu 

 

This opens a dialog box for selecting the target document in the classification scheme. 
 

 

Image 139:  Copying the content to another document 

 

After confirming the »Copy« command, a copy of the content is saved to the selected 

document. The user is informed of saving a copy of the content. 
 

 

Image 140:  Information about saving a copy of the content 
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4.3.5.8 Moving content 

Moving content from one entity to another can be performed by the user with the »Write« 

right. The user selects the content in the editing mode. In the popup menu on the tagged 

content, the user selects the »Move« command. 
 

 

Image 141:  Selecting the »Move« command in the popup menu 

 

This opens a dialog box for selecting the target document in the classification scheme. 
 

 

Image 142:  Selecting the target document for moving content 
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By confirming the selection with the »Move« command, the content is tagged to move. 
 

 

Image 143:  Content temporarily removed from the document 

 

Content move is not performed until after saving changes. 
 

 

Image 144:  Saved document content 

 

4.3.5.9 Deleting content 

Deleting content can be performed by the user with the »Write« right.  

The user removes document content by first selecting the document content in Edit mode.  

In the popup menu the user selects the »Delete« command. The content is removed from the 

list. The user confirms the change to the entity with the »Save« command or cancels it with the 

»Cancel« command. 
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Image 145:  The content on the list before deletion 

 

 

Image 146:  The content on the list after deletion 

 

4.3.5.10 Indexing content 

The manual tagging of content for indexing can be performed by the user with the 

»ContentManagement« role. 

By selecting the popup menu on the tagged content in the document reading mode (»Open«), 

the user can select the »Manage« command. By confirming the »Queue for Indexing« command, 

the selected content is tagged for later indexing. 

 

The indexing of content can be done automatically with the appropriate settings on the 

IMiS®/ARChive Server or manually for an individual content within the interval specified in the 

server settings. 
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Image 147:  Selecting the »Queue for Indexing« command 

 

 

Image 148:  Successful adding of content for indexing 

 

4.3.5.11 Content conversion 

The IMiS®/ARChive Server enables automatic content conversion. All newly added content is 

automatically converted to a long-term storage format after being stored according to the 

period setting in the server configuration (PDF/A, TIFF). 

 

Example:  A content created in Microsoft Word that is attached to the document must be converted 

into the PDF/A file type to ensure long-term storage. 
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For better visibility, the converted content is displayed in a tree. Content can also be multi-level 

and enable a view of the conversion history. The conversion of content can be done 

automatically with the appropriate settings on the IMiS®/ARChive Server or manually for an 

individual content within the interval specified in the server settings. For the manual tagging of 

content for conversion the user must have the »ContentManagement« role. 

 

By selecting the popup menu on the tagged content in the document reading mode (»Open«), 

the user can select the »Manage« command. By confirming the »Queue for Conversion« 

command, the selected content is tagged for later conversion. 
 

 

Image 149:  Selecting the »Queue for Conversion« command 

 

The user is informed of successfully tagging the content for later conversion. 
 

 

Image 150:  Successful tagging of content for later conversion 
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4.3.5.12 Detaching content 

In edit mode the user has the option of detaching the selected converted content. 

The user with the »Write« permission can perform the detachment.  

In edit mode the user selects the content. In the popup menu the user selects the »Detach« 

command. 
 

 

Image 151:  Detaching the selected converted content 

 

The detachment is not executed until confirmed with the »Save« command. 
 

 

Image 152:  Tagging content for detachment 
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After confirming the detachment of converted content, the selected content is classified under 

the last content on the list. 
 

 

Image 153:  Displaying detached content on the list 

 

Warning:  Removal of source content is possible only after a prior removal of all interpretations of the 

content. While removing content at individual levels, the entity must be saved. 

 

4.3.6 Versioning 

The user is enabled the versioning of all document-type entities. The properties that have been 

modified in individual document versions can be reviewed only on templates that enable 

versioning. 

 

Note:  This functionality is supported in IMiS®/ARChive Server version 9.9 or higher. 

 

4.3.6.1 Creating new version 

By selecting the action »New version« in the popup menu on the »Actions« button in the 

command bar or on the document selected from a list, the user is shown a dialog box with the 

relevant tabs and set of attributes. 
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Image 154:  Selecting the action »New version« in the popup menu 

 

In the »Details« tab the following attributes are available to the user: 

• Version:  selecting a document version. The available options are: 

− Major:  signifies major changes to the document. 

− Minor:  signifies minor changes to the document. 

− 3rd level:  signifies minimum changes to the document. 

− 4th level:  signifies the smallest changes to the document. 

− Overwrite:  overwrites the existing document version. 

• Comment:  a comment to the document version. 

• Title:  the name of the document. This attribute is mandatory. 

• Description:  a short description of the document. 

• Significance:  a set of available document significances. 

• Owner:  the directory entity (user or group) that is responsible for the selected 

document version (owner). 

• Keywords:  document-related keywords. This attribute can have multiple values. 

• Categories: a collection of document categories. 

• Content: document contents. 

• External identifiers:  a list of the unique external identifier of the document version on the 

server. 
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4.3.9 Acquiring authenticity evidence 

Authenticity evidence is created on the IMiS®/ARChive Server for the entities, whose 

properties correspond to at least one rule for generating proofs and have at least one 

metadata or content that is intended for generating proofs. 

For additional information on rules for generating and renewing proofs see chapter Rules in the 

IMiS®/ARChive Server Manual. 

Evidence is created in packets, according to predetermined time intervals. 

 

In case authenticity evidence for the selected entity already exists on the archive,  

the user can retrieve it by using the »Action« command and »Authenticity evidence« command.  
 

 

Image 193:  The popup menu for selecting the »Authenticity evidence« command 

 

The user can obtain authenticity evidence also by selecting the icon  in the set »More« of 

the »Details« tab in the right view. 
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Image 201:  Popup menu on a report 

 

4.3.11 Export 

Users who have the »ImportExport« role can export the complete classification scheme or any 

of its individual parts. Each entity is exported with all its metadata and content, while export of 

the audit log and additional metadata is optional. User-added metadata is not part of the 

entity's own metadata and is employed only for the purposes of the archiving procedure. 

For more information on the export file format and file structure see chapter Format of the 

import / export files. 

For more information on server roles see Access chapter in the IMiS®/ARChive Server Manual. 

 

Every export action from the IMiS®/ARChive Server is recorded in the »Export« folder located 

in the »Administration« system folder. 
 

 

Image 202:  Display of the »Export« folder in the »Administration« system folder and the document 
selected for export 
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4.3.11.1 Exporting the entire classification scheme 

The user begins the procedure of exporting the entire classification scheme by selecting the 

»Actions« command in the command bar and the »Export« action in the popup menu before 

selecting the root class. 
 

 

Image 203:  Selecting the »Export« command at the level of the entire classification scheme 

 

After completing the export of the entire classification scheme, the user is shown a notification 

in the bottom bar about saving the export file (IMiS_Archive Server.zip). 
 

 

Image 204:  Notification about saving a file of exported entities of the entire classification scheme 

 

By selecting the »Open« command, export reports open for the user. 
 

 

Image 205:  Information about the export of the entire classification scheme 
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By selecting the ExportReport, the user is shown a more detailed notification about the export. 
 

 

Image 206:  Display of a more detailed notification about the export of the entire classification scheme 

 

4.3.11.2 Exporting an individual part of the classification scheme 

The procedure of exporting an individual part of the classification scheme begins by selecting 

an entity in the classification scheme or from the list of entities. 
 

 

Image 207:  Selecting the »Export« action 
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After selecting the »Actions« command in the command bar and the »Export« action in the 

popup menu, the user is shown a dialog box for setting the export parameters. 
 

 

Image 208:  Setting the export via a dialog box 

 

In the »Scope« section, the user checks whether he wishes to export to the root class of the 

archive, or an entity currently selected in the classification scheme. 

For greater clarity, the classification code of the selected entity is also available. 

 

In the »Options« section, user can choose to additionally export: 

• All the recursively contained entities – »Recursive«. 

• All the parent entities – »Export parents«. 

 

In the »Include« section, user can choose the types of entities to be included in the export: 

• Classes 

• Folders 

• Documents. 

 

By choosing »Audit log«, user can also export the audit log for individual exported entities. 

In case authenticity evidence for the selected entity already exists on the archive, the user can 

include them by using the »Authenticity evidence« option. 
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In the section »Include metadata file« the user opens a dialog box for the selection of an XML file 

with the additional metadata that should be included in the export. For a description of the 

structure of the additional metadata file see chapter Format of the additional metadata export 

file. 

 

The command »Export« begins the export procedure. The export can be cancelled using the 

»Cancel« command. 
 

 

Image 209:  Implementing the export procedure 

 

The entities are exported in the XML format to the default directory »Downloads«. The user 

can access the export details from the notification bar by selecting the action »Open« in the 

popup menu. 
 

 

Image 210:  Notification about saving a file of individual exported entities 

 

 

Image 211:  Information about the export of a part of the classification scheme 
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By selecting the ExportReport, the user is shown a more detailed notification about the export. 
 

 

Image 212:  Display of a more detailed notification about the export 

 

Warning:  The user can export different entities into the selected export folder several times, without 

having to delete previous export files. When saving exported entities into the selected folder,  

the previous export files are overwritten. 

 

4.3.11.3 Export procedure 

At the start of the export procedure, the IMiS®/wClient creates a new document in the folder 

»Export« located in the »Administration« system folder. This document contains a report on the 

export from the archive server. 

The title of the document is identical to the date and time of export, in ISO format. The status 

of the document is »Opened«. 

 

During exporting, the export document is completed with the following two or three log files: 

• »ExportReport.xml«:  XML file that contains: 

- Statistics of successfully and unsuccessfully exported entities. 

- List of failed export attempts (including the classification codes). 

- List of successfully exported files (including hash values and full classification codes). 

• »ExportReport.txt«:  which contains a report for each successfully or unsuccessfully 

exported entity. 

• »ExportReport_ERROR.txt«:  which contains a report for each failed export attempt, 

including the error received. 
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Image 213:  An example of an error report in the export procedure 

 

The status of the document then changes to »Closed«. 

If there is an error while the export document is being completed, it will remain in the system 

class in its raw form and with an »Open« status. 

If there is an error during the export of an entity queued for export, the sub-entities it contains 

will not be exported. In case a sub-entity encounters an error during import, the other  

sub-entities will still be exported, providing the export of the parent entity was successful. 
 

 

Image 214:  Display of an export report in the »Export« administration system folder 

 

 

Image 215:  Popup menu on the export report 
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4.3.12 Deletion of an entity 

To execute a delete action, the user must have the »Delete« right on the selected entity. 

To learn how to check the effective rights of a user see chapter Entity information. 

 

The IMiS®/wClient enables two ways of removing an entity from the classification scheme: 

• Immediate deletion. 

• Marking an entity for later deletion (delete queue). 

 

4.3.12.1 Immediate deletion of an entity 

Prior to deletion, the user has to make sure the classes or folders he is about to delete do not 

contain entities. Entities namely cannot be deleted. The same is valid for all closed entities (the 

value of the »Status« attribute is »Closed«). 

 

The user can delete an entity by selecting the »Actions« command in the command bar and 

»Delete« in the popup menu. 
 

 

Image 216:  Selecting the »Delete« command 

 

A dialog box opens for giving the »Reason to delete« and the »Description«, which are required. 
 

 

Image 217:  A dialog box for deleting an entity 
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After both values have been entered, the »OK« command is enabled. The user can either 

confirm the deletion or cancel it by selecting the »Cancel« command. 

 

4.3.12.2 Marking an entity for later deletion 

If the user has the »Write« access right on the entity, but does not have the »Delete« access 

right, user is able to mark the entity for later deletion. For the display of a user's current 

effective access rights see chapter The »Security« tab. 

 

All types of entities can be marked for later deletion. The procedure is as follows: 

1. User finds and selects the entity he wishes to mark for later deletion. 

2. By choosing the »Edit« command, the selected entity is opened in editing mode. 

3. In the first tab »Details«, select the »Significance« attribute. Change the value of this 

attribute to »Delete« in the pick list of possible attribute values. 

4. When the value of the »Significance« attribute is changed, save the entity using the 

»Save« command. The new value »Delete« is then stored to the server. 
 

 

Image 218:  Marking an entity for later deletion 
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4.3.12.3 Managing the delete queue 

Entities whose »Significance« attribute is set to »Delete« appear in the list of entities waiting 

for deletion. This list is found in the »Queue« folder in the »Trash« folder in the »Administration« 

system folder. 
 

 

Image 219:  A list of entities suggested for deletion in the »Delete queue list« folder 

 

By selecting the »Queue« folder, the central view shows all the entities that were marked for 

deletion by various users. 

Besides the title of the entity, the central view also shows the user information about the 

classification code, description and the last modified date. 

 

A user is responsible for checking the exact content of the entities and making the final 

decision whether or not to delete them. If deletion is warranted, the entity is deleted by 

choosing the »Delete« command in the popup menu on the entity selected from the list. 

For more information on deletion procedure see chapter Immediate deletion of an entity. 

 

If a user decides the entity should not be deleted, user can remove it from the delete queue. 

This is done by changing the »Significance« attribute of the entity to a value other than the 

»Delete« value. 
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The procedure for removing an entity from the delete queue list is as follows: 

1. A user selects the entity to remove from the list. 

2. By choosing the »Edit« command in the top command bar, the selected entity is opened 

in editing mode. 

3. In the first tab »Details«, the user selects the »Significance« attribute. 

4. The value of this attribute has to be changed from »Delete« to a different value in the pick 

list of possible values. 

5. When the value is changed, the entity is saved using the »Save« command.  

The new value of the »Significance« attribute is stored to the server. 
 

 

Image 220:  Removing an entity from the delete queue list 

 

Once you refresh the delete queue list, the entity will no longer appear there. You can still find 

it in its old location in the classification scheme. 
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4.3.12.4 Deleted entities 

Each entity deleted by the user is located in its basic form in the »Deleted« subfolder of the 

»Trash« folder in the »Administration« system folder. 

 

By selecting the »Trash« folder, the central view will display all the deleted entities.  

The list of deleted entities shows the following entity information: 

• »Title«:  The title of the deleted entity 

• »Classification code«:  The classification code of the deleted entity. 

• »Description«:  A required description of the deleted entity. If an entity had no description 

before deletion, the delete action requires the input of a description. 

• Modified:  The date of the last change. 
 

 

Image 221:  Display of the »Deleted« folder in the »Administration« system folder 

 

The title, classification code and description are the only attributes still preserved when an 

entity has been deleted. All other metadata of the entity is erased and replaced with the 

following attributes: 

• »Reason«:  the reason for deletion as it was input by the user when removing the entity. 

• »Date deleted«:  date and time of the entity's deletion from the IMiS®/ARChive Server. 

• »Identifier«:  unique identifier of the user. 
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4.4 System attributes 

System attributes are predefined. On the IMiS®/ARChive Server they are specified by the 

attribute scheme and have prescribed properties.  

Attributes can be: 

• Publicly accessible:  The attribute is accessible to all users no matter what access rights 

and roles they have. 

• Required:  The attribute value has to be input before the entity can be saved. 

• Read-only:  Attributes can be read but not edited. 

 

Attributes can have multiple values, pick list values or any combination of possible properties. 

Attribute values can also be inherited. 

The table below describes the possible attribute properties. 
 

Name of attribute property Description 

Public Attribute is publicly accessible to all users. 

Required Attribute value is mandatory. 

Unique Attribute value must be unique. 

ReadOnly Attribute value cannot be changed. 

MultiValue Attribute has multiple values. 

PickList Attribute must have one of the values from the pick list. 

Searchable Attribute is searchable. 

Inherited Attribute values are inherited from the parent entity. 

AppendOnly Attribute values may only be appended. 

IncludeInAIP Attribute values are part of the archive information package. 

Table 6:  Description of possible attribute properties 

 

In addition to limitations that specify attribute properties, certain other system limitations also 

apply. For example, some attributes are only available for specific types of entities, and some 

only for entities in a specific location in the classification scheme, or after a specific action has 

been executed (e.g. transfer)  

All the system attributes of the IMiS®/ARChive Server are described below. 
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4.4.1 General system attributes 

The general system attributes of an entity consist of various attributes such as »Title«, 

»Description« and »Classification code«. They contain mandatory as well as optional attributes. 

 

Most attributes are available for all entities. The exceptions are »Status«, »Opened date« and 

»Closed date«, which are present for classes, folders, and those documents that are located 

directly under a class. The table below lists and describes all the general system attributes. 
 

Name Description 

Classification code Contains the entity's classification code within the classification scheme.  

The classification code is generated automatically on the archive server. 
 

Example:  The classification code 01-2018-00004/00001 represents 

document 00001, located inside folder 2018-00004, located inside class 01. 

The classification code is a publicly accessible type of metadata. 

Title Saves/contains the title of the entity. The title is a required, public metadata 

that enables search. 

Description Saves/contains a short description of the entity.  

The description is a public metadata. 

Status Saves/contains the status of the entity. The status is a required metadata for 

all entities that are either classes, folders, or documents directly under 

classes. It is a public metadata that enables search. 

The possible values are: 

• »Opened«:  the entity can be edited by a user with the appropriate 

effective access rights (the right to write) 

• »Closed«:  the entity cannot be edited. 

Opened date Contains the date and time the status of the entity was changed to »Opened«. 

The opened date is public metadata, is read-only and enables search. 

Closed date Contains the date and time the status of the entity was changed to »Closed«. 

The closed date is public metadata, is read-only and enables search. 

Significance Saves/contains the significance rating of the entity. Significance is a required 

metadata for folders and documents. It is public metadata that enables 

search. The possible values are: 

• »Vital«:  entity is vital. 

• »Permanent«:  entity is permanent. 

• »Retain«:  entity should be retained. 

• »Delete«:  entity is queued for deletion. 
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Name Description 

Security class Saves/contains the security class of the entity. The security class is optional 

metadata for all new entities. Once it is set, it cannot be modified without 

stating a reason for change. The security class is a public metadata that 

enables inheriting and enables search.  

The possible predefined values are: 

• »Unclassified«:  entity is freely accessible. 

• »Restricted«:  entity is of an internal nature. Can only be accessed by 

users with clearance level »Restricted« or higher. 

• »Confidential«:  entity is confidential. Can only be accessed by users with 

clearance level »Confidential« or higher. 

• »Secret«:  entity is secret. Can only be accessed by users with clearance 

level »Secret« or higher. 

• »Top Secret«:  entity is top secret.  Can only be accessed by users with 

clearance level »Top Secret«. 

Creator Contains the creator of the entity (name of user who created it). The value is 

set when an entity is created on the IMiS®/ARChive Server and cannot be 

changed. The creator is a public metadata, is read-only and enables search. 

Owner Saves/contains the owner of the entity. The value of the attribute is selected 

from among the currently registered users of the archive server. The owner is 

a public metadata that enables search. 

Keywords Saves/contains keywords related to the entity. This attribute can have 

multiple values and is a public metadata that enables search. 

External Ids Saves/contains external identifiers of the entity. This attribute can have 

multiple unique values and is a public metadata that enables search. 
 

Warning:  When entering values, keywords should be separated using the 

»Enter« key or the semicolon character ( ; ). 

Save log  Contains a report on the verification of the electronic signature for digitally 

signed content. This attribute can have multiple, added values. It is a public 

metadata that enables search 

Table 7:  Description of general system attributes 

 

4.4.2 Security class change attributes 

Security class change attributes are created by the IMiS®/ARChive Server when an entity's 

security class is changed. They store the agent of the change, the reason and date of the 

change, and the value before and after the security class change. 
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Name Description 

Agent Contains the agent (user who changed the entity's security class). 

Reason Contains the reason for the security class change. 

Modified date Contains the date and time the security class was changed. 

Before change Contains the security class value prior to the change. 

After change Contains the security class value after the change. 

Table 8:  Description of security class change attributes 

 

4.4.3 Moved entity attributes 

Moved entity attributes are created by the server when an entity is moved. They store the 

agent of the move, the reason and the date.  
 

Name Description 

Agent Contains the agent of the move. 

Reason Contains the reason for the move. 

Moved date Contains the date and time the entity was moved. 

Table 9:  Description of moved entity attributes 

 

4.4.4 Deleted entity attributes 

Deleted entity attributes are created by the server when an entity is deleted. They store the 

agent of deletion, the classification code, the reason for the deletion and its date. 
 

Name Description 

Agent Contains the agent of the delete action. 

Classification code Contains the classification code of the deleted entity. 

Reason Contains the reason for the entity's deletion. 

Deleted date Contains the date and time the entity was deleted. 

Table 10:  Description of deleted entity attributes 
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4.4.5 Transferred entity attributes 

Transferred entity attributes are created by the server when an entity is imported.  

They store the system identifier, the classification code of the transferred entity, the audit log 

and the date of import. 
 

Name Description 

System Id Contains the unique system identifier of the transferred entity. 

Classification code Contains the classification code of the transferred entity. 

Audit log Contains the audit log of the transferred entity. 

Imported date Contains the date and time the entity was transferred. 

Table 11:  Description of moved entity attributes 

 

4.4.6 Email attributes 

Email attributes are only available for documents that have been created using an email 

template. Email attributes store information about the email such as the sender, recipients, 

and sent date. 
 

Name Description 

Message Id Contains the automatically generated message identifier. 

From Contains the address of the sender. This metadata is mandatory. 

To Contains the addresses of the email's recipients. 

CC Contains the addresses of the email's CC recipients. 

BCC Contains the addresses of the email's hidden recipients. 

Subject Contains the subject of the email message. 

Priority Contains the email priority status. 

Signed Contains a value that registers if the email was electronically signed. 

Date Contains the date and time the email was sent. This metadata is mandatory. 

Table 12:  Description of email attributes 
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4.4.7 Physical content attributes 

Physical content attributes are only available for documents. The existence of physical content 

is specified by the unique physical content identifier. The physical content has a home location, 

which changes when it is checked out. The change of location is saved in the »status« attribute. 

 

Name Description 

Identifier Contains the unique identifier of the physical content. 

Description Contains a short description of the physical content. 

Status Contains the current status of the physical content. Possible values are:  

- »CheckedIn«:  the physical content is stored at its home location. 

- »CheckedOut«:  the physical content has been sent to another location. 

Status change date Contains the date and time of the physical content's last status change. 

Home location Contains the home location of the physical content. 

Current location Contains the current location of the physical content. 

Custodian Contains the name of the physical content's custodian. 

Return date Contains the expected return date of checked out content. 

Table 13:  Description of physical content attributes 

 

4.4.8 Review process attributes 

Review process attributes are available only during review processes. 
 

Name Description 

Members Users who perform review process. 

Action 

 

By selecting one of the valid values, you influence the review process. 

Valid values: 

• »Reviewing«:  the value represents the action of reviewing entities in the review 

process and does not influence the server. 

• »Complete«:  the value represents the action of completing the review process 

on the server. 

• »Discard«:  the value represents the action of canceling the review process on 

the server. 

Comments 

 

Optional attribute which is used for entering various comments, explanations and 

other information that is in any way connected with the review process. 

Message 

 

Short error description entered by IMiS®/ARChive Server. 

In the event of an error during the preparation or implementation phase of the review 

process. Also recorded in the attribute is the successful completion of the review 

process. 
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Name Description 

State This value is set by IMiS®/ARChive Server during the review process. 

Valid values: 

• »Unknown«:  this value represents an invalid state of the review process. 

• »Created«:  this value is set by the server when the user creates a new review. 

• »Preparing«:  this value is set by the server during the content creation phase 

for the review process. 

• »InReview«:  this value is set by the server after successfully creating the 

entities for the review process. 

• »Completing«:  this value is set by the server when beginning of the review 

process. 

• »Completed«:  this value is set by the server after successfully implementing 

the review process. 

• »Discarded«:  this value is set by the server after successfully canceling the 

review process. 

• »Failed«:  this value is set by the server if an irreparable error occurred during 

implementation or cancellation. 

Scope Represents the classification code of the entity under which the preparation phase of 

the review process will be implemented. If this value is not present, the preparation is 

implemented on the entire archive. 

Query This value represents the query which will/has captured entities for the review 

processes. This value is set if the »Ad hoc« function was selected for creating the 

process. 

Table 14:  Description of review process attributes 

 

4.4.9 Entity attributes in the decision-making process 

Decision-making entity attributes are available only to the entity undergoing the process. 
 

Name Description 

Classification code Contains the entity classification code in the classification scheme. 

Title Title of the selected entity. 

Action Contains the action which will be implemented over the selected entity during the 

execution process. This value is copied from the effective retention policy. 

Reason Contains the reasons for the action to be implemented over the entities.  

This value is copied from the effective retention policy. 

Comment Contains a random comment which is entered during the transfer process. 

Transfered This attribute value states whether the entity transfer was successful or not. 

Valid values: »true« or »false«. 

Transfer id Contains a value that represents a reference to the transferred entity. 

Table 15:  Description of entity attributes in the decision-making process 
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Image 232:  Access permissions for review in the »Security« tab 

 

4.6.1.1.2 Ad-hoc review 

After selecting the »Ad hoc« command, the field for entering the value of the attribute 

»Expression« appears to the user. The user enters a query into the »Expression«, based on 

which a list of selected entities will be created. 
 

 

Image 233:  Entering a search expression in the »Ad hoc« review 

 

After confirmation by clicking on the »Next« button, a dialog window shows the tabs of a new 

review in the ad-hoc review process. 

 

The »Attributes« tab contains the list of all process attributes which can be entered by the 

user. For more information on entering metadata see chapter Entering entity metadata. 
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Image 234:  Display of the attributes of the review process in the »Ad hoc« mode 

 

By creation of the review, two attributes are mandatory: »Title« and »Members« performing the 

entity review. As in a regular review, the user with the appropriate rights defines the access 

permissions for users, groups and attributes in the »Security« tab.  

After entering the metadata, the user saves the review to IMiS®/ARChive Server by selecting 

the action »Create«. 
 

 

Image 235:  Display of a saved ad-hoc review 

 

This starts the transfer of all entered metadata to IMiS®/ARChive Server. After the review has 

been saved, it is queued for preparation. 
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Problem:  The most common problem during saving is that the value of the mandatory attribute has not 

been entered. 
 

Problems:  The most common problem when creating a new review in the review process is  

that the user does not have the access right to create new reviews. 

 

4.6.1.2 Canceling the review process 

The review process can be discarded by team members at any time with the »Discard« 

command. They do that by selecting the »Actions« command in the command bar and the 

»Discard« action in the popup menu. 
 

 

Image 236:  Cancellation of the review process using the »Discard« command 

 

After discarding the review process, the IMiS®/ARChive Server: 

• Changes the value of the »State« attribute to »Discarded«. 

• Changes the value of the »Status« attribute to »Closed«. 

• It is entered into the »Message« attribute that the review process has been discarded by 

the user. In this case the entire review process must be recreated. 
 

 

Image 237:  A canceled decision-making phase 
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4.6.1.3 Entity preparation phase 

The phase of preparing a list of entities begins when IMiS®/ARChive Server detects that 

entities are queued for review. The list only shows those entities which meet the condition of 

the selected retention periods. Other criteria are considered in the process. 

For more information see chapter Filtering process in the IMiS®/ARChive Server Manual. 

 

While the review process is in the preparation phase, it cannot be modified.  

During that time, its »State« attribute shows the »Preparing« value. 
 

 

Image 238:  Display of the review in the preparation phase in the »Preparing« state 

 

Once IMiS®/ARChive Server finishes preparing a list of entities, the value of the »State« 

attribute changes to »InReview«. The preparation of a review is completed and awaits the 

decision-making phase. 

 

The entity placed on the list remains on that list even if its retention period is modified after the 

list was prepared. 

 

During the preparation phase of the review process an error can occur for various reasons.  

In the event of an error, the review process is automatically cancelled. Such a process does not 

contain entities on its list and cannot be prepared again. Such a list also cannot be edited. 

 

The following attributes change their values: 

• The value of the »Status« attribute changes to »Closed«. 

• The value of the »State« attribute changes to »Failed«. 

• The cause of the cancellation is recorded into the »Message« attribute. 
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Image 239:  Display of an error which occurred during the preparation phase of the review process 

 

4.6.2 Decision-making phase 

By selecting the folder, the central view shows all of the reviews created. By selecting the 

appropriate review, review pages are shown along with the associated documents,  

which are the object of the review process. 
 

 

Image 240:  Display of the review pages and documents 

 

In the review the following data is visible for each page: 

• Sequential title of the review page in the »Title« line. 

• Short description of the review page in the »Description« line. 

• Date of last page modification in the »Modified« line. 

 

Each page contains the final number of entities. The default value is 2,000 entities. 
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By clicking on the selected page, the central view shows a list of selected entities.  

A feature of this list is a display of the action which will be executed for each entity after the 

entire review process is completed. 
 

 

Image 241:  A list of selected entities on a specific review page 

 

By selecting the icon    to the right of the command bar, the user can define which columns 

of the selected attributes will be shown on the list of selected entities in the central view. 

The user can add or remove: »Action«, »Reason« and »Comment«. 

 

Image 242:  Defining the columns of selected attributes in the popup menu 
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An entity which is included on the list of an individual review page has the following tabs:  

• Details:  a list of the metadata of the selected entity. 

• Security:  a review of the effective permissions of directory entities for the selected 

entity. 

• Activity:  audit log records for the selected entity. 

 

By clicking on the »Navigate to« button in the right view, the selected entity is shown in the 

classification scheme. 

The user can return to the review by selecting the back arrow in the browser. 
 

 

Image 243:  Option of viewing an entity from the review 

 

4.6.2.1 Modification of the attribute values in the review 

If team members decide that the actions of certain entities must be modified in the review 

process, they can do so with the »Edit« command. 

For more information on attributes see chapter Attributes in the review process. 

 
In the right view, the user can modify the following attributes: 

• Action 

• Reason 

• Comment 

• Transferred 

• Transfer identifier. 
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Image 244:  Adding and modifying attribute values in editing mode 

 

Action 

The default value of the »Action« attribute is set by the retention policy in the server's 

configuration. In the event that the entity undergoing the transfer process has several 

retention policies which contradict one another, the default value of this attribute is 

»InReview«. Such an entity requires a decision from team members on the type of action.  

 

If team members decide that the actions of certain entities must be modified, they can perform 

one of the following actions: 

• »Dispose«:  the entity will be disposed of after the process is completed. 

• »Permanent«:  the entity will never again be selected in the review process.  

It has been marked for permanent retention. 

• »Transfer«:  after confirming the transfer and successfully completing the transfer 

process, the entity will be disposed of. 

• »Review«:  an action which does not modify the entity's life span. The entity can be 

selected in the next transfer process. 
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Image 245:  Modifying the action of an entity in editing mode 

 

Reason 

Every time the »Action« attribute is modified it is recommended that team members also 

record the reason for the modification in the »Reason« attribute. 

 

Comment 

In the decision-making phase the team members can comment on their decisions. 

 

Transferred 

Team members must specify for each entity on the list whether it has been transferred. 

They do so by ticking the box. 

 

Transfer identifier 

If they wish, the team members can also enter a reference to the transferred entity by 

entering the value of the »Transfer identifier« attribute. 
 

 

Image 246:  Modifying attribute values in the review 
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After completion, the team members select the »Finish« command in the top command bar and 

then by clicking on the »Save« button save all confirmations to IMiS®/ARChive Server. 

 

After completing the review of entities on the list, they can apply all the modifications by 

clicking on the »Save« button or cancel them by returning to the list of reviews. 

 

Modifications of entities are not saved to IMiS®/ARChive Server until the user saves the review 

page. After saving, the list of reviews reappears. The team members can start working on the 

next review. 

 

4.6.2.2 Canceling the decision-making process 

The review process can be cancelled by team members selecting the »Actions« command and 

the »Discard« operation in the popup menu. 

For more information on canceling the review process see chapter Canceling the review 

process. 

 

4.6.3 Implementation phase 

The decision-making phase is followed by the implementation phase. Team members complete 

the review by selecting »Actions« command and the »Complete« operation in the popup menu. 
 

 

Image 247:  Starting the process of completing the review 
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IMiS®/ARChive Server implements the review process of the disposition, transfer and 

permanent retention of entities. 
 

 

Image 248:  During the process of completing the review 

 

It automatically creates a review execute report on the implementation phase and files it 

among the review contents. For more information see chapter Reviewing and classifying 

documents. 
 

 

Image 249:  Review execute report 

 

This action completes the review process, which cannot be modified or implemented.  

The value of the »Status« attribute changes to »Closed« and the value of the »State« attribute 

to »Completed«. 
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Image 250:  Review completed 

 

In the event of an error during the review process: 

• An error description is recorded in the »Message« attribute. 

• The value of the »State« attribute changes to »Failed«. 

• The value of the »Status« attribute changes to to »Closed«. 

In this case the entire review process must be recreated. 

 

4.6.4 Disposition 

Each entity which was disposed of during the implementation phase of the review process is 

located in its raw form in the »Disposed« folder in the »Trash« folder, which is located in the 

»Administration« system folder. 
 

 

Image 251:  A list of deleted entities in the review process 
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By selecting the »Disposed« folder, the central view shows all of the review processes during 

which at least one entity was disposed of. By clicking on an individual review page, a list of 

disposed entities appears, where the following entity information are shown only: 

• Title:  the title of the disposed entity. 

• Classification code:  the classification code of the disposed entity. 

• Description:  a description of the disposed entity. 

• Modified: the date of last change. 
 

 

Image 252:  Display of the list of disposed entities on the review page 

 

The Title, Classification code and Description of entity are the only attributes still preserved 

when an entity has been disposed of. All other entity metadata is erased and replaced with the 

following attributes: 

• Reason:  The reason for the disposition of the entity, which was entered by the user 

during the review process. 

• Deleted:  The date and time of the disposition of the entity. 

• Identifier:  Unique user identifier. 

 

4.6.5 Transfer of entities 

If the review process was also intended for the transfer of entities from IMiS®/ARChive Server, 

this action must be executed prior to completing the process. 

 

The transfer action is executed with two separate processes: 

• Exporting from IMiS®/ARChive Server to the file system. 

• Confirmation of the transfer of entities to a third archive. 
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4.6.5.1 Exporting to a file system 

The user executes the transfer of entities in the selected review selecting the »Actions« 

command and the »Transfer« operation in the popup menu. 
 

 

Image 253:  Transfer of entities in the review process 

 

After selecting the command, the user is shown a dialog box for setting the transfer 

parameters. 
 

 

Image 254:  Setting the transfer parameters 

 

By selecting the »Activity« option, the audit log for an individual transferred entity can be 

included in the transfer. 

If entity authenticity evidence has been created on the archive, the user can include it in the 

transfer by selecting the option »Authenticity evidence«. 
 

Warning:  If the user does not have the AuditLogQuery role and has nevertheless ticked the inclusion 

of an audit log in the transfer of entities in the transfer dialog box, the transfer is not executed.  
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In the »Include metadata file« section, the user invokes a dialog box for selecting an XML file 

with additional metadata to be included in the transfer. 

For a description of the structure of the file with additional metadata see chapter Format of 

the additional metadata export file. 

 

By selecting the »Transfer« command, the transfer process begins. Team members can cancel 

the process by selecting the »Cancel« command. 
 

 

Image 255:  Implementing the transfer process 

 

The entities are exported in the XML format to the default directory »Downloads«. The user 

can access the transfer information from the notification bar by selecting the action »Open« in 

the popup menu. 
 

 

Image 256:  Transfer notification 

 

Warning:  A user can export different entities to the same export folder several times without having to 

delete the export files prior to each export. When saving exported entities to the selected export folder, 

the previous export files are replaced. 
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After the first transfer phase – export, a new entity is attached to the review contents –  

a transfer report. 
 

 

Image 257:  A report on the transfer between review entities 

 

The transfer report contains the following log files: 

• XML report 

• Report 

• Error report, if an error occurred. 
 

 

Image 258:  Log files in the transfer report 
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Image 261:  Transfer confirmation using a confirmation file 

 

After selecting the command, a dialog box appears for selecting the confirmation file.  

They search for the desired file in the file system and confirm their selection with the »Open« 

command. 
 

 

Image 262:  Selecting the confirmation file 

 

The confirmation of all entities recorded in the confirmation file begins to be executed.  

For more information see chapter Format of the confirmation file during transfer.  

With the »Cancel« command team members cancel the selection of the confirmation file. 

 

4.6.6 Reviewing and classifying documents 

An integral part of the review process is the reviewing and classifying of documents, created by 

team members. 

 

4.6.6.1 Classifying documents 

During the review process the team members have the option of adding documents to the 

review. They select the relevant review from a list and then using the »New« command in the 

popup menu they select »Document«. 
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Image 263:  Adding documents to the review 

 

The dialog box shows the attributes of the new document. 

In the »Details« tab they define the values of attributes and add contents. 

After entering the metadata, they include the document in the review by selecting the action 

»Create«. 
 

 

Image 264:  Adding document metadata 
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Image 265:  Adding a document to the review 

 

 

Image 266:  Notification about a document added to the review 

 

4.6.6.2 Reviewing documents 

The team members can review documents in the review by first selecting the relevant review 

from the list and opening it. In the center the review pages are shown with the corresponding 

documents and reports. 
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Image 267:  Reviewing documents 

 

Examples of classified contents: 

- Review execute report 

- Transfer report 

- Team minutes 

- Attachment 

- Custom document. 

 

By selecting the popup menu on the entity selected from the list, the team members have the 

option of performing various actions on the entity. 
 

 

Image 268:  Options of performing actions on entities 
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»Invalid Username or password« 

Likely cause:  Invalid username or password. 
 

Solution:  Check whether the username and password have been entered correctly 

(e.g. use of capital/small letters, without initial or end spaces, etc.).  

If that does not solve the problem, notify the administrator who will check whether a user with 

that name is actually registered on the IMiS®/ARChive Server. 
 

 

Image 269:  An example of the error: Invalid or incorrect password 

 

»Entity cannot be created since Classification Code generator is not defined for its 

hierarchy depth.« 

Likely cause:  Creating a folder in the classification scheme at a too low level.  

When saving a new folder, a classification code is automatically generated, however, the 

classification code generator on the IMiS®/ARChive Server supports the generation only to a 

certain level in the classification scheme, and not beyond it. 
 

Solution:  Creating a folder at a higher level, which is still supported by the classification code 

generator on the server. 
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Image 270:  An example of an error when saving a new folder 

 

»[Class, Folder, Document] <classification code> cannot be edited.« 

Likely cause:  The entity is already open in editing mode on another computer. 
 

Solution:  Wait until the other user finishes editing and then open the entity once again. 
 

 

Image 271:  An example of an error when opening an entity in editing mode 

 


