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1 PREFACE

This manual describes the operation of the IMiS®/wClient software product and offers advice

on the technical and operational aspects of its use.

1.1 About the manual

The manual presents the web client architecture, user interface, range of actions over entities,
mechanisms for verifying authenticity, report functionalities and the installation, configuring

and management procedures of the IMiS®/wClient.

1.2 Target audience

Information presented by this manual is intended for users with at least intermediate

understanding of computer and application use.

1.3 Conventions

The manual employs several font types to convey information. These are explained below:

Font type Used to denote

Regular basic text, images, tables

regular bold chapter titles (main chapters 1-6 and subchapters)
ltalic advice, examples, tips, instructions

"inside quotation marks titles of selectable functions, files or actions

underiined italic see specified chapter for more information
Monospace names of console commands, files, directories, ...
Monospace Bold user input characters

Table 1: Manual font types and their meaning
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1.4 Terms and abbreviations

Abbreviations appearing in the text and images of the user manual are explained below

Abbreviation Description

7ZIP 7-Zip open source file archiver and format (extension ».7z«)
ACL Access Control List

AFM Adobe Font Metrics (extension ».afm«]

AlIP Archival Information Package

ANPA American Newspaper Publishers Association news feed format
ATOM Atom Syndication Format

BMP Bitmap image file format (Windows format — extension ».bmp«)
CAD Computer Aided Design

CHM CHM Help format (extension ».chm«)

CPIO cpio file archiver and format (Unix format — extension ».cpio«)
Ccsv Comma Separated Value (text file format— extension ».csv«)
DMS Document Management System

DWG CAD file format (extension ».dwg«)

ELF Executable and Linkable Format (Linux, Unix, Mac OS X format)
EML EML format (RFC 822 archive standard — extension ».eml«)
EPUB Electronic Publication Format (extension ».epub«)

EXIF Exchangeable image file format (image metadata format)

FB2 FixtionBook format (electronic book format — extension ».fb2«)
FLV Flash Video file format (Adobe video format — extension ».flv«)
GB Gigabyte (information unit of 2430 or roughly 1079 bytes)
GHz Gigahertz (frequency unit of 1079 hertz)

GIF Graphics Interchange Format (image format — extension ».gif«)
HDF Hierarchical Data Format

HTML HyperText Markup Language

D Identifier

IPTC International Press Telecommunications Council News Feed Format
IPv4 Internet Protocol version 4

IPvB Internet Protocol version 6

JPEG Joint Photographic Experts Group format (extension ».jpg«)
LDAP Lightweight Directory Access Protocol

(Internet protocol for accessing directory)

2018 © Imaging Systems Inc., All rights reserved. 9




Abbreviation Description
MAT Matlab data format
MB Megabyte (information unit of 2/20 or roughly 1076 bytes)
MBOX MBox file format (Unix email archive format)
MIDI Musical Instrument Digital Interface
MIME Multipurpose Internet Mail Extensions (email standard)
MP3 MP3 format (audio format — extension ».mp3«)
MP4 MP4 format (video and audio format — extension ».mp4«)
NetCDF Network Common Data Form formats
0GG 0OGG format (open source format — extension ».0gg«)
PE Portable Executable format (Win library and program format)
PDF Portable Document Format (extension ».pdf«)
PDF/A Portable Document Format for archiving electronic documents
PKCS7 PCKS #7 Cryptographic Message Syntax Standard
PNG Portable Network Graphics (image format — extension ».png«)
PSD Adobe Photoshop file format
PST Personal Storage Table (email storage format for Windows)
RFC Request for Comments
(technical and organizational document, specification intended for
the exchange of opinions on the subject)
RSA Ronald Rivest, Adi Shamir, Leonard Adleman
(public key encryption algorithm)
RSS Rich Site Summary / Really Simple Syndication
RTF Rich Text Format
S/MIME Secure Multipurpose Internet Mail Extensions (secure MIME)
SDRAM Synchronous Dynamic Random-access Memory
SHA Secure Hash Algorithm (digital fingerprint algorithm)
SRP-BA Secure Remote Password revision BA
(an encryption protocol for secure user authentication)
SSL Secure Socket Layer (collection of cryptographic protocols)
SS0 Single Sign-on
(user authentication in independent systems)
TAR Tape Archive (Unix compression format — extension ».tar«)
TCP/IP Transmission Control Protocol / Internet Protocol

(family of network protocols)




Abbreviation

Description

TIFF Tagged Image File Format

(document storage format — extension ».tif«)
TLS Transport Layer Security
TTF TrueType Font (Microsoft text format — extension ».ttf«)
WAV Waveform Audio File Format

(Win audio format — extension ».wav«)
W3C World Wide Web Consortium

(organization for the standardization of web techniques)
XML Extensible Markup Language

(language for structuring data in the form of a text file)
XMLDSIG XML Signature

(specification for XML encoding of electronic signatures)
ZIP ZIP archive file format

(standard archiving format — extension ».zip«)

Table 2: Definition of abbreviations

Terms used in the text and images of the manual are explained below.

Term

Description

Attribute

The attribute is the basic cell or container of metadata.
It prescribes the rules and framework for the entry, maintenance and
storage of metadata values belonging to an entity.

Document

The document is the basic unit of archived content on the IMiS®/ARChive
Server, which can store various kinds of digital content (e.g. text, images,
video). Documents are usually located inside folders, but they can also be in a
class of their own.

Entity

The entity is a container of data and content on the IMiS®/ARChive Server.
There are three types of entity:

class, folder, and document.

Folder

Folder - a group of entities (contained folders, documents),

which round off the content. It represents a dossier of the folder in question
(content-related question, topic, task, project, etc.) with all of the
corresponding properties and contents.

For more information see chapter »Entity types« in the IMiS®/ARChive Server
manual.

IMiS®/ARChive Server

IMiS®/ARChive Storage Server
(archive server for document storage)

IMiS®/Scan

IMiS®/Scan client
(IMiS® application for scanning paper documents)




IMiS®/Storage IMiS®/Storage Connector interface

Connector (interface for the transfer of archived objects between applications and archive
servers)

IMiS®@/View IMiS@/View client
(IMiS®@ client for viewing scanned documents)

Linux Various open source operating systems similar to Unix.

Mac 0S X Apple operating system, based on Unix.

Metadata Metadata represents "information about information" or "data about data" that

is the object of storage.

Microsoft .NET
Framework

Microsoft environment for the development of web services and other software
components.

Microsoft Excel

Standard MS spreadsheet software that can also be used to view CSV files.

Class The class is the basic constituent part of content organization on the
IMiS®/ARChive Server. Classes can store folders or documents, e.g. according
to the type or the owner of documents stored inside.

Template The template prescribes the metadata scheme — the required and allowed
attributes for entity creation. Each template contains built-in and predefined
system attributes.

Unix A family of computer operating systems that are based on the original Unix OS
developed by Bell Labs.

Windows Microsoft operating system.

Windows Explorer

The Windows file manager application into which the IMiS®/Client is integrated.

Table 3: List of terms used in the manual

2 INTRODUCTION

2.1 Features

IMiS®/wClient is web client intended for the capture and management of content of electronic

origin or content digitalized using scan procedures. The client operates directly with the

IMiS®/ARChive Server, which ensures secure long-term storage of documents and archived

content along with the corresponding metadata.

Users access the content from any web browser via the web client IMiS®/wClient.

Content is structured by the classification scheme, which sorts materials according to their

subject, authority, activity, and the business and expert functions of corresponding personnel

within the company.




Entities follow a hierarchical order (classes, folders, documents), with practically unlimited
sub-levels specified according to need. Each entity in the archive has its own unique

classification code.

Secure authentication of a local archive user is enabled via the username and password of the
user, registered in the external directory, which is synchronized with the archive server via
LDAP. Secure authentication is provided by username and password, along with all the current
technological means of protection from unauthorized data access.

Content security is ensured through unique identifiers (ID), which are assigned to each entity
and document when it is being stored on the IMiS®/ARChive Server. The identifiers are

encrypted and prevent unauthorized access, viewing or deletion.

Managing the users' access rights to entities and metadata is a key concept for ensuring the
confidentiality and integrity of archived content, along with appropriate availability.

Users are limited to accessing those entities; they have been authorized to access according
to the security class of the document and the security class level of the user, which are both

dictated by the access control list (ACL).

The audit log records all instances of server access, along with all the events and changes
performed on the server. Throughout its entire life cycle, it is impervious to modification and

protected from any interventions, whether authorized or not.

One of the most practical functionalities of the electronic archive is searching by metadata
or searching the full text of stored content. Users may perform search functions on the

complete archive, or on any selected entity.

The IMiS®/wClient can be connected to many IMiS®/ARChive Servers,
which facilitates the capture and management of electronic content of several separate

organizational units on a single location.

2.2 Versioning and numbering

The version of the IMiS®/wClient can be read from the name of the installation package, which

appears according to this scheme:

IMiS.wClient. MAJOR.MINOR.RELEASE.BUILD.zjp




The example of installation package name:

IMiS.wClient.1.1.1805.1.zip

The scheme consists of the name of the IMiS® module (IMiS.Client) and the following elements:

MAJOR: marks a major/central version of the IMiS® module, which changes least
frequently. Changes indicate a new generation of module that introduces major
functionality changes compared to the previous version. The identifier has values ranging
from 1-n which grow in successive numbers.

MINOR: marks a minor version of the IMiS® module, which changes more frequently.
Changes indicate fixes and minor changes to functionalities, and fixes to the generation
of module marked by the MAJOR version. The values range from 1-n, are not always
successive and revert back to the base value (1) with each change of the MAJOR version.
RELEASE: marks the release version. Unlike the other value ranges, the IMiS® module
release date follows a YYMM scheme, where MM marks the release month (range 01-12)
and YY marks the final two digits of the year.

BUILD: The identifier in this position indicates the unique serial number of the product
build; this number never repeats. If smaller changes are made to the product within a
single month, this identifier may change. In this case, all other identifiers remain the
same. The range of values is from 1 to n. This number is not continuous and can only

increase.

2.3 Functionalities

The basic functionalities of the IMiS®/wClient are as follows:

Access to any of IMiS®/ARChive Servers from any web browser.

Secured communication with the IMiS®/ARChive Server via SSL/TLS protocol.
Secure user authentication (SRP-6A, LDAP).

Simple user authentication via Single Sign-on (SSO) mode.

Access to the records according to a predetermined classification scheme.

Entry and management of the records metadata according to a predetermined attribute

scheme.
Storage of archive materials of electronic origin or digitized using the scanner.

Streaming-mode access to the records.
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e Audit log that records every operation performed over the records stored on the archive
server (includes date and time, user name, name of computer, type of event, reason for

action taken).
e Secure audit log viewing for authorized users.
e Search by metadata and search full text of stored content.
e Management of retention policies and dispaosition holds for the records.

e Support for IPv4 and IPvB network communication systems.

3 TECHNICAL DOCUMENTATION

3.1 Client architecture

IMiS®/wClient is the user component of an electronic and physical records management
system. The client connects to the web service IMiS®/Storage Connector Services REST,

which uses the IMiS®/Storage Connector. The latter can be connected to many IMiS®/ARChive

Servers.
CONSUMERS . ﬂl %3
Mobile users  Laptop user Document Capture station Tablet user Mac user
using any using any using IMiS/CaptureService using any using any
browser browser and IMiS/wScan or IMiS/wBatchScan browser browser
IMiS/wClient Application (static HTML with Angular + PrimeNG)
IMiS/Storage Connector Services REST edition
SERVICES
IMiS/Storage Connector Services Core
IMiS/ARChive IMiS/ARChive IMiS/ARChive Ll PKI
DATA Kerberos .
Server 1 Server 2 Server 3 infrastructure

infrastructure

Image 1: Client architecture
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4 USER MANUAL
4.1 Login and Logout

The user logs in the archive of the IMiS®/ARChive Server via the IMiS®/wClient by first
selecting the appropriate archive in the login window.

The user enters his username in the field »Username« and his password in the field
»Passwaord«. Confirms login with the »Log in« button.

After a successful login, the central view shows the user a list of root classes in the

classification scheme of the selected archive to which the user has access rights.

IMiS/wClient

IMiS/ARChive Server =

Username

Password

LOGIN

Image 2: Login on archive

Note:
The user can choose only among the archives predefined by the administrator. The administrator is the

only one who can remove an archive.

The user logs out of the archive using the »Log out« command in the popup menu.
Access to the popup menu is enabled by clicking the arrow next to the user’s name in the top

right corner of the user interface.

Alex Nelson  ~
& Profile
C

@ About

® Log out

Image 3: Log out of the archive
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411 Cookie Policy

Before first login on the archive and every subsequent login (if cookies have been removed)

the user has to agree to the use of cookies.
To ensure proper operation and a better user experience the website uses the following

cookies:
e Toremember last selected archive
e Current archive user identifier
e Archive token
e Entity handles
e Entity information visibility
e Current locale
e List mode
e Policy agreed
o C(lassification code visibility
e Description visibility
e Sort field

e Sort field descending.

Cookies

This website uses cookies to improve user experience. By using our website you consent to all cookies in
accordance with our Cookie Policy.

Cookies

To make this site work properly, we sometimes place small data files called cockies on your device. Most big
websites do this too.

What are cookies

A cookie is a small text file that a website saves on your computer or mobile device when you visit the site. It enables
the website ta remember your actions and preferences (such as login, language and other display preferences) over
a period of time, so you don't have to keep re-entering them whenever you come back to the site or browse from one

page to another.

How do we use cookies

| AGREE

Image 4: Cookie Policy

2018 © Imaging Systems Inc., All rights reserved.
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4.1.2 Localization
The user has the option to choose the language of the IMiS®/wClient above the login window.
The languages currently supported are:

e English

e Slovene.

4.2 Interface description

The user interface of the IMiS®/wClient is designed in accordance with contemporary design
trends. It has preserved the concept of displaying the key data on the archive records,
following the example of the desktop client IMiS®/Client.

Therefore, managing the archives and entities of the electronic archive is similar to managing
regular folders and files, which makes use simple and familiar. The user interface consists of six

(B) main windows described below.

L B Archive . . -
IMIS/Archive Server C d Closing deal #451 6 4 ® Oper |[' = [ i ] =

Tie = 2 Classification Code 3 Description x

Directory

My entities

Clear case update Closing deal #451

DETAILS ~ SECURITY  RETENTION  ACTIVITY 3
Conf call w/ Rick, Dan A, Mike McDonald & Ro

Curve Validation

Direct reports conference call - 713-853-3233

Expense checks

Marketer and provider meeting in Dallas at th
Mr. Funaki sends new letter 1o H. Hawks Folder

Re: Lawyer

Administrator 1..Jun 2007, 143

]
]
]
]
]
I Fvi-cong Barton here to meet with Ken Lay
]
]
]
]

Re: MEC

Image 5: User interface of the IMiS®/wClient

The left view of the user interface (number 1 in the image above) contains the following
categories:

e Archive: root classes of the classification scheme.

e Directory: the list of users and user groups of the archive.

e My entities: the list of entities, to which the user has accessed.

2018 © Imaging Systems Inc., All rights reserved. 18
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IMiS/wClient

» B Archive
Directory

My entities

Image B6: Categories in the left view

In the central view of the user interface (number 2 in the image above) is a list of contained
entities of the selected archive or class. The archive contains only classes, while the class and

folder may contain folders and documents.

IMIS/Archive Server
Title * Classification Code + Description
Administration ] Company documentation and ¢

Custom Relationship Management 04 Customer and Business partne

Finance

Human Resources and Payroll 05 Employee records
Projects 06 S projects

Supply Chain management 03 Supply planning and schedulin

Image 7: A list of entities

The contained entities are shown below the bar with the titles of the common attributes.
The »Title« is shown by default. If the user has also selected the »Classification code« and
»Description« in the settings, the view also shows information on the selected entity.

More on the central view in the chapter List of entities.

The right view of the user interface (number 3 in the image above) contains tabs which
show different types of information on the selected entity. When viewing publicly accessible
entity data, the user is generally provided public metadata on the entity in the »Details« tab and

shown the user’s effective rights on the entity in the »Security« tab.

2018 © Imaging Systems Inc., All rights reserved. 18
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Users with rights have access to the display of selected retention periods and disposition holds

in the »Retention« tab and of the audit log for the selected entity in the »Activity« tab.

If the user does not have the appropriate rights, the tabs are not shown.

Note:

Administration

RETENTION  ACTIVITY

Administration

Company documentation and correspondence
Opened  Inherited
Rstain
Alex Nelson
administration documents company
correspondence
01
Automa
Class
Class
Administrator £. Dec 20717, 1344
3. May 2018, 15:36
3. May 2018, 16:09
4 Dec 2017, 1344

5QU235hDXyEJOuJ8_Z_XY-DWTaHK7cpR

ID67828748

Image 8: Entity information

The default setting of the IMIS®/wClient is to always show information on the entity and content.

The command bar (number 4 in the image above) contains commands and actions.

They depend on the type and status of the element selected in the classification scheme or of

the entity selected from the list of entities, and on the user’s rights and role.

More on the command bar in the chapter Command bar.

(o o ) [ 55| (oo |

Image 9: Display of the command bar

2018 © Imaging Systems Inc., All rights reserved.
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Note:
If the »Archive« folder is selected, only the button for creating root classes is enabled in the command

bar.

The header of the user interface (humber 5 in the image above) contains:
¢ information on the title of the program module (IMiS®/wClient).
¢ afield for entering the search string with the option of selecting the search scope.

¢ information on the user’s profile and the program module.

IMiS/wClient Search a

fit

AlexNelson v

Image 10: Header of the user interface of the IMiS®/wClient module

To enable quicker access to entities, the user is provided a hierarchical view of the entity’s
position within the tree structure (number B in the image above) above the central view of the

user interface. It enables quick access to the parent entities.

IMiS/Archive Server Custom Relationship Man... Invoicing and Crediting Invoices Takok 2018

Image 11: Display of the entity’s hierarchical position within the tree structure

4.2.1 Classification scheme

After logging in to the web client IMiS®/wClient, the user is shown the folders of the selected

archive, a list of root entities, and basic information on the archive.

By selecting the »Archive« category in the left view, the user is shown a list of the archive’s

root classes.

Note:
By clicking on the arrow in front of the selected class, the user is shown a list of contained classes.

The default server setting specifies a hierarchy with a maximum of five (5] class levels.
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- Archive
- Administration
v Comrespondence
b Audio and Video
b Documents
b Emails
b Social
b Web
v General
Company Formation
- Organizational Structure
b Authorities
b Business Roles
b Licenses in use
b Tasks and Activities
- Travel Documentation
b Travel Agency Agreemen
b Travel Agency Offers
S Travel confirmations
b Travel costs
b Custom Relationship Manage
b Finance
b Human Resources and Payrol
b Projects

b Supply Chain management

Image 12: Display of the tree view of the classification scheme in the »Archive« folder

The IMiS®/ARChive Server does not limit the number of the archive’s root classes nor the

number of contained classes, folders or documents in an individual class or folder.

Note:

By configuring the server, the user can limit the number of levels for classes and folders in the

classification scheme.

By selecting the »Directory« category in the left view, the user is shown a list of users or

groups in the central view. By selecting the »Details« command in the user record, the right

view shows the user data.

2018 © Imaging Systems Inc., All rights reserved.
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3 Archive

Directory
My entities

Directory

(9) John Smith Human Resources

%%  JRDevDevTeam

& JRDevUsers

8 Jure Puhek

8  keiraClay T- Human Resources assistance

Image 13: Selecting the »Directory« folder in the left view

By selecting the »My entities« category in the left view, the user is shown a list of entities

owned by the current user in the central view.

3 Archive
. My entities
Directory s
My entities
Title = Classification Code + Description

— Joe andy/or Rick 04.01.03-2017-000043/000004 31109757.EDZZZC525MDRP... E

H "Matt Walker" <mwalker 4.01-2017 2 ESJF ATLEJP
n (4:30 EST) Federal Regulatory Affairs Confer 2 2017-000009/00000 4 5567 PXH2
‘ (Hou time) FOLLOW-UP CONF CALL S0. CONE 4.02.01-2017-000001/000007 EAKESXTSQL1IT24
03 e -
B 0 you didnit get a change to talk to her on Fri 2.03.03-2017-000040/000005 31072010 DFSMORGYCFS
A . o I o
- <judy l.wood Je.do-2UT /uUilas/ULOULS 3293092 E0TZW4 CJED3B
H 1049 Rick Johnson & Sharon Butcher 2-2017: 2 7 LTR3F El

Image 14: Selecting the »My entities« folder in the left view

4.2.2 List of entities
A list of contained entities (classes, folders or documents) of the selected class is located in the
central view of the user interface. The contained entities are shown below the bar with the

titles of the common attributes of the contained entities.

The order of the shown attributes is predefined and is as follows:
1) Title
2) Classification code

3) Description
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IMiS/Archive Server Projects

Title = Classification Code % Description

ARChive Server project
BatchScan project
Client project

ISO Standard 9001

Scan project

Image 15: A list of contained entities of the selected entity

The user can add or remove the columns of the selected attribute »Classification code« and/or

»Description« with the icon = in the command bar. The »Title« attribute is always present

and cannot be removed from the list of entities.

More information on the set of available options when selecting the icon *= in the command

bar is given in the chapter Menu functions.

By selecting the arrow or title of the column of the selected attribute, the user specifies the

order of the entities shown.

IMiS/Archive Server Projects

Title = Classification Code “ Description

Scan project

ARChive Server project
Client project
BatchScan project

IS0 Standard 9001

Image 16: Selecting the order of displaying the list of entities
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Note:
The setting of displayed attributes applies to the selected browser at the level of the entire archive for

all entities shown on the list of contained entities.

Tvpe:
In order to preserve a clear classification scheme and limit the moving of entities, users are advised

AGAINST classifying documents directly into classes but always in folders.

4.2.3 Menu functions
After login on the selected archive, the following commands of the IMiS®/wClient become

available by clicking on the arrow next to the user’s name in the top right popup menu:
e Profile: information about the user.
e About: information about the IMiS®/wClient and license agreement.

e Logout: after logging out of the selected archive, a dialog box appears for the user to log

Alex Nelson  ~

& Profile
@ ~About

in to the selected archive.

® Log out

Image 17: Popup menu in the right part of the header of the user interface

4.2.3.1 Profile
By clicking on »User profile«, a notification window opens, showing the following user details:
e [Description: a short description of the user.
e Type: type of user (user, group).
e First name: the first name of the user.
e last name: the last name of the user.
e Email: the email address of the user.
e Security class level: the security class level of the user.

e |dentifier: the unique identifier of the user.
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Alex Nelson *

Alex Nelson

alex nelson@acme.com

Secret

Done

Image 18: Display of the window with user details

By clicking on the »Change password« button in the top right of the window, the user is shown
a dialog box for entering the existing and new user password.

The user confirms the change of password with the »Change password« button.

Password x

Change password Cancsl

Image 19: Display of the window for changing the user password

4.2.3.2 About
By selecting the »About« command, the user is shown a new window with the following
information:

e IMiS® module name.

e IMiS® module version.

e Archive name and version.

e [IMiS®/StorageConnector Services REST version.

e License Agreement.

e Notices and Trademarks.
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About x

IMiS/wClient

IMiS®/wClient is intended for the capture and management of content of electronic origin or content digitalized using scan
orocedures. The client operates directly with the IMIS®/ARChive Server, which ensures secure long-term storage of documents and
archived content along with the corresponding metadata.

info@imis.eu

@ 20718 Imaging Systems Inc., All rights reserved

Archive
IMiS/archive Server (iarcs:/iarc@8akrimis.si)

The archiving of unlimited quantities of binary objects

Service

v9.27805.102

License agreement
This Software is owned by IMAGING SYSTEMS or its suppliers and is protected by copyright law and international copyright treaty.

Therefore, you must treat this Software like any other copyrighted material (2.g., 2 book), except that you may either make one copy
of the Software solely for backup or archival purposes or transfer the Software to a single hard disk provided you keep the original

Done

Image 20: About dialog box

4.2.3.3 Logout
By selecting the »Log out« command, the user logs out of the archive. A login window appears

for logging in to the archive. For more information see chapter Login and logout.

4.2.3.4 Display of entities

By selecting the icon = to the right of the command bar, the user can choose the display
mode for the list of entities. The default mode is »List«, where the entities are shown in a list.
The user can also choose a graphic display, where the entities are shown in a grid.

By selecting »Classification code« and/or »Description«, the user can add or remove the
columns of the selected attribute.

VIEW MODE
List
v Grid

VIEW

Image 21: Selecting the display of entities in a grid
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4.2.3.5 Search

Located above the central view in the header of the user interface is the »Search« field.

It enables the user to search by the metadata of selected entities and to search by the entire
text of the content of documents over the entire archive.

For more information on search options see chapter Search functions.

4.2.4 Command bar

After the user logs in to the selected archive, the following commands appear in the command

bar above the information on the selected entity:
o New: creates a new root class or contained entity.
e QOpen: opens the selected entity in the reading mode.
e Edit: opens the selected entity in the editing mode.

e »Actions« contains commands for performing various operations on the selected entity:

»Status«: enables the user to edit the status of the entity via a dialog box,

which also offers the option to enter the reasons for the changes performed.

- »Security class«: enables the user to change the entity's security class via a dialog
box, which requires the user to enter the reasons for the change performed.

- »Authenticity evidence«: enables the user to retrieve authenticity evidence for the
selected entity.

- »Move«: enables the user to move the selected entity around the classification

scheme of the archive.

- Delete: deletes the selected entity.

Image 22: Command bar above the information of the selected entity

4.2.5 Entity information

Information about the selected entity is found in the right view of the IMiS®/wClient user

interface. The tabs are shown below the title of the entity.

Previewing the selected entity will display those tabs and content which are publicly accessible
to the user. When a selected entity is open in the reading mode, the tabs are adapted

according to the effective permissions of the user.




In general, data on the selected entity is classified into the tabs.

The tabs are always shown, either in the preview mode for a selected entity or when the

selected entity is open in reading mode. By selecting the entity editing mode, a new window

opens, containing the attributes whose values can be changed by the user.

Potential exceptions and supplements are given below for each tab:

»Details« tab: contains system metadata that may be edited, and the predefined
metadata of the entity. In the reading mode the tabs show all the data for which the user
has the read permission.

»Security« tab: contains an overview of the effective permissions of groups and users for
the selected entity. A user with the »Change permissions« effective permission is enabled
the editing of explicit access rights for a selected entity user or group that has
predefined effective permissions on the entity.

»Retention« tab: contains the settings for the selected retention periods and the
selected disposition holds. A user with the »Change retention« effective permission is
enabled the editing of retention and disposition hold periods.

»Activity Log« tab: contains the audit log for the selected entity.

A user with the »AuditLogQuery« role is enabled to review the audit log data.

Human Resources and Payroll

DETAILS  SECURITY  RETENTION  ACTIVITY

1t}

Grace Layton

hr payroll records

Image 23: Tabs containing entity information in the preview/reading mode

The tabs are available in the following modes of displaying information on the selected entity:

Preview

Open.




4.2.51 The »Details« tab
The »Details« tab contains a list of the metadata of the selected entity.

The first column gives the titles of attributes, while the second column displays their values.

The »Details« tab contains general and system metadata for the selected entity. Unlike the
general metadata, which are publicly accessible and can be edited and changed by the user,

the system metadata are read-only. For more information see chapter General system

attributes.

Salary and Payroll

DETAILS  SECURITY  RETENTION  ACTIVITY

Salary and Payro
Documents of employees salaries and payrells

Opened  Inherited

nherited
Human Resources

salary payro

Administrator £ Dec 2077, 1344
4 May 2018, 1357

4 May 2018, 13:48

4 Dec 2077 1344

Image 24: Preview mode display of the »Details« tab

In reading mode (Open) the user is shown the following metadata in addition to the general and

system metadata:

e Email: contains email metadata. This group is only available for documents that originate
from an email template. For more information on email metadata see chapter Email
attributes.

e Physical properties: contains physical content metadata.

e (Custom: contains custom-entered metadata of the entity.
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E

DETAILS

Email

Image 25: Reading mode display of the »Details« tab

SECURITY

Tak for din interesse -

Tak for din interesse - her kan du hente dit u...

RETENTION  ACTIVITY

af rapperten

Tak for din interesse - her kan du hente dit uddrag

arra 1

to@herbertnathan.com

marko._hren@imis.eu

her kan du hente dit uddrag

c4347b720d9@dijkstra.p

07/000005

Automatic

Email

I Dccument

By selecting the content from the list in the central view, the following options are available to

the user in the popup menu in reading mode (Open):

e Preview: opening content in the preview mode.

¢ Download: downloading the content to a computer or device.

e Details: displaying information on the content. These details can be displayed if they were

not displayed previously.

e Manage: tagging the content for executing specific actions.

- Queue for Indexing: the selected content is tagged for later indexing.

- Queue for Conversion: the selected content is tagged for later conversion.

For more information on managing the content see chapter Content management.
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ive Server I Tak for din interesse - her ...
Description Size
D 3F60DD2E3978D2FD7E2CTD29A61563DA.emi 49kB Content
[B content 1.4kB F De
Q Preview
@ Content 7B & Download
i Details

Manage »

Content
HTML
text/html

14kB

i Queue For Indexing

@B Queue For Conversion

vy £u 1o, T

No

if1dc2053098290031c9a5c0a8091 4830
309639072394252322502

Image 26: Drop-down menu on the selected content in the reading mode

4.2.5.2 The »Security« tab

The »Security« tab is intended for reviewing the access control list (ACL) or the list of explicit

permissions of groups or users on the entity and its metadata.

In the preview or reading mode the user is shown a list of groups or users that have been

granted at least one explicit permission on the selected entity in the access control list (ACL).

Administration
DETAILS  SECURITY  RETENTION  ACTIVITY

Permissions

Alex Nelson
SHOW ALL

Caroline Irwin
SHOW ALL

Jerry Turner
SHOW ALL

John Smith
SHOW ALL

Marco Welch
SHOW ALL

Systern Administrators
SHOW ALL

Image 27: A list of users/groups with access rights to the entity in the preview and reading mode

By expanding the display (Show all) under the title of the user or group, the list shows the

current status of »Effective permissions« for the selected entity.
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Administration

DETAILS  SECURITY  RETENTION  ACTIVITY

Permissions

Alex Nelson
SHOW ALL

Caroline Irwin
SHOW ALL

Jerry Turner
SHOW ALL

John Smith
SHOW ALL

Marco Welch
SHOW ALL

Image 28: A list of effective permissions for the selected user in the preview and reading mode

The list of permissions granted to the user (on the selected entity) consists of the following
permissions;
e Read: the user has permission to read data on the selected entity (view metadata and
content files).
e \Write: the user has permission to edit entity data (write metadata and add content
files).
e Move: the user has permission to move the entity within the classification scheme.
e Delete: the user has permission to delete entity data (delete metadata and remove
content files).
e Create entities: the user has permission to create sub-entities inside the selected
entity.
e (Change permissions: the user has permission to change the effective permissions of
other users on the selected entity.
e (Change security class: the user has permission to change the security class of the

selected entity.




e (Change status: the user has the permission to change the status of a selected entity.

e (Change retention: the user has the permission to read and change the content of

»Retention« tab.

4.2.5.3 The nRetention« tab
The »Retention« tab is intended for reviewing and editing retention and disposition hold periods

for a selected entity.

In the preview or reading mode the user is shown a list of the retention and disposition hold

periods which apply to a specific entity.

Administration

DETAILS  SECURITY  RETENTION  ACTIVITY

11 Legal procedure

‘D 10 years + National Archives

Classes Folders ocuments

‘D Permanent

Image 29: Preview and reading mode display of the »Retention« tab

By clicking on the disposition hold title, a notification window opens, containing the following
information:

e Name: unique name of the disposition hold.

e Description: a short description of the disposition hold.

e Reason: the reason for creating a disposition hold.

¢ |dentifier: unique identifier of the disposition hold.
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Dispositien hold x

Legal procedure

Done

Image 30: Dialog box with the information on disposition hold

By clicking on the retention policy title, a notification window opens, containing the following

information:

Name: unigue name of the retention palicy.

Description: short description of the retention policy.

Detailed description: detailed description of the retention policy.
Action: the default action from the list of actions for entity.

Identifier: unique identifier of the retention policy.

The user closes the notification window by selecting the »Done« button.

Retention policy x

10 years + National Archives

permanent archival

Done

Image 31: Dialog box with the information on retention policy
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4.2.5.4 The »Activity« tab
The »Activity« tab shows the audit log for the selected entity.

Administration

DETAILS  SECURITY  RETENTION  ACTIVITY

7. May 2018
Marco Welch
Entity Save

VIEW DETAILS

Marco Welch

VIEW DETAILS

Marco Welch
Entity Open [Edit]
VIEW DETAILS
John Smith
Entity Open
VIEW DETAILS
Caroline Irwin
Entity Open [Edit]
VIEW DETAILS
Caroline Irwin
Entity Open
VIEW DETAILS
Alex Nelson
Entity Open [Edit]
VIEW DETAILS

Image 32: The »Activity« tab in the preview and reading mode

The audit log records the following information:
e User: name of the user who performed an action on the selected entity.

By clicking on the user’s name, a notification window opens, showing user information.

Marco Welch

VIEW DETAILS
apps07.imis.si
192.168.50.15

192.168.80.67

Image 33: User information

e Time: time when an action was performed on the selected entity.
e Event type: type of event that was performed on the selected entity.
e Address: the network address from where the command to perform the action on the

selected entity came from.
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e Internal address: IP address, which is set by opening a new session with the REST

service.
e Device name: name of device, from where the command to perform the action on the

selected entity came from.

4.3 Actions
This chapter describes the actions of the IMiS®/wClient on the selected archive:
e User login and logout from the archive.
e Access to records on the archive.
e Changing of record properties.
e Managing the contents.
e Archiving of email messages.
e Management of physical records metadata.
e Moving and deleting of records.
e Search by metadata and search full text of archived records.
e Status changes.
e Security class changes.
e Authenticity evidence retrieval.

e Audit log search.

4.3.1 Entity access

Access to the entity in the classification scheme depends on the security class of the entities,
the user’s security class level, and the user’s access right.

For more information on security classes see chapter Access in the IMiS®/ARChive Server

user manual. For changing the security class of the entities see chapter Changing the security

class.

When logging into the selected archive, the root classes of the archive to which the user has

the »Read« access right are read from the IMiS®/ARChive Server.

The user is shown the root classes in the »Archive« folder in the left view and in the list of

contained entities in the central view.




By selecting a root class, the tabs in the right view (entity information) show only the publicly
accessible information on the class. For more on the content of tabs see chapter Entity

information.

By selecting the »Open« command in the command bar, all of the data to which the user has
read permissions are read from the server. The same applies to the access to entities

contained in the archive’s root classes.

A user with the »Write« permission on the selected entity can select the »Edit« command in
the command bar. The same data are shown in the tabs as when selecting the »Openc«
command. The user can edit and change the values of attributes that are not tagged on the

server as read-only. For more information see chapter Editing entity data.

4.3.2 Creating an entity
The user can create entities in the IMiS®/wClient, if he has the »Create entities« right on the

selected class or folder.

For faster capturing and classifying of entities to appropriate places in the classification
scheme, it is recommended that users separate (organize) the documents by type before

capture.

Separation is performed by classifying documents into the appropriate templates in the
classification scheme. Each template has predefined attributes, which are set by the
administrator in the settings of the IMiS®/ARChive Server. The user must enter the

mandatory attributes before saving.

Example: When creating entities, it is advisable that entities contain only a single type of subordinate
entity. Thus, classes should contain only documents or only folders. Mixing different types of entities in

the same hierarchy level is not allowed according to the MoreqgZ standard (Ref. 3.1.25).

4.3.2.1 Creating a new entity
The »Create entities« permission enables the user to add new root classes and contained

entities under the selected entity.
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4.3.2.1.1 Creating a root class
By selecting the »Archive« folder in the left view, the user can add a new root class to the
entities list. The user does that by selecting the »New« command in the command bar, entering

the values of attributes, and confirming »Create«.

4.3.2.1.2 Creating a contained entity
In the classification scheme (left view) or in the entities list (central view) the user selects the
entity into which he wants to classify a new class, folder or document. The user does that by

selecting the »New« command in the command bar, same as when creating a root class.

IMiS/wClient Search Q =
Archive
) . . IMiS/Archive Server Human Resources and Pa... Staff Appointments
Administration
Custom Relationship Manage
Finance Title * Classification Code Description
Human Resources and Payrol
Administration Executive Summary December 6, 2018

Awards and Recognition

Education
Raptor Position Reports for December 2017

Employee Records
General
Pension and Benefits
Promotion and Tenure
Salary and Payroll
Staff Appointments
Projects
Supply Chain management

Image 34: Display of contained entities.

After selecting the class in the central view and selecting the »New« command in the command
bar, a dialog box appears with the following attributes:
e Parent: the name of the parent entity. This attribute is read-only.
e Template: a set of available templates for creating allowed entities and classifying them
under the selected class or folder. The attribute value is mandatory.
e Type: the type of the entity. This attribute is read-only.
e Title: name of the entity. The attribute value is mandatory.
e Description: short description of the entity.
e Status: the status of the entity.
e Security class: a set of available entity security classes based on the entity’s position in
the classification scheme.

e Significance: a set of available entity significances.
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e QOwner: A directory (user or group) entity that is responsible for the selected entity
(owner).

e Keywords: entity-related keywords. This attribute can have multiple values.

e External identifiers: a list of the unique external identifier of the entity on the server.

e C(lassification code generated: selecting the type of classification code entry for the

contained entities of the parent class.

Create Entity

DETAILS  PHYSICAL PROPERTIES ~ SECURITY  RETENTION

Case

Job applications

Applications
Opened
Secret

Vital

Jerry Turner

jeb application applications

73757864

Image 35: Display of creating a new folder

Troubleshooting: the most frequent issues when creating a new entity are:
o Entity with the template you selected cannot be created inside the selected entity.

e User does not have permission to create new entities inside the selected entity.

4.3.2.2 Entering entity metadata
The »Details« tab in the »Create entity« dialog box contains a list of all attributes of the class,

folder or document, which can be entered by the user.

The attributes that are marked (an asterisk is added to the title of the attribute) are required.

They must be entered before saving.
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Closing deal #451

Image 36: Entry of required metadata

Attribute entry fields are as follows:

e Text field where the user inputs any string of characters.

Description l Document, 1st Floor, Cabin 1, Shelf 4, Upper right

Image 37: Entry of text metadata

e Date field where the user inputs the date, or selects one from the date and time

selection popup window.

s losfswzmd

< May 2018 >

Su Mo Tu We Th Fr Sa

1 2 3 4 s

6 7 8 9 10 11 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30

Image 38: Entry of date and time metadata

e A pick list with predefined values, one of which is selected by the user.

ANCE Retain  Inherited -
«
None
Vital
External Identifiers | Permanent
Retain

Delete

Image 39: Entry of metadata with predefined values
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e A multiple value field where the user inputs any desired text values, separated by using
the »TAB« key. In the multiple value display field, the individual values are separated by
spaces. The user has the option of removing individual keywords by clicking on the cross
next to the word.

e A multiple value field where the user inputs any desired text values, separated by using
the »Enter« key. In the multiple value display field, the individual values are separated

by spaces.

ConfCalls Meetings Updates

Image 40: Entry of multiple value metadata

After entering all of the required and desired attribute values in the »Details« tab, the user

continues by entering the values in the remaining tabs.

4.3.2.3 Entry of the classification code

The entry of the classification code for new entities depends on the selected type of
classification code generation of the parent class. This type is selected in the »Details« tab
in the preview or reading mode. The drop-down list of the field »Child classification code
generation« allows the user to set the entry type for the selected class:

e Automatic: where classification codes of child entities are generated automatically by
the IMiS®/ARChive Server. These classification codes appear as successive numbers,
with each new child entity increasing the number by one.

e Manual: where classification codes of child entities must be entered manually.

This classification code may be any combination of letters and numbers, providing it is

unique inside the entire parent class.

Automatic

Manual

Image 41: Selecting the type of classification code entry for the class of the contained entity
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If the parent class settings dictate the manual entry of classification codes for all new child

entities, the user must enter them manually. The user only enters the relative part of the

classification code, and the full classification code is then created from the parent entity's own

classification code and the code input by the user.

Create Entity

DETAILS  SECURITY  RETENTION

Ccalls

[I(:aII-D'I

Call to IMis
Opened
Confidential
Retain

Jerry Turner

phane conf

8568697

Manual

Image 42

Calls

Image 43: Display of manually entered classification code

: Manual entry of a child entity’s classification code

Create Cancel

Example: Inside a class with the classification code »01.02«, the user creates a new folder for which user

manually input »Call-O1« as the relative part of the classification code. When the folder is saved to the

IMIS€/ARChive Server, its full classification code will be »O1.02.Call-O1«.
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4.3.2.4 Setting an entity's security class
This setting hides entities from users whose security class level is not high enough to access
them. The user with the »Create entities« permission can specify a new »Security class« for

new entities in the »Details« tab in the »Create entity« dialog box.

Inherited

Unspecified
Top Secret
Secret
Confidential

Restricted

Image 44: Specifying the security class of a new entity

When the entity has been created, the user can change the security class by selecting the
commands »Actions« in the command bar and »Security class« in the popup menu.
A dialog box opens for selecting the value of the »Security class« attribute and the reason for

the action, which is a required data.

Change security class ®

Confidential

’_ﬁ_\_ll contained documents are confidential ]

Save Cancel

Image 45: Changing the security class of the entity

Security classes are predefined, and range from lowest to highest as follows:
¢ »Inherited«: means the security class is implicitly inherited from the parent entity.
In case of root classes, the inherited security class value is empty.
e »Unclassified«: means access to this entity is not limited.
e »Restricted«: means the entity is an internal matter. It may only be accessed by users
with a clearance level »Restricted« or higher.
e »Confidential«: means the entity is considered confidential. It may only be accessed by

users with a clearance level »Confidential« or higher.
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e »Secret«: means the entity is considered secret. It may only be accessed by users with a
clearance level »Secret« or higher.
e »Top Secret«: means the entity is considered top secret. It may only be accessed by

users with a »Top Secret« clearance level.

The pick list only displays values that are lower or equal to the clearance level of the user.
When the security class of the parent entities is not set or when at least one parent entity has
a specified security class, then in addition to the values that are lower or equal to the
clearance level of the user, the pick list also displays the inherited value, marked by the suffix

[Inherited].

Create Entity x

DETAILS  PHYSICAL PROPERTIES  SECURITY  RETENTION

Parent Calls
Document -
Type [ Document

Phone calls - Mr. Hudukira

List of phone calls

Inherited -
Inherited -
Inherited -
Alex Nelson -

phone

P =

686678 x

Create Cancel

Image 46: Entering the security class of the entity with an inherited value
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ﬁ Phone calls - Mr. Hudukira

DETAILS SECURITY  RETENTION  ACTIVITY

Phone calls - Mr. Hudukira

List of phone calls

nherited
Retain | Inherited
Alex Nelson

phone

Image 47: Entity information after entering the security class

When a new entity has been saved, users can no longer maodify the »Security class« metadata
using the »Details« tab but only by using the »Security class« action. In doing so, they must give
the reason for changing the entity’s security class. The user accesses the »Security class«
action by selecting the »Actions« button in the command bar.

For more information on setting an entity’s security class see chapter Changing the security

class.
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4.3.2.5 Entering the status of an entity
The user with the »Create entities« permission can specify the »Status« of new entities in the
»Details« tab in the »Create entity« dialog box.

Create Entity x

DETAILS  PHYSICAL PROPERTIES  SECURITY  RETENTION

Calls
Document
B Document

Phone calls - Mr. Takajama

List of Phone calls for Mr. Takajama

Opened  Inherited

Opened | Inherited

Opened

Closed
Jerry Turner -

phone call calls

B6E7667778

Create Cancel

Image 48: Specifying the status of a new entity

When the entity has been created, the user can change the status by selecting the commands
»Actions« in the command bar and »Status« in the popup menu.
A dialog box opens for selecting the value of the »Status« attribute and the reason for the

action, which is a required data.

Change status x

Closed
Opened  Inherited
Opened

Closed

Image 49: Changing the status of an entity
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4.3.2.6 Entry of physical content metadata

When capturing physical content into its electronic form, users may add metadata that
describes the physical location of the stored content, in addition to other types of metadata.
The location metadata is optional. Entry of physical content metadata for a folder or document
is possible upon capture / import, or later when the content is already stored in electronic

form.

By selecting the folder or document, a dialog box opens in editing mode, containing the
following tabs: »Details«, »Physical Properties«, »Security« and »Retention« and the attributes

whose values the user can select, input or change.

By selecting the »Physical Content« tab, a list of all attributes, referring to the description of

entity-related physical content, appears.

Phone calls - Mr. Hudukira x
DETAILS PHYSICAL PROPERTIES  SECURITY RETENTION
ID73768
Building 3, 4th Floor, Room 26, Cabinet 12, Shelf 4
CheckedOut
New York, Brooklyn road 57
Slovenia, Ljubljana, Brneciceva ulica 41g
Jeremy Bower

05/31/2018

Image 50: Display of the entry of physical content metadata

The user can specify all of the attribute values except for »Date of status change«, which is
automatically filled in with the date of the last change of the »Status« attribute.
When capturing physical content, set the »Status« to the »CheckedIn« value.

For more information on physical content attribute description see chapter Physical content

attributes.

4.3.2.7 Specifying retention periods
A condition for successfully saving new entities is the existence of effective retention periods
on the entity. This condition applies to all types of entities, except for documents in a folder for

which retention periods cannot be specified.
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The presence of effective retention periods can be checked by the user in the »Retention« tab.
On the list the effective retention periods are ticked in front of the information on the validity of

individual entity types. If the entity does not have an effective retention period, one must be

specified.

E Phone calls - Mr. Hudukira

DETAILS  SECURITY  RETENTION  ACTIVITY

11 Legal procedure

D 10 years + National Archives

D Permanent

Image 51: Display of the »Retention« tab

The user with the »Change retention« permission can add or remove retention periods by
selecting the »Edit« command in the »Retention« tab. For more information on changing

retention see chapter The »Betention« tab.

Phone calls - Mr. Hudukira
DETAILS  PHYSICAL PROPERTIES  SECURITY  RETENTION
RETENTION POLICY  DISPOSITION HOLD

10 years + National Archives Add i

D 10years + National zq+
Archives v

o

Classes Folders Documents
D Pemmanent v valid for Documents

Image 52: Display of changing retention periods

4.3.2.8 Saving an entity

Before saving the user has to enter all of the mandatory metadata and specify an effective
retention period. The user saves the entity to the IMiS®/ARChive Server by selecting the

»Save« command in the bottom part of the user interface.
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Meeting Mr. Oxley

DETAILS  PHYSICAL PROPERTIES  SECURITY

Meeting Mr. Oxley

IMiS Archive, web Clients, mobile Clients
Retain

Raul Jordan

meeting presentation

D IMiS Archive presentation.pdf

Save Cancel

Image 53: Saving a new or modified entity

Troubleshooting:

Most frequent errors when saving:

e The value of a mandatory attribute was not specified.

o The entered attribute value does not correspond to the limitations prescribed by the attribute.

When saving an entity to the IMiS®/ARChive Server, the following metadata is automatically

recorded into the entity:

e »(Classification code«: according to the classification of the entity in the classification

scheme, the server creates a unique string of characters.

01.02.02-2017-000025/000001

Image 54: Example classification code

e »Creator« the user who created the entity; meaning the user who was logged in during

the session when the entity was created. This metadata never changes.
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b Creator Ron Salazar

Image 55: Example creator of entity

e »0Opened«: records the date and time the »Status« attribute was saved with the

»Opened« value.

Opened 25, 04, 2016 14:21:23

Image 56: Example date and time an entity was opened

e »Closed«: records the date and time the »Status« attribute was saved with the »Closed«

value.
Closed 25.07. 2016 10:11:34

Image 57: Example date and time an entity was closed

e »Created« records the date and time the entity was created on the server.

This metadata never changes.

Created 25, 04, 2016 14:21:23

Image 58: Example date and time an entity was created

o »Modified«: records the date and time of the last change to any of the attributes or the

content of the entity. This metadata changes every time the entity is saved.

Modified 29,04, 2016 11:28:41

Image 59: Example date and time of last changes to the entity

e »Accessed« records the date and time the entity was last opened in the reading mode
or the editing mode. This metadata changes whenever a user accesses or edits the
entity.

Accessed 25,07, 2016 10:11:34

Image 60: Example date and time of last access to the entity
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e »ldentifier«: the entity's unique identifier on the server. This metadata never changes.

Identifier 8e897af1cf962855ced73442494f159529786ad 20db36f3 1ad02fbd4f00cfbS

Image 61: Example entity identifier

4.3.3 Editing entity data
Changing data about an entity in the IMiS®/wClient includes editing metadata and madifying
content. A user can only change entity data when user have the »Write« permission on the

entity. To edit the selected entity, use the »Edit« command in the command bar.

The user edits the selected entity using the »Edit« command in the command bar.
To the right of the attribute title is a field in which the user can change the attribute value.

The value can be text, date, logical or one of the predefined values, which may be multiple.

4.3.3.1 Editing entity metadata

In the »Details« tab the user can edit the following attribute values:
e Title: title of the folder or document being described. Attribute value is mandatory.
e Description: short description of the entity.
e Significance: significance rating of the entity.
e QOwner; adirectory entity (user or group) that is responsible for the selected entity.
o Keywords: keywords related to the entity. Attribute can have multiple values.

e External identifiers: a list of the entity's unique external identifiers on the server.

Meeting w/David Oxley

DETAILS  PHYSICAL PROPERTIES  SECURITY  RETENTION

Meeting w/David Oxley

Meeting invitation
Retain

Jerry Turner

meeting okley

1D83754

Image 62: Attribute values in editing mode
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In addition to the above-mentioned attributes, the user can also edit custom attributes,

which are predefined by the template.

Assignments ®
DETAILS  PHYSICAL PROPERTIES  SECURITY  RETENTION

Assignments

Group assignments
ficancs Retain
Jerry Turner

assignment X group * individual »

5436 x

05/31/2018

The place for group assignment.

Image 63: Entering the values of custom attributes in editing mode

‘ Assignments

DETAILS  SECURITY  RETENTION  ACTIVITY

tle Assignments
Group assignments

Opened

Confidential
ficance Retain
ner Jerry Turner
assignment group individual
Review date 37.May 2018

User note The place for group assignment.

Image 64: Information on the entity that contains custom attributes
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4.3.3.2 Editing content
In the »Details« tab the user edits document contents.

For more information on editing contents see chapter Content management.

4.3.3.3 Editing physical content metadata

In the »Physical Content« tab the user edits the metadata referring to the location of the
physical content. The metadata are not mandatory for archiving physical content.

Physical content metadata can be entered for a folder or document. For more information on

editing physical content metadata see chapter Physical content attributes.

Management Report 02/29/00 *
DETAILS PHYSICAL FROPERTIES  SECURITY
D435
Report for 2000
CheckedIn
Slovenia, Ljubljana, Brnciceva 416

Slovenia, Ljubljana, Brnciceva 416

[Carl Dood

Image 65: Display of entering physical content metadata

By changing the value of the »Status« attribute and saving the entity, the »Status Change« is
written below the value field. »Status Change« is automatically filled in with the date of the last
change of the »Status« field.

The user can change the value of the »Status« attribute to »Checkedln« when checking in

physical content or to »CheckedOut« when checking out physical content.

The user can edit the following values of physical content attributes:
e Identifier: unique identifier of the physical content.
e Description: description of the physical content.
e Status: the current status of the physical content.
¢ Home location: the home location of the document's physical content.
e Current location: the current location of the document's physical content.

e Return due: return date and time of checked out physical content.
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Management Report 02/29/00 x
DETAILS  PHYSICAL PROPERTIES  SECURITY

D435
Report for 2000

CheckedIn

CheckedOut
S10Venia, Ljunijana, Brnciceva 416

Carl Dood

Image 66: Popup menu for selecting the status of the physical content

4.3.3.4 Editing access rights for an entity
The user with the »Change permissions« permission can edit the access control list (ACL) for
the entity or a selected metadata for a specific user or group. The list shows only those users

and groups that have been granted at least one explicit permission on the selected entity.

The »Permissionsc« field is located above the list of editing permissions. The default value is

»Entity«, with which the access control list (ACL) is associated.

By selecting the »Edit« button in the command bar, a dialog box opens showing effective

permissions on the entity for the selected user.
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Administration
DETAILS ~ SECURITY  RETENTION

Caroline Irwin - Add

Search

Permissions | Entity

Alex Nelson
Write v

Caroline Irwin

Jerry Turner

John Smith

Marco Welch

System Administrators

Image B67: »Security« tab in editing mode

The left part of the view contains a list of users with access rights to the entity.

In the event of a greater number of users, search is enabled via a search box. If a specific group

or user that is registered on the IMiS®/ARChive Server is not mentioned on the list, the user

with permission can select and add them using the »Add« button.

DETAILS  SECURITY RETENTION

Caraline Irwin - Add
Search

Alex Nelson

Caraline Irwin

Jerry Turner

John Smith

Marco Welch

System Administrators

Image 68: List of users with access rights to the entity

2018 © Imaging Systems Inc., All rights reserved.

56




IMiS®/wClient Manual Version 111805

In the right part of the view a list of entity editing permissions is shown for the selected user.
In the »Explicit« column the user selects »Allow« to add an explicit permission, or »Deny« to
revoke a permission. The user can specify explicit permissions for any group or user that is

registered on the IMiS®/ARChive Server.

Image 69: List of editing permissions

4.3.3.5 Editing access rights for metadata

The »Permissionsc« field is located above the list of editing permissions.

Instead of the »Entity« default value, the user can select one of the metadata with which the
access control list (ACL) is associated.

In the left view the user selects the group or user to which it wants to grant access rights to a

selected metadata. The user adds it to the list using the »Add« button.

Permissions | Entity
Permission Effective nherited Title
Read v Description
Significance
T v
Owner
ove v Keywords
JElEE Allow Den
sate Enle v Allow Den
v Allow Den
Allaw Den
'

Image 70: Popup menu for selecting access rights to a selected metadata
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The left part of the view contains a list of users with access rights to the selected metadata.
In the event of a greater number of users, search is enabled via a search box.

In the right part of the view a list of metadata editing permissions is shown for the selected
user. In the »Explicit« column the user selects »Allow« to add an explicit permission, or »Deny«

to revoke a permission.

Administration x

DETAILS  SECURITY  RETENTION

John Smith Add Permissions | Title

Search

Image 71: List of user permissions on the selected metadata

The list of user permissions on the selected metadata of the entity consists of the following
access rights:
e »Read«: the user has permission to read the value of the selected metadata of the entity.
e »Write«: the user has permission to edit the value of the selected metadata of the entity.
e »Create« the user has permission to create the value of the selected metadata of the
entity.

e »Delete«: the user has permission to delete the value of the selected metadata of the

entity.

The user confirms the changes to the explicit permissions with the »Save« command or

cancels them with the »Cancel« button.

4.3.3.6 Editing retention policies
The user with the »Change retention« permission can edit the retention periods and

disposition holds of the selected entity by selecting the »Edit« command.

2018 © Imaging Systems Inc., All rights reserved.
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A new window opens containing the tabs:
e Retention policy: entity retention policy list.

e [Disposition hold: entity disposition hold list.

In the central part of the view of the contained »Retention policy« tab is a list of retention
periods for the selected entity. The user can edit only the explicit retention periods.

The inherited retention periods cannot be edited.

Administration x
DETAILS  SECURITY  RETENTION

RETENTION POLICY  DISPOSITION HOLD

10 years + National Archives Add i
Archives
‘D Permmanent Valid for Classes Folders x

Image 72: The »Retention policy« tab in editing mode

If the retention period is not given on the list, the user can select and add it using the »Add«

button in the top part of the view.

For each retention period the user specifies the validity and type of entity to which it refers:
e C(lasses: the retention period is valid for all classes under and including the selected
entity.
e Folders: the retention period is valid for all folders under and including the selected
entity.

e Documents: the retention period is valid for all documents under the selected entity.

The retention period can be valid for or not valid for a specific type of entity.

D Permanent Valid for Classes Folders X
Valid for

Mot valid for

Image 73: Selecting validity for a specific type of entity
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The user can remove explicit retention periods from the list by clicking on the cross at the end

of the record of an individual retention period.

Archives

Image 74: The record of retention period with the removal option

The user confirms the changes to the retention periods with the »Save« command or cancels

them by selecting the »Cancel« command.

In the central part of the view of the contained »Disposition hold« tab is a list of disposition

holds for the selected entity.

Administration
DETAILS SECURITY RETENTION

RETENTION POLICY  DISPOSITION HOLD

Legal procedure Add i

Il Legal procedure x

Image 75: The »Disposition hold« tab in editing mode

If the disposition hold is not given on the list, the user can select and add it using the »Add«

button in the top part of the view.

The user can remove disposition holds from the list by clicking on the cross at the end of the

record of an individual disposition hold.

The user confirms the changes to the disposition holds with the »Save« command or cancels

them by selecting the »Cancel« command.

4.3.3.7 Changing the status of an entity
For changing the status of an entity, the user has to have the »Change status« permission on
the entity. The user can change the current status on existing entities by selecting the

»Actions« command in the command bar and the »Status« action in the popup menu.
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(e o ] (7 o0 ] (s |

& Status

U Security Class
. . . )
. Assignments [0 Authenticity evidence
< Move

i Celete

DETAILS  SECURITY  RETEN

Assignments

Group assignments

Image 76: The popup menu for selecting the »Status« command

In the »Change status« dialog box in the »Status« field the user selects the desired status from
the drop-down menu.

The following predefined status values are possible:
e »Inherited« the status of the entity is implicitly inherited from the parent entity.

In the case of root classes, this status is equal to »Openedk«.
e »0pened« the status of the entity becomes explicitly »Opened«.

e »(Closed«: the status of the entity becomes explicitly »Closed«.

The user writes a reason for the status change in the »Reason to change« field.

The change of status for the selected entity is confirmed using the »Save« button.

Change status x

Closed

Documents are not in use any more ]

Save Cancel

Image 77: Selecting the status and giving the reason for the change

4.3.3.8 Changing the security class

To change an entity's security class, the user must have the »Change security class« access
right on the entity.

The user can change the current security class on existing entities by selecting the »Actions«

command in the command bar and »Security class« in the popup menu.
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@& Status

U Security Class

Miscellaneous

DETAILS  SECURITY  RETENT)

Image 78: The popup menu for selecting the »Security class« command

In the »Change security class« dialog box in the »Security class« field the user selects the

desired security class from the drop-down menu.

The following predefined values are available (listed from lowest to highest):

»Inherited«: the entity's security class is implicitly inherited from the parent entity.

In case of root classes, the security class value is removed.

»Unclassified«: access to the entity is not limited.

»Restricted«: the entity is an internal matter. It can only be accessed by users with a
clearance level »Restricted« or higher.

»Confidential«: the entity is confidential. It can only be accessed by users with a
clearance level »Confidential« or higher.

»Secret«: the entity is considered secret. It can only be accessed by users with a
clearance level »Secret« or higher.

»Top Secret«: the entity is considered top secret. It can only be accessed by users with

the »Top Secret« clearance level.

The user enters the reason for the change of security class into the »Reason to changex« field.

The change is confirmed by clicking the »Save« button.

Change security class ®

Top Secret

’ Raising the security class. More important documents included| ]

Save Cancel

Image 79: Selecting the security class and giving the reason for the change




4.3.4 Content management

This chapter describes the following actions over document contents:

Capturing content.

Reviewing information on the content.
Saving content.

Previewing content.

Updating content.

Downloading content.

Moving content.

Deleting content.

Indexing content.

Converting content.

4.3.4.1 Capturing content

The IMiS®/wClient enables the capture of those content, that are supported by the

IMiS®/ARChive Server and can be described using the IANA-registered content type (MIME

typel.

The format of the file is recognized from the file's extension. If the file extension is wrong,

it is possible the recognized format will also be wrong.

Example:

Long-term content storage formats (TIFF, PDF/AJ.

Formats related to email (e.g. EML, VCFJ.

Various text, image and graphics formats (e.g. TXT, JPG, DWGJ.
Microsoft Office formats (e.g. DOCX, XLSX, PPTX].

Webpage file formats (e.g. HTML, XMLJ.

Compression formats (e.g. ZIP, TGZJ.

Audio-video formats (e.g. AVI, MP4).

By selecting a document, the user is shown a list of contents in the central view.

In the case of a new document the list is empty. The contents are shown below the bar with

the titles of the common attributes. »Description« and »Size« are shown by default.




IMiS®/wClient Manual Version 111805

Note:

Attaching contents is possible only in the Document entity type.

Oy . o S —
List of new assignments.xls 220 kB

@ Assignment procedur.docx 13.4 kB E

Regulations.pdf

Assignments_import.xml 2.4 kB

Image 80: Display of the list of contents in the central view

The user adds contents by first selecting the »Edit« button in the command bar.
This opens a dialog box with entity details, in which the user drops content in the »Content«

field using the »Drag and drop« mode or clicks it on the list.

Image 81: The »Content« field for dropping contents

i

Regulations.pdf

List of new assignments.xls

Assignment procedure.docx

B B &

Assignments_import.xml 2.4 KB

Company policy.pdf| 100.0 kB E

5436 %

Image 82: The added content before saving

After confirmation the contents are added to the list under the »Content« field. After the user

has finished capturing contents, the document can be saved (see chapter Saving an entity).
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Description Size

] .
Assignment procedure.docx

&) N .
Assignments_import.xml

(i

Company policy.pdf

B2

List of new assignments.xls

&

Regulations.pdf

Image 83: The added content after saving

4.3.4.2 Content details

The entity content details provide certain information to the user which is otherwise not
shown in the list of contents. If the details are not shown in the right view by default, the user
can access them by selecting the »Details« command in the popup menu on the tagged

content.

Besides the list of contents, the user is also shown the following entity content details in the
right view:

e Description: Content description.

e Type: Content type.

e Content type: MIME content type.

e Size: Content size in kB.

e (Created: Timestamp of the content creation.

e Moadified: Timestamp of the last change of the content.

e Accessed: Timestamp of the last access to the content.

e Indexed: states whether the content is indexed.

e Signed: avalue that registers if the email message was electronically signed.

e |dentifier: unique identifier of the content.

Of all the displayed data the user can change only the description of the content when in entity

editing mode.
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Description Size

S licy.pdf
Assignment procedure.docx Company policy.pd

Company poli
@ Assignments_import.xml ‘

PDF

- tent Type applicat f
Ccompany policy.pdf 100.0 kB E pplication/pd

100.0kB

List of new assignments.xls

Regulations.pdf

Image 84: Content details in the right view

4.3.4.3 Saving content

bécdededcga7fb3d578!
015ab6140a1da5ed0ace

cy.pdf

7851d72500f2cf5440d9b7170dd

When saving document content to the IMiS®/ARChive Server, the following attribute values

are automatically recorded into the entity:
e (Content type: the type of the content output format (MIME type).

Content Type application/pdf

Image 85: An example of the content type of a document

e Created: the date the document content was created on the server. As long as the

content exists, the attribute value does not change.

Image 86: An example of the date of creating the document content

e Modified: the date the user changed the document content. As long as the document

content exists, the attribute value changes with each change of content.

Image 87: An example of the date of modifying the document content

e Accessed: the date and time the document content was last opened in reading mode or

in editing mode. As long as the content exists, the attribute value changes each time the

user opens or modifies the content.

Image 88: An example of the date of the last access to the document content
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¢ Identifier: The unique identifier of the content of the document saved on the server.

As long as the content exists, the attribute value does not change.

dentifier 1b&cdededc9a7fth3d57851d72500f2cf5440d9b7 70dd

015ab6140a1da5=d0ace

Image 89: An example of the document content identifier

e [ndexed: A value that shows whether the document content is indexed.

T
T
-
o
i

Image 90: An example of a display of indexed document content

e Signed: A value that shows whether the document content is electronically signed.

Image 91: An example of a display of signed document content

4.3.4.4 Content preview

The user opens the document content by selecting »Preview« in the popup menu on the tagged

content in the document reading mode (»Open«).

Certain contents are opened directly in the browser’s viewer; if that is not possible, the

contents are downloaded and opened with an external viewer.

Server

Description Size

Assignment procedure.docx

Assignments_import.xml

Company policy.pdf 100.0 kB F Content Type

Q Preview
& Download

List of new assignments.xls

i Details

Regulations.pdf 88.5 kB =

Image 92: Opening document content

B Manage

l@Opem Hl Edit H Actions I

Company policy.pdf

Company policy.pdf
PDF

application/pef

1000kB

9a7fb3d57851d725002cf5440d95170dd
daSedOace
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4.3.4.5 Content update

The user has the option of updating saved content. In editing mode, the user selects the
document content. In the popup menu the user selects the »Update« command.

This opens a dialog box for selecting the content which will replace the existing content.

If the user does not change the title of the content, it is preserved.

The user confirms the change to the entity with the »Save« command or cancels it with the

»Cancel« command.

EJ

Assignment procedure.docx 5.8 kB

EJ

Assignments_import.xml 2.4 kB

Company policy.pdf 00.0 k

List of new assignments.xls 59.3 kB

[
@

Past assignments.xlsx 131.4kB

Regulations.pdf 38.5 kB

Image 93: The selected content before update

Assignment procedure.docx

& B

Assignments_import.xml 2.4 kB

=]
(=}
wm

Company policy.pdf

List of new assignments.xls

Past assignments.xlsx 131.4kB

Regulations.pdf

Q, Preview
4]

Download

& Update

C + o

==, @ Delete

Image 94: Selecting the »Update« command in the popup menu
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Assignment procedure.docx 5.8 kB
Assignments_import.xml 7 A KB
Company policy.pdf 0.0 kB
List of new assignments.xls

@ Past assignments.xlsx 21.6 kB E

Regulations.pdf 88.5

Image 95: The selected content after update

4.3.4.6 Downloading content
By selecting the »Download« command in the popup menu on the tagged content in the
document reading mode (»Open«), the user downloads the content to the device. The content

is saved in the selected location on the device.

Description Size x

N - Assignm import.xml|
Assignment procedure.docx 8 kB ssignments_import.

@ Assignments_import.xml 12.4kB F Description Assignments_import.xm
Q Preview XML

D 300 kB & Download text/xml
Company policy.pdf 00.0 kB =
i Details 124kB
4 80.3 kB = Manage » 8 May2018 1443
List of new assignments.xls 89.3 kB 29

8. May 20

8. May 207

Past assignments.x|sx 21.6kB

Signe Yes
Regulations.pdf 88.5kB )
entifie 1833ebd410250478a19155033545ed167acdde4549
367943ec6e405d8126014

Image 96: Selecting the »Download« command in the popup menu

4.3.4.7 Moving content
Moving content from one entity to another can be performed by any user with the »Write«
right. The user selects the content in the Edit mode.

By selecting the popup menu on the tagged content, the user selects the »Move« command.
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Assignment procedure.docx 5.8kB | a
Preview

& Download
@ Assignments_import.xml 2.4 kB
& Update
<4 Move
@ Company policy. pdf 00.0 kB
@ Delete
List of new assignments.xls 89.3 kB
Past assignments.xlsx 21.6 kB
@ Regulations.pdf 88.5 kB

Image 97: Selecting the »Move« command in the popup menu

This opens a dialog box for selecting the target document in the classification scheme.

Move x

‘ Assignments

< Miscellaneous

B Assioment

Move Cancel

Image 98: Selecting the target document for moving content

By confirming the selection with the Move command, the content is temporarily removed from

the content list.
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ontent o

Drag and drop files or click

@ Assignment procedure.docx

Move to Schedules %

@ Assignments_import.xml 241

Company policy.pdf D0.0 k

|~ . o R
List of new assignments.xls 0.3 kB

i 1 - -
Past assignments.xlsx 2161

Image 99: Content temporarily removed from the document

Content migration is not performed until after saving changes.

Description Size x
M| ignm .docx
W Assignment procedure.docx 58kB ‘ ‘ Assignment procedure.doc:

B . 0q a bR Assignment procedure.docx
Technology License Agreement.docx 29.9kB Assignme

WORD

application/vnd.openxmlformats-
officedocument wordprocessingm.document

Size 58kB
8 May 2018, 14:43

8. May 2018, 14:43

8 May 2018, 15:28

No

5337a330bb67ac5be60d9

Image 100: Saved document content

4.3.4.8 Deleting content

The user removes document content by first selecting the document content in Edit mode.
In the popup menu the user selects the »Delete« command.

The content is removed from the list.

The user confirms the change to the entity with the »Save« command or cancels it with the

»Cancel« command.
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Assignment procedure.docx 58kB =

Q, Preview

Technology License Agreement docx & Download

& Update

ernal Identifiers o Move
ID6364 %

i Delete

Image 101: The content on the list before deletion

Technology License Agreement.docx 269 kB

ID6364 x

Image 102: The content on the list after deletion

4.3.4.9 Indexing content
By selecting the popup menu on the tagged content in the document reading mode (»Open«),
the user can select the »Manage« command. By confirming the »Queue for Indexing« command,

the selected content is tagged for later indexing.

The indexing of content can be done automatically with the appropriate settings on the
IMiS®/ARChive Server or manually for an individual content within the interval specified in the
server settings. For the manual tagging of content for indexing the user must have the

»ContentManagement« role.
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IMis/Archive Server ~ Miscellaneous  Assignments # Edit =
Deseription Size x
ignm import.xml
@ Assignments_import.xml 12.4kB ' Assignments_import.
Q Preview
| e & Download 3 ents ’
Company policy. pdf 00.0 kB 3 Assignments_import xm
i Details ML

n = Manage | i QueteFo o
List of new assignments xls i Queue For Indexing
@ Queue For Conversion

: ! 21.6 kB 8 May 2018, 1443
Past assignments.xlsx 21.6 kB

8. May

. Accessed 8. May
Regulations.pdf

d41025047831915f5033545ed167acdde4549
ec6e405d8126014

Image 103: Selecting the »Queue for Indexing« command

Assignments_import.xm|
| Content added to queue for indexing

Server

Description Siza x
Assignmi import.xml
[® Assignments_import.xml 12.4k8 E ssignments_import.

Company policy.pdf 00.0 kB Assignments_import.xm
XML

. text/xml
@ List of new assignments.xls
12.4k8

8. May

@ Past assignments.xlsx 21.6kB

B Regulations.pdf

ebdd 1025b478a1915f5033545ed167acdde4549
3b7943ec6e405d8126014

Image 104: Successful adding of content for indexing

4.3.4.10 Content conversion
By selecting the popup menu on the tagged content in the document reading mode (»Open«),
the user can select the »Manage« command. By confirming the »Queue for Conversion«

command, the selected content is tagged for later conversion.

The conversion of content can be done automatically with the appropriate settings on the
IMiS®/ARChive Server or manually for an individual content within the interval specified in the
server settings. For the manual tagging of content for conversion the user must have the

»ContentManagement« role.
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Server
Deseription Size

Assignments_import.xm| 24 kB

Ccompany policy.pdf 100.0 kB r D

Q. Preview
™ & Download
List of new assignments.xls

i Details

™ ~ = Manage
Past assignments.xlsx 21.6kB

Regulations.pdf

Image 105:

Search

Server
Description Size

Assignments_import.xm| 24kB
Company policy.pdf 100.0 kB

@ List of new assignments.xls

@ Past assignments.xlsx 21.6kB

Regulations.pdf

Company policy.pdf

Company policy pdf
FOF
application/pdf

100.0kB

i Queue For Indexing
Queue For Conversion
9. May 2018, 09:19
Yes
No

1b6cdcdededa7fb3d57851d72500f2cf5440d9b170dd
015ab67140a1daSed0ace

Selecting the »Queue for Conversion« command

Company policy.pdf
' Content added to queue for conversion

Company policy.pdf

Gompany policy paf
PDF
application/pdf
100.0kB

8. May

20
8 May 20
20

@ @

9. May 2018, 08:
Yes

No

1b6cdedede9a7fb3d57851d72500f2cf5440d9b170dd
015ab6140a7da5ed0ace

Image 106: Successful tagging of content for later conversion

4.3.5 Search functions

The IMiS®/ARChive Server enables users to search by:
e [Metadata of the class, folder and document.
o Full text of the content attached to the document.
e Title of content contained by the document.

e Metadata and full text of content, simultaneously.

Users may only search entities they are authorized to access. Search functions are available

for the selected entity, or the entire server archive.

The search engine is made up of two sets which refer to: conditions for searching by metadata,

by content descriptions, and by the full text of document contents.
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4.3.51

Full text search

The user begins searching the full text of the content by entering a search string in the

»Search« field in the header of the user interface. The user confirms it by selecting the icons,

nwhich denote a search.

bristish bank

IMIS/Archive Server

Title =

Schedules

Assignments

Miscellaneous

Image 107: Entering a search string in the »Search« field

Classification Code

Description

Symbol: BARCLAYS Help

Pricing Data | [Fundamental Data | | Price Chart

Last Trade 22545 [Eamings per share 0.064

Change 265 EPS Growth (Est) 99.70%

% Change 1.18% EBITDA 0

Bid 2254 PJE Ratio 3481.25

Ask 2255 PEG Ratio NiA

Day's Range 22508 - 227.45  Price/Book Ratio 62.73 400 ]

Open 2256 Price/EPS Est. Current Year 10.34

Previous Close 2228 | Price/EPS Estimate Next Year 8.26 20

Last Trade with time 5:15am - 225.45  Price/Sales 153.73

Change and % Change +2.65 - +1.19% Book Value 3.552 .

Volume 7.04347400 Market Cap 36.8528 o

Avg. Daily Volume 32,063,066.00 Short Ratio NiA

Volume % of Avg. Volume 21.97% 182

Pricing Trends | [Estimates .

Ticker trend 1 ¥r Target Price 278.27 - 1A 004

Chg from 200 day MA -11.503 % of 1 Yr target price 81.02% 3 THROE

Chg from 50 Day MA 8.717 | EPS Est Next Quarter o

Chg from 52W High -725 [EPS Est. Current Year 2154

Chg from 52W Low 23.7 [EPS Est. Next Year 26.98

% Chg from 200 day MA -0.0485 Headlines Date/Time

% Chg from 50 Day MA 0.0402 |Dividend Information | | British banks approve fewer home laans in July - BEA[1] Tue, 26 Aug 2014 08:51:52 GMT

% Chg from 52W High -0.2433 Div. Pay Date N/A | British banks approve fewer home loans in July - BBA Tue, 26 Aug 2014 08:47:57 GMT

% Chg from 52W low 0.1175 Div. Yield 2.82% | British banks approve fewer home loans in July - BBA Tue, 26 Aug 2014 08.47 57 GMT

200 Day Moving Avg 236.953  Div/Share 6.5 |Barclays PLC Could Be Forced To Ask Shareholders For More Cash Tue, 26 Aug 2014 08:47:04 GMT

50 Day Moving Avg 216.733  Ex-Div Date B816/2014 | New Norway/UK oil explorer gets $525 million in funding Tue, 26 Aug 2014 07:01:07 GMT

52 Wk Range 201.75 - 297.95 Europe Bank Cleanup Driving $1.72 Trillion of Asset Sales Mon, 25 Aug 2014 23:00:07 GMT
Investment in Zimbabwe plunges as Mugabe seeks Chinese lifeling Mon, 25 Aug 2014 17:.43:08 GMT

ECN Data ] Market report: Retailers and gold miners chilled by looming rate rise Fri, 22 Aug 2014 19:18:52 GMT

Bid ECN 2254 Farm 8.3 - MECOM GROUP PLG - AMENDMENT Fri, 22 Aug 2014 18:30:05 GMT

Ask ECN 2255 LSE unveils $1.6 billion rights issue for Frank Russell deal Fri, 22 Aug 2014 18:08:13 GMT

Last ECN with time NIA - 225.45 Form 8.3 - HYDER CONSULTING LTD Fri, 22 Aug 2014 15:44:

ECN Change 2.65 Form 8.3 - CHIQUITA BRANDS INTERNATIONAL INC - AMENDMENT | Fn, 22 Aug 2014 15:43:

Change % ECN N/A - +1.19% Form 8.3 - CHIQUITA BRANDS INTERNATIONAL INC - AMENDMENT  Fn, 22 Aug 2014 15:43:54 GMT

After Hours Range N/A - NIA Form 8.5 (EPT/NON-RI) TUI TRAVEL PLC Fri, 22 Aug 2014 12.56:14 GMT

An alternative way of searching the full text of the content is by selecting the icon

How Barclays PLC, Banco Santander SA & Royal Bank Of Scotland

Group pic Can Benefit From Co-Op's Demise
Barelays Launches New Fixed Rate Deals

Form 8.3 - KENTZ CORPORATION LTD

U.S. housing, jobs data bolster seonomic suticak

Is Barclays PLC The FTSE 100's #1 Banking Stock Right Now?
Farm 8.3 - Ireland TOP 8.3 - CHIQUITA BRANDS INTERNATIONAL

INC

Image 108: A full text search result

Fri, 22 Aug 2014 10:-28:
Fri, 22 Aug 2014 06-05:
Thu, 21 Aug 2014 16:12:11 GMT
Thu, 21 Aug 2014 17:15:28 GMT
Thu, 21 Aug 2014 14:34:40 GMT

Tha, 21 Aug 2014 12:54:29 GMT

in the

header of the user interface and entering the search string in the »Full text search« field in the

»Search« dialog box.
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The user can create a search string from one or multiple simple search conditions.

Search x

british AND BANKS

Search Cancel

Image 109: Entering a search string in the »Full text search« field

The full text search is case insensitive and searches only by the text file formats from which
the IMiS®/ARChive Server can extract the text.
The user can also perform a wildcard search by using the special characters »*« and »?« in the

search string.

B?ITISH ban* Q

it

IMIS/Archive Server Miscellaneous

Title = Classification Code Description
. e

. Schedules —  0/ooood Activities

B 2ssignments 7/000002 3roup assignments

Image 110: A wildcard search by using special characters

Besides values and special characters, the user can also use »Operator« in the search string.
It is about the logical operators for chaining simple search conditions into complex search
conditions. The available operators are the logical inclusive (AND), the logical interchangeable

(OR), and the logical mutually exclusive (XOR).
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british AND BANKS Q =
IMiS/Archive Server  Miscellaneous
Title = Classification Code * Description
‘ Schedules

i Assignments

Image 111: Searching using operators

Examples.

A user is searching for entities in the full text of the content. Based on the search string:

*test returns an error. Such syntax is not allowed.
te*st finds all document contents with words beginning with »te« and ending with »st« (i.e.

telephonist, terrorist, ...J.

te?t finds all document contents in which the third letter of the word is unknown (.e. test, text, ...).

test* finds all document contents with the word »test« (i.e. tests, testing, ... J.

test result finds all document contents with words »test« or »result«.

The rule is that if there are no logical operators between the words, operator OR will be used.

test AND result finds all document contents with words »test« and »result«. Logical operators

must be written in uppercase.

»test result« finds all document contents with words »test result« written in succession.

»test result*« finds all document contents with words »test result« written in succession, with the

possibility that the second word can also be longer (i.e. results, resultados, ...

Formats supported by the full text search function are:

e HTML, XML and similar formats.

e Microsoft Office, OpenOffice and iWork formats.

e RTF format.

e PDF format.

e Text formats.

¢ Audio format metadata (metadata of WAV, MIDI, MP3, MP4, 0GG).

¢ Image format metadata (metadata of BMP, GIF, PNG, PSD; EXIF for JPEG, TIFF).
¢ Video format metadata (metadata of FLV, MP4).

e Email formats (PST, MBOX, EML).

e PKCS7 formats.
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e Electronic publication formats (EPUB, FB2).

e \Web feed and news formats (RSS, ATOM, IPTC, ANPA).
e DWG format.

e CHM format.

e Font formats (TTF, AFM).

¢ Scientific formats (HDF, NETCDF, MAT).

e Program and library formats (ELF, PE).

e Compression formats (TAR, CPIO, ZIP, 7ZIP).

The search result is shown in the central view of the user interface. It contains only the list of

entities or contents to which the user has access.

IMiS/Archive Server Miscellaneous

Title = Classification Code = Description

‘ Assignments

Image 112: An example of a search result

4.3.5.2 Search by metadata

The user can search by metadata by selecting the icon in the header of the user interface
and selecting the values from the list, or by entering a search string in the following fields in the

»Search« dialog box:
e Title: name of the entity.
¢ QOwner: owner of the entity.

e Keywords: keywords related to the entity.

Creates a search string from one or multiple simple search conditions.
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Search Cancel

Image 113: A dialog box for searching by metadata

title:schedules Q =

IMiS/Archive Server

Title & Classification Code * Deseription

‘ Schedules 07/000001 Activities

Image 114: An example of a metadata search result

When choosing text metadata, the search value must be text. WWhen searching text metadata,
the value does not have to be exactly identical. The IMiS®/wClient also allow you to perform a

»Wildcard search« by using special characters in the search string:
e »*«means zero or more characters of any kind

e »?P« means any character.
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Search Cancel

Image 115: Use of special characters in a search string

IMES/Archive Server  Projects

Thia = Classification Coda = Dascription

Scan project
ARChive Server progect
Client project

BalchScan project

Image 116: An example of a result of searching by metadata using special characters

Note:
The user does not have to pay attention to the use of small and capital letters, because the search is

case insensitive.
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Example:

If the user is searching entities by the »Title« metadata, the search string:

o »a*« searches for entities whose title starts with the letter »a«. For example, producing: »aas,

»Administration«, »authorization«, »A-test« and »Auto Service«.

o »*traffic*« searches for entities that have a string of characters »traffic« in the title

For example: »traffic light«, »havy traffic«, »road traffic jam «.

e »*en« searches for entities whose title ends with a string of characters »enc.

For instance. »then«, »when«, »hen«, smaidenc.

o »d?b« searches for entities whose title has a specified first and third letter (in this case »d« and »b«J,
while the second letter and all other letters can be random.

For example, producing: »debate«, »Debit«, »dab« or »dubious claimsk«.

This does not work when searching metadata whose value is represented by the name of a
IMiS®/ARChive Server user (for example the metadata »Owner«).

For these values, the search string must be identical to the value of the metadata.

Instead of manually entering the title of the owner into the search string, the user selects it

from the set of available users.

Search

Ron Salazar

Image 117: A dialog box for searching by the metadata »Owner«

Tvpe:
To make the archive clearer, the administrator should, if possible, recommend a standard structure for

naming entities and metadata (upper and lower case, abbreviations...) saved to the server.
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4.3.5.3 Search by content descriptions

The user searches by the document content description by selecting the icon in the
header of the user interface and entering the search string into the »Content description« field

in the »Search« dialog box.

regulations.pdf

Image 118: A dialog box for searching by the content description

The IMiS®/wClient can perform a »wildcard search« by using special characters in the search
string:
e »*« means zero or more characters of any kind.

e »?P« means any character.
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assignments*

Image 119: Use of special characters in a search string

The user does not have to pay attention to the use of small and capital letters, because the

search by the content description is case insensitive.

Example:

If the user is searching entities by the content descriptions, the search string:

e »a*« searches for entities containing contents whose titles begin with the letter »a«.
For example, producing: »aa«, »Administration«, »authorizations, »A-test« and »Auto Service«.

o »*traffic*« searches for entities containing contents whose titles contain the »traffic« character
string.
For example: »traffic light«, »havy traffic«, »road traffic jam «.

e »*en« searches for entities containing contents whose titles end with the »en« character string.
For instance: »then«, »whene«, »hen«, »maidenc.

o »d?b« searches for entities containing contents whose titles have a specific first and third letter
(in this case »d« and »b«), while the second letter and all other letters can be random.

For example, producing: »debate«, »Debit«, »dab« or »dubious claimsk«.
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In the central view the user is shown the search results.

content:assignments* Q

it

IMiS/Archive Server

Title & Classification Code * Description

n Assignments
Image 120: Results of searching by the document contents description

4.3.5.4 Combined search

The user can also perform the following combinations of searches:
e By metadata and the full text of the content.
e By metadata and the content description.

e By the full text of the content and the content description.

The user performs a combined search by selecting the icon in the header of the user
interface and entering the search strings into the relevant fields, or by selecting the value of

the attribute »Owner« from the list in the »Search« dialog box.

Note:

The combined search takes the logical operator »AND« into account.

4.3.5.4.1 Combined search by metadata and full text search

The user can simultaneously search by metadata and by the full text of the content.

The search result is all documents containing the searched metadata (e.g. Owner = Keira Clay)
and whose content also contains the searched text (e.g. exclusive).

The searched text can contain one or multiple simple search conditions.
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exclusive

Keira Clay

Search Cance

Image 121: Entering a search string in a combined search

owner:kclay exclusive

IMiS/Archive Server Miscellaneous

Title = Classification Code = Description

n Schedules

Image 122: Results of searching by metadata and the text of the content

4.3.5.4.2 Combined search by metadata and content descriptions
The user can simultaneously search by metadata and by the content description.
The search result is all documents containing the searched metadata (e.g. Title = meeting) and

whose content descriptions also contain the searched text (e.g. IMiS).
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Search Cancel

Image 123: Entering a search string when searching by metadata and the content description

title:meeting* content:IMiS*

IMIS/Archive Server

Title = Classification Code * Description

E Meeting Mr. Oxley

Image 124: Results of searching by metadata and the content description

4.3.5.4.3 Combined search by content descriptions and full text search

The user can simultaneously search by the content description and by the full text of the
content.

The search result is all documents containing a specific search string in the content
description (e.g. IMiS) and whose content also contains the searched text (e.g. china).

The searched text can contain one or multiple simple search conditions.
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| omert l reports|

Search Cancel

Image 125: Entering a search string when searching by the text of the content and the content
description

content:report* hyde Q =

IMiS/Archive Server

Title = Classification Code “ Description

i Management project Triple XXXX

Image 126: Displaying the result of searching by the text of the content and the content description

4.3.6 Archiving email messages

The IMiS®/wClient enables users to capture the received and sent email messages with
corresponding metadata and attachments, depending on the IMiS®/ARChive Server settings.
To enable capture, the server must be configured with at least one template that contains

email message attributes Email attributes.
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4.3.6.1 Email archiving procedure

The user captures email messages by using the »Drag and drop« functionality.

The user marks one or several email messages, including their attachments, in the email client
(MS Outlook, IBM Notes etc.) and »drags« them to the selected class or folder in the

classification scheme in the IMiS®/wClient.

The user arranges the IMiS®/wClient and email client windows so that they are both visible on
screen. By holding down the left mouse button, the user drags the selected email messages to

the central view of the IMiS®/wClient.

. v 3 .

If a window appears notifying user that he can drop the selected email message,

this means that a popup window for creating an entity will appear when the email message is
dropped. If the email is recognized successfully and it is possible to create entities with a

template that enables email, the »Email« tab will be shown.

e i Mail - Tujina - IBM Notes - a X
@ Miscellaneous - IMISAC File Edit View Create Actions Tools Window Help
<« C | & Vamo | https//appsOt.imissi/wclient/#/archive/iarc/entities/u YX93QUNIK.. ¥r | «» i [CREED G- ] i + Search All Mail a

A Home i Marko Hren - Mail
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Alex Nelson v

N New v  Reply ~ ReplytoAl v Forward~ B~ P~ 1 Moe~r C Q- Show ~
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T & Classification Description @ Nana Mogu Porsche HU: prevad v EN 04.10. 2013 15:36 3
Cods support Fw: PORSCHE CRO in HU 21.10. 2013 13:41 9K e <
. Sasa Brkic Swing SPM 10. 12. 2013 09:00 UK €
B schedues Sasa Briic Re: Swing SPM 1112, 2013 0947 27K
Dejan Strbenk RE: Kitajska 17.12. 2013 1348 10K«
B Assignments = Jure Puhek Fur: WG: FW: Master Links 22.01.2014 1411 3K >
Sasa Brkic Odlazak 07.02. 2014 13:18 K@
Twitter Follow TN Poccun @ Abxaann, R Ray Wang (E ¥#3%) and Kate Gold on Twitterl  08. 07. 2015 17:29 K>
8 Marko Hren Fw: Follow TN Poceun & AGxaam, R Ray Wang (F #3%) and Kate Gold on Twitter! 09. 07. 2015 08:45 UK
powermail Tak for din interesse - her kan du hente dit uddrag af rapporten 31.08. 2015 08:37 4K
sales New sales requests arrived (no = 1) .. 20.11. 2015 07:00 K
PayU Information about a new payment transaction recorded in the PayU System 17.12. 2015 1845 12K
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Bradly N. Peterson  Congratulations marko.hren@imis.si - YOU WON AGAIN 09. 08. 2016 04:47 8K
Jacky GILLIG Réponse automatique : duplicato 22.08. 2016 1316 10K
Robert Petek [IRA] (CLI291) Pri poizkusu shranitve korenske entitete brez roka hrambe pride do 24. 08. 2016 18:34 26K
napake "Unhandled exception on thread .. v
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Show Details

Histor This message has been replied to and forwarded

---------- Forwarded message ---------o
BI&HE] <m.vamakawamusashi.ip>

GHT+02:00

subject: WEEHNFBELELE [(RBAEEEMR]

To: nanamoguGgmail.com

Cc: 1bs@sec.musashi.ac.ip

EsEsh
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Image 127: Preparing the environment for transferring an email message from the email client to the
archive
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Image 128: Dropping the email message to the selected entity

After releasing the mouse button, a dialog box opens for viewing and editing the details of the

email message.
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Image 129: Viewing and editing the details of an email message before saving
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In the »Details« tab the user can view or edit the following metadata:
e Parent: the title of the parent entity. This attribute is read only.

e Template: a set of available templates for creating allowed entities and classifying them

under the selected class or folder. This attribute is mandatory.

e Type: the type of the entity described. This attribute is read only.

e Title: name of the folder or document described. Attribute value is mandatory.

e Description: Short description of the entity.

e Status: current status of the entity.

e Security class: a set of available entity security classes based on the entity’s position in
the classification scheme.

e Significance: significance rating of the entity.

e »0Owner« a directory (user or group) entity that is responsible for the selected entity.

o Keywords: keywords related to the entity. Attribute can have multiple values.

e External identifiers: a list of the entity's unique external identifiers on the server.

In addition to the above-mentioned attributes, the user can also edit the so-called »Custom

attributes«, which are predefined by the template.

When the selected email message is moved to the IMiS®/wClient, the value of the »Title«
attribute is automatically transferred to the »Contentx« field, and contents containing email
details are created. If the email contains additional contents, they too are transferred.
After confirming the entry and selection of attribute values with the »Create« button,

the selected messages are automatically transferred to the desired location in the
classification scheme together with their metadata and content and are saved to the

IMiS®/ARChive Server.
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Image 130: Displaying a saved email message on the list of entities

In the »Details« tab, the user can see all the content that was saved together with the email
message. In the »Content« field the original email message in the EML format and the

recognized email attachments are created.

i Miscellaneous - IMiSfwC! X

& C | & Vamo | https://appsD1.imis.si/v nt/#/archive/iarc/entities/u_Y) w
Fwd: REERAFIEL £ L1 [REAFEES] *
DETAILS EMAIL PHYSICAL PROPERTIES SECURITY RETENTION

Fwd ESEHASIE L& L [EEAFEER]
Retain | Inherited -

D AD142EDEDOS9E76841DES1/
D Content

B | content.tat 498

Save Cancel

Image 131: Contents of the email message
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4.3.6.2 Functionality description

After viewing and confirming the email message with the »Create« button, the selected email

messages are copied to the specified location in the classification scheme,

in the form of an EML file. For each email message, the IMiS®/wClient creates a new document

containing the original message, the metadata and any captured content.

The following metadata (when present) is automatically extracted from the email message:

»Subject«: the subject of the message.

»From«: email address of the sender.

»To«: email addresses of recipients.

»CC«: email addresses of the carbon copy recipients.

»BCC«: email addresses of hidden recipients.

»Date«: the date and time the message was sent or received.
»Message Id«: automatically generated message identifier.
»Priority«: priority status of the email.

»Signed«: a value that registers if the email message was electronically signed.

In this process, the »Date« and »Sender« email metadata are mandatory.

If one of these is not successfully captured, the message will not be saved.

[=] - ) X
@ Miscellaneous - IMIS/wCl X
&« C | & Vamno | https;//appsO1.imis.si/wclient/#/archive/iarc/entities/u_YX93QV... ©ov ¥ | «» &
Fwd: ESERIBEL £ L= [RERAFEZH] *
DETAILS EMAIL PHYSICAL PROPERTIES SECURITY RETENTION
Fod {ESEHSTIE L3 L (BiEcrBEm]
ma

Image 132: Display of the metadata transferred from the email message
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Warning:

E-mail messages can't be saved if the selected template includes »Required« custom attribute.

4.3.7 Acquiring authenticity evidence

Authenticity evidence is created on the IMiS®/ARChive Server for the entities, whose

properties correspond to at least one rule for generating proofs and have at least one

metadata or content that is intended for generating proofs.

For additional information on rules for generating and renewing proofs see the IMiS®/ARChive

Server user manual chapter 3.6.7 Rules.

Evidence is created in packets, according to predetermined time intervals.

In case authenticity evidence for the selected entity already exists on the archive,

the user can retrieve it by using the »Action« command and »Authenticity evidence« command.

IMiS/Archive Server

Title %
]
E

Assignments

Miscellaneous

Classification Code *

Schedules

07/000002

Group assignments

BN =)

Deseription

[

DETAILS

(-]

& status

U Security Class

Assignments [ Authenticity evidence
& Move
SECURITY  RETENT|
@ Delete

Image 133: The popup menu for selecting the »Authenticity evidence« command

The user is shown a dialog box for selecting the folder to which he will save the directory

with the two files containing authenticity evidence. The user saves them by confirming the

»Save« button.

€ savehs e
“— v « Local Disk (&) » Temp » Authenticity evidence » v | & Search Authenticity evidence 0@
Organize + Mew folder =z - 9

Perflogs ~ Mame Date modified Type Size
Program Files i Administration - AIP 7.05. 2018 11:43 Compressed (zipp... 6 KB
Pragram Files (x26) | Class 291 - AIP 26. 04, 2018 15:10 Cornpressed (zipp... 6 KB
ProgramData : Dokument 69 - AIP 26. 04, 2018 15:03 Compressed (zipp... 6 KB
v Temp
AuditLog
> Authenticity evidence

File name: | Assignments - AIP —

Save as type: | Compressed (zipped) Folder ~

+ Hide Folders Cancel

Image 134: Selecting the folder for saving the directory with the two files containing authenticity

evidence
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The authenticity evidence includes these two file types:

e »AIP.xml«: XML file that contains the »Archival Information Package — AlP«, which is a
summary of the entity's metadata and content subject to the authenticity verification
procedure.

¢ »EvidenceRecord X.xml«: one or more XML files that contain the evidence record of the
entity according to the »Evidence Record Syntax — ERS« standard, which prescribes a
system for ensuring the authenticity of long-term archived content. The »X« in the name

of the file means the successive number of the record.

<?xml version="1.0" encoding="UTF-8"?>
<aip.AIP xmins.aip="http.//www.imis.eu/imisarc/ajp"
xmins.ds="http.//www.w3.org/2000/09/xmldsig#">
<aip.Header Version="1">
<ds.CanonicalizationMethod Algorithm="http.//www.w3.org/TR/2001/REC-xml-c14n-
20010315"/>
</aip.Header>
<alp:Attribute Id="sys:Closed” Type="16">
<aip:Value>2014-03-31T16:23:50.401+02:00</aip. Value>
</aip.Attribute>
<alp:Attribute Id="sys:Opened” Type="16">
<aip:Value>2014-03-31T16:23:47.094+02:00</aip. Value>
</aip.Attribute>
<alp:Attribute Id="sys:Status" Type="18">
<alp:Value>Closed</aip.Value>
</aip.Attribute>
<alp:Content ld="sys.Content">
<alp:ContentValue>
<ds.DigestMethod Algorithm="http.//www.w3.org/2001/04/xmlenc#shal56"/>
<ds.DigestValue>0NPJp3qgfSkFm... T5irp0T+SrdMp+VE=</ds:DigestValue>
</aip:.ContentValue>
</aip.Content>
</aip.AlP>

Image 135: Example archive information package

Warning:
Depending on the settings of the IMIS®/ARChive Server, authenticity evidence is created in certain

intervals. The default setting is 5 minutes. The evidence thus becomes available when this time period

has elapsed.
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<?xml version="1.0" encoding="UTF-8"?>

<EvidenceRecord xmins="http.//www.setcce.org/schemas/ers” Version="1.0">
<ArchiveTimeStampSequence>

<ArchiveTimeStampChain Order="1">

<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#shal"/>
<CanonicalizationMethod Algorithm="http.//www.w5.org/TR/2001/REC-xml-c14n-20010315"/>
<ArchiveTimeStamp Order="1">

<HashTree>

<Sequence Order="1">

<DigestValue>RiHMaqgrhrGATA/fDYJVOEI\ g4fTw=</DigestValue>
<DigestValue>dawWHxNEIuddA70+NGHYNd3ApGE=</DigestValue>

</Sequence>

<Sequence Order="2">
<DigestValue>vgBElgW7kGPUaFB/g6t{UFWwylE=</DigestValue>

</Sequence>

</HashTree>

<TimeStamp>

<TimeStampToken Type="XMLENTRUST">

<dsig.Signature xmins.dsig="http.//www.w3.org/2000/09/xmldsig#" Id="TimeStampToken">
<d’sig:Signedinfo>

<dsig.CanonicalizationMethod Algorithm="http.//www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
<dsig.SignatureMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#rsa-shal"/>
<dsig:Reference URI="#TimeStampinfo-13ED106F54C2C33E0420000000000007B07 ">
<dsig.DigestMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#shal"/>
<dsig:DigestValue>fWwSCkWO4udY+/kvwMgl59scG3k=</dsig:DigestValue>
</dsig.Reference>

<dsig.Reference URI="#TimeStampAuthority ">

<dsig:DigestMethod Algorithm="http.//www.w3.org/2000/09/xmldsig#shal"/>
<dsig:DigestValue>j8bwhFukHoDEjcimzgEZt XDF/ko=</dsig:DigestValue>
</dsig.Reference>

</dsig.Signedinfo>

<dsig:SignatureValue>J5Vmm8HR9g YzPouh... ELWNov32qUw==
</dsig.SignatureValue>

<dsig:Keyinfo ld="TimeStampAuthority"

<dsig:X5090ata>
<dsig:X509Certificate>MIIFYDCCBEi..InphHBIzxEkKFU3</dsig:X5039Certificate>
</dsig:X5090ata>

</dsig.Keyinfo>

<dsig.Object Id="TimeStamplinfo-13ED106F54C2C33E0420000000000007B07 ">
<ts:TimeStamplinfo xmins.ds="http.//www.w3.org/2000/09/xmldsig#"
xmins:ts="http.//www.entrust.com/schemas/timestamp-protocol-20020207 ">
<ts:Policy id="http.//www.si-tsa.si/dokumenti/SI-TSA-politika-za-casovni-zig-1.pdf />
<ts.Digest>

<ds:DigestMethod Algorithm="http.//www.w3.0rg/2000/09/xmldsig#shal’/>
<ds.DigestValue>kKsYK3bWkp5Zc/wbgssA/XIbNsA=</ds.DigestValue>

</ts:Digest>
<ts.SerialNumber>108487637460..6624147310345175</ts:SerialNumber>
<ts:CreationTime>2014-04-02T709:45:00.0952</ts.CreationTime>
<ts:.Nonce>7949411139179750976</ts.Nonce>

</ts:TimeStamplnfo>

</dsig.Object>
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</dsig.Signature>

</TimeStampToken>

<CryptographicinformationList>

<Cryptographicinformation Order="1"
Type="CERT">MIIEHDCCAwSgBAgIE..z90z6gk/2vorAfGEhuBSnBxVeolp</Cryptographicinformation>
<Cryptographicinformation Order="2"
Type="CRL">MIISKTCCERECAGEWDQAYJ....pYOZSYQAMkwE19LRSI/YOFg</Cryptographicinformation>
</CryptographicinformationList>

</TimeStamp>

</ArchiveTimeStamp>

</ArchiveTimeStampChain>

</ArchiveTimeStampSequence>

</EvidenceRecord>

Image 136: Example evidence record

4.3.8 Deletion of an entity

The IMiS®/wClient enables immediate deletion of an entity from the classification scheme.

4.3.8.1 Immediate deletion of an entity
To execute a delete action, the user must have the »Delete« right on the selected entity.

For displaying the effective rights of a user see chapter Entity information.

Prior to deletion, the user has to make sure the classes or folders he is about to delete do not
contain entities.
Entities namely cannot be deleted. The same is valid for all closed entities (the value of the

»Status« attribute is »Closed«).

The user can delete an entity by selecting the »Actions« command in the command bar and

»Delete« in the popup menu.

Ive Server Iscell l @ Open I [ # Edit ] l Actions ] =
& Status
Tile % Classification Code * Description U Security Class x
w N
3 - - - Fwd: 8587 O Authenticity evidence L.
- Schedules A =
4 Move

DETAIL! SECURITY  RETEN
S ¢ o Delete

n Agsignments
Fro BERHCRE L L - [REAFEER]

B  rwonssisaslsLe [BEASE.  07/000003

Image 137: Selecting the »Delete« command
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A dialog box opens for giving the »Reason to delete« and the »Description«, which are required.

Delete entity x

Not interesting for our market

[ Japanese mail

Cancel

Image 138: A dialog box for deleting an entity

After both values have been entered, the »OK« command is enabled. The user can either

confirm the deletion or cancel it by selecting the »Cancel« command.

4.4 System attributes

System attributes are predefined. On the IMiS®/ARChive Server they are specified by the
attribute scheme and have prescribed properties.

Attributes can be:

e Publicly accessible: The attribute is accessible to all users no matter what access rights

and roles they have.
e Required: The attribute value has to be input before the entity can be saved.

e Read-only: Attributes can be read but not edited.

Attributes can have multiple values, pick list values, and any combination of possible properties.

Attribute values can also be inherited. The table below describes the possible attribute

properties.

Name of attribute property Description

Public Attribute is publicly accessible to all users.

Required Attribute value is mandatory.

Unique Attribute value must be unique.

ReadOnly Attribute value cannot be changed.

MultiValue Attribute has multiple values.

PickList Attribute must have one of the values from the pick list.
Searchable Attribute is searchable.

Inherited Attribute values are inherited from the parent entity.




Name of attribute property Description

AppendOnly Attribute values may only be appended.

IncludelnAlIP Attribute values are part of the archive information package.

Table 4: Description of possible attribute properties

In addition to limitations that specify attribute properties, certain other system limitations also
apply. For example, some attributes are only available for specific types of entities, and some
only for entities in a specific location in the classification scheme, or after a specific action has
been executed (e.g. transfer)

All the system attributes of the IMiS®/ARChive Server are described below.

4.4.1 General system attributes

The general system attributes of an entity consist of various attributes such as »Titlek,
»Description« and »Classification code«. They contain mandatory as well as optional attributes.
Most attributes are available for all entities. The exceptions are »Status«, »Opened date« and
»Closed date«, which are present for classes, folders, and those documents that are located
directly under a class. Attribute »Significance« is available for folders and documents only.

The table below lists and describes all the general system attributes.

Name Description

Classification code Contains the entity's classification code within the classification scheme.

The classification code is generated automatically on the archive server.

Example: The classification code O7-2014-00004/00001 represents
document 00001, located inside folder 2014-00004, located inside class O1.
The classification code is a publicly accessible type of metadata.

Title Saves/contains the title of the entity. The title is a required, public metadata
that enables search.

Description Saves/contains a short description of the entity.
The description is a public metadata.

Status Saves/contains the status of the entity. The status is a required metadata for
all entities that are either classes, folders, or documents directly under
classes. It is a public metadata that enables search.
The possible values are:
e »0Opened«: the entity can be edited by a user with the appropriate
effective access rights (the right to write)

e »Closed«: the entity cannot be edited.




Name

Description

Opened date

Contains the date and time the status of the entity was changed to »Opened«.

The opened date is public metadata, is read-only and enables search.

Closed date Contains the date and time the status of the entity was changed to »Closedx.
The closed date is public metadata, is read-only and enables search.
Significance Saves/contains the significance rating of the entity. Significance is a required

metadata for folders and documents. It is public metadata that enables
search. The possible values are:

e »Vital«: entity is vital.

e »Permanent«: entity is permanent.

e »Retain«: entity should be retained.

o »Delete«: entity is queued for deletion.

Security class

Saves/contains the security class of the entity. The security class is optional
metadata for all new entities. Once it is set, it cannot be modified without
stating a reason for change. The security class is a public metadata that
enables inheriting and enables search.

The possible predefined values are:

e »Unclassified«: entity is freely accessible.

o »Restricted«: entity is of an internal nature. Can only be accessed by
users with clearance level »Restricted« or higher.

o »Confidential«: entity is confidential. Can only be accessed by users with
clearance level »Confidential« or higher.

e »Secret«: entity is secret. Can only be accessed by users with clearance
level »Secret« or higher.

e »Top Secret«: entity is top secret. Can only be accessed by users with

clearance level »Top Secret«.

Creator

Contains the creator of the entity (name of user who created it). The value is
set when an entity is created on the IMiS®/ARChive Server and cannot be

changed. The creator is a public metadata, is read-only and enables search.

Owner

Saves/contains the owner of the entity. The value of the attribute is selected
from among the currently registered users of the archive server. The owner is

a public metadata that enables search.

Keywords

Saves/contains keywords related to the entity. This attribute can have

multiple values and is a public metadata that enables search.




Name Description

External Ids Saves/contains external identifiers of the entity. This attribute can have

multiple unique values and is a public metadata that enables search.

Warning: When entering values, keywords should be separated using the
»Enter« key or the semicolon character (; ).

Save log Contains a report on the verification of the electronic signature for digitally
signed content. This attribute can have multiple, added values. It is a public
metadata that enables search

Table 5: Description of general system attributes

4.4.2 Email attributes
Email attributes are only available for documents that have been created using an email
template. Email attributes store information about the email such as the sender, recipients,

and sent date.

Name Description

Message Id Contains the automatically generated message identifier.

From Contains the address of the sender. This metadata is mandatory.

To Contains the addresses of the email's recipients.

CC Contains the addresses of the email's CC recipients.

BCC Contains the addresses of the email's hidden recipients.

Subject Contains the subject of the email message.

Priority Contains the email priority status.

Signed Contains a value that registers if the email was electronically signed.

Date Contains the date and time the email was sent. This metadata is mandatory.

Table 6: Description of email attributes

4.4.3 Physical content attributes
Physical content attributes are only available for documents. The existence of physical content
is specified by the unique physical content identifier. The physical content has a home location,

which changes when it is checked out. The change of location is saved in the »status« attribute.




Name Description

Identifier Contains the unique identifier of the physical content.
Description Contains a short description of the physical content.
Status Contains the current status of the physical content. Possible values are:

- »CheckedIn«: the physical content is stored at its home location.

- »CheckedOut«: the physical content has been sent to another location.

Status change date Contains the date and time of the physical content's last status change.
Home location Contains the home location of the physical content.

Current location Contains the current location of the physical content.

Custodian Contains the name of the physical content's custodian.

Return date Contains the expected return date of checked out content.

Table 7: Description of physical content attributes

4.5 Roles

A server role is a set of access rights that allow users to execute specific operations on the
IMiS®/ARChive Server. An appropriately authorized user can grant the following roles to other
uSers or groups:
e »AuditLogQuery«: allows access to the audit log.
Users with an »AuditLogQuery« role see the Activity tab in the entity information
overview and can access the audit trail through this tab.
e »Content management«: The role enables the user to tag content for indexing or

conversion.

5 SYSTEM REQUIREMENTS

System requirements are divided into client requirements and the IMiS®/wClient

requirements.

5.1 Hardware

Most current workstations and computers should be able to run the IMiS®/wClient.
The workstations and computers being sold on the market today meet the client requirements
of the IMiS®/wClient. It needs few resources to operate and works in all of the popular web

browsers on Windows, macOS and other operating systems.




5.1.1 Minimum requirements

e Browsers:

Chrome = 66.0.3359

Firefox = 60.0.1

Edge = 42.17134

Safari 2 11.1

Internet Explorer 11 = 11.0.10240.16384.

e Size of available work memory should be about 512 MB larger than the operating

system's memory requirements.

e TCP/IP network access (IPv4 or IPvB).

5.1.2

Recommended hardware

e Browsers:

Chrome = 66.0.3359
Firefox = 60.0.1

Edge = 42.17134
Safari = 11.1

¢ Size of available work memory should be about 1 GB larger than the operating system's

memory requirements.

e TCP/IP network access (IPv4 or IPvB).

5.2 Installation requirements

Most current servers should be able to run the IMiS®/wClient.

It needs the IMiS®/Storage Connector Services REST to operate.

5.2.1

Minimum requirements

e [IMiS®/StorageConnector Services REST 9.2.1805.102;

e Minimum free disk capacity for installing the IMiS®/wClient is 6GB.
e TCP/IP network access (IPv4 or IPvB).




5.2.2 Recommended requirements
e [IMiS®/StorageConnector Services REST 9.2.1805.102;
e prostor na disku > 6 MB;
e Minimum free disk capacity for installing the IMiS®/wClient is 6GB.
e TCP/IP network access (IPv4 or IPvB).

6 INSTALLATION

Below is a description of the installation procedure for the IMiS®/wClient. It can be performed
by a user with the appropriate rights (Administrator). The installation is conducted step-by-

step and is the same for everyone.

6.1 Installation procedure
The IMiS®/wClient must be installed in an environment that satisfies minimum requirements.
The user must have rights on the server on which he is installing the client. The installation
package is extracted to a directory on the server selected by the administrator.
Procedure:

1. The administrator extracts the installation package to a directory on the server.

2. He sets the settings.json.
6.1.1Installation settings
For successful installation the address to the IMiS®/StorageConnector Services REST

must be entered into the »assets/settings.json« as the »url« property.

Example of the setttings.json.

{
‘url": "https://apps.imis.eu/scsvec’,
‘requestTimeout’: 240000

i

url String Address of the IMiS®/StorageConnector Services REST.

requestTimeout Integer The timeout of an individual request to the service in ms
(optional). The default value is 120000.




6.2 Upgrade procedure

1. The administrator copies the current »assets/settings.json« to a temporary directory.
2. Deletes the directory containing the IMiS®/wClient.
3. Extracts the installation package to the directory.

4. Replaces the settings.json from the temporary directory.

7 MANAGING PRODUCT

The IMiS®/wClient can be managed by a user with the appropriate rights (e.g. administrator).

The user must first log in to access the archive.

For more information on logging in/out see chapter Login and logout.

The user stops the IMiS®/wClient by logging out and closing the tab/window of the web

browser.

8 TROUBLESHOOTING

Users of the IMiS®/wClient must know how to handle the product correctly and are advised to
follow instructions provided by documentation. If you encounter issues or errors,
it is important to follow proper procedures. The first thing that is advised is to contact the

IT expert or system administrator of your company.

Administrators are advised to troubleshoot errors with the help of the appropriate manual.
If you cannot discover the cause of the issue or find the appropriate fix, feel free to contact
IMiS® software support and we'll be glad to offer assistance. Be advised that a layperson's

interference can make things worse and further destabilize the system.

8.1 How to avoid problems

Regular updating of the IMiS®/wClient is essential to keep issues at a minimum.

Every new version of IMiS® software fixes known bugs and errors.




If you want to make sure things run smoothly, a highly recommended choice is our optional
maintenance contract. A valid maintenance contract will protect you from serious errors
or system outage. Several kinds of maintenance contracts are available:
e Primary, where the developer takes over the complete process of system maintenance.
e Secondary, where the developer fixes serious or less frequent errors, while users and

their IT service perform regular maintenance and troubleshooting.

Maintenance contracts can be tailored to the specific needs of IMiS® software users.

Ask for a deal and we'll be happy to assist you.

8.2 Frequent errors
This chapter describes errors that may be frequently encountered while using the
IMiS®/wClient. Each error is paired with the possible reasons and the steps that should allow

you to fix it.

Error when accessing an archive
Likely cause: There was an error in establishing a connection with the IMiS®/ARChive Server,
which can be due to:

e Wrong IP address.

¢ Invalid network port.

e Firewall on the client, or on the network between the client and the server, that prevents

communication between the client and the server.

Solution: First, check the validity of the IP address and the network port. If that's not the
cause, check if communication between the client and the server is open and reconfigure any

firewalls as necessary.

»Invalid Username or password«

Likely cause: Invalid username or password.

Solution: Check whether the username and password have been entered correctly
(e.g. use of capital/small letters, without initial or end spaces, etc.).
If that does not solve the problem, notify the administrator who will check whether a user with

that name is actually registered on the IMiS®/ARChive Server.
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IMiS/wClient

IMiS/Archive Server

[_nelson |

LOGIN

A Invalid username or password

Image 139: An example of the error: Invalid or incorrect password

»Entity cannot be created since Classification Code generator is not defined for its
hierarchy depth.«

Likely cause: Creating a folder in the classification scheme at a too low level.

When saving a new folder, a classification code is automatically generated, however, the
classification code generator on the IMiS®/ARChive Server supports the generation only to a

certain level in the classification scheme, and not beyond it.

Solution: Creating a folder at a higher level, which is still supported by the classification code

generator on the server.

Create Entity x

DETAILS

Azsets

Case

A Server reported an error processing request (
Code generator is not defined for its hierarchy

n: code=ERR_IAS_ERROR, message="Entity cannot be created since Classification

Image 140: An example of an error when saving a new folder

nClosed entities cannot be edited. «
Likely cause: An attempt to open a closed entity in editing mode.

The entity's status is »Closed«. Closed entities cannot be edited.

Solution: Dismiss the editing of the closed entity or change the entity’s status to Opened via

the popup menu on the document or the »Actions« button in the command bar.
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Error x

Server reported an error processing request (Reason: code=ERR_IAS_ERROR, message="Closed entities
cannot be edited.)

OK

Image 141: An example of an error when editing a closed document

»[Class, Folder, Document] <classification code> cannot bhe edited.«

Likely cause: The entity is already open in editing mode on another computer.

Solution: Wait until the other user finishes editing and then open the entity once again.

Error x

Server reported an error processing request (Reason: code=ERR_IAS_FRROR, message="Entity
‘200039759 is being edited by another party.)

0K

Image 142: An example of an error when opening an entity in editing mode
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