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1 INTRODUCTION

This manual describes the usage of IMiS®/mDMS web service and client mobile application.

It provides a user with useful technical and content-related information.

1.1 Purpose of the guide

The manual describes administrator tasks required for the management of the IMiS®/mDMS
application. It is intended for:
e installation and deployment of the IMiS®/mDMS Client application on the i0OS and Android

mobile devices.
o management of IMIS®/mDMS Service administration interface.
e configuration of the IMiS®/mDMS Client application for running on mobile devices.
e administration of the users, user environment and document types.

e error identification and troubleshooting.

1.2 Target audience

The manual is intended for application developers and system administrators with knowledge

of the IBM® Domino and Notes platform.

1.3 Scope and requirements

The manual describes administrative tasks and IMiS®/mDMS application settings in order for
any IBM® Notes application to work on mobile devices.
For additional information contact the IMiS® technical support at the email address:

support@imis.eu.
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1.4 Conventions

The manual uses various styles and colours to highlight important information.

These are explained in the table below:

Style

Purpose

Regular

Basic information.

Description of functionalities.

Underlined text

Topis in the chapter.

»Quotation« Names of sections, headers, tabs and warnings.
Names of actions with selected settings.

[Red text] Options selectable from the dropdown menu.
Values of Notes document fields

[Blue textl Names of Notes document fields.

[Green text]

Section and contained section names.

[Violet text]

Header names.

1.5 Abbreviations

The table below shows the abbreviations used in the text and images of this guide:

Abbreviation

IBM® Notes application

An application written in LotusScript.

IBM® Domino

Apple® Store

A web store center for Apple® products.

Google® Play

A web store for Google® products.

CRM application

for customer management support.

IMiS®/mDMS Service

A server platform for running IBM® Notes applications.

A test and demonstrative application developed in LotusScript

A web service for forwarding IMiS®/mDMS application settings

and IBM® Notes application data to a mobile device.

IMiS®/mDMS Client

A mobile application for display and running of IBM® Notes

application on a mobile device.

IMiS®/mDMS Service

Provider

An application used by IMiS®/mDMS Service for obtaining and

running customized actions in an IBM® Notes application.




2 PRESENTATION

2.1 General

The architecture and concept of the IMiS®/mDMS environment enables the IBM® Notes
application developers and mobile device users to transfer applications to their mobile devices
in a fast and simple manner. No unnecessary intervening in the source applications, technical

knowledge or special experience in application development for mobile devices is required.

The concept is based on the »application abstraction« approach, which enables the use and
display of seemingly different applications in the same way, regardless of the mobile device

and always through the user's native maobile device application.

The complex business logic that a source application may contain can be run directly from a
mobile device. This way, the application retains a consistent performance and rules that apply.

The scope of flexible application settings enables users to easily customize each application.

2.2 Characteristics

IMiS®/mDMS Service is a web service that specifies how to use an application
and how it displays on mobile devices. Each service can join a number of different applications

that can be distributed in the IBM® Domino domain through a mutual virtual application portal.

The main characteristics of IMiS®/mDMS are:

e Access of your enterprise documents and content anywhere from any mobile device.

e Use of any IBM® Notes application on mobile devices without any modification.

e Adjustment of application appearance and functionality without any intervention in the
IBM® Notes application code or prior knowledge of the mobhile platform specifics.

e Application appearance remains the same regardless of the mobile device.

e (Consolidate all your IBM® Notes applications to run on mobile devices.

e Any Notes application can be displayed and used through native mobile device application.

e Secure your mobile access to enterprise data by using the latest encryption
technologies and major EMM environments.

¢ Complex business logic of Notes applications can be easily used directly from mobile

devices.



e Notification service let mobile user know about crucial workflow events.

o Workflows, embedded views and agents from Notes applications are easily handled and

displayed on your mobile devices.
e Search for content and documents by metadata and content’s full-text.

e Document data display in open or closed sections in portrait or landscape mode of a

mobile device.

3 ARCHITECTURE

3.1 General

IMiS®/mDMS is a 3-tier system in the client-server model of architecture

(https://en.wikipedia.org/wiki/Multitier _architecture#Three-tier architecture)

with the following tiers:

Presentation tier

It is represented by the IMiS®/mDMS Client application for maobile platforms iOS in Android.
It is a native application of a mobile platform where the client is installed. It connects to the
IMiS®/mDMS Service, which represents the Logical tier. It fully prescribes the manner of

forwarded data presentation to the presentation tier via the configuration profiles.

IMiS®/mDMS Client is a thin or a light client (https://en.wikipedia.org/wiki/Thin client),

which is capable of dynamic rendering of data based on the IMiS®/mDMS Service configuration.

When logging in, the IMiS®/mDMS Service transfers display settings and application operation
to the IMiS®/mDMS Client application. The latter does not contain or specify the manner of
data presentation when installed or locally at a later time. Therefore, the same client version

can display various applications of various users in a completely different manner.

It uses Hyper Text protocol to communicate with the Service layer

(HTTP - https://en.wikipedia.org/wiki/Hypertext Transfer Protocol), which can be optionally
encrypted using latest encryption standards (PKI/TLS). Communication specifics are set by the

IMiS®/mDMS Service.


https://en.wikipedia.org/wiki/Multitier_architecture%23Three-tier_architecture
https://en.wikipedia.org/wiki/Thin_client
https://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol

User can also choose to use 3™ party MDM solutions such as

Mobilelron Inc. (https://www.mobileiron.com) or Citrix Systems, Inc.

(https://www.citrix.com/products/xenmaobile), which via their platforms enable management of

connected devices and parameters of the IMiS®/mDMS Client.

Logical tier
It is represented by the IBM® Notes application IMiS®/mDMS Service through its SOAP
Service.
Service application contains:
e Configuration parameters of all NSF databases, which are exposed through
IMiS®/mDMS platform.
e Administration interface for setting system related parameters.

e (Operational monitoring.

IBM® Notes application settings are controlled by an administrator through an intuitive and
easy-to-use interface without having expert knowledge on mobile platforms and/or IBM®

Notes application development.

IMiS®/mDMS Service can access IBM® Notes applications (Data tier) locally or remotely and

spread the application execution load on multiple IBM® Domino nodes.

Through IMiS®/mDMS Provider extensions it enables IMiS®/mDMS Client to execute
application specific actions. They are implemented in surfaced applications backend business
logic, which is crucial for correct and efficient action execution. This approach was taken due to
the fact that the IMiS®/mDMS Service application business logic is totally abstract and doesn’t

allow user customization to drive custom actions.

IMiS®/mDMS Service is working with other IMiS® products (IMiS®/ARChive Server,
IMiS®/Storage Connector), which extend IBM® Notes applications and add flexible and high-

performance archiving solution to any IBM® Notes application.


https://www.mobileiron.com/
https://www.citrix.com/products/xenmobile

Data tier

It is represented by the existing IBM® Notes applications with documents and content data.

Applications can be hosted locally on server or on other IBM® Domino servers to which the

web server has access to. IMiS®/mDMS Service uses NRPC protocol to access databases and

honors all security options configured by an administrator, which are in place for other IBM®

Notes users. The Service can access the metadata of the documents or enclosed digital

contents.

The database tier can optionally be represented by the IMiS®/ARChive Server as a repository

of digital and digitalized content.

For more information see http://www.imis.eu/en/products/imisarchive-server.

N

Qo

ptional)
IBM Lotus Notes
NSF application

i0S & Android
tablets
with mDMS Client

All devices connecting to the IMiS/mDMS Service via
EMM micro VPN, dedicated VPN and/or
5L secured HTTP internet connectian

i0S & Android
smartphones
with mDMS Client

IMiS/mDMS — Simple infrastructure schema
(@ 2017, Imaging Systems)

IBM Domino Server
[HTTP Server]

IMiS/mDMS Service
{NSF application)

NSF applications hosted
on the same or other
Domino Servers

NSF Data
access

DMZ

Custom
extension

Firewall

Local Area Network

IBM Lotus Notes
with NSF application

IBM Lotus Notes
with NSF application

IBM Lotus Notes
with NSF application
and scanning capabilities

functionalities
& Push

Sreye
=1=]1®

natifications

[optionall IMIS/mDMS Service Providers
Providing custom, app-soecific functionalities to
IMi5/mDMS Service (e..; Document action lists
and execulion, content, natifications, elc]

Si=i=]S

Secure, long term digital archive capable of
securely storing large volumes of digital
content with LTANS, Full text indexing and
content conversion services.

more: http://www.imis.eu/en/products/
imisarchive-server/

{optional)
IMiS/ARChive

Image 1: The scheme of the IMiS®/mDMS infrastructure

4 SETTING UP APPLICATION OPERATION

This chapter defines IBM® Domino server administrator and mobile user tasks in order to set

up an IBM® Notes application on a mobile device. Later on, an example of how to use a simple

CRM application on a mobile device is presented.



http://www.imis.eu/en/products/imisarchive-server
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Setting up operation on IBM Domino Server

For operation setup of any of the IBM® Notes applications on a mobile device, the administrator

has to take the following steps at the IBM® Domino server:

1.

Create an administration interface of IMiS®/mDMS Service.

For more information see chapter 5.2 Administration interface generation.

Form a set of documents. If the index is not available it needs to be prepared.
If necessary, implement custom logic for document listing.

For more information see chapter 6.3 »Datasets«.

Determine what data will be displayed on the maobile device. The data needs to be sorted
in sections so that the data quantity is controllable and the section is preferably used as
a part of different types of documents. Create document types and specify their assigned
sections.

For more information see chapter 6.4 »Datasources« and chapter 6.5 »Sections«.

Create two sections for attachments and IMiS® objects viewing. Set them to document
types for which you want this functionality available.

For more information see chapter 6.5 »Sections«.

Create actions, place them in sections and place the sections to document types or data
sets. Ensure action implementation.

For more information see chapter 6.5 »Sections« and chapter 6.6 »Actions«.

Determine the appearance of the mobile application.

For more information see chapter 6.1 »Device profiles«.

4.2 Setting up operation on iOS mobhile device

For an IBM® Notes application operation setup on an iOS mobile device, the user takes the

following steps at the mobile device:

Secure and reliable connection between the IMiS®/mDMS Client application and
IMiS®/mDMS Service. On the mobile device the user must also install an application that
enables a secure infrastructure: Cisco® AnyConnect, Mobilelron® Mobile@Work, Citrix®

Secure Hub, etc.

Owing to certain special features of the Citrix® secure infrastructure, the user can choose

between two application versions: IMiS®/mDMS Client (basic and for Mobilelron®) and

IMiS®/mDMS Client for Citrix®.
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The procedure of installing the IMiS®/mDMS Client application and a suitable secure

infrastructure (Cisco®, Mobilelron®, Citrix®) is described below.

4.2.1 Installing IMiS®/mDMS Client Application

The basic IMiS®/mDMS Client application, which the user installs on a mobile device, has been
adapted for operation on the Cisco® AnyConnect and Mobilelron® Mobile@Work secure
infrastructures. It is available on Apple Store: https://itunes.apple.com/us/app/imis-

mDMS/id1017326823?mt=8.

IMiS/mDMS View More by This Developer

By Imaging Systems Inc.
This app is only available on the App Store for i05 devices.

Description

Mis® /mDMS allows d developers to v

nobile d o know anything

eir applica

Imaging Systems Inc. Web Site »  IMiS/mDMS Support More

What's New in Version 1.7.1709

-i05 11 com,

- Mobilelron

Screenshots iPhone | iPad

@ 20-ambienti d.0.0. (ex!
000315-2015: Dob. 3t.: 1

Smart Cam d.o.0.
£23 000310-2015: Dob. 31.:1

GRAWE zavarovalnica ¢
€23 000306-2015: Dob. &t

MOL Slovenija d.c..
€3 000302-2015: Dob. &.:¢

CREANS d.0.0.

This applicat % annaz.ans: an & -1

enough ratings to disp

summary

More by Imaging
Systems Inc.

B

MiS/mDMS for Citrix

Image 2: The presentation page with the information of the IMiS®/mDMS Client application on Apple

Store
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IMIS/mDMS 2+
Imaging Systems Inc. >

Dol rees

a8 aaadaaaaq

Image 3: The presentation page before the installation of the IMiS®/mDMS Client application from Apple
Store

During installation of the IMiS®/mDMS application (basic and for Mobilelron®) the set of
available application settings expands in the following tabs:
e Settings showing device information, setting the device display language, and diagnostic
data.
e Privacy sending device information (manufacturer, model, processor type) to the web

service IMiS®/mDMS Service. For an example of the display see chapter 7.2.3 Device

environments).

e Security setting the security management of the mobile device (MAM — Mobile
Application Management).
The idea behind MAM is that the IT department monitors, manages and protects only
specific business applications on the device, while leaving the rest up to the user. MAM

can also perform policy control, data encryption, remote deletion, etc.

2018 © Imaging Systems Inc., All rights reserved. 20
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No Service & 12:07 + 94% 0 ¢
Settings IMiS/mDMS
. IMiS/mDMS IMIS/MDMS SETTINGS
IMiS/mDMS Version 1.8.dev.32
B Kickstarter About
Mobilelron Configuring
Office Lens License Agreement
PowerPoint Motices & Trademarks
Secure Hub Language iPhone's Language (Default)
]
wee  Tastemade Show diagnostics
Y TestFlight
PRIVACY
o
L’A Verse Device manafucturer U
Visio Viewer Device model { )
% Winmail Reader Lite Device processor U
Word Select which information would you like to share with your Service providers. Application
version, GS version, locale information and screen resolution are always shared
SECURITY
Managed by MAM when available U

Image 4: Expanded set of available settings of the IMiS®/mDMS application

4.2.1.1 Installation of Cisco® AnyConnect Application [Optionall

Cisco® AnyConnect Secure Mobility Client enables users secure remote access to business
applications from desktop, portable and mobile devices via a Virtual Private Network.
Connections in a VPN are virtual/dynamic and run like tunnels across a public TC
infrastructure. Secure communication is ensured by a tunneling protocol (e.g. IP Security
Internet Key Exchange v2 - IPsec IKEv2).

Cisco® has developed an intelligent VPN that adapts the transport protocol to the most
effective methods, such as the Datagram Transport Layer Security (DTLS) protocol for
delaying VolP traffic or TCP-based access to applications.

IMiS®/mDMS Client (for Cisco®) enables setting up a secure connection to IMiS®/mDMS

Service via the Cisco® AnyConnect secure connection.

Note: In order for the IBM® Notes application to work on a mobile device, the user must
ensure a Wireless Network Connection or enable mobile data transfer. The user sets up a network

connection by entering the name of the connection located on the router and the password.

If the Cisco® AnyConnect application has not yet been installed, the user downloads it to the
mobile device from Apple Store: https://itunes.apple.com/us/app/cisco-

anyconnect/id11350646907mt=8.

2018 © Imaging Systems Inc., All rights reserved.
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Cisco AnyConnect

By Cisco

View More by This Developer

This app is only available on the App Store for iOS devices.

This app is designed for
both iPhone and iPad

Free

Category: Business
Updated: Sep 03, 2017
Version: 4.0.7077

Size: 24.1 MB

Language: English

Seller: Cisce

© 2017 Cisco Systems, Inc.
Rated 4+

Compatibility: Requires

i05 10.0 or later. Compatible
with iPhone, iPad, and

iPod touch

Customer Ratings

Current Version

Fkdk 75 Ratings

All Versions:

%% ¥k 96 Ratings

More by Cisco

Q

Cisco WebEx Meetings

Image 5: View of the page for downloading Cisco® AnyConnect from Apple Store

After successful installation the user must configure the Cisco® AnyConnect application.

Description

This is the new AnyConnect application for Apple i0S.
Please report any questions to ac-mobile-feedback@cisco.com.

Cisco Web Site }  Cisco AnyConnect Support:  Application License Agreement b

_More
What's New in Version 4.0.7077

Bug fixes

Please report any issues to ac-mobile-feedback@cisco.com

Screenshots iPhone | iPad

847 AM

AnyConnect

& VIRTUAL PRIATE KETWORK
AnyConnect VPN

Connections

Details.

i
cisco

A o o

The user begins by choosing the section »Connections«.

AnyConnect

& VIRTUAL PRIVATE NETWORK ~
AnyConnect VPN _
Connections. No Connections Cisco Legacy AnyConnect™
Secure Mobility Client
Details Disconnected
Onii Gui
GENERAL Version 4.0,05089
Settings Copyright (c) 2004-2017 Cisco Systems, Inc.
Al ights reserved. Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect Iauoals registered
trademarks or trademarks of Cisco andor its affiiates in the United States and certain other countrie:
Diagnostics
End User Licensa Agreoment
About Privacy Policy and AnyConnect Supplement
roject
¥ g
This product incorparales the HMHTT'PWIM
Gapyright (c) 1996 - 2006, Dariel Stenbery, (daniel@hax.se)
All rights resorved.
il I Il I I

Image 6: View of the page after successful installation
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The user continues by selecting »Add VPN Connection«.

AnyConnect

VPN Connections
8 VRTUAL PRIVATE NETWORK

AnyConnect VPN \_ Add VPN Connection...

Connections No Connections

Details Disconnected
GENERAL

Settings

Diagnostics

About

afrar]e
CISCO

Image 7: Adding a new VPN connection

In the section »Server Addressk, the user enters the address. In the next step, the user

selects »Advanced Preferences«.

& Add VPN Connection Advanced

Network Roaming ()

Certificate Automatic
App Rules

Connect On Demand

TUNNEL PROTOCOL

Connect with IPsec

Only enable 'Connect with IPsec' if instructed to do so by your administrator. If
the server is not configured for IPsec, you will not be able to connect

Image 8: Setting the configuration parameters of the Cisco® AnyConnect application
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In the section »Advanced Preferences«, the user chooses the contained »Certificate« section.
The user confirms the default selection »Automatic«.

Afterwards the user enters the data for accessing the Client Certificate,
which the user has received from the administrator. After successfully installing the

certificate, the user can log into the Cisco® AnyConnect application.

Authentication Connect

Please enter your username and password,

Group: Default

Username:

Password:

Image 9: User authentication in the Cisco® AnyConnect application

Cisco® AnyConnect application has been installed successfully.

24
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AnyConnect

‘ VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Connections vpn.imis.si (user) Cisco Legacy AnyConnect™
Secure Mobility Client
Details Disconnected
Onli Gui
GENERAL Jorson 4005060
Settings Capyright {c) 2004-2017 Cisco Systems, Inc.
All rights reserved. Cisco, the Cisco Loge, Cisco AnyConnect, AnyConneet and the AnyConnect logo are registered
X . trademarks or trademarks of Cisca andor its affiiates in the United States and certain other countries.
Diagnostics
End User License Agreement
About Privacy Policy and AnyConnect Supplement
OpenSSL Project for use in the OpenSSL Toolkt (hil:www.openssh org!)
This product incarparates the M#ﬂ;'Ph'lry.‘
Copynght () 1996 - 2006, Darvel Stenberg,
All rights reserved.
dlrafn

Image 10: View of the page after successful installation

The user logs into the Cisco® AnyConnect application.

Authentication Connect
Please enter your username and password.
Group: Default
Username:

Password:

L)

q w e r t y u i 0

Image 11: User authentication in the Cisco® AnyConnect application

After successful installation of the Cisco® AnyConnect application and authentication, the user

can open and log into the IMiS®/mDMS Client application and select a suitable profile.

2018 © Imaging Systems Inc., All rights reserved. 25
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For information about profile selection see chapter 4.2.3 Entering and selecting a profile on i0S

mobile devices.

4.2.1.2 Installation of Mobhilelron® Mobhile@Work Application [Optionall

IMiS®/mDMS Client (for Mobilelron) enables setting up a secure connection to IMiS®/mDMS
Service via the Mobilelron MDM/EMM secure connection. It uses the AppTunnel functionality
with all the protection mechanisms provided by Mobilelron® MDM/EMM and IBM® Domino
server, including PKI and the latest SSL protocols (e.g. TLS 1.2).

If the Mobilelron® Mobile@Work application has not yet been installed, the user downloads it to
the mobile device from Apple Store:

https://itunes.apple.com/us/app/mobileiron-mobile-work-client/id3206597947?mt=8.

Mobilelron Mobile@Work™ Client 4
Mobilelron >

0

INSTALL
Reviews

Image 12: View of the page for downloading Mabilelron® Mobile@\Work from Apple Store

After successful installation, the user continues by configuring the Maobilelron® Mobile@Work
application.

The user obtains configuration parameters from the Mobilelron® administrator. During the
procedure, the user enters the username, the address of the Mobilelron® server, and the
password. Before completing the procedure, the user adds a few security settings. To ensure a

higher level of application security, the user must log into Secure Apps with a passcode.
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4Back to App Store 15:34 87% WD+
Mobile@Work
Secure Apps
Enter passcode to access the secure apps.
Enter your passcode
1B
Forgot Passcode

-
—
~—
&
o

undo . . ? | o

Image 13: Entering a passcode for accessing the Mobilelron® security platform

Mobilelron® Mobile@Work application has been installed successfully.

4 Back to App Store 15:38 86% M+

Mobile@Work

" Connection established

" Device in compliance

& Secure Apps
You are logged in. The confidential data in
your secure apps is protected by
Mobile@Work.

Log Out

roweseo vt | @V Mobilelron

[ AT R e

Home Notifications My Devices Settings

Image 14: View of the page with successfully installed Mobilelron® Mobile@\Work
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After successful installation of a secure infrastructure and the IMiS®/mDMS application,
the user selects a suitable profile. For information about profile selection see chapter 4.2.3

Entering and selecting a profile on i0OS mobile devices.

In the event that configuration parameters have not been installed successfully, or in the event

of problems, see chapter 9.1.1 Mobilelron® configuration has not been installed properly.

4.2.2 Installing IMiS®/mDMS Client for Citrix Applications

IMiS®/mDMS Client (for Citrix) enables setting up a secure connection to IMiS®/mDMS
Service via the Citrix Secure Hub infrastructure. It uses the MicroVPN functionality with all the
protection mechanisms provided by Citrix Secure Hub and IBM® Domino server, including PKI

and the latest SSL protocols, e.g. TLS 1.2.

The IMiS®/mDMS Client application for Citrix, which the user installs on a maobile device and
which has been adapted for operation on the Citrix® Secure Hub infrastructure, is available on

Apple Store: https://itunes.apple.com/us/app/imis-mdms-for-citrix/id11533847967?mt=8.

IMiS/mDMS for Citrix View More by This Developer

By Imaging Systems Inc.
This app is only available on the App Store for i0S devices.

Description

Imaging Systems Inc. Web Site »  IMiS/mDMS for Citrix Support More

What's New in Version 1.7.1709

- 105 11 compatible

- Intr t (View) actions
- Introducing hotlink processing (direct links to documents

iPhone | iPad

&

GRAWE zav;
000306-20

or later. C

MOL Slovenija d.o.0.
€5 000302-2015: Dob. 3¢

ion hasn't received

nnasne CREANS d.c
atings to display a 0 annsar.smiE. nok &

More by Imaging
Systems Inc.

IMiS/mDM3

Image 15: View of the page with information about IMiS®/mDMS Client for Citrix on Apple Store
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IMIS/mDMS for Citrix 4
Imaging Systems Inc.

‘ INSTALL

Image 16: View of the page before installing IMiS®/mDMS for Citrix applications on a mobile device

After successful installation of IMiIS®/mDMS for Citrix, the user must also install the Citrix®

Secure Hub application for a secure connection.

4.2.2.1 Installing Citrix® Secure Hub Application

If the user wants to set up a secure and reliable connection between the IMiS®/mDMS Client
application and IMiS®/mDMS Service via the Citrix® Secure Hub secure infrastructure, the
user must also install the Citrix® Secure Hub application.

The user can download it to the mobile device from Apple Store:

https://itunes.apple.com/us/app/citrix-secure-hub/id4346825287?mt=8.
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Citrix Secure Hub View More by This Developer

By Zenprise
This app is only available on the App Store for iOS devices.

Description

Citrix Secure Hub (formally known as Worx Home) provides direct access to your workspace for all mobile, web,
virtual Windows and Saa$ apps. It provides single sign-on capabilities and the enforcement of device and app-level
security policies. Access all apps from a single interface

Zenprise Web Site)  Citrix Secure Hub Support More
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Free
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Image 17: View of the page with information about Citrix® Secure Hub on Apple Store

P

After successful installation of Citrix® Secure Hub, the user logs in with credentials.

ciTrRIX
Secure Hub
or iztok@imis.si

Image 18: Logging into the Citrix® Secure Hub secure platform

After a successful login, the user selects the IMiS®/mDMS application for Citrix.
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Image 19: View of the selection of the IMiS®/mDMS application for Citrix

By selecting IMiS®/mDMS Client for Citrix, the application opens. A dialog box for profile

selection appears. The procedure of entering and selecting a profile is described below.

4.2.3 Entering and selecting a profile on i0S mobile devices

Based on the settings in the configuration, IMiS®/mDMS Service exchanges data with
IMiS®/mDMS Client and displays it. Based on the set »Device Profiles«, different configuration

packages are created for each device and platform at user login.

4.2.3.1 Selecting a new profile

After a successful installation of the IMiS®/mDMS application on a mobile device, run the

application. First choose a profile.

IMiS/mDMS

Choose profile

Image 20: Choosing profile of the IMiS®/mDMS Client application



4.2.3.2 Adding a profile

The user adds a profile with the »Add« button, when the list of available profiles opens.

Settings

Image 21: Adding a new profile

When the profile's dialogue box opens, the user inserts the following data.

Name: any profile name.

Service address: address of the web service IMiS®/mDMS Service.

Option: a possibility to ensure a higher security level.

The following options are available within the »Credentials store«:

— »0ff«: username and password from the previous login are not shown at the next
login.

— »Save username«: username is saved at login and is shown at the next login;

— »Save credetials«: username and password are saved at login in encrypted form

(https://en.wikipedia.org/wiki/Data Encryption Standard) and are shown at the

next login;

— »Protect saved credenials«: username and password are saved at login in
encrypted form, which is protected with a passcode and fingerprint (TouchID) or
face recognition (FacelD), if the device supports this functionality or if the user has
registered fingerprint).

QR code: A QR code, which the user captures by choosing the »Scan« button.


https://en.wikipedia.org/wiki/Data_Encryption_Standard

https://webapps1.acme.com/crm/mdmssvc.nsf/Service

Credentials store :

Image 22: Entering data for creating a new profile

4.2.3.2.1 Entering profile data manually

In the event of adding individual profiles, the user can enter the profile data manually.
After save, a QR code is created automatically from the Service Address.

For more information on the QR code see chapter 8.4 QR code.

4.2.3.2.2 Automatic capture of profile data from other sources

Since the adding of multiple profiles to one or multiple users is time consuming, it would be
sensible for the user to capture and download profile data from other sources via a QR code.

For more information on capturing data via a QR code see chapter 8.4 QR code.

4.2.3.3 Selecting an existing profile

The user selects and ticks the chosen profile. In case of a new profile, it is automatically ticked.
If the user wishes to correct the profile data, he selects »Settings«.

The user confirms the entry by clicking »Back«.



Profiles

Settings

Image 23: Selecting a suitable profile

4.2.3.4 Login into application profile with the username and password

In the mobile device settings, the user sets whether login will be enabled with just a username

and password or whether it will require a passcode too.

General

Turn Passcode On

Display & Brightness

Wallpaper

m Sounds
a

Image 24: Example of enabling a passcode in iPad settings (i0S v9.3.5)

If the user selects »Turn Passcode Off« in the IMiS®/mDMS application settings, he does not
have the option of selecting a higher security level — »Protect saved credentials«.
He can select the option »Save credentials« and consequently that the username and

password from previous login are saved in a non-encrypted form and shown at next login.
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< CRM Credentials store

Off

Save username

Save credentials

Image 25: Example of selecting »Save credentials« in the IMiS®/mDMS application settings

4.2.3.5 Login into application profile with the passcode

In the mobile device settings, the user sets that login is also enabled with a passcode.

@ General
R . I Turn Passcode Off
Display & Brightness
Change Passcode
Wallpaper
Sounds

Require Passcode

Image 26: Enabling login with a passcode in the mobile device settings

In the next step, the user sets the passcode and confirms it.

General
Display & Brightness
Wallpaper

D Sounds

Passcode

Battery

Privacy

GopoBae®

a Cloud

iztok.zuzek@imis.si

@ iTunes & App Store

GHI

PQRS

Enter Passcode

Enter your passcode

Cancel

3

DEF

6

MNO

9

WXYZ

&

Image 27: Example of setting a passcode on iPad (i0S v9.3.5)
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If the user selects »Turn Passcode On« in the mobile device settings, he has the option of
selecting a higher security level — »Protect saved credentials« in the IMiS®/mDMS application.
The username and password are saved in encrypted form and are protected with a passcode
and, if the mobile device supports this functionality, also with a fingerprint (TouchID) or face
recognition (FacelD).

For more information see chapter 4.2.3.6 Login into application profile with the fingerprint and

chapter 4.2.3.7 Login into application profile with the face recognition.

< CRM Credentials store

Off

Save username
Save credentials

Protect saved credentials v

Image 28: Example of selecting »Protect saved credentials« in the IMiS®/mDMS application settings

After selecting »Protect saved credentials« and entering the username and password, the user

logs into the IMiIS®/mDMS application.

@

CRM
John Smith

Image 29: Example of login into the IMiS®/mDMS Client application with credentials

Before entering the IMiS®/mDMS application, the user must enter the passcode.
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Enter iPad passcode for “IMiS/mDMS"
Sign in to CRM

OIS,

(2) () () ()
(2 @)

Cancel

Image 30: Example of entering the passcode before entering the IMiS®/mDMS application
on iPad (i0S v9.3.5)

Note: For each subsequent login, the user does not have to enter the username and password; the

passcode alone will do.

4.2.3.6 Login into application profile with the fingerprint

In the mobile device settings, the user sets that login is enabled with a passcode and

fingerprint (TouchlID).

Note: The functionality of login with a fingerprint is supported only on certain devices.

FINGERPRINTS

John
Jill
Jeremy
Jack
Jessie

Add a Fingerprint

Turn Passcode Off

Change Passcode

Image 31: Example of enabling a passcode in iPad settings (i0S v11.2.6)

In the next step, the user sets the passcode and confirms it.
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-_—
= . Enter Passcode  Cance
Siri & Search

Touch ID & Passcode

Enter your passcode

Battery
OO OROINOING
0 Privacy
iTunes & App Store
1 2 3
ABC DEF
ﬂ Accounts & Password 4 5 6
GHI JKL MNO
£ wai
7 8 9
1 Contac‘ts PORS TUuwv WXYZ

0 €

A
w5t Calendar

Image 32: Example of setting a passcode on iPad (i0S v11.2.6)

By selecting »Turn Passcode On« on the mabile device, the user has the option of selecting a
higher security level - »Protect saved credentials« in the IMiS®/mDMS application settings.
The username and password are saved in encrypted form and are protected with a fingerprint

(TouchlD).

After selecting »Protect saved credentials« and entering the username and password, the user
logs into the IMiIS®/mDMS application. The maobile device requires that the user also logs in

with a fingerprint.

Touch 1D for “IMiS/mDMS"
Sign in to CRM

Cancel

Image 33: Example of login with a fingerprint

After successful login with a fingerprint, the user can use the IMiS®/mDMS application.

Note: This functionality is supported only on certain devices.
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4.2.3.7 Login into application profile with the face recognition

In the mobile device settings, the user sets that login is enabled with a passcode and face

recognition (FacelD).

Note: The functionality of login with face recognition is supported only on certain devices.

{ settings Face ID & Passcode
iPhone Unlock

iTunes & App Store

oleole

Safari AutoFill

Other Apps 1 App
iPhone can recognise the unique, three-dimensional

features of your face to allow secure access to apps and
payments. About Face ID & Privacy...

ATTENTION

Require Attention for Face ID c

TrueDepth camera will provide an additional level of
security by verifying that you are leoking at iPhone
before unlocking. Some sunglasses may block attention
detection.

Attention-Aware Features C

TrueDepth camera will check for attention before
dimming the display or lowering the volume of alerts.

Reset Face ID

Turn Passcode Off

Change Passcode

Image 34: Example of enabling a passcode in iPhoneX settings (i0S v11.2.6)

In the next step, the user sets the passcode and confirms it.
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Enter Passcode Cancel

Enter your passcode

O O O O 0O O

! 2 2

B b 2,
s S e
0 &

Image 35: Example of setting a passcode on iPhoneX (i0S v11.2.6)

By selecting »Turn Passcode On« on the mabile device, the user has the option of selecting a
higher security level - »Protect saved credentials« in the IMiS®/mDMS application settings.
The username and password are saved in encrypted form and are protected with face

recognition (Face ID).

After selecting »Protect saved credentials« and entering the username and password, the user

i

logs into the IMiS®/mDMS application.

John Smith

eeeSROROROROS

Login

Image 36: Example of login into the application after selecting »Protect saved credentials«
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Because the user has selected »Protect saved credentials«, face recognition (Face 1D) is also
executed. The user can continue only after successful face recognition.

After selecting »Protect saved credentials« and entering the username and password, the user
logs into the IMiIS®/mDMS application. The mobile device also requires face recognition from

the user.

CRM

Marko Hren

eoeOOOROORRRS

Login

Image 37: Example of login into the application with face recognition

After successful face recognition, the user can use the IMiS®/mDMS application.

Note: This functionality is supported only on certain devices.

4.3 Setting up operation on the Android mobile device

For an IBM® Notes application operation setup on an Android mobile device, the user takes the

following steps at the mobile device:

e Secure and reliable connection between the IMiS®/mDMS Client application and
IMiS®/mDMS Service. On the mobile device the user must also install an application that
enables a secure infrastructure: Cisco® AnyConnect, Mobilelron® Mobile@Work, Citrix®

Secure Hub, etc.
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Owing to certain special features of the secure infrastructure, the user can choose among
three application versions: IMiS®/mDMS Client, IMiS®/mDMS Client for Mobilelron® and
IMiS®/mDMS Client for Citrix®. The procedure of installing the IMiS®/mDMS Client application

and a suitable secure infrastructure (Cisco®, Mobilelron®, Citrix®) is described below.

4.3.1 Installing IMiS®/mDMS Client Application

The IMiS®/mDMS Client application, which the user installs on a mobile device and which has
been adapted for operation on the Cisco® AnyConnect secure infrastructure, is available on
Apple Store:

https://play.google.com/store/apps/details?id=com.imis.idms.

IMiS/mDMS ®

Imaging Systems Inc.

E PEGI3
INSTALL

oL X=X~

Downloads

Business Similar

IMiS/mDMS enables simple mobilization
of existing IBM Lotus Notes applications

READ MORE

Image 38: View of the page with information about IMiS®/mDMS Client on Google Play

Example: For the IMiIS®/mDMS Client application to work in the secure VPN of Cisco® AnyConnect,
the user must enable a Wireless Network Connection. The user sets up a network connection by

entering the name of the connection located on the router and the password.

4.3.1.1 Installing Cisco® AnyConnect Application
If the Cisco® AnyConnect application has not yet been installed, the user downloads it to the
mobile device from Google Play:

https://play.google.com/store/apps/details?id=com.cisco.anyconnect.vpn.android.avf.
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45l 44% 4 10:19

Pisco e
» /Connect

=~  AnyConnect
Cisco Systems, Inc.
El PEGI3

INSTALL

@00

Downloads 74554 Business Similar

For Android 4.0+ and later devices.
Connect to your network with
AnyConnect.

READ MORE

Description Launch at Startup.
US VPN Chuster Start AmyCannact wervices atbo

@ vRuat pRvATE RETWORK

Image 39: View of the page for downloading Cisco® AnyConnect from Google Play

After successful installation the user must configure the Cisco® AnyConnect application.

The user begins by choosing the section »Connections«.

& AnyConnect

{8 VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Disconnected

Connections
No connection

Details

Image 40: View of the page after successful installation

The user continues by selecting »Add New VPN Connection«.
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a Advanced Preferences

Add New VPN Connection

Image 41: Adding a new VPN connection

In the section »Server Addressg, the user enters the address. In the next step, the user

selects »Advanced Preferencesx.

= H

e Connection Editor

Description
Not Set (Optional)

Server Address
vpn.acme.com

Advanced Preferences
Change advanced certificate and protocol settings

Cancel Done

Image 42; Setting the configuration parameters of the Cisco® AnyConnect application

In the section »Advanced Preferences«, the user chooses the contained »Certificates« section.

The user confirms the default selection »Automatic« and selects »Importc.
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(]

a\, Certificates

Disabled

Automatic v

Import

Image 43: Advanced Preferences in the contained »Certificates« section.

Afterwards the user enters the data for accessing the Client Certificate, which the user
receives from the administrator. After successfully installing the certificate, the user can log

into the Cisco® AnyConnect application.
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AnyConnect

Please enter your username and password.
Group:

Default 4

Username:

Password:

[] show password(s).

Cancel Connect

Image 44: User authentication in the Cisco® AnyConnect application

After successful installation of the Cisco® AnyConnect application and authentication, the user
can open and log into the IMiS®/mDMS Client application and select a suitable profile.

For information about profile selection see chapter 4.3.4 Entering and selecting a profile on

Android mobile devices.

4.3.2 Installing IMiS®/mDMS Client for Mobilelron® Applications

IMiS®/mDMS Client for Mobilelron® enables setting up a secure connection to IMiS®/mDMS
Service via the Mobilelron® MDM/EMM infrastructure. It uses the AppTunnel functionality with
all the protection mechanisms provided by Mobilelron® MDM/EMM and IBM® Domino server,
including PKI and the latest SSL protocaols, e.g. TLS 1.2.

The IMiS®/mDMS Client application, which the user installs on a maobile device and which has
been adapted for operation on the Mobhilelron® Mobile@Work secure infrastructure, is available
on Google Play:

https://play.google.com/store/apps/details?id=forgepond.com.imis.idms.
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) IMiS/mDMS for Mobilelron

Imaging Systems Inc.

E PEGI3

INSTALL

OF: X X~

Downloads 22 Business Similar

IMiS/mDMS enables simple maobilization
of existing IBM Lotus Notes applications

READ MORE

Image 45: View of the page for downloading IMiS/mDMS for Mobilelron® from Google Play

4.3.2.1 Installing Mobilelron® Mobile@Work Application [Optionall

If the Mobilelron® Mobile@Work application has not yet been installed, the user downloads it to
the mobile device from Google Play:

https://play.google.com/store/apps/details?id=com.mobileiron.
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Q

(_
@ Mobilelron

= Mobile@Work
Mobilelron
E‘ El PEGI 3

INSTALL

- @00

Downloads 9,807 & Business Similar

Mobile@Work helps you work anywhere,
securely and easily.

READ MORE

Image 46: View of the page for downloading Mobilelron® Mobile@Work from Google Play

After successful installation, the user runs the Mobilelron® Mobile@Work application, which
has to be configured. The user obtains Mobilelron® parameters from the administrator.
The user begins by entering the email or URL of the Mobilelron® server, followed by the

username and password.

Then the user adjusts the settings in a few simple steps:
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45 il 60% i 08:02

Device Status (&

¥ Proceed with Setup

Setting Mobile@Work as a device
administrator is the first step through which
your company provides secure access to your
work data. We need to update a few settings...

On the next screen please activate the device
administrator to begin configuration of the
Mobile@Work app.

CONTINUE

Image 47: View of the start of setting Mobile@Work for the device administrator

For secure management of the maobile device, the device administrator must be activated.

By doing so, the Secure Apps Manager application gains control over the device.
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45"l 60% g2 08:02

Activate device administrator?

app needs to be activated as device
administrator.

@ In order to securely manage your device, this

Activating administrator will allow Mobilelron to
perform the following operations:

® Erase all data
Erase the phone's data without warning by
performing a factory data reset.

® Change the screen-unlock

password
Change the screen-unlock password.

® Set password rules
Control the length and the characters
allowed in screen-unlock passwords.

® Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
too many incorrect passwords are typed.

® |Lock the screen

CANCEL ACTIVATE

Image 48: Activating the device administrator

After confirming the privacy policy (ELM Agent) during the installation of the Mobilelron®
Mobile@Work application, the Secure Apps Manager application is also downloaded and
installed. It provides an additional level of security of the data of the business applications

accessed by the user.

=

< Secure Apps

[m]p Secure Apps Manager

(BB Wil be installed

IMiS/mDMS
© 18180104miTE1.00240  INSTALLED

‘—'I ThinkFree Office Viewer
Im 6.5.150300-T7.5.3.0.14-63 INSTALLED

Add shortcuts for new apps

Image 49: Start of installation of the Secure Apps Manager application
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When installation is completed, the user also sets a passcode for accessing the Secure Apps

Manager application.

46l 95%H 10:09

Device Status [

SM-G850F
@ ACTIVE

Checked in - 8 minutes ago

@ You're all set!

Currently there are no updates needing
your attention.

Image 50: End of the installation of the Mobhilelron® secure platform

4.3.2.2 Starting IMiS®/mDMS Client Application

For secure access to the IMiS/mDMS Client application, the user enters the Secure Apps

Manager passcode. The user selects IMiS®/mDMS Client from the list of secured applications.

a T .l 61% 1420

Secure Apps Manager

IMiS/
mDMS

Image 51: View of the selection of the IMiS®/mDMS Client application for Mobilelron®
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After successful installation of Mobilelron® secure infrastructure and the IMiS®/mDMS
application, the user selects a suitable profile. For information about profile selection see

chapter 4.3.4 Entering and selecting a profile on Android mobile devices.

4.3.3 Installing IMiS®/mDMS Client for Citrix® Applications

IMiS®/mDMS Client for Citrix enables setting up a secure connection to IMiS®/mDMS Service
via the Citrix XenMabile infrastructure. It uses the MicroVPN functionality with all the
protection mechanisms provided by Citrix XenMobile and IBM® Domino server, including PKI

and the latest SSL protocols, e.g. TLS 1.2.

The IMiS®/mDMS Client application, which the user installs on a mobile device and which has
been adapted for operation on the Citrix® Secure Hub secure infrastructure, is available on
Google Play:

https://play.google.com/store/apps/details?id=com.zenprise.

IMiS/mDMS for Citrix

Imaging Systems Inc.

E PEGI 3

INSTALL

OF A= X~

Downloads 22 Business Similar

IMiS/mDMS enables simple mobilization
of existing IBM Lotus Notes applications

READ MORE

Image 52: View of the page with information about IMiS®/mDMS Client for Citrix® on Google Play
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4.3.3.1 Installing Citrix® Secure Hub Application

If the user wants to set up a secure and reliable connection between the IMiS®/mDMS Client
application and IMiS®/mDMS Service via the Citrix® Secure Hub secure infrastructure,

the user must also install the Citrix® Secure Hub application.

The user downloads it to the maobile device via Google Play:

https://play.google.com/store/apps/details?id=com.zenprise.

e il 52% 8 12:59

Q

CiTRIX

Secure Hub

Secure Hub
% Citrix
cireix E PEGI3

L @0

Downloads 93872 Business Similar

Finally. All of your work in one place on
your phone or tablet.

READ MORE

Store view My Apps view Categorit

Image 53: View of the page with information about Citrix® Secure Hub on Google Play

After successful installation of Citrix® Secure Hub, the user has to configure the application.
The user first enters the UPN, email or server address. After entering the address correctly,

the user confirms the entry on a list of devices which are enabled a secure connection.

Afterwards the user logs in with credentials.
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ciTRIX

Secure Hub

Please enter the credentials provided by your
organization.

john.smith@imis.eu

Image 54: Entering username and password

The user adds the IMiS®/mDMS application for Citrix® on the list of applications, thus setting

up a connection via the Citrix® Secure Hub secure infrastructure.

46 il 54% 1 11:02

My Apps

IMiS/mDMS More

Image 55: View of the selection of the IMiIS®/mDMS application for Citrix®

The user receives a notification of starting a secure network. Afterwards the IMiS®/mDMS
Client application for Citrix opens. A dialog box for profile selection appears. The procedure of

entering and selecting a profile is described below.
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4.3.4 Entering and selecting a profile on Android mobile devices

Based on the settings in the configuration, IMiS®/mDMS Service exchanges data with
IMiS®/mDMS Client and displays it. Based on the set »Device Profiles«, different configuration

packages are created for each device and platform at user login.

After successfully starting the IMiS®/mDMS application on an Android device, the user first

chooses a profile.

48+ | 58% 1 11:27

IMiS/mDMS

Client for Android

® Choose profile

& Username

& Password

Image 56: Choosing the IMiS®/mDMS Client application profile

The user chooses the profile by clicking »Choose profile«. A list of available profiles opens.

Because the list is empty, the user must add a new profile by choosing the »+« sign.

Image 57: Adding a new profile



When the profile's dialogue box opens, the user inserts the following data.

e Name: any profile name.

e Service address: address of the web service IMiS®/mDMS Service.

e (Option: a possibility to ensure a higher security level.

The following options are available within the »Credentials store«:

»Off«: username and password from the previous login are not shown at the next
login

»Save username«: username is saved at login and shown at the next login

»Save credetials«: username and password are saved at login in encrypted form

(https://en.wikipedia.org/wiki/Data Encryption Standard) and are shown at the

next login
»Protect saved credenials«: username and password are saved at login in
encrypted form, which is protected with a passcode or fingerprint (if the device

supports this functionality or if the user has registered fingerprints).

e QR code: A QR code, which the user captures by choosing the »Scan« button.

User confirms entry by choosing the »Save« button.

& a 46l 61% 14 11:37

< Create profile SAVE

Name*

CRM

Service address*

https://webapps1 .acme.com/crm/mdm\

Credentials store

Image 58: Entering data for creating a new profile

In the case of a new profilg, it is automatically ticked. If the list contains multiple profiles,

the user chooses the desired profile and ticks it. The user changes profile data by choosing

»Settings«. The user confirms the entry with the »Back« arrow.


https://en.wikipedia.org/wiki/Data_Encryption_Standard
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< Profiles +

CRM

v Imaging Systems

Image 59: Selecting a suitable profile

The user enters the username and password and confirms login with the »Login« button.

4 il 6% 12:05

IMiS/mDMS

Client for Android

® CRM

John Smith

Image 60: Logging into the IMiS®/mDMS Client application

4.4 Example of use

Below you will find an example of the adaption of the desktop IBM® Notes application for
operation on a mobile device on a simple CRM application.
CRM application is used for simple CBM processes such as tracking sales activities and

entering metadata for statistics and CRM decisions.
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IBM® Notes desktop CRM application user enters data about a lead, source and keeper of the
contact and lead specifics. He enters correspondence data in the sales contact document and
optionally adds digital content (attachments) such as PDFs, etc. Correspondence can then be
accessed contextually via multiple categories. The user can search for data via full text search
feature.

Typical mobile user of the simple CRM application can leverage his mobile device to coordinate
and supervise the sales team actions and performance.

Due to the nature of its work he can view and also edit certain field values and add comments.

4.4.1 Startup and use of the desktop application

At startup, the user of the CRM application displays the list of sales contacts.

i IMiS/mDMS CRM - Contacts \ By company - [BM Notes - m] X
File Edit View Create Actions Tools Window Help

Open~ X H

m IMiS/imDMS CRM - Contacts | By company

IMiS/mDMS CRM J S Pint || New contact

Compary [Country ~ [Owner ~ Products Deal value - |Curr ‘F(atmg e |Status -~
Dynamics Australia Australia Sales person 2 Project Track Server 13.500,00 EUR Qualified Information
Project. Desktop Client
e Cortacts Project Connector
: By company Project. Track Services

e By OWIREF Ecco Software Pty Lid VIC, Australia Sales person 3 Project Track Server 8.500.00 EUR Qualfied Closed
Project.Desktop Client
Project. Mobile Client

[Ekrem Systems Ltd United Kingdom Sales person 3 Project Track .Server 55.000.00 EUR Qualfied Presentation
Project Web Client
Project Track Services

Exito Consulting AS MNorway Sales person 2 Project. Track.Server 2.500,00 EUR Not qualified Closed
Project Web Client
Project Track Services

Fortunat AB Sweden Business partner Project. Track.Server 6.700,00 EUR Qualfied Negotiation
Project Web Client
Project Connector

KM Bilgisayar Yazihmlan A.S. TORKIYE Imaging Systems Project. Track.Server 14.000,00 EUR Qualfied Lost
Project Web Client
Project. Track .Report

Kapela Qy Finland Sales person 1 Project. Track.Server 17.000.00 EUR Qualfied Negotiation
Project Desktop Client
Project Connector

Ligo Teknoloji Ltd. Sti. TURKIYE Sales person 2 Project. Track . Server 42.000.00 EUR Qualfied Information
Project Desktop Client
Project.Web Client
Project. Mobile Client
Project Connector
Project. Track.Report
Project. Track.Services

Muliproject d 0.0 Slovenia Imaging Systems Project Track Server 15.000,00 EUR Qualfied Proposal
Project. Desktop Client
Project Connector
Project Track Services

Primus Systems Ltd. United Kingdom Business partner Project. Track.Server '9.300.00 EUR Not qualified Closed
Project.Desktop Client
Project. Track Services

Roglan Ltd New Zealand Imaging Systems Project Track . Server 5.000.00 EUR Mot qualfied New
Project.Desktop Client
Project Web Client
Project. Mobile Client

Smart Solutions Co. Kingdom of Saudi Arabia Imaging Systems Project. Track.Server 5.900,00 EUR Not qualified Negotiation
Project Web Client

Storebrand MNorway Business partner Project. Track.Server 12.500,00 Nat qualified Proposal

Takok Bank Sh A Albania Sales person 3 Project Track Server 40.000,00 EUR Not qualified Presentation

Project. Desktop Client
Project.Web Client
Project. Mobile Client
Project Connector
Project. Track.Services

Upside GmbH Schweitz Business partner Froject Track Server 7.100,00 EUR Qualfied Negotiation
IMAGING Project. Mobile Client
SYSTEMS Project Connector

1 document selecte Buw L Online «

Image 61: Overview of business contacts of CRM application
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Left navigation enables user to sort the contacts according to certain criteria.
Search bar above contacts can be used to enter a search string. User can add business

contacts, print them, etc...

Fortunat AB Sweden Business partner Project. Track. Server 6.700,00 EUR Qualfied Postponed
Project Web Client
Project Connector

Image 62: An example of a business contact in the list of the desktop »CRM« application

The user creates a new business contact and specifies field values.

iif Contact - IBM Notes - m] X
File Edit View Create Actions Tools Window Help
Open~ M B
[E] IMiSIMDMS CRM - Contacts | By company [ Contact x
() Olose | | Edit %2 Revision history
S
i iati IMAGING
CONTACT Qualified / Negotiation
Q / Neg SYSTEMS

Lead

Name / Sumame: Mr. Thomas Gronvik Position: CEQ

Company Fortunat AB Address Brunnsgatan 89

Zip / City SE-824 26 Hudiksvall Country: Sweden

E-mail: thomas.gronvik @fortunat se Web address http://www fortunat se

No. of employees 35 Comment:

Source

Source: Business partner Detail Releye AB

4

Owner

Owner: Business partner Detail

Deal

Product(s): Project Track Server Deal value: 6.700.00 EUR

Project. Web.Client
Project Connector

Correspondence

Al ] By type |

e

Created ‘Authﬂr Type Attachments Content

22.01. 2013 11:17:25 Marko Hren Presentation Board presertation is on Tuesday, January 30th. | made reservation for meeting room Orange:

|2_2. 01. 2018 11:14:50 Marko Hren Phone call Mr. Olsen called today. He'd like a presentation of our software product portfolio.

v

Bus AL Online 4

Image 63: An example of the data of the business contact in a desktop »CRM« application

The user of the desktop application adds new or changes existing correspondence and deletes
only that which he created. He can view the entire correspondence or view it contextually

depending on the type.
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Comespondence

Al ] By type ]

@ Remove

Created |Authnr Type | Attachments |Cnntent

01. 2018 11:57:55 Marko Hren Email IMi55 letter_Fortunat_Gronvik pdf Dear Thomas, Recerntly | wrote you a letter about consulting opportunities in the area of project ~

tracking (see attached). What sets the solution apart from other is its integration capabilities with
messaging platforms, including Microsoft Outlook, Lotus Motes and Web based messaging systems
such as Gmail. The integration provided by our Web based software offers you strategic Project
management solution unique workflow opportunities as well as improved communication. Integrating
your project management solution with Project Tracker tool brings them following benefits: -
Leveraging the wisibility of projects to regulate more efficiency. - Complete resource allocation to
decrease duplication and save time and money. - Structure and control to help stay on schedule. -
Retention of best practices to detemmine methodologies that are successful. - Instart information and

22.01. 2018 11:17:25 Marko Hren Presentation Board presentation is on Tuesday. January 30th. | made reservation for meeting room Orange

22.01. 2018 11:14:50 Marko Hren Phaone call Mr. Olsen called today. He'd like a presentation of our software product portfolio 57

Image 64: Viewing the entire correspondence in a desktop application or view it contextually depending

on the type

By clicking the correspondence in the desktop IBM® Notes application, the new document

displays the whole text including the attachment.

fii Correspondence - IBM Notes - O X

File Edit View Create Actions Text Tools Window Help

[ IMiSImDMS CRM - Contacts | By company 7 Contact [ Correspondence
H 5 [ %+ g # ® Default Sans Serif “lov b i U AZZ~ ElElldé& o 2 F 1
i Address | v|
() Close | |[) Save 25) Revision history
7 IMAGING
CORRESPONDENCE 22 01. 2018 115759 SYSTEMS
Info
Author: Marko Hren/IMiS Type: T Email 451
Content
r
Dear Thomas,

Recently | wrote you a letter about consulting opportunities in the area of project fracking (see attached). What sets the solution apart from other is its integration capabilities with
messaging platforms, including Microsoft Outlook, Lotus Notes and Wieb based messaging systems such as Gmail. The integration provided by our Web based software offers you
strategic Project management solution unique workflow opportunities as well as improved communication.

Integrating your project management solution with Project Tracker tool brings them following benefits:
Leveraging the visibility of projects to regulate more efficiency.
| : |

.
« Complete resource all 1to d dup ion and save time and money.
» Structure and control to help stay on schedule
.
.
.

Retention of best practices to determine methodologies that are successful.
Instant information and reports that can export to Excel, PowerPoint and more,
Role based options to provide accountability and security.

I'm certain thattalking to us would be beneficial to you and your customers. We are masters in projecttracking software, we have experiences in system integration and we have
references

Let me know if your customers would benefit from project fracking solution, so that| can get back to you with more information

Bestregards,

John Smith
Sales Manager
E-mail: john.smith@acme.com

ACME Inc.
Web: hitp:/fwww.acme.com

IMiS letter_Fortunat_Gronvik.pdf 2

Image B5: Viewing the correspondence with the option to open attachments in the desktop application

The user of the desktop application can search through the full text of the entered data on

business contacts.
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Sy Prirt | |2 New cortact ‘

Search in View "Contacis \ By company” Show results By relevance | O Indexed ? X

Search for Imanagemem Seard‘ll | |

Image 66: Entering a search string in the desktop »CRM« application

In the list in the desktop IBM® Notes application the user is displayed the search results.

Air IMiSfmDMS CRM - Contacts \ By company - [BM Notes - O X

File Edit View Create Actions Tools Window Help

Open ~ M &

m IMiS/ImDMS CRM - Contacts | By company x

iS/mDMS CRM S Print | |2 New contact ‘

2 results in "Contacts \ By company’. O Not indexed ? X
B [ Cotocts Seachfor  [management Search | | Clear Resulis E”El ‘
B Company |Counlvy ~ Owner ~ Products ‘Deal valug ~ |Curr. ‘Haling ~ |Staius ~ |
~By owner
4 Exito Consulting AS Morway Sales person 2 Project Track . Server 2.500,00 EUR Nat qualfied Closed ~
Project Web Client
Project Track.Services 4
+| Ligo Teknolaji Ltd. Sti. TURKIYE Sales person 2 Project Track . Server 42.000,00 EUR Qualfied Irformation
Project Desktop Client
Project Web Client

Project Mobile Client
Project Connector
Project. Track .Report
Project Track Services

IMAGING 5
SYSTEMS

<Ak  Online «

Image 67: The list of search results in the desktop »CRM« application

CONTACT Not qualified / Closed |Mg$lslrlr(éms

Lead

Mame / Sumame: Mr. Karl Hermansen Postion: CEQ. Projects and Management
Company Exito Consulting AS Address: Postboks 3521 Nydalen

Zip / City N-0603 Oslo Courtry: Morway

E-mail: kal@exitoconsultting.no Web address: hittp -/ /www extoconsulting.no
Mo. of employees: 55 Comment

Image 68: The search string in the data on business contact

10 IMAGING
CORRESPONDENCE 18.11_2015 10:10:56 SYSTEMS

Info

Author: Marko Hren/IMiS Type: Document

Content
Dear Thomas.

recently | wrote you a letter about counsulting opportunities in the area of project racking (see attached). What sets this solution apart from others
is its integration capabilities with email platforms, including Microsoft Qutlook, Lotus Notes and Web based email systems such as Gmail. The
integration provided by our Web based software offers your strategic Project el Il s olution unique workflow opportunities as well as
improved communication

Image 69: Search string in correspondence
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4.4.2 Startup and use of the mobile device application

At startup, the mobile device user is shown the last used profile.

IMiS/mDMS

Image 70: View of the login into the last logged in profile

4.4.2.1 Changing a profile

If the user wants to change the profile, he chooses it in the manner described in chapter

4.2.3.3 Choosing an existing profile. Based on the settings in the configuration of the web

service IMiS®/mDMS Services, after changing the profile the background of the mDMS
application may change too. For more detailed information on the background settings of the

application profile see chapter B.1.2.2 Structure description of an XML document.

To enter the application profile, the user enters the username and password and logs into the

»CRM« application.
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CRM

John Smith

Image 71: View of the login into the »CRM« application via a mobile device

After a successful login, the user chooses the icon of the »"CRM« application.

No Service = PN 10:45 7 16% Lk

< Logout Applications

Image 72: Choosing the icon for starting the »"CRM« application on a mobile device
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In the IMiS®/mDMS Service configuration the user with appropriate rights can modify the
appearance of the application for operation on a mobhile device. This also determines which

fields will be displayed and where.

14:25 49% W 4
( Applications Contacts by company Q  eoe
By company PRESENTATION
i i 13.500,00 EUR
By owner b Dynarl'nlcs Australia
Australia
Test Status: Presentation, Rating: Qualified ~
Ekrem Systems Ltd. 55.000,00 EUR
} United Kingdom
Status: Presentation, Rating: Qualified ~
POSTPONED
Ecco Software Pty Ltd 8.500,00 EUR
’ VIC, Australia
Status: Postponed, Rating: Qualified ~
Fortunat AB 6.700,00 EUR
b Sweden
Status: Postponed, Rating: Qualified ~
INFORMATION
Exito Consulting AS 2.500,00 EUR
Norway
Status: Information, Rating: Not qualified ~
Ligo Teknoloji Ltd. $ti. 42.000,00 EUR
} TURKIYE
Status: Information, Rating: Qualified ~
LOST
KM Bilgisayar Yazihimlari A.S. 14.000,00 EUR
} TURKIYE
Status: Lost, Rating: Qualified ~
CLOSED

Image 73: Adjusting the display of a document set on a mobile device with sorting into groups

N > 1w 14:38 48% m_) +
( Applications Contacts by company Q  eee
By company Dynamics Australia 13.500,00 EUR
By owne ) Australia
y owner Status: Presentation, Rating: Qualified ~
Test Ecco Software Pty Ltd 8:500,00 EUR
) VIC, Australia
Status: Postponed, Rating: Qualified ~
Ekrem Systems Ltd. 55.000,00 EL
) United Kingdom
Status: Presentation, Rating: Qualified ~
Exito Consulting AS 2.500,00 EUR
Norway
Status: Information, Rating: Not qualified ~
Fortunat AB 6.700,00 EUR
) Sweden
Status: Postponed, Rating: Qualified ~
KM Bilgisayar Yazilimlari A.$. 1400
) TURKIYE
Status: Lost, Rating: Qualified ~
Kopela Oy 12.000,00 EUR
} Finland
Status: C 1, Rating: Qualified ~

Ligo Teknoloji Ltd. Sti. 42.000,00 EUR
) TURKIYE

Status: Information, Rating: Qualified A

Multiproject d.o.o. 16.000,00 EUR

) Slovenia

Image 74: Adjusting the display of a document set on a mobile device without sorting into groups
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The user can also adjust the display of document data (business contacts) in a list.

Ecco Software Pty Ltd

VIC, Australia

Raiting: Qualified, Status: Information

Image 75: Adjusting the display of business contact data

4.4.2.2 Executing actions on individual documents

8.500,00 EUR

~

By choosing the icon (circumflex) in the bottom right corner, the user has the option of

executing an action on a document without opening it.

The examples below show a set of options for choosing actions on a document from a

document list. The user can choose between adding correspondence (Add correspondence)

and modifying data (Edit).

No

< Applications

By company

By owner

13:35
Contacts by company
Dynamics Australia
Australia
Raiting: Not qualified, Status: Presentation

Ecco Software Pty Ltd
VIC, Australia
Raiting: Qualified, Status: Information

Ekrem Systems Ltd.
United Kingdom

Raiting: Not qualified, Status: Presentation

Exito Consulting AS

Norway
Raiting: Qualified, Status: Informatior

Fortunat AB
Sweden
Raiting: Mot qualified, Status: Postponed

KM Bilgisayar Yazilimlari A.$.

TURKIYE

Raiting: Not qualified, Status: New
Kopela Oy

Finland

Raiting: Not qualified, Status: Lost

Ligo Teknoloji Ltd. Sti.
TURKIYE
Raiting: Qualified, Status: Proposal

Multiproject d.o.o.
Slovenia

13.500,00 EUR

~

= TTN00 EUR

~

Add correspondence

00 EUR

~

2.500,00 EUR

6.700,00 EUR

12.000,00 EUR

42.000,00 EUR

16.000,00 EUR

Image 76: Example of selecting to add correspondence on a document from a document list
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13:52 74%
( Applications Contacts by company Q  eoo
By company Dynamics Australia 13.500,00 EUR
Australia
Raiting: Not qualified, Status: Presentation < Edit
Ecco Software Pty Ltd - 00 EUR
’ VIC, Australia Rating
Raiting: Qualified, Status: Information A
Status
Ekrem Systems Ltd. 00 EUR
United Kingdom Deal value
Raiting: Not qualified, Status: Presentation
Exito Consulting AS 2.500,00 EUR
’ Norway
Raiting: Qualified, Status: Information ~
Fortunat AB 6.700,00 EUR
Sweden
Raiting: Not qualified, Status: Postpened ~
KM Bilgisayar Yazilimlar A.$. 14.000,00 EUR
TURKIYE
Raiting: Not qualified, Status: New ~
Kopela Oy 17.000,00 EUR
Finland
Raiting: Not qualified, Status: Lost A
Ligo Teknoloji Ltd. Sti. 42.000,00 EUR
’ TURKIYE
Raiting: Qualified, Status: Proposal A~
Multiproject d.o.o. 16.000,00 EUR

’ Slovenia

Image 77: Example of selecting to modify the data of a document from a document list

A user with configuration rights can specify how the sections and fields are displayed.

Specific sections can basically remain hidden to the user.

11:16

< Contacts by company CONTACT

Qualified [ Information
==}

Lead

Name / Surname Mr. Alan Gresham Position Managing Director

Company Ecco Software Pty Ltd Address 756 Blackburn Road, Suite 4

Zip / City 3168 Clayton Country VIC, Australia

E-mail alan.gresham@eccosoftware.com.au Web address http://www.eccosoftware.com.au

No. of employees 50 Comment 5,56 mio EUR revenue in 2014

Correspondence - All Q

All Marko Hren 21.11. 2017
Presentation
Board presentation is on Tuesday, November 28th. | made reservation for meeting room Orange.

Marko Hren

Phone call

Mr. Scott called yesterday regarding project. He was interested in new product line presentation

> History

Image 78: Example of a view of document data
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The user also has the option of setting the sorting of embedded documents into groups.

14:59

£ Contacts by company CONTACT

Qualified [ Postponed
—

Lead

Name / Surname Mr. Alan Gresham Position Managing Director

Company Ecco Software Pty Ltd Address 756 Blackburn Road, Suite 4
Zip/ City 3168 Clayton Country VIC, Australia

E-mail alan.gresham@eccosoftware.com.au Web address http://www.eccosoftware.com.au

No. of employees 50 Comment 5,5 mio EUR revenue in 2014

> Source

Correspondence - All Loy

All PRESENTATION

Marko Hren 21.11. 2007
Presentation
Board presentation is on Tuesday, November 28th. | made reservation for meeting room Orange. ~

PHONE CALL

Marko Hren 21.11. 2017
Phone call
Mr. Scott called yesterday regarding project. He was interested in new product line presentation ~

> History

Image 79: Example of sorting documents into groups in a contextual view

By choosing the icon (circumflex) in the bottom right corner of a contained document, the user

has the option of executing an action on the embedded document without opening it.

14:06
CONTACT

Qualified [ Information
—

Lead

Name | Surname Mr. Alan Gresham Position Managing Director

Company Ecco Software Pty Ltd Address 756 Blackburn Road, Suite 4

Zip / City 3168 Clayton Country VIC, Australia

E-mail alan.gresham@eccosoftware.com.au ‘Web address http:/jwww.eccosoftware.com.au

No. of employees 50 Comment 5,5 mio EUR revenue in 2014

> Source

Correspondence - All Q

All Marko Hren 21.11.2017
Presentation
Board is on Tuesday, 28th. | made for mer  Remove correspondence ~

Marko Hren 21.11.2017
Phone call
Mr. Scott called yesterday regarding project. He was interested in new product line presentation. ~

¥ History

Image 80: Example of executing an action on a embedded document
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Based on the configuration of the IMiS®/mDMS Service application, a user with appropriate

(business contact). More information about the settings are available in chapter 6.1.2
Configuration.

14:40

£ Conta b CONTACT

Qualified / Information

Add correspondence

Name | Surname Mr. Alan Gresham Position Managing Director
Company Ecco Software Pty Ltd Address 756 Blackburn Road, Suite 4
2ip / City 3168 Clayton Country VIC, Australia

E-mail alan.gresham@eccosoftware.com.au Web address http:/fwww.eccosoftware.com.au

No. of employees 50 Comment 5,5 mio EUR revenue in 2014

Image 81: An example of selecting an action on a document

14:40

CONTACT

Qualified | Information

Rating

Status

Name | Surname Mr. Alan Gresham Position Managing Director

Company Ecco Software Pty Ltd Address 756 Blackburn Road, Suite 4 Deal value
2ip / City 3168 Clayton Country VIC, Australia

E-mail alan.gresham@eccosoftware.com.au Web address http:/fwww.eccosoftware.com.au

No. of employees 50 Comment 5,5 mio EUR revenue in 2014

|

Image 82: An example of selecting to modify data on a document

rights can specify which actions can be chosen and which data can be modified on a document
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Qualified

Image 83: An example of a selection of predetermined modifiable data

4.4.2.3 Executing actions on multiple documents simultaneously

If the user wants to execute an action on multiple documents simultaneously, he must first
select the documents.

The user selects the documents by holding the chosen document until a checkbox appears
in front of each document in the list. By ticking the checkboxes in front of the documents,

the user ticks the documents on which the same action will be executed.
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< Applications

By company

By owner

09:00

Contacts by company

Dynamics Australia
Australia
Raiting: Not qualified, Status: Presentatior

Ecco Software Pty Ltd
VIC, Australia
Raiting: Qualified, Status: Information

Ekrem Systems Ltd.
United Kingdom

Raiting: Not qualified, Status: Presentation

Exito Consulting AS

Norway
Raiting: Qualified, Status: Information

Fortunat AB
Sweden
Raiting: Not qualified, Status: Postponed

KM Bilgisayar Yazilimlari A.S.
TURKIYE
Raiting: Not gualified, Status: New

Kopela Oy
Finland
Raiting: Not qualified, Status: Lost

Ligo Teknoloji Ltd. Sti.
TURKIYE
Raiting: Qualified, Status: Proposal

Multiproject d.o.o.
Slovenia

13.500,00 EUR

8.500,00 EUR

65.000,00 EUR

2.500,00 EUR

6.700,00 EUR

14.000,00 EUR

17.000,00 EUR

42.000,00 EUR

16.000,00 EUR

Image 84: Example of ticking documents for executing the same action

View of the set of options for choosing actions on multiple documents simultaneously from a

document list.

No Service &

< Applications

By company

By owner

09:00

Dynamics Australia
Australia
Raiting: Not qualified, Status: Presentation

Ecco Software Pty Ltd

VIC, Australia
Raiting: Qualified, Status: Information

Ekrem Systems Ltd.

United Kingdom
Raiting: Not qualified, Status: Presentation

Contacts by company

Add correspondence

8.500,00 EUR

55.000,00 EUR

Image 85: Example of selecting to add correspondence on multiple documents simultaneously

Similar to desktop application, a user is displayed the entire correspondence. He can also

select a contextual view based on type of correspondence.

Correspondence - Phone call e

Phone call

N D

Marko Hren

Phone call
Mr. Scott called yesterday regarding project. He was interested in new product line presentation

Image 86: Contextual view of sales correspondence

21.11. 2017

~
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In a contextual view the user selects the documents by holding the chosen document until a
checkbox appears in front of each document in the list. By ticking the checkboxes in front of

the documents, the user ticks the documents on which the same action will be executed.

Correspondence - Document oo X

Marko Hren 22,11, 2017

Document
Invoice November 2017

Marko Hren 22:11:2017

Document
Invoice October 2017

Document

Marko Hren 2R A

V| Pacument

alillIr

Image 87: Example of ticking documents in a contextual view for executing the same action

Under administration, the user also has the option of setting the sorting of documents into

groups in a contextual view.

No Se € N 15:02
( Contacts by company CONTACT

Qualified / Postponed
—

Lead

Name | Surname Mr. Alan Gresham Position Managing Director

Company Ecco Software Pty Ltd Address 756 Blackburn Road, Suite 4

Zip | City 3168 Clayton Country VIC, Australia

E-mail alan.gresham@eccosoftware.com.au Web address http:/jwww.eccosoftware.com.au
No. of employees 50 Comment 5,5 mio EUR revenue in 2014

» Source

coo X

Correspondence - All
All PRESENTATION

Marko Hren
. Presentation

Board presentation is on Tuesday, November 28th. | made reservation for meeting room Orange

21.11. 2017

PHONE CALL

21.11. 2017

Marko Hren

Phone call
Mr. Scott called yesterday regarding project. He was interested in new product line presentation

¥ History

Image 88: Example of sorting embedded documents into groups

Depending on the settings in the IMiS®/mDMS Service application configuration, a user is

enabled to remove the correspondence.
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Correspondence - Document Remove correspondence 000 X

Marko Hren 22.11.2017

Document
Invoice November 2017
Document Marko Hren 22.1. 2017

Document
Invoice October 2017

el It‘

Marko Hren 22.1. 2017
—

Image 89: Example of selecting an action in a contextual view on multiple documents simultaneously

In the event that the application configuration enables the adding of correspondence,
by selecting certain correspondence, a user moves to the next view with a more detailed

description. If abtachments are available, the user can open them in the default application.

Shown below are examples of executing actions on a document. They apply to the execution of

actions on individual documents and on multiple documents simultaneously.

10:29

CORRESPONDENCE

18. 1. 2015 10:10:56 IMIS letter_Fortunat_Grénvik.pdf

Author Marko Hren/IMiS

Type Document

v Content

Dear Thomas,

recently | wrote you a letter about counsulting opportunities in the area of project tracking (see attached). What sets this solution apart from others is
its integration capabilities with email platforms, including Microsoft Outlook, Lotus Notes and Web based email systems such as Gmail. The integration
provided by our Web based software offers your strategic Project management solution unique workflow opportunities as well as improved
communication.

Integrating your project management solution with Project Tracker tool brings them following benefits:
« Leveraging the visibility of projects to regulate more efficiently.

= Complete resource allocation to decrease duplication and save time and money.

= Structure and control to help stay on schedule.

 Retention of best practices to determine gies that are al.

« Instant information and reports that can export to Excel, Power Point and more.

 Role based options to provide accountability and security.

| am certain that talking to us would be beneficial to you and your customers. We are masters in project tracking software, we have experiences in
system integration and we have references. Let me know if your customers would benefit from project tracing solution, so that | can get back to you
with more information.

Best regards.

Marko Hren
Business Development Manager
E-mail: marko.hren@imis.eu

Imaging Systems
Web: http://www.imis.eu

Image 90: Correspondence review with the option of opening attached content

Similar to the desktop application, a mobile user can search through full text index for data

using the Search icon.
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10:33

£ Contacts by company CONTACT
“ Correspondence - Document Q
1 management L)
‘s Marko Hren 18.11. 2015 10:10:56

D Document
ocument Dear Thomas, recently | wrote you a letter about counsulting opportunities in the area of project tracking (see attached). W.

‘a

> History

Image 91: Searching for data using full text index on mobile device

v Correspondence - All [management]

Marke Hren 18. 11. 2015 10:10:56

- Document
Dear Thomas, recently | wrote you a letter about counsulting opportunities in the area of project tracking (see attached). W..

Image 92: Full-text search results display on mobile device

No Service & PN 12:01

< CONTACT CORRESPONDENCE

18.11. 2015 10:10:56

Author Marko Hren/IMiS

Type Document

e

Dear Thomas,

recently | wrote you a letter about counsulting opportunities in the area of project tracking (see attached). What sets this solution apart from others is
its integration capabilities with email platforms, including Microsoft Outlook, Lotus Notes and Web based email systems such as Gmail. The integration
provided by our Web based software offers your strategic Project management solution unigue workflow opportunities as well as improved
communication.

Image 93: A search query on a mobile device

5 Administration interface

5.1 General

The administration interface IMiS®/mDMS Service is intended for IMiS®/mDMS Client

configuration for mobile device operation.
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This chapter covers the following topics:
e Administration interface generation.
e Administration interface view.
e Administration interface access rights.

e Administration interface document actions.

Connecting configuration documents

Configuration documents are connected. For document identification, the »id« field is used.

It is written in every document and defined when created. The content of the field is a result of
the »@DocumentUniquelD« function. Keep in mind that when copying documents from one
database to another through clipboard, the document »id« changes, but the value of the »id«

field remains the same as it is the base for connecting.

Document - e
Of s | & | =2 | <+ | & |

description ~  Field Name: id

encoding Diata Type: Text

Form Diata Length: 32 bytes
eneration Seq Num: 125

FRN D tem D0

name Field Flags: SUMMARY

revision Author

revision Time "8DD1604A5A5CESBECT

VErsion 257F02003F8165"

versionDevice b

Image 94: Display of the value of »id« field

5.2 Administration interface generation

The IMiS®/mDMS Service database is generated from the sample IMiS®/mDMS Service
database.
The database is generated on an IBM® Domino server, where administrator can access

application databases referenced in the administration interface.

Usually, administrators choose a server and a folder with application databases.
It is advisable to include the version of the administration interface or the application the
administration interface references, in the title.

Database access rights are described in detailed in chapter 5.4 Administration interface

access rights.
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5.3 Administration interface view

Place a »IMiS®/mDMS Service« icon representing administration interface, on a worksheet.

L

IMiS/mDMS
Service
on |MiSDev

Image 95: IMiS®/mDMS Service icon

The basic administration interface appears on the screen.

il IMiS/mDMS Service - 01, Device profiles - IBM Notes = O X

File Edit View Create Actions Tools Window Help

Open ~ MW [H

% IMiS/ImDMS Service - 01. Device profil... »

mDMS Service [9 Print] l[:,% New device proﬁle]
1.6.1710.8

Name |Description ~ Generation ~ \Version ~

onfiguration App Portal configuration - responsive 2 [1]

2 [k, Configuration

----- =% Device profiles
----- B Databases
..... Images

..... Styles

..... Pages

..... Groups

..... tems

----- T Datasets
----- [E] Datasources
----- =] Sections
..... 22 Actions

User environments

Document types

Notifications

IMAGING
SYSTEMS

1 document s B B AR Online »

Image 96: Administration interface view

The navigator allows you to select index.
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[Configurations] Configuration documents that specify appearance of an application on a
mobile device.

The following options are available to the user:
[Device profiles] Mobile device profile settings.
[Databases] A list of NSF databases.
[Datasets] Configuration documents that specify document lists.
[Datasources] Configuration documents that specify the content of a document.
[Sections] Sections you reference in various configuration documents.

[Actions] Specifying document actions.

[Administration] Application administration.

The following options are available to the user:
[Users]l Users administration.

[User environments] User environment administration.

[Document types] A list of supported file types (attachments and IMiS® objects).

[Events] Event logging.

[System options] System settings for application management.

The following options are available to the user:

[Licensel License key information.

[Notification] Notification data for users.

5.4 Administration interface access rights

The application recognizes three user types:
e Settings viewers.
e Settings editors.

e Administrators.

Settings viewers

Read rights are sufficient. They require the right to write public documents, so they can create

bookmarks about errors and warnings which are public documents.



Settings editors

They require at least IMiS®/mDMS Service database editing rights. The concept of author

fields is not supported, so copyrights do not suffice.

Administrators

They require IMiS®/mDMS Service database operating rights.
The database has to be available online. In terms of web functionality, functionality does not
predict document creating or editing. Hence, it is advisable that when determining an Access

Control List, the database is »Maximum Internet name and password« on »Reader«.

Access Control List to: IMiS/mDM5 Service ? ||
—2"£l Basics Administration server
None
[ Log Server | IMiSDev/IMiS

Action Do not modfy Names fields

This database's Access Control List will automatically be updated when the Administration Process is run
on the server chosen above. See Help for more information.

Enforce a consistent Access Control List across all replicas

Enabling "Erforce a consistent Access Control List across all replicas’ will ensure that an ACL remains
identical on all Motes database replicas.

Madmum Intemet name and password Reader

Look Up User Types for "Unspecified” Users

Pressing this button will perfform a Domina Directory lookup for each userin the Access Control List who is
listed as an "Unspecified’ user type. i the name is found, the appropriate user type (e.q. Server, Person,
etc.) will be set inthe ACL.

Last change: Janez Kogovsek on 13. 02, 2017 08:38:56
According to: IMiS

Image 97: Establishing access level in »Maximum Internet name and password«

Besides creating configuration documents, IMiS®/mDMS Service database is intended for
request execution as forwarded from a mobile device. Requests are implemented by the web
service provider »Service«. Its default option is »Run as a web user« in order to have traceable
request execution. Consequently, appropriate access rights to application databases the users
will access (indirectly through the administration database), need to be provided for all possible

service users.
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Web Service === v = 7 X

> 2] Forms
s [T Views
Folders

i

2| XPages
=5 Custom Controls
> [ Framesets
» [] Pages
> [E9 Shared Elements
4 D Code
» 'y Agents
2% Shared Actions
» [T Script Libraries
[F Database Script
a4 @ Web Service Providers
9 Service
Q} Web Service Consumers
Java
> B Data
> Resources
- B Composite Applications
Application Properties

Image 98: Web service provider »Service«

Qi =0 | = |
¥ Run as web user
Run on behalf of F
Allow remote debugging
Profile this web service
Set runtime security level: (1 = most secure)

2. Allow restricted operations -

Default access for this web service

v Al readers and above
IMiSDev/IMi5 - &

Anonymaus
NotesDev 2

Allow Public Access users to use this web service

Image 99: Specifying user context

5.5 Administration interface actions

Index actions and Document actions are available.

Index actions

[Print] Printing one or more selected documents.

[New <document type>] Generating a new configuration document.
<document type> = [configuration|dataset|datasorcelsection|action]

The action is available if the user has full editing rights in the database.
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Document actions

[Edit] Enabling editing of individual field values in a document.

The action is available in view mode if the user has full editing rights in the database.

[Savel Saving the settings of the current document.

The action is available in editing mode.

[Closel Closing the current document.

6 CONFIGURATION

The »Configurations« section deals with configurations that define the appearance of an

application on a mobile device.

Configuration structure is as follows:
e Image (baseB4 format, URL)
e String (localized string of characters)
e Bundle (localization of images and strings)
e Transport (response time)
e Session (allowed time)
e Style (global, class)
e Page (portal, page, item)
e \View (view, navigation view, table view)
e Document (section, document)

e Section (column, row, content).

6.1 Device profiles

In the section »Device profiles« the user sets profiles. A profile refers to the application version

and data on the mobile device that is using the application.
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i IMiS/mDMS Service - 01, Device profiles - IBM Motes - O x
File Edit View Create Actions Tools Window Help

Open~ M M@

% IMiS/mDMS Service - 01. Device profil... x

mDMS Service lg Print ] l‘-:'% New device pmﬁle]
1.6.1710.8

MName ‘Description o Generation -~ Version ~

onfiguration App Portal configuration - responsive 2 0

= [k, Configuration
%, Device profiles
- [ Databases
Images
Styles
Pages
Groups
tems
. ] Datasets
. [E] Datasources
.. [[(=] Sections
.. 5% Actions

2 [{} Administration 1
8;_)) sers

[ User envionments
[ Document types

ﬁ Everts

4| System options

License
Netifications

IMAGING
SYSTEMS

1 documen C B AR Online -

Image 100: View of the »Device profiles« section

The document fields are divided into the following headers:
¢ »Basic information«.

¢ »Configurationc.

6.1.1 Basic information

The »Basic information« header, the user specifies the name of configuration to access the

mobile device.

Basic information

Name: Corffiguration Description: HApp Portal corfiguration - responsive
Generation: 2 Version: L]
Condition; <@&: Traffic disposition: Normal

Image 101: View of settings in the »Basic information« header
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[Namel Name of configuration. Data is required.

[Generation] Configuration generation. If the configuration scheme changes to such an extent
that it is not compliant with the previous one, then configuration generation enhancement is

advised. The field is required and it must be a non-negative integer.

[Condition <@>] The formula with which the user specifies a condition under which a user can

access the current profile. The result of the formula is true or false. Data is required.

The following virtual variables can be used:
$application.version
$application locale
$application.mode
$device.os
$device.manufacturer
$device.model
$device.processor
$device screenxresolution
$device.screenx.dpi
$device.screen.y.resolution
$device screeny.dpi

Image 102: The available virtual variables in the »Condition« field

Virtual variable Description Example
$application.version Application version 1.5.1611.26
$application.locale Application locale en-US
$application.mode Application mode TABLET
$device.os Device operating system iPhone 0S 9.3.5
$device.manufacurer Device manufacturer Apple
$device.model Device model iPad 3.3
$device.processor Device processor ARM
$device.screen.x.resolution Device screen X resolution 2048
$device.screen.x.dpi Device screen X dpi 264
$device.screen.y.resolution Device screen Y resolution 1536
$device.screen.y.dpi Device screen Y dpi 264

Image 103: The translation table between virtual variables and descriptions

[Description] Description of configuration. Data is not required.

[Version] Configuration version. If there is a slight change in configuration, then configuration

version enhancement is advised. The field is required and must be a non-negative integer.

[Traffic disposition] Mode of data forwarding to a mobile device.
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The following options are available to the user:

o The »Normal« option is typically used in a development and testing phase, when a developer

is testing whether a mobile device's reaction is expected.

e The »GZip compression« option is used in production, as it is vital that the reaction is as fast

as possible because of compressed data. Data is required.

»GZip compression« is used in data sharing.

6.1.2 Configuration

The »Configuration« header, the user specifies application appearance on a mobile device.

Configuration
<config>

<gession timeout="3600"/>

<resbundle locale="en-U5">

<image id="LOGO">
<body>iVBORWwOKCgoR AR AN SUhEUghn CORR AR gCAY AR A CChPFEARA A G RFWHRTE2 Z04d2 FyZQBRBZG91iZ5ET

PWFnZVJILYWRSccll PARARXBpVFROWE IMONNvES5nZGIiZ554bXARRARMADW,/ eHBEhY2 1dCEi ZWdp
bi0i7Tu/IiBpZD0ivVzVNME1wR2Voalh6cnVIek5UY3prYz1kIj8+IDx40nhtcGl1dGEgeGlsbnMe
el i YWRvYnIebnMebWVOYSEiIHg6eGlwdEs8IkFkb2 J1IIFNNUCEDRIJ1IDUuMy 1 JMDEXIDYZLIEQ
NTY2MSwoMiAxMifwMiSwNiOxNDo 1N ovNyAgICAgIChol4gPHIkZ jpSREYgeGl sbnMEcnEmES Jo
AHRWOiEvd3d3LnezlmOyZyEx0TkSLzAyLaIyvIXIkZilzeWS0 Y gtbnMI T54gPHIkZ S pEZXNS cmlw
dGlvbiByvEGYeYWIvdlQ9IilgeGlsbnMEeGlwIU0 S Imh0dHAGLY SucyShEGIiZ55ib20veGFwLzEu
MC9tb58iTHRthGS 20nNOUnVE S JodHRwO1 S vbnMuYWRvYmUuY2 9t L3nhcCEXLiAvelR5cGUVIMVE
bIVyY2ZVEEWNYJIiB4bWxuczep4bXA S ImhOdHAG LY SucyShEG9iZ55 b2 0veGFwLEEUMCEiTHRtCELIN
OEKRVYSVCZWSO05UQS9InhtcCokaWla60DI4MDnFM ] gSNzVEMTFFNT kzRkU4Qzg2NENDNj c3MzgiIHht
cEINCkIuc3EnbmN1SUQ9InhteCoipaWQeCDI4MDhFM] cSHzVEMT FFNTkzREU4Qzg 2NENDHN o3 Mz gl
IHhtcDpDenVhdG9yVEIvEDOAQWRvYmUgUGhvdG9zaG9wIENTNiBXaWskk3dzT1j4gPHhtcEINCKR]

e T TWD R mra O THN AT e e T 21~ 3Dkl STTAE T S M DTT ATV R = TTA AT § T e RTATT TVD TR T T LT 4 BT

Image 104: View of application appearance in XML format in the »Configuration« header

[Configuration] Application appearance is written in XML. When saved, the content is

compressed so it is ready for forwarding to a mobile device. Data is required.

6.1.2.1 The definition of the of the appearance of the application in XML format

<config>
<transport timeout="60"/>
<session timeout="3600"/>
<resbundle locale="en-US">
<image id="LOGO-PORTAL">
<body>base64 representation of the image</body>
</image>
<image id="PORTAL-ICON-DOCS">
<body>baseb64 representation of the image</body>
</image>
<image 1d="ICON-CRM">
<body>base64 representation of the image</body>
</image>
<image 1d="NAVICON-BRIEFCASE">
<body>base64 representation of the image</body>
</image>
<image id="NAVICON-ENVELOPE">
<body>baseb64 representation of the image</body>
</image>

2018 © Imaging Systems Inc., All rights reserved. 82



IMiS®/mDMS Manual version 1.8.1803

</resbundle>
<page id="portal" root="true" icon="LOGO-PORTAL" titleLabel="Applications" ...>
<item id="PORTAL CRM" icon="PORTAL-ICON-DOCS" target="VIEW CRM" context="">CRM</item>
</page>
<view id="VIEW CRM" initial="true" navigator="NAV CRM"... />
<view 1d="NAV_CRM EV_ contact" navigator="NAV_CRM EV_contact"/>
<viewNav id="NAV_CRM" ...>

<item icon="NAVICON-BRIEFCASE" caption="Contacts by company"
target="TABLE CRM contactsByCompany" context=""/>

<item icon="NAVICON-ENVELOPE" caption="Contacts by owner"
target="TABLE CRM contactsByOwner" context=""/>

</viewNav>
<viewNav id="NAV_CRM EV_contact" ...>
<item icon="" caption="All" target="TABLE CRM EV_ CorrespondenceAll" context="" />
</viewNav>
<viewTable id=" TABLE CRM contactsByCompany" source="DATASET CRM contactsByCompany"
tableTitle="Contacts by company" ...>
</viewTable>
<viewTable id="TABLE CRM contactsByOwner" source="DATASET CRM contactsByOwner"
tableTitle="Contacts by owner" ...>
</viewTable>
<viewTable id="TABLE CRM EV CorrespondenceAll" source="DATASET CRM EV CorrespondenceAll"
tableTitle="Correspondence - All" ...>
</viewTable>
<doc 1id="DATASOURCE CRM contact" titleField="title" idField="idField"
createdField="created" statusField="status" authorField="author" icon="LOGO-DOCHDR-CRM" ...>
<section 1d="SECTION CRM contact Lead" title="Lead".../>
<section 1d="SECTION CRM contact Source" title="Source" .../>
<section 1d="SECTION_CRM contact Owner" title="Owner" .../>
<section id="EVContact" title="Correspondence" .../>
</doc>

<section 1d="SECTION CRM contact Lead" type="T" rowOffset="7" contentOffset="1%">
<col labelWidth="16%" valueWidth="84%">
<field id="name" type="S" label="Name / Surname" orientation="H"/>
<field id="company" type="S" label="Company" orientation="H"/>
<field id="zipCity" type="S" label="Zip / City" orientation="H"/>
<field id="email" type="S" label="E-mail" orientation="H"/>
</col>
</section>
<section 1d="SECTION_CRM contact_Source" type="T" rowOffset="7" contentOffset="2%">
<col labelWidth="16%" valueWidth="84%">
<field id="source" type="D" label="Source" orientation="H"/>
<field id="sourceInfo" type="S" label="Detail" orientation="H"/>
</col>
</section>
<section 1d="SECTION CRM contact Owner" type="T" rowOffset="7" contentOffset="1%">
<col labelWidth="16%" valueWidth="84%">
<field id="owner" type="S" label="Owner" orientation="H"/>
<field id="ownerInfo" type="S" label="Detail" orientation="H"/>
</col>
</section>
<section id="EVContact" type="W" columnOffset="2%" rowOffset="7">
<col labelWidth="0%" valueWidth="100%">
<wraper id=" VIEW CRM EV_ contact" target="VIEW CRM EV_ contact"/>
</col>
</section>
</config>

Image 105: An example of the appearance of the application in XML format
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6.1.2.2 Structure description of an XML document
6.1.2.2.1 Image

Locally defined binary graphical resource encoded in base64 format.

<image id="image Id">
<body>Format: Base64"</body>
</image>

Image 106: Structure description of »lmage encoded in baseB4« in XML format

Example:
Image of a profile background encoded in BaseB4 is saved locally.

Configuration

J‘<(:|:|nf:|'.g>
<gegsion timeout="3g00"/>
<resbundle locale="en-US">

<image id="LOGIN-BACKGROUND":

<body=/ 975/ 4AA0SkZ JROLBLQLAROABALD/ 2wEBDARMCAGMCAGMDAWME AWME BQgFBQQEBQoHEWY I DAoMDAsKCwsNDh IQDQ4 RDg sLEBYQE RMUF
RUVLDASXGBYUGBIUFRT/ 2wEDAQMEBAUEBOKFBQKUDOsNFEQUFBQUFBQUFEQUF BQUFBQUFEQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQU
FBT/wWALRCABACHADASIAAWFBAXFER/ BQAHOLL AgMBAQF BAQRL AL A AL AL A AgMARQQFBycICE /EAROQRAT CAQTIEAWYEBQMERQECDWABAWENL ZF
EEKFRESIJhBhMycYHWwkaGxORQIQeHRB1LxFSQzYnIINEM1gpKyU6JjcELS4kRUk/ L/ xAAdAQABBQEBAQELA AN AL AL AL ACALE DBAUGBWGT /&
QAQBEAAGIBEARDAWIEAWYHALAHAARCEQMEEIEXBSJBUQYTY T JRFCNCZGRWwSQzUgHREACVNG Jyv4fFDFAVENYE Y/ 9cADAMBAA TRAXEAPWD4d
Gi4¥9RTGE/ Jxnd/vEvenluHdWdv2fl,/c8fpSvERgTOT1EAOJIS+ET 1+ 1gH e/ wAnr PENNwnJUcrUR3VENPnkpdGkzi60dzExP1ij 1HXY/U2uj
LEOXclbY2S5FyvwWlznZx4Ygil2CcaB50TE+0rBZ00ggHBol +hZL9USXDIUVSLs1ksOVEISyuUQS ZCVkr Y01 vEsghmQBPAYNKg1l20+wzhJovE

O DW~2 1 DO ST DT W EWr aw S 3 e T A d F 2TV 7 A3 h W oML a Tl ~lm w21 F o mmaD e S5 2T 37 Aeon S0 T8 Trames Dr DD F 1l e Frr G Dk Shomre W

L e M W I W L T e 1 S R I A L 2200 LR T AR L e e F L A L I L 3 L NP 3 LA ANk L TR IL S F TR L Al Ak 1AM UL L L et L R L T

go98k33LELRZQFsjeChwEEL51J71EHoHCK fyCAK Sn3 sah 9wcXuEnhMBOy1 86GDT DI Dhj AR TuwaJ4sdHgMed Y mLGH,/ v5/ fTUDILCIpMT7dERe4
HNrSBQE+hIVovkbEFSCi6FRECI¥K+oFEEZD1I0a0ry9TIGOT75d3kj cbRENEIRZ+B4prZlsdfScdbREZK4vAMExW+r U] sE8BxCWDNywr LFgLXTE /S
9k=</body>

</image>

Image 107: Example of a structure description of an image of a profile background encoded in Base64

Remote binary graphical resource accessible through its URL.

<image id="image Id">
<url>URL"</url>
</image>

Image 108: Structure description of »lImage accessible through URL« in XML format

Example:
Image of a profile background is captured online (URL link).

<config>
<gession timeout="3600"/>
<resbundle locale="en-U5">

<image 1d="LOGIN-BACKGROUND">

<urlzhttps://i.imgur.com/kZPEccE. jpg</url:
</fimages>

Image 109: Example of a structure description of an added image of a profile background from a URL link
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6.1.2.2.2 String

Localized string of characters.

<string id="stringId">All</string>

Image 110: Structure description of »string« in XML format

6.1.2.2.3 Bundle

It is used for localization of images and strings. If the used localization is not specified in the

config markup, Locale="en-US“ is used.

<resbundle locale="sl-SI">
<image id= "image ID">
<body>Format: Base64</body>
</image>
<string id="string ID" >All</string >
</resbundle>

Image 111: Structure description of »resbundle« in XML format

6.1.2.2.4 Transport

<transport timeOut="number of seconds"/>

Image 112: Structure description of »transport« in X\VIL format

Attribute description:
o timeQOut [unsignedInt]: (default = “60“); the longest time allowed (in seconds) between a

SEPVEPPEQUEStanCIBSBPVEFPESDOHS&

6.1.2.2.5 Session

<session timeOut="number of seconds"/>

Image 113: Structure description of »session« in XML format

Attribute description:
o timeQOut [unsignedIntl: (default = “1800“); the longest time allowed (in seconds) between

two server requests. Otherwise the application logs out.
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6.1.2.2.6 Style

Global style names:

LOGIN : login page
PAGE : portal

VIEW : view

VNAV : navigation menu
VTBL : table view

DOC : document

SEC : document section

FLD : section field

Global style:

<style ctx="DOC"“ minWidth=“481" maxWidth="840"“ mode=“PHONE"“>

<item id=“titleFontColor“>0,0,0</item>

</style>

Image 114: Structure description of global »style« in XML format

Class style : (begins with character '.')

<style ctx=“.className“>

<item id=“labelFontStyle“>B</item>

</style>

Image 115: Structure description of class »style« in XML format

Attribute description of the »style«:

ctx [stringl: a list of elements that the style belongs to. The values can be global or class

names. More styles are separated with » . «.
Example. ctx="DOC SEC .myStyle1.myStyle2"

minWidth (opion) [intl: minimum allowed screen width of a mobile device in pixels.
maxWidth (option) [intl: maximum allowed screen width of a mobile device in pixels.

mode (option): »TABLET« or »PHONEc«. If not present, the style applies for both mobile

device types.
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Attribute description of the »itemc«:
e id[stringl: style identifier.

e Value [stringl: style value.

The validity order of the styles:

1. Styles set for a class at the service.
Inline in the element.
Styles set for a class.

Global style.

a &~

Default style.

Example of use:

<element class="“myStylel“/>

element: page, view, viewNav, viewTable, doc, sec, col, field

https://www.google.com/design/spec/layout/responsive-ui.ntml#responsive-ui-breakpoints

6.1.2.2.7 Login page

At the login page user chooses a profile and logs in with a username and password.

IMiS/mDMS

Login image

(1con)

Login page
(login)

Image 116: Reviewing a login into the »CRM« application via a mobile device


https://www.google.com/design/spec/layout/responsive-ui.html%23responsive-ui-breakpoints

<login icon="" background="" backgroundColorBottom="" backgroundColorTop=""
backgroundModel=""/>

Description of ,login“ attributes

The login element can be attributefree, because it contains only stylistic elements;

it can be defined only with styles.

6.1.2.2.7.1 The »Login« element style

Global name: LOGIN.

backgroundColorBottom [string: 0,0,01 [default: 0,0,0] bottom background color
backgroundColorTop [string: 0,0,01 [default: 0,0,01 top background color
background [string] id background image

backgroundMode [stringl : (default: none) background creation mode

none : Background image is centered. Image size does not change.

Image 117: Example of a centered background image
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— tile : Image is duplicated in the x- and y-direction.

Prts

Image 118: Example of a background image duplicated in the x- and y-direction

— tileX: Image is duplicated in the x-direction.

Image 119: Example of a background image duplicated in the x-direction

2018 © Imaging Systems Inc., All rights reserved.

89



— tileY : Image is duplicated in the y-direction.

Image 120: Example of a background image duplicated in the y-direction

— fit: Image is adjusted to screen size by being stretched evenly. What moves off screen is

cut off.

Carrler & 1:56 PM 100%

Image 121 Example of adjusting an image to screen size

e icon [stringl: (default:"") image id that is shown in the login dialog. If empty, the

IMiS®/mDMS logo from the top image is shown.



6.1.2.2.8 Page

Page or portal is the starting point of navigation, which leads us through the elements of the

portal to subordinated views.

The following elements are used for specifying:
e Page
e Group
e Page item.

Page title

344 PM

¢ Logout Applications

Page
element
item Page
[page]
Group
[group]

Image 122: View of »page«, »group« and »item«

<page 1d="PORTAL RO" initial="true" titleLabel="Applications" icon="">
<group 1d="GROUP_MK" caption="MK" seg="3"/>

<item 1id="PORTAL RO mail" icon="PORTAL-MAIL" target="VIEW_ RO PELIKAN mail" context=""
seg="1">Mail</item>

<item id="PORTAL_ AL group" icon="PORTAL-AL" target="PORTAL ME" context=""
seqgq="2">AL</item>

<item id="PORTAL MK mail" icon="PORTAL-MAIL" target="VIEW MK PELIKAN mail" context=""
group="GROUP_MK">Mail</item>

<item id="PORTAL MK contracts" icon="PORTAL-CONTRACTS" target="VIEW MK POSEL contracts"

context="" group="GROUP_MK">Contracts</item>
<item id="PORTAL MK CostInvoices" icon="PORTAL-COSTINV"
target="VIEW MK NABAVA CostInvoices" context="" group="GROUP MK">Cost invoices</item>

<item 1id="PORTAL MK tasks" icon="PORTAL-TASKS" target="VIEW MK NALOGE tasks" context=""
group="GROUP_MK" seg="1" >Tasks</item>

<item id="PORTAL MK localApplication" icon="PORTAL-EANTRAG"
target="VIEW MK ANTRAGS localApplication" context="" group="GROUP MK">e-Antrag</item>
</page>
<page 1d="PORTAL PFGAL" initial="false" titleLabel="Applications - AL">



<item id="PORTAL AL mail" icon="PORTAL-MAIL" target="VIEW AL PELIKAN mail"
context="">Mail</item>

<item id="PORTAL AL contracts" icon="PORTAL-CONTRACTS" target="VIEW AL POSEL contracts"
context="">Contracts</item>

<item id="PORTAL AL tasks" icon="PORTAL-TASKS" target="VIEW AL NALOGE tasks"
context="">Tasks</item>

<item id="PORTAL AL localApplication" icon="PORTAL-EANTRAG"
target="VIEW AL ANTRAGS localApplication" context="">e-Antrag</item>
</page>

Image 123: Structure description of element »page« in XML format

6.1.2.2.8.1 The »page« element
Global name: PAGE.
Attribute description of the »page« element:
e backgroundColorBottom [string: 0,0,01: (default: 0,0,0) bottom background color.
e backgroundColorTop [string: 0,0,01: (default: 0,0,0) top background color.
e background [stringl: background image id.
e backgroundMode [stringl : (default: none) background creation mode

— none : Background image is centered. Image size does not change.

1:49 PM 100% .. 5

Applications

Image 124: Example of a centered background image
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— tile : Image is duplicated in the x- and y-direction.

Carrier hd 1:50 PM 100% () 4

Applications

G —

Image 125: Example of a background image duplicated in the x- and y-direction

— tileX: Image is duplicated in the x-direction.

Carrier 1:50 PM 100% ) ¢

Applications

Image 126: Example of a background image duplicated in the x-direction
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— tileY : Image is duplicated in the y-direction.

Carrier & 1:50 PM 100% ) 4

Applications

Image 127: Example of a background image duplicated in the y-direction

— fit: Image is adjusted to screen size by being stretched evenly. What moves off screen is

cut off.

Carrier T 1:51 PM 100% ) 4

Applications

Image 128: Example of adjusting an image to screen size

e jcon [stringl: (default: ") image id in the upper right of the page.
o titleLabel [stringl: (default: ") page title in the upper centre of the page.
e itemFontColor [string: 0,0,01: (default: 255,255,255) font color of the element.
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titleFontColor [string: 0,0,01: (default: 255,255,255) font color of the title

(also specifies the icon colors in the toolbar).

titleFontSize [Intl: (default: 20) title font size in pixels.

titleFontStyle [charl: (default: N) font style

- N: regular

- B: bold

- I italics.

titleFontColor [stringl: (default: 0,0,0) font color in RGB (e.g.: 250, 244, 23).
titleBackgroundColorBottom [string: 0,0,01: [default: 0,0,0]1 bottom color of the toolbar
background.

titleBackgroundColorTop [string: 0,0,01: [default: 0,0,01 top color of the toolbar
background.

titleBackground [stringl: identifier of the background image of the toolbar.

6.1.2.2.8.2 The »group« element

< Logout

0B 0606

Tasks Mail Contracts

Cost
invoices

Image 129: View of »group« element
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<page 1d="PORTAL RO" initial="true" titleLabel="Applications" icon="">
<group 1d="GROUP_MK" caption="MK" seg="3"/>

<item id="PORTAL MK mail" icon="PORTAL-MAIL" target="VIEW MK PELIKAN mail" context=""

group="GROUP_MK">Mail</item>

<item id="PORTAL MK contracts" icon="PORTAL-CONTRACTS" target="VIEW MK POSEL contracts"

context="" group="GROUP_MK">Contracts</item>

<item id="PORTAL MK CostInvoices" icon="PORTAL-COSTINV"

target="VIEW MK NABAVA CostInvoices" context="" group="GROUP MK">Cost invoices</item>

<item 1id="PORTAL MK tasks" icon="PORTAL-TASKS" target="VIEW MK NALOGE_ tasks" context=""

group="GROUP_MK" seg="1" >Tasks</item>

<item id="PORTAL MK localApplication" icon="PORTAL-EANTRAG"

target="VIEW MK ANTRAGS localApplication" context="" group="GROUP MK">e-Antrag</item>
</page>

Image 130: Structure description of element »group« in XML format

6.1.2.2.8.3 The »item« element

»ltem« element of the page. One page can contain N »item« elements.

Attribute description of the »item« element (* marks required attributes):

id* [stringl: element id.
icon [stringl: (default: ") image id that is shown in the element.

target* [stringl: id of the following page, which will be displayed upon selection. It can also
be new portal.

context [stringl: (default: ") context that is sent unchanged at target data request.
group [stringl: id of the group the element belongs to.

seq [intl: position index in the portal list. If the attribute ,group” is selected, the position
index in the list belongs to the defined group.

title of the »item« element [stringl: localized string or string identifier that is displayed

as the subtitle of the element (text under the »item« element).

A description of the ,group” element attributes:

id* [stringl: id of the group.
caption* [stringl: id of a localized string or string that is displayed as the subtitle of the
element.

seq [intl: position index in the portal list.



6.1.2.2.8.4 The »Page« element style

Global name: PAGE.

backgroundColorBottom [string: 0,0,01 [default: 0,0,01: bottom background color.
backgroundColorTop [string: 0,0,01: (default: 0,0,0) top background color.

background [string]l background image id.

icon [stringl : (default:"") image id in the upper right of the page.

itemFontColor [string: 0,0,01 (default: 255,255,255) font color of the element.
titleFontColor [string: 0,0,01: (default: 255,255,255) font color of the title (also specifies
the icon colors in the toolbar).

titleFontSize [intl: (default: 20) title font size in pixels.

titleFontStyle [charl: (default:N) font style

- N: regular

- B: bold

- | italics.

titleFontColor [stringl: (default:0,0,0) font color in RGB (e.g.: 250, 244, 23).
titleBackgroundColorBottom [string: 0,0,01: (default: 0,0,0) bottom color of the toolbar
background.

titleBackgroundColorTop [string: 0,0,01 [default: 0,0,01: top color of the toolbar
background.

titleBackground [stringl: identifier of the background image of the toolbar.

6.1.2.2.9 View

View consists of the following elements:

view (basic information).
viewNav (navigation menu).

viewTable (content).
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MNavigation Bakurments po sebiskth
menu Kogowiek Janss, Bogo 1A, 6227 Stanjal Slowenija
viewNav N

Kogovdek Janss, Bago 1A, 6222 leml Slowvenija

Kogoviek Jansz. Bago 1A, 8222 Stanjel, Slovenija
X 018,

Kopoviek Jansz, Bago 1A, 8222 Stanjel, Slovenija
1 AW

Koved France, Sadarjeva 18, 1218 Komanda, Slovenija

o w01,

Kovmd France, Sadarjeva 18, 1218 Komanda, Skovenija
) 018,

tout, Rubljana, skovenija

Basic
information

view
AR

Content
viewTables

Navigation menu element
Type L

'een | | Label

Type T

By company | By owner

Navigation table element

By company | By owner

Title
lcon Subtitle
Text

Image 131: View of »view, »navigation menu, »navigation table«, »content« and »content table«
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6.1.2.2.9.1 The »view« element

Enables navigation through different databases of basic information on documents (document

stub). It is used for menu navigation and selection of data display table. It can have several

levels.

<view id ="SingleView ID" root="true/false" initial="true/false" context="String"
navigator="navigation ID" table="table ID" class="className"/>

Image 132: Structure description of element »view« in XML format

Attribute description of the »view« element (* marks required attributes):

id* [stringl: element id.

root [booleanl: (default: false) whether it is in root of navigation menu.

initial [booleanl: (default: false) whether it is the first page after login window.

context [stringl: (default:"") context that is sent to the service unchanged in order to
select appropriate data from the table (e.g.: “@Name([CNI]; @UserName)“ ).

navigator* [stringl: navigation menu id.

table [stringl: content table id.

class [stringl: style class.

Note: »Navigator D« or stable ID« are obligatory. »Navigator 1D« is prioritized. If it does not exist,

»table ID« and context are taken into account.

6.1.2.2.9.1.1 The »view« element style

Global name: VIEW

Attribute description of the »view« element style:

titleFontColor [string: 0,0,01: (default: 255,255,255) title font color (also specifies the

icon colors in the toolbar).
titleFontSize [intl: [default: 201 title font size.
titleFontStyle [char: N/B/II: [default: NI: title font style.

titleBackgroundColorTop [string: 0,0,01: (default: 0,0,0) top color of the toolbar
gradient.

titleBackgroundColorBottom [string: 0,0,01: (default: 0,0,0) bottom color of the toolbar
gradient

titleBackground [stringl: identifier of the background image of the toolbar.



6.1.2.2.9.2 The »viewNav« element

It is used for menu navigation and selection of data display table. It can have several levels.

<viewNav id="navigation ID" enabled="true/false" collapse="true/false" class="className">
<item icon="icon id" caption="text" target="table Id" context="" default="true/false" />
<item icon="" caption="item2">
<item icon="icon id" caption="item2.1l" default="true">
<item icon="icon id" caption="item2.1.1" target="table ID" context="Q@Username" />
</item>
</item>
</viewNav>

Image 133: Structure description of element »viewNav« in XML format

Attribute description of the »viewNav« element (* marks required attributes):
e id* [stringl: navigation menu id.
e enabled [booleanl: (default: true) possibility of influence on the menu elements
- true: enabled menu element
- false: disabled menu element (static, choice is not calibrated).

e class [stringl: style class.

Attribute description of the navigation menu »item« element (cell) (* marks required
attributes):

e icon [stringl: (default: ") image id next to label.

e highlightlcon [stringl: (default:icon) image id next to label when a cell is selected;

e caption [stringl: (default: ") label content.

e target* [stringl: table view id that is shown when selected.

e context [stringl: (default: ") context that is sent unchanged to service in order to

choose contextually appropriate table data (e.g. "@Name([CNI;@UserName)”).
e default [booleanl: (default: false) whether the cell represents the first selected element

on the navigation menu. In case of several default="true” attributes, choose the first one.

6.1.2.2.9.2.1 The nviewNav« element style

Global name: VNAV

Attribute description of the »viewNav« element style:
e background [stringl: identifier of the background image of the toolbar.

e backgroundColorBottom: (default: 0,0,0) bottom color of the toolbar gradient.



backgroundColorTop: (default: 0,0,0) top color of the toolbar gradient.
cellHeight: (default: 40) height of the menu item in pixels.

collapse: (default: true) »true« navigation is hidden; otherwise visible.

Valid when minWidth = 0.

highlighted [booleanl: (default: true) highlight selected cells.

highlightlconColorTop: (default: 0,0,0) top color of the highlighted cell gradient.
highlightlconColorBottom: (default: 0,0,0) bottom color of the highlighted cell gradient.
highlightindicator [booleanl]: (default: true) show left line by the selected element.
highlightBackground [stringl: identifier of the background image.
highlightBackgroundColorBottom [string: 0,0,01: (default: 0,0,0) bottom color of the
selected cell gradient.

highlightBackgroundColorTop [string: 0,0,01: (default: 0,0,0) top color of the selected cell
gradient.

iconOffsetLeft: (default: O) left offset of the image in pixels.

iconColorBottom [default: icon color does not changel bottom color of *unselected™ icon in
navigation.

iconColorTop [default: icon color does not changel top color of *unselected* icon in

navigation.

labelFontSize: (default: 20) label font size in pixels.

labelFontStyle: (default: N) label font style.

— N: regular

— B: bold

— I: italics.

labelFontColor: (default: 255,255,255) label font color of the menu element.
labelHighlightFontColor: (default: 255,255,255) label font color when highlighting.
labeldust: (default: L) text position in the label

— L: left alignment

— C: center alignment

— R: right alignment.

labelLines: (default: 0) number of lines to display the text of the label element.
labelOffsetLeft: (default: O) left offset of the label element in pixels.

minWidth [unsignedIntl: (default: 0) minimum navigation width.

width [unsignedIntl: (default: system default width) menu width in pixels.



6.1.2.2.9.3 The »viewTable« element

It represents a set of »document stub« elements.

<viewTable id="table id" source="dataset ID" tableTitle="text" class="Class name"/>

Image 134: Structure description of element »viewTable« in XML format

Attribute description of the »viewTable« element (* marks required attributes):

id* [stringl: table identifier.
source® [stringl: dataset identifier as registered in service.

tableTitle [stringl: (default: ") the table title is shown in the middle of the title

bar/section when the table is shown.

class [stringl: style class.

6.1.2.2.9.3.1 The nviewTable« element style

Global name: VTBL

Attribute description of the »viewTable« element style:

marginLeft [unsignedIntl: (default: O) left offset of the »view« table in pixels.
marginBottom [unsignedintl: (default: O) bottom offset of the »view« table in pixels.
marginRight [unsignedIntl: (default: O) right offset of the »view« table in pixels.
marginTop [unsignedIntl: (default: O) top offset of the »view« table in pixels.
cellHeight [unsignedIntl: (default: auto) cell height in pixels.

highlighted [booleanl: (default: true) cell highlighting when selected.
highlightedTextColor [stringl: (default: true) highlighted cell text color when selected.
dataOffsetlLeft [unsignedint]l: (default: O) left offset of cell content in pixels.
dataOffsetRight [unsignedintl: (default: O) right offset of cell content in pixels.
iconOffsetLeft [unsignedint]: (default: O) left offset of image in pixels.

titleLines: (default: 0) number of lines for the title of the »document stub« in a cell.
titleHeight [unsignedIntl: (default: auto) title height of the cell in pixels.

titledust [charl: (default: L) text position of cell title

- L:left alignment

- C: center alignment

- R: right alignment.



titleFontSize [unsignedIntl: (default: 20) title font size of the cell in pixels.
titleFontStyle [charl: (default: N) title font style

- N: regular

- B: bold

- |: italics.

titleFontColor [stringl: (default: 0,0,0) font color in RGB (e.g. 250, 244, 23).
subTitleLines [unsignedInt]l: (default: O) number of lines for the subtitle of the »document
stub«in a cell.

subTitleFontColor [stringl: (default: 0,0,0) font color in RGB (e.g. 250, 244, 23).
subTitleFontSize [unsignedIntl: (default: 20) subtitle font size in pixels.
subTitleFontStyle [charl: (default: N) subtitle font style

- N: regular

- B: bold

- |: italics.

subTitleHeight: (default: auto) subtitle height in a cell in pixels.

subTitledust [charl: (default: L) text position in a cell subtitle

- L: left alignment

- C: center alignment

- R: right alignment.

noteWidth [stringl: (default: 0) »document stub« label width

- pt(e.g. “20"): fixed offset in pixels

- % (e.g. 15%"). offset in the percentage of cell width.

notelines [unsignedint]l: (default: 0) number of lines for the »document stub« label text.
noteHeight [unsignedIntl; (default: auto) label height of the cell in pixels.
notedust [charl: (default: L) text position of a label in a cell

- L:left alignment

- C: center alignment

- R: right alignment.

noteFontSize [unsignedIntl: (default: 20) label font size in a cell in pixels.
noteFontStyle [charl: (default: N) label font style

- N:regular

- B: bold

- | italics.
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noteFontColor [stringl: (default: 0,0,0) label font color in RGB (e.g. 250, 244, 23).

e textLines [unsignedIntl; (default: 0) number of lines for the »document stub« context

text in a cell.
o textHeight [unsignedintl: content area height in a cell in pixels.
e textJust [charl: (default: L) text position in a cell

- L (default): left alignment

- C: center alignment

- R: right alignment.
o textFontSize [unsignedintl: (default: 20) content font size in a cell in pixels.
e textFontStyle [charl: (default: N) content font style

- N (default): regular

- B:bold

- |:italics.

e textFontColor [stringl: (default: 0,0,0) Content font color in RGB (e.g.: 250, 244, 23).

6.1.2.2.10 Document

The document shows content in detail, where the content is divided into sections.

Document
[doc]

Document £ Partnerji

header Ustvarjen: 27.03.2007 e
Bine Zerko

Osnovno

Sifra 000BO5 Naslov Bevkova 4 Section

header

Kratek naziv 2D-ambienti d.o.o. (ex WIND) Posta in kraj 5270 Ajdovigina

2D-ambienti d.o.o. (ex WIND) DrZava Slovenija (S1)

Dolg naziv

Section
[section]

Document header

title

subTitle note

icon

text

Image 135: View of document with content
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<section id="section Id" type="T/W" class="className"/>
<section/>

Image 136: Structure description of »section« in XML format

6.1.2.2.10.1 The ndoc« section

Attribute description of the »doc« section (* marks required attributes):

e id* [stringl: document identifier.

o titleField* [stringl: field identifier of document title.

e subTitleField [stringl: (optional: not displayed if not specified) unigue »created« field
identifier (time of creation of the document).

e noteField [stringl: (optional: not displayed if not specified) unique »status« field identifier
(current document status).

o textField [stringl: (optional: not displayed if not specified) unique »text« field identifier.

e class [stringl: style class.

6.1.2.2.10.1.1 The »ndoc« element style

Global name: DOC

Attribute description of the »doc« element style:
e borderOffset [unsignedintl: (default: 0) border offset in pixels.
e subTitleHeight [unsignedIntl: (default: auto) height in a field »subTitle« in pixels.
e subTitledJust [chairl: (default: L) text position in a field »subTitle«
- L:left alignment
- C:center alignment
- R: right alignment.
e subTitleFontSize [unsignedintl: (default: 20) font size in a field »subTitle« in pixels.
e subTitleFontStyle [chairl: (default: N) font style in a field »subTitle«
- N: regular
- B: bold
- l:italics.
e subTitleFontColor [stringl: (default: 255,255,255) font color in a field »subtitle.

e headerBackground [stringl: background image identifier.



headerBackgroundColorTop [stringl: (default: 0,0,0) top gradient color of document

header.

headerBackgroundColorBottom [stringl: (default: 0,0,0) bottom gradient color of
document header.

headerHeight [unsignedint]: (default: auto) document header height in pixels.
headerMargin [unsignedintl: (default: 2) »subTitle«, »note, »icon« and »text« offset.
headerPadding [unsignedIntl: (default: 2) internal offset of the header field.

icon [stringl: unigue »icon« field identifier (document logo).

sectionsOffset [unsignedIntl: (default: O) spacing between sections in pixels.
noteHeight [unsignedIntl: (default: auto) height of the »note« field in pixels.
notedust [charl: (default: L) text position in the »note« field

— L :left alignment

— C: center alignment

— R : right alignment.

noteFontSize [unsignedIntl: [default: 201: font size in the »note« field.
noteFontStyle [char] [default: N1 font style in the »note« field

— N: regular

— B: bold

— |: italics.

noteFontColor [stringl: [default: 255,255,255]1 font color.

notelines [unsignedint]: [default: autol number of lines in the »note« field.
noteWidth [unsignedintl: (default: auto) width of the »note« field.

titleFontSize [unsignedIntl: (default: 20) font size of the document's title in pixels.

titleFontStyle [charl: (default: N) font style of the document’s title

— N: regular
— B: bold
— I: italics.

titleFontColor [stringl: (default: 255,255,255) font color of the document’s title (also
specifies the icon colors in the toolbar).

titleBackground [stringl: identifier of the background image of the toolbar.
titleBackgroundColorBottom [string: 0,0,01: bottom color of the toolbar gradient.

titleBackgroundColorTop [string: 0,0,01: top color of the toolbar gradient.



o textHeight [unsignedintl: (default: auto) height of the »text« field in pixels.
e textJust [charl: (default: L) text position in the »text« field
— L: left alignment
— C:center alignment
— R right alignment.
o textFontSize [unsignedintl: (default: 20) font size in the »text« field.
e textFontStyle [charl: (default: N) font style in the »text« field
— N: regular
— B: bold
— I italics.
e textFontColor [stringl: (default: 255,255,255) font color in the »text« field.

e textLines [unsignedintl: (default: auto) number of lines in the »text« field.

6.1.2.2.10.2 The »section« element [config / doc / sectionl

Attribute description of the »section« element (* marks required attributes):
e id* [stringl: section identifier.
e title [stringl: (default) section title.

e class [stringl: style class.

6.1.2.2.10.2.1 The »section« element style

Global name: SEC

Attribute description of the »section« element style:

e visible [booleanl: (default: true) is the section visible; this element is used in connection
with classes.

e headerBackground [stringl: identifier of the background image of the section header.

e headerBackgroundColorTop [stringl: (default: 0,0,0) top color of the section header
gradient.

e headerBackgroundColorBottom [stringl: (default: 0,0,0) bottom color of the section
header gradient.

e headerHeight [unsignedIntl: (default: 40) section header height. For sections without

headers, the value of the attribute is O.
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height [unsignedIntl: (default: 200) section height. For »wrapers, this value is used for
the height of the »wraper«).

state [charl: (default: F) initial section status

C - collapse: closed section, possible to expand/close

E - expanded: open section, possible to expand/close

F - fix: open section, not possible to expand/close

S - standalone: standalone section, section opens on a new page, only the header is

visible, there is an arrow on the right side of the header.
titledust [charl: (default: L) text position in the title of the section.
— L: left alignment
— C: center alignment
— R right alignment.
titleFontSize [unsignedIntl: (default: 20) font size in the title of the section.
titleFontStyle [charl: [default: N1 font style in the title of the section
— N: regular
— B: bold
— I:italics.
titleFontColor: (default: 255,255,255) font color in the title of the section (also specifies

the icon colors in the section header).

6.1.2.2.11 Section [config / sectionl

Represents the structure of individual sections in a document. A section is divided into

columns with tables.

contentOffset columnOffset vsebina rowOffset

MName [ Surname Mr. Thomas Grinvik Pasition CEOQ

Company Fortunat AB Address Brunnsgatan 89

Zip | City SE-824 26 Hudiksvall Country Sweden

E-mail thomas.gronvik@fertunat.se Web address http:/fwww.fortunat.se
Mo. of employees 35 Comment

Image 137: View of section in the document
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<section id="section Id" type="T/W" class="className"/>
<section/>

Image 138: Structure description for specifying individual sections in XML format

Attribute description (* marks required attributes):
e id* [stringl: section identifier If the string is empty, this is a subtitle of the section.
e type* [charl: section type (mandatory when »id« is not an empty string)
- T —table: section that consists of tables
- W —wrapper: section that includes form.

e class [stringl: style class.

Table is valid in section type »T«.

<col>
<field id="fieldl id" type="B/C/D/T/DT/DBL/INT/RT/S" label="text" />
<field id="" type="S" label="Section subtitle" />
<field id="field2 id" type="D" label="Entry date" />

</col>

Wraper is valid in section type »Wk«,

<col>
<wrapper id="wrapper Id" target="navigation id/id" />
</col>

Attribute description (* marks required attributes):

e id* [stringl: wraperid

e target* [stringl: identifier of a contained form.

6.1.2.2.11.1 The »section« element

If shares are used, it is advisable that the sum of all shares (collumnOffset, labelWidth,

valueWidth) is equal to 100%.

The validity order of the section styles in a document:
1. Inline [config/doc/section]

Class [config/doc/section]

Class [config/section]

Global Section

Hardcoded.

a &~



6.1.2.2.11.1.1 The »section« element style

Attribute description (* marks required attributes):

contentOffset (Section Type="T") [unsignedInt/stringl: (default: 0) top, bottom, left and
right offset of content from section margins

- pt(e.g. “20"): fixed offset in pixels

- % (e.g. 15%"); offset in percentage of section width.

columnOffset (sectionType="T") [unsignedInt/stringl: (default: 0) column offset in section
- ptle.g. “20"): fixed offset in pixels

- % (e.g. “15%"): offset in percentage of content area width.

rowOffset (sectionType="T") [unsignedint/stringl: (default: 7) offset of cells in a table (top
and bottom margins)

- pt(e.g. “20") (default: 7): fixed offset in pixels.

6.1.2.2.11.2 The »col« element [config/section/coll

The validity order of the section styles in a document:

1.

Inline [config/doc/section]

2. Class [config/doc/section]

3. Hardcoded.

6.1.2.2.11.2.1 The »col« element style

Attribute description (* marks required attributes):

o valueWidth [unsignedInt/stringl: (default: 50%) value width in section

- pt(e.g. “20"): fixed offset in pixels

- % (e.g. 15%"). offset in percentage of section width.

labelWidth [unsignedInt/stringl: (default: 50%) label width in section:

- pt(e.g. "20"): fixed width in pixels

- % (e.g. 15%"); width in percentage of content area width.

width [unsignedInt/stringl: (optional) specifies column width; »valueWidth« and

»labelWidth« depends on the new parameter if it is present.



6.1.2.2.11.3 The »field« element [config/section/field]l

Valid for sectionType “T”. Represents a field in a section table (which is multivalued).
<field id="fieldl id" type="B/C/D/T/DT/DBL/INT/RT/S" label="text" orientation="H/V"
class="className" />

Image 139: Structure description of element »field« in XML format

Attribute description (* marks required attributes):
e id* [stringl: unique field identifier.
e type™* [stringl: type of field value
- B-—boolean (e.g.: T/F)
- C—currency: currency in ISO currency format (e.g. CurrencyCode = “EUR” )
- D —date (e.g. 2017-01-26)
- T—time (e.g. 11:31:04)
- DT — date time (e.g. 2017-01-26T09:31:20+02:00)
- DBL —double (e.g. 3.43E+2)
- INT — integer (e.g. 56)
- RT - rich Text (only a fixed size text view where we navigate is supported)
- S —string
- IMG — image (image with image ID from configuration).
e label [stringl: (default: ") field label (it can be defined through »Datasource« section with
the » displayName « attribute).
e orientation* [charl: field orientation
- H - horizontal: the positions of label and value are in the same line
= column width = labelWidth + valueWidth
- 'V —vertical: the positions of label and value are in separate lines
= column width = Max (labelWidth, valueWidth).

e class [stringl: style class.



The validity order of the »field« element styles:
1. Inline [config/section/col/field]

Class [config/section/col/field]

Global Field

Inline [config/doc/section]

Class [config/doc/sectionl]

Global Section

Hardcoded.

N o o &~ 0P

6.1.2.2.11.3.1 The »field« element style

Global name: FLD

Attribute description (* marks required attributes):
e labeldust [charl: (default: L) label text position
— L :left alignment
— C:center alignment
— R right alignment.
¢ labelFontSize [unsignedintl: (default: 15) label font size.
e labelFontStyle [charl: (default: N) label font style
— N:normal
— B:bold
— |:italic.
o labelFontColor [stringl: (default: 0,0,0) label font color.
e orientation [char: H/VI: (default: H) field orientation
— H - horizontal: label position and value are in the same row
= column width = »LabelWidth« + »ValueWidth«
— V —vertical: label position and value are in a separate row
= column width = »Max(LabelWidth«, »ValueWidth«).
o valuedust [char: L/C/RI: (default: L) value text position
— L :left alignment
— C:center alignment
— R right alignment.

e valueFontSize [unsignedintl: (default: 15) value font size.



IMiS®/mDMS Manual version 1.8.1803

e valueFontStyle [charl: (default: N) value font style
— N:normal
— B:bold
— |:italic;

o valueFontColor [stringl: (default: 0,0,0) value font color.

6.2 »DATABASES«

In the section »Databasesk, the user defines database location.

iie IMiS/mDMS Service - 06, Databases - IBM Notes - O *
File Edit View Create Actions Tools Window Help

Open ~ 2 B 4 ~ management

& IMiSImDMS Service - 06. Databases x

mDMS Service S Print | |13 New database
1.6.1710.8

Mame |Description ~
DATABASE_CRM CEM Demo database

= %.-_ Corfiguration IMAGING SYSTEMS Imaging Systems database
..... ﬁ‘:'h Device profiles PELIKAN Pelikan database

----- H Databases
..... Images

..... Styles

..... Pages

..... Groups
..... ftems

----- [ Datasets
----- [E] Datasources
----- =] Sections

- G2 Actions

2 [ Administration \

System options
g License

Notifications

IMAGING
SYSTEMS

1 document s Bl B A Online «

Image 140: View of the »Databases« section

The fields in the document are divided into following sections:
e Basic information

e Source.
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6.2.1 Basic information
In the »Basic information« header, the user defines the name and description of the database.

Basic information

Mame: DATABASE CRM Description: CRM Demo database

Image 141: View of settings in the »Basic information« header

[Namel Database name. Data is required.

[Description] Short database description. Data is required.

6.2.2 Source
In the »Source« header, the user defines the database location and database id.

Source

Database: IMiSDev/IMi5S devhimis‘mdmscrm.nsf Replica 1D: C1257EFFO03CO02E

Image 142: View of settings in the »Source« header

[Databasel Link to the database. Data is required.

[Replica ID] Database identifier. Data is required.

Note: When entering manually, the user must pay attention to the correct format.
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6.3 »DATASETS«

In the »Datasets« section, the user defines the configurations that specify document sets.

File Edit View Create Actions Toels Window Help

Open «

% IMiSImDMS Service - 02. Datasets

1
mDMS Service b pri ﬁ .
e @ -] New dataset
| Mame |Descrip1ion ~ |
DATASET_CRM_contactsByCompany Contacts by company |
= %__ Configuration DATASET_CRM_contactsByOwner Contacts by owner
,,,,, &I Device profiles DATASET_CRM_EV_ComespondenceAl Comespondence All
_____ B Databases DATASET_CRM_EV_Comespondence By Type Document Comespondence by type Document
_____ Images DATASET_CRM_EV_Comespondence By Type Email Comespondence by type email
_____ Styles DATASET_CRM_EV_ComespondenceBy TypePhoneCall Comespondence by type phone call
lllll Pages DATASET_CRM_EV_Comespondence By Type Presentation Comespondence by type presentation
DATASET_IS test iiid
----- Groups
----- ltems
----- T Datasets
----- E| Datasources
----- = Sections
----- :4 Actions £
|
|
IMAGING
SYSTEMS |, .

B A Online «

Image 143: View of the »Datasets« section

Document fields are divided into the following sets:
e Basic information.
e Source.
e Datasource.
e Source options.
e Data.

e Sections.
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6.3.1 Basic information

In the »Basic information« header, the user defines a name for a document set and profiles for
the current document selection.

Basic information

Mame: DATASET_CRM_contactsByCompany Description: Contacts by company
Assigned device profiles: Configuration - 2/0

Image 144: View of settings in the »Basic information« header

[Namel Name of a document set. Data is required.
[Assigned device profiles] Assigned profiles of mobile devices. More than one can be selected.
Data is not required.

[Description] Description of a document set. Data is not required.

6.3.2 Source

In the »Source« header, the user defines the source of a document set.

Source
Source type: View Max collection size 100
Database: DATABASE_CREM View name: ContactzByCompany

Image 145: View of settings in »Source« header

[Source typel Source type of a document set. The options available: »View«, »Database search,

»Custom« and »Aggregated dataset«.

Select Keywords x
ot
View ]

Database search
Custom
Aggregated dataset

V.

Image 146: View of dataset source type settings the »Source« header
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The user can select between the following source types:

e The »View« option when an index of selected documents available.
Efficiency-wise, this option is the best as there is no need for document search.
The IMiS®/mDMS Service uses the existing index.

e »Database search« when an index is not available or if there is some other dynamic
condition. (e.g., using the »@Today« function). Just as with the »View« option, the user is
limited to documents from one database. Efficiency-wise, this option is disputable if a set
contains a high number of documents.

e The »Custom« option allows the developer to implement his/her own logic for document
search. The main advantage of this option is that documents can be stored in various
databases. Efficiency-wise, this option depends on how it is implemented.

e The »Aggregated dataset« when he wants to combine data from multiple sources in a
single document selection. This is usually to display documents from different collections

in the IBM® Notes environment, which otherwise is not possible.

The possibilities of setting up the source of document selection, which differs by type,

are described below.

6.3.2.1 »View«

Source
Source type: " hiew a5 Max collection size 100 4
Database: TDATABASE_CRM JE= View nams: T (embedComespondencell)

Image 147: View of settings in the »Source« header for »View« source type

6.3.2.2 Database search

Source
Source type: T Database search =] Max collection size F100 4
Database: " DATABASE_CRM ;=1 Selection: <@3 T

Image 148: View of settings in the »Source« header for »Database search« source type

2018 © Imaging Systems Inc., All rights reserved. 17



IMiS®/mDMS Manual version 1.8.1803

6.3.2.3 Custom

Source

Source type:  Custom %1 Mar: collzction size F100 4

Image 149: View of settings in the »Source« header for »Custom« source type

6.3.2.4 Aggregated dataset

Source
Source type: T Aggregated dataset .= Max collection size 100 4
Dataset names: T DATASET_CRM_cortactsByCompany

DATASET_CEM_EV_Comespondencedll
DATASET_CRM_EV_ComespondenceBy TypeEmail
45

Image 150: View of settings in the »Source« header for »Aggregated dataset« source type

Select Keywords x
Keywords oK I
[v] DATASET_CRM_cortactsEyCompany
"] DATASET_CRM_contactsByCOwner

[v] DATASET_CRM_EV_ComespondenceAll

|| DATASET_CRM_EV_ComespondenceBy TypeDocument
DATASET_CRM_EV ComespondenceBy TypeEmail
DATASET_CRM_EV_ComespondenceBy TypePhoneCall
"] DATASET_CRM_EV_ComespondenceBy TypePresentation

Ol

A

Image 151: View of settings in the »Source« header for »Dataset names« field

[Databasel Database that represents the source of a document set. It is available only in the

»View« or »Database search« types of document source. Data is required.

[Max collection sizel The highest number of documents in a set. For efficiency reasons, the

number should not be more than 5000. Data is required.

[View namel Name of index that represents the source of document set. It is available, if the

document source type is »View«. Data is required.

[Selection <@>] Selection formula that represents the source of a document set. It is available

if the document source type is »Database search«. Data is required.

[Dataset names] Names that represent a document set. It is available if the document source

type is »Aggregated dataset«. Data is required.
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6.3.3 Execute

An additional »Execute« section is opened for the user if he selects »Custom« as a source of
document set. In this section, user specifies the database where the agent and his name will be

executed.

Execute

Database: TDATABASE_CRM 1= Agent name: T4

Image 152: View of settings in the »Execute« header

[Databasel A database, where the agen is executed. It is available, if the document source type
is »Custom«. Data is required.
[Agent namel The name of the agent that the user executed in the database. It is available for

the »Custom« document source. Data is required.

6.3.4 Search options

In the »Search options« header, the user defines search options.

Search options

AMlow search types: [¥ Fulltet search [ Result set search Relevance score: [~ Show relevance

Image 153: View of settings in the »Search options« header

[Allow search types] Search types. »Full text search« and »Result set search« options are
available. The user selects the settings option »Full text search« when he wants to search the

full text. The user enters the search condition on a maobile device.

Note: For greater efficiency, it is recommendable to already have a built index when searching the full

text.

The user selects the option »Result set search« when he wants to allow the search by query

results directly on a mobile device. Data is not required.

[Relevance scorel Hit frequency display. The option »Show relevance« is available when a user
wants to display hit frequency in a graphical form. It is relevant only when a document was

found with full text search. Data is not required.
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6.3.5 Data

In the »Data« header, the user defines document data in the document set view on a mobile

device. A document record consists of; title, subtitle, content, note, icon and group.

Data

Title: <@ company Mote: <@ @Text (dealValue: "F.2") + " " + cumency

Subtitle: <@ country lcon: <@z @ff{rating = "Qualified"” ;
"VIEWICO-GREEN-ARROW-RIGHT" ; ")

Content: <@ "Ratting: " +rating + ", Status: " + status

Image 154: View of settings in the »Data« header

[Title <@>] Formula for title specification. Data is required.
[Subtitle <@>] Formula for subtitle specification. Data is required.
[Content <@>] Formula for content specification. Data is required.
[Note <@>] Formula for note specification. Data is required.

[lcon <@>] Formula for icon specification. It should be calculated on the name of an existing
icon specified in a »Configuration« document. If an icon does not come into consideration, string
remains blank. Data is required.

[Group <@>] Formula for specifying a document set view in groups. Data is not required.

Example of use:

In the »Dataset« the value of the Group attribute remains: <@> empty.

On the mobile device the user can view a set of documents that are not sorted into groups.

Exito Consulting AS 2.500,00 EUR

MNorway
Status: Information, Rating: Not qualified ~
Fortunat AB 6.700,00 EUR
b Sweden
Status: Negotiation, Rating: Qualified ~
KM Bilgisayar Yazilimlari A.S. MO0 00 ELR
b TURKIYE
Pl

Status: Lost, Rating: Qualified

Image 155: Example of use: View of a dataset that is not sorted into groups
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In the »Data« set the user sets the value of the Group attribute: <@> = Status.

Note: <@ @Text (dealValue: "F.2") « " " + cumency
lcon; <@ @Firating = "Qualfied" ;

"VIEWICO-GREEN-ARROW-RIGHT" ; ")
Group: <@ Status

Image 156: Example of use: Setting the values of the attribute »Group: <@>«

On the mobile device the user executes the action »Edit / Status« on a document with the company

name »Exito Consulting AS« . From a set of available settings, the user selects »information«.

Back Status

New

Information v
Presentation

Proposal

Negotiation

Closed

Lost

Postponed

Image 157: Example of use: Set of available values of the »Status« attribute

The document with the company name »Exito Consulting AS« is now shown in the group »information«.

INFORMATION
Exito Consulting AS 2.500,00 EUR
Norway
Status: Information, Rating: Not qualitied ~
Ligo Teknoloji Ltd. Sti. 42.000,00 EUR
’ TURKIYE
Status: Information, Rating: Qualified -
NEGOTIATION
Fortunat AB 6.700,00 EUR
’ Sweden
Status: Negotiation, Rating: Qualified ~

Image 158: Example of use: View of the document set in groups based on values of the »Status«

attribute
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6.3.6 Sections

In the »Sections« header, the user selects sections connected to a document set.

SECTIONS

x
Flease choose one or more section.
Name |Desu1'plinn o~ 0K |
SECTION_CRM_Hcommoni_History Histary
SECTION_CRM_contact_Deal Cortact deal | Conce |
SECTION_CRM_contact_Header Header data
SECTION_CRM_contact_Lead Cortact lead

SECTION_CRM_contact_Owner
SECTION_CRM_contact_Source
SECTION_CRM_comespondence_Cortent
SECTION_CRM_comespondence_Header
SECTION_CRM_comespondence _Info
SECTION_CRM_EV_ComespondenceAll
SECTION_CRM_EV_Comespondence By Type Document
SECTION_CRM_EV_Comespondence By TypeEmail
SECTION_CRM_EV_Comespondence By Type PhoneCall
SECTION_CRM_EV_Comespondence By TypePresentation
SECTION_CRM_ACT_Add_comespondence
SECTION_CRM_ACT_Edit_contact_data
SECTION_CRM_ACT_Remove_comespondence
SECTION_CRM_Hcommoni_Attachments

R i i s 5 R I (5 R W B R

Cortact owner

Cortact source

Comespondence contert
Comespodence header
Comespondence info

Contact - Comespondence All
Comespondence by type document
Comespondence by type email
Comespondence by type phone call
Comespondence by type presentation

Attachments

Image 159: Adding sections in the »Sections« header

H
!

oveE

=

ame |Descripti0n

SECTION_CEM_ACT_Add_comespondence

SECTION_CRM_ACT_Edit_contact_data
SECTION_CRM_ACT_Remove_comespondence

Ry [

Image 160: View of settings in the »Sections« header

Actions available: »Add« and »Remove«. Only section types »Actions« and »Dynamic actions«

apply.

6.3.7 Logic implementation for document search

If the user chooses »Custom« as a document set source type, he needs to take care of logic

implementation for returning the document set.

In the »Execute« header, the user first specifies a database and agent that is contacted in such

case.
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IMiS®/mDMS Service calls the agent and forwards a context document with the following
fields:

[sourceName]l Name of document set source.

[sourceDbContext] Context for document set extraction if available.
It is calculated based on the [Get collection database context <@>] field content in a
»Dataset« document. The content of the field converts to a string if necessary.

If the calculation results are multivalued, only the first value applies.

[sourceContext] Context for the section if available.
It is calculated based on the [Context <@>] field content in a »Section« document.
Content of the field converts to a string if necessary. If the evaluation results are

multivalued, only the first value applies.

[sourceFilter] Filter for full-text search if available. It should present a valid condition for

full-text search. The user enters it on a mobile device.

IMiS®/mDMS Service as result of a call expects the agent to present document set data in
fields [docInfol], [docInfo2], ... [docIinfo<N>1.

Each field can have any number of records in the following format:

<Database server>#<Database file path>#<Oocument NotelD>#<Oocument full-text search
score>.

[Database server]l Server where the document is stored. Data is required.

[Database file pathl Path and name of the database where the document is stored.

Data is required.
[Document NotelD] Document NotelD. Data is required.

[Document full-text search scorel Result frequency as returned by
NotesDocument.FTSearchScore. Data is optional and available to the user, in case the

condition for full-document search is set.
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6.4 Datasources

In the »Datasources« section, the user defines the configurations that specify document

content.

ir

File Edit View Create Actions Tools Window Help

Open ~ M

& IMiSImDMS Service - 03. Datasources x |

|

mDMS Service [3 Prirﬂ] lﬂ New datasource |
1.6.1710.8

| Name |Descn'ption s |

DATASOURCE_CEM_contact Contact

= %.-_ Configuration DATASOURCE_CRM_comespondence Comespondence

_____ ﬁqﬂ Device profiles DATASOURCE_ISDMS_PELIKAN_vhodPosta ‘Vhodni dokument Dopis 1S / Posta
----- B Databases
----- Images

----- Styles

----- Pages

..... Groups
----- ltems
T Datassts
----- E| Datasources
=)
=

Sections

Actions 1
2 [T Administration

System options
s License

Notifications

IMAGING |
SYSTEMS

M A Online »

Image 161: View of the »Datasources« section

Document fields are divided into the following headers:

e Basic information.

e Source.
e Selection.
e Sections.

6.4.1 Basic information

The »Basic information« header specifies a name of document content and connects to a

configuration.
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Basic information

MName: DATASOURCE_CRM_ contact Description: Contact
Assigned device profiles: Configuration - 2/0

Image 162: View of settings in the »Basic information« header

[Namel Name of document content. Data is required.

[Assigned configurations] Assigned configurations. All configurations are available.

More than one can be chosen. Data is not required.

[Description] Description of document content. Data is not required.

6.4.2 Source

In the »Source« header, the user defines the source of document content.

Source type: Documert Database: DATABASE_CRM

Image 163: View of settings in the »Source« header

[Source typel The source of document content. The user chooses between »Document« and
»Custom« options. He selects »Custom« when he wants to obtain data using special application

logic and not service database settings.

[Database]l A database that represents the source of document content. Data is required.

6.4.3 Execute

An additional »Execute« section is opened for the user if he selects »Custom« as a source of

document set. In this section, he specifies the database where the agent and his name will be

executed.

Execute

Database: TDATABASE_CRM =y Agent name: q

Image 164: View of settings in the »Execute« header

[Databasel A database, where the agent id executed. It is available, if the document source

type is »Customx. Data is required.
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[Agent namel The name of the agent that is executed in the database. It is available,

if the document source type is »Custom«. Data is required.

6.4.4 Selection

In the »Source« header, the user defines the selection formula, when the document opens with

the given document definition.

Selection

Definition: <@ Form = "Comespondence”

Image 165: View of settings in the »Selection« header

[Definition <@>] Selection formula. Data is required.

6.4.5 Sections

In the »Sections« header, the user selects sections connected to document content.

Actions available: »Add« (add section) and »Remove« (remove section).

Sections of all types are applicable.

Sections

@ Remove|

Mame |Descrip1ion

' SECTION_CRM_Hcommon#_History History

= SECTION_CRM_cortact_Deal Contact deal

& SECTION_CRM_contact_Header Header data

2 SECTION_CRM_cortact_Lead Contact lead

= SECTION_CRM_cortact_Owner Contact owner

' SECTION_CRM_contact_Source Contact source

] SECTION_CRM_EV_ComespondenceAll Contact - Comespondence Al

& SECTION_CRM_EV_ComespondenceBy TypeDocument Comespondence by type document
] SECTIOM_CRM_EV_ComespondenceBy TypeEmail Comespondence by type email

] SECTIOM_CRM_EV_ComespondenceByTypePhoneCall Comespondence by type phone call
&1 SECTION_CRM_EV_ComespondenceBy TypePresentation Comespondence by type presentation
) SECTIOM_CRM_ACT_Add_comespondence

¥ SECTION_CRM_ACT_Edit_contact_data

Image 166: View of settings in the »Sections« header

6.5 Sections

In the »Sections« section, the user defines configurations that specify sections intended for

multiple use.
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File Edit View Create Actions

Open ~ ﬁ

Tools Window Help

& IMiS/mDMS Service - 04. Sections  x

mDMS Service
1.6.1710.8

B [k, Configuration

..... & Device profiles

..... B Databases

..... Images

..... Styles

..... Pages

..... Gr\:ups

..... ttems

..... T Datasets

..... E| Datasources
=] Sections
:4 Actions

= [T Administration

;| System options
o= License
Notifications

IMAGING
SYSTEMS

B Y 1

Name |Descn'pticr| ES
SECTION_CRM_#Hcommoni_History History
SECTION_CRM_contact_Deal Contact deal
SECTION_CRM_contact_Header Header data
SECTION_CRM_contact_Lead Contact lead

SECTION_CRM_contact_Cwner
SECTION_CRM_contact_Source
SECTION_CRM_comespondence_Content
SECTION_CRM_comespondence_Header
SECTION_CRM_comespondence_Info
SECTION_CRM_EV_ComespondenceAll
SECTION_CRM_EV_ComespondenceBy TypeDocument
SECTION_CRM_EV_ComespondenceBy TypeEmail
SECTION_CRM_EV_ComespondenceBy TypePhoneCall
SECTION_CRM_EV_ComespondenceBy TypePresentation
SECTION_CRM_ACT_Add_contact
SECTION_CRM_ACT_Add_comespondence
SECTION_CRM_ACT_Edit_contact_data
SECTION_CRM_ACT_Remove_comespondence
SECTION_CRM_#Hcommoni_Atachments

Contact owner

Contact source

Comespondence content
Comespodence header
Comespondence info

Contact - Comespondence All
Comespondence by type document
Comespondence by type email
Comespondence by type phone call
Comespondence by type presentation

Attachments

Image 167: View of the »Sections« section

Document fields are divided into the following headers:

Basic information.

Display.
Data.
Dataset.
General.

Actions.

Interface agents.

Content.

6.5.1 Basic information

In the »Basic information« header, the user specifies a name and type of section.
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Basic information

Name: SECTION_CRM_#Hcommon#_History Description: History
Data type: Data

Image 168: View of settings in the »Basic information« header

[Namel Name of the section. Data is required.

[Data typel Type of section.

Select Keywords

Keywords

x
Data ]

Actions

Dynamic actions
IMiS objects
Attachments
Custom ohjects

.

Image 169: View of settings of the »Data type« field in the »Basic information« header

The user can choose the following options:
e »Data« is intended for document data display.

e »Dataset« is intended for document set display, which is usually linked to the document

context.
e »Actions« is used for display of predefined action sets.

e »Dynamic actions« is used for display of actions sets within the document and is

specified dynamically based on the context of a document.
e »|MiS objects« is intended for display of IMiS® objects on a document.
e »Attachments« is intended for display of document attachments.

o »Custom objects« enables the display of any objects of the applicative nature (files) that

are not IMiS® objects or attachments.

[Description] Description of section. Data is not required.
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6.5.2 Display

In the »Display« header, the user defines condition under which the section will be displayed.

Display

Condition: <@ Class: <@>

Image 170: View of settings in the »Display« header

[Condition @] A formula that determines the condition under which the field is visible. Data is

not required.

[Class <@>] A formula to determine the class display. Data is not required.

6.5.3 Data

In the »Data« header, the user specifies a set of display fields if »Data« as a type of section is

selected.
Data
Mo Field name Type Display name <@: Condition <@ Class <@ Value <@
1w " Histond "Sting T Ta " T @Tesd(revision Time:"DOTO") + " - " +
] - @MName({[Abbraviate] revision Authar)

-

Image 171: View of settings in the »Data«, »Currency options« and »Keywords options« headers

For each field, the user specifies:
[Field namel Field name. Date is required.

[Field typel Field type. Data is required.
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The following options are available to the user:

Select Keywords

[x]
G |

[Sune
Date

Time
Date/Time
Imteger
Double
Cumency
Boolean
Keywords

Image

y

Image 172: View of settings of the field »Type

[Display name <@>1 Displayed name of field. Data is not required.

[Condition <@>] The condition under which the field is visible. Data is not required.

If the condition is not given, the field is visible.
[Class <@>] A formula to determine the class display. Data is not required.

[Value <@>] Field value. If field value is not of the appropriate type, the field is not forwarded to

a mobile device. Data is required.

[Curreny code <@>] Currency label. Valid only for the field type »Currency« in the »Data«

section. A new section »Currency options« is opened for the user. Data is required.

Data

Mo  Field name Type Display name <@: Condition <@&:= Class <@ Value <@:=

1.+ TdealValue J'l.:‘.l.ln'_elnc:)' T4 T " "reddabel" 4 " @Text (dealValue; "F.2")+" " + cumency 4

=
w

Currency options
Mo  MName Cumency code <@

1. dealValue ry

Image 173: View of settings in the »Data« and »Currency options« for »Currencyz« field type
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[Choices <@>] A set of possible values. Valid only for the field type »Keywords« in the »Data«
section. A new section »Keywords options« is opened for the user. Synonyms are supported.
For example, if »Personli« is specified as possible value set and the reference field value is »1«,

»Person« is sent to the mobile device. In other cases, the reference field value is sent to the

mobile device. Data is required.

Field is multivalued. All values are forwarded to a mobile device which takes care of an

appropriate display.

Data
MNo  Field name Type  Display name <@: Condition <@z Class <@ Value <@
1. Tproduct 4 T Keyword T 4 F oy Ty T broduct 4
saE
Keywords options
No  Name Choices <@>
1. product Py

Image 174: View of settings in the »Data« and »Keyword options« for »Keywords« field type

6.5.4 Dataset

In the »Dataset« header, the user defines a source of a document set if »Dataset« is the

selected section type.

Dataset

Dataset name: DATASET_CRM_EV_ComespondenceAll Context: <@z id

Image 175: View of settings in the »Dataset« header

[Dataset namel Name of document set. All document sets are available.

Data is required.

[Context <@>] Document context for document set. Data is not required.
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6.5.5 General

In the »General« header, the user defines basic data on section and the position of the executed

action in the frame of a section, if »Actions« or »Dynamic actions« are the selected section type.

General

Dizplay name: Remove comespondence Action weight: <@ 1

Image 176: View of settings in the »General« header

[Display namel Display name of the section. Data is required.

[Action weight <@>1] Paosition of action that reflects in the position of action sets in the list, if

there are more than one action sets on the document. Data is required.

6.5.6 Actions

In the »Actions« header, the user defines actions and conditions under which they will be

performed in the frame of a particular section, if »Actions« is the selected section type.

Actions

No  Name Condttion <@

1. ACTION_CRM_Remove_Cor author = @UserName
respondence

Image 177: View of settings in the »Actions« header

For each action, the user specifies:
[Namel Name of the action. All actions are available. Data is required.

[Condition <@>] A condition under which the action is visible. If condition is not stated, the

action is visible. Data is not required.

6.5.7 Interface agents

In the »Interface agents« header, the user defines an interface for action set retrieval,
if second type is »Dynamic actions« or »Custom objects«.

For more information see chapter 6.6.5.1 Extraction of dynamic action sets.
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Basic information

Name: " SECTION_CRM_#common#_Attachments Description: T Attachments
Data type: " Dynamic actions 1 =1
Intesface agents
Database: TDATABASE_CRM 4= Agent name [Get actions]: T GetProcessActions 4
Agent name [Execute action]: T ExscuteProcessfction o Agent name [Get action P2
parameters):

Image 178: View of settings in the »Interface agents« for »Dynamic actions« section type

Basic information

Name: TSECTION_CRM_#icommond_Attachments 4 Description: T Attachments
Data type: T Custom objscts =]
Interface agents
Database: TDATABASE_CRM 4= Agent name [Get custom T
object list]:
Agent name [Get custom "y
object content]:

Image 179: View of settings in the »Interface agents« for »Custom objects« section type

[Databasel Database with the agent for action set retrieval. Data is required.
[Agent name [Execute actionll Name of agent for action execution. Data is required.

[Agent name [Get actionsll Name of agent for action set retrieval. Data is required.

[Agent name [Get action parameters] The name of the agent to obtain action set parameters.

Data is required.

[Agent name [Get custom object content]l The name of the agent to obtain the content of a

custom object (application). Data is required.

[Agent name [Get custom object list]l The name of the agent to obtain the list of custom

objects for a given document. Data is required.

6.5.8 Content

In the »Content« header, the user defines data on document content view, if »"Custom objects,

»IMIiS objects« or »Attachments« is the selected section type.

Basic information

Name: " SECTION_CRM_Hcommon#_Attachments o Description: T Atachments

Data type: " Custom objects 1=
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Basic information

Name: " SECTION_CRM_Hcommon#_Attachments 1 Description: T Atachments
Data type: TIMiS objects =]

Content

Name fiter: <@ Fa

S0BJDESC represents
object decription

Image 180: View of settings in the »Content« for »Custom objects« and »IMiS objects« section type

Basic information

Name: T SECTION_CRM_#common#_Attachments 1 Description: T Atachments
Diata type: " bttachments 1=

Content

Mame filter: <@ T item filter; <@ T
SATTMAME represents SITEMMNAME represents

attachment name richtext tem name

Image 181: View of settings in the »Content« for »Attachments « section type

[Name filter <@>] The condition under which an IMiS® object or attachment is available based
on the IMiS® object description or name of the attachment. The reserved word for description
of an IMiS® object reference is $OBJDESC and $ATTNAME for attachment. If the condition is

not stated, the IMiS® object or attachment is available. Data is not required.

[ltem filter <@>] The condition under which an attachment is available based on the rich-text
item that contains the attachment. The reserved word for field name reference is $ITEMNAME.
It is available if »Attachments« is the section type. If the condition is not stated, the IMiS®

object or attachment is available. Data is not required.
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6.6 Actions

In the »Actions« section, the user defines configurations that specify pre-selected actions.

File

Edit View Create Actions Tools Window Help

Open ~ X

& IMiS/mDMS Service - 05. Actions %

=

=

% ~ Search IMISImDMS Se G,

mDMS Service
1.6.1710.8

Sh Print || New action

[, Corfiguration
..... %, Device profiles
..... B Databases
..... Images
..... Styles
..... Pages
..... Groups
..... ltems
..... T Datasets
..... E| Datasources
- [=] Sections

+ Actions

E? Administration

User environmerts
= Document types

Motifications

IMAGING
SYSTEMS

1 documen

Name |Description -~

TION_CRM_Add_Contact

ACTION_CRM_Add_Comespondence
ACTION_CRM_Edit_Client_Deal_Valu
ACTION_CRM_Edit_Client_Rating
ACTION_CRM_Edit_Client_Status
ACTION_CRM_Remove_Comesponds

o AR

Online «

Image 182: View of the »Actions« section

Document fields are divided into the following headers:

Basic information.

Execute.

Parameters.

Additional information.

Keywords options.

Currency options.
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6.6.1 Basic information

In the »Basic information« header, the user defines the name of action.

Basic information

Name: ACTION_CRM_Edit_Cliert_Deal_Value Description:

Display name: Deal value

Image 183: View of settings in the »Basic information« header

[Namel Name of action. Data is required.
[Display namel Displayed action name. Data is required.

[Description] Action description. Data is not required.

6.6.2 Additional information

In the »Additional information« header, the user defines additional information for action.

Additional information

Confimation message: Options: [+ Dont close document after action

Image 184: View of settings in the »Additional information« header

[Confirmation messagel A confirmation message on action execution. Data is not required.
[Options] Additional options. Data is not required.
Option set:

e the document remains open after action execution.

6.6.3 Execute

In the »Execute« header, the user defines parameters for action execution.

For more information see chapter 6.5.5.2 Action execution.

Execute

Database: T DATABASE_CRM 4= Agert name: T mDMSAction 4

Image 185: View of settings in the »Execute« header

[Databasel A database where agent for action execution is located. Data is required.

[Agent namel Name of agent for action execution. Data is required.

2018 © Imaging Systems Inc., All rights reserved. 136



IMiS®/mDMS Manual

version 1.8.1803

6.6.4 Parameters

In the »Parameters« header, the user defines a field set for action parameters.

Parameters
Mo Mame Dispay name Type Options Condition <@ Default value <@=
1. value Deal value Double Required dealValue

Image 186: View of settings in the »Parameters« header

[Namel Name of parameter. Data is required.

[Display namel Display name of parameter. Data is required.

[Typel Type of parameter. Data is required.

Select Keywords IE‘

e
Time

Date/Time
Integer
Double
Cumrency
Boolean

Keywords

Image

Y

Image 187: View of settings of the field »Type in the »Parameters« header

If selecting the »Currency« parameter type in the »Parameters« header, the user opens a new

»Currency options« section with [Currency codel field.

[Currency codel Currency code (e.g. 978 for Euro or 840 for US Dollar). Data is required.

Parameters

Noe  Mame Dispay name Type Options Condttion <@ Default value <@=
1.w Tvalue 4 T Deal value 4 ’Currzncy TRequired 4= T4 " dealValue 4

=
w

Currency options
No MName Curmency code

1. wvalue T4

Image 188: View of settings in the »Parameters« header for »Currency« parameter type
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If selecting the »Keywords« parameter type in the »Parameters« header, the user opens a new

»Keywords options« section with [Choices <@>] field.

[Choices <@>] A set of possible values. Synonyms are supported. For example, if »Person|1« is
specified as possible value set and the reference field value is »1«, »Person« is sent to the mobile

device. In other cases, the reference field value is sent to the mobile device. Data is required.

Field is multivalued. All values are forwarded to a mobile device which takes care of an

appropriate display.

Parameters
No  MName Dispay name Type Options Condition <&@ Default value <@=
1w Tvalue " Deal value fKeyErds TRequired g7 T 4 T dealValue
=

-
Keywords options
No  MName Choices <@
1. wvalue S

Image 189: View of settings in the »Parameters« header for »Keywords« parameter type

[Options] Additional options. Data is not required. Option set:
e »Required«: Parameter entry is required.

e »Read only« Parameter is intended for reading only - e.g., advisable for the »image« type.

[Condition <@>] Condition under which the parameter is available. Data is not required.

If the condition is not stated, the parameter is available.

[Default value <@>]1 Default parameter value. If it is specified, it should be calculated for the

assigned type of parameter. Data is not required.

6.6.5 Action logic implementation

The user can choose between predetermined and dynamic actions.

Predetermined actions are selected by the user then the action set is predetermined.

This option is recommended due to the simplicity of its implementation.

Dynamic actions are selected by the user when an action set cannot be anticipated in advance

or if the condition on action availability is too complex or undeterminable.
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Usually, that is when the action set is requested by complex business logic.

In that case the user can help himself by letting the business logic take care of action set.

If an application is demanding, it is advisable to create an intermediate database (provider)
for requests that specify action sets.

This intermediate database ensures the request is forwarded to an appropriate application

database with the required application logic.

Action execution is in the domain of business logic application, no matter whether it is a
predetermined or dynamic action. In this case, it is also worth considering creating an
intermediate database (provider) for acion execution requests that are then forwarded to an

appropriate application database for processing.

6.6.5.1 Extraction of dynamic action sets

In the »Interface agents« header, the user defines database in [Database] field and an agent

that is contacted in such case in [Agent name [Get actionsl] field.

IMiS®/mDMS Service calls the agent and forwards a context document with the following

fields:

[sourceDbServer] Server containing the document.

[sourceDbFilePath]l Path and name of database containing the document.
[sourceDocUNID] Universal document ID.

[sourceUserNamel Name of the user, which executes a web service. If the »Run as a web
user« option is selected for service, the user is logged in a mobile application otherwise it is a
code signer. The first option is advisable due to traceability and the fact that an action set can

depend on the user or the user's access rights.

After receiving a IMiS®/mDMS Service all from the agent, the service first checks content in

the [errorMessagel field.

[errorMessagel A description of a possible error when specifying action set.
In that case, the service stops the process of specifying an action set and forwards an error

description to a mobile device.
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If there is no error when specifying an action set, the IMiIS®/mDMS Service expects that the
number of actions is given in the [actCountl] field, and action data in the [name_<i>],
[displayName_<i>], [confirmMessage_<i>], [options_<i>] and [parCount_<i>] fields where <i>=1 is

<number of actions>.

[actCount] Number of actions (numeric type). Data is required.

[name_<i>] Unique name of action. Data is required.

[displayName_<i>] Unique displayed name of action. Data is required.
[confirmMessage_<i>] Confirmation message of action execution. Data is not required.

[optons_<i>] Additional options. Data is not required.
Option set:

e »l« - the document remains open after action execution.

[parCount_<i>] Number of parameters for action (numeric type). Data is required.

If parameters are anticipated for action, the IMiS®/mDMS Service expects data on parameters
in the [parName_<jj>_<i>], [parDisplayName_<jj>_<i>1, [parType_<jj>_<i>], [parOptions_<jj>_<i>],
[parConditionFrm_<jj>_<i>], [parDefaultValueFrm_<jj>_<i>], [parCurrCode_<jj>_<i>] and
[parChoicesFrm_<jj>_<i>1fields, where <i> is action sequence number, and <jj>=01...<number of
action parameters>.

[parName_<jj>_<i>] Unique name of parameter. Data is required.

[parDisplayName_<jj>_<i>] Unique displayed name of parameter. Data is required.

[parType_<jj>_<i>] Type of parameter. Data is required.

Option set:
e »l« - String
e »2« - Date

e »3«-Time

e »4« - Date/Time
e »b« - Integer

e »B« - Double

e »7«- Currency
e »8« - Boolean

e »9« - Keywords

e »10« - Image.
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[parOptions_<jj>_<i>] Additional options. Data is not required.
Option set:
e »l« - parameter entry is required.
e »2« - parameter is intended for reading only (for example, advisable with the »image«

type).

[parConditionFrm_<jj>_<i>] Condition under which the parameter is available.

Parameter is available if no condition is stated. Data is not required.
[parDefaultValueFrm_<jj>_<i>] Default value of parameter. If it is specified, it has to be
calculated for the assigned type of parameter. Data is not required.

[parCurrCode_<jj>_<i>] Currency label. Applicable only with the »currency« type of parameter.
Data is not required.

[parChoicesFrm_<jj>_<i>] A set of possible values. Synonyms are supported. It is applicable only

with the »keywords« type of parameter. Data is required.

6.6.5.2 Action execution

In the »Execute action« header, the user defines database in [Database] field and an agent that

is contacted in such case in [Agent name] field.

IMiS®/mDMS Service calls the agent and forwards a context document with the following
fields:

[sourceDbServer] Server containing the document.
[sourceDbFilePath] Path and name of database containing the document.
[sourceDocUNIDI Universal ID of document.

[sourceDoclLastModified] Date and time of last document modification at the time of opening
the document on a mobile device. It is advisable for the business logic to check whether the
document has been modified during that time. In that case, action execution is not advisable as

it could lead to a conflict when saving the document.

[sourceUserNamel Name of effective user. If the »Run as a web user« option is selected for
service, the user is logged in a mobile application otherwise it is a code signer. The first option
is advisable due to traceability and the fact that an action set can depend on the user or the

user's access rights.
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[sourceAction] Name of selected action. If parameters are anticipated for action, the service

expects data on parameters in the [parName_<jj>1, [parType_<jj>]1 and [parValue_<jj>] fields,

where <jj>=01 is <number of action parameters>.
[parName_<jj>] Name of parameter.
[parType_<jj>]1 Type of parameter. The option set is identical as when obtaining action set.

[parValue_<jj>] Value of parameter.

7 Administration

In the »Administration« section, the administration of users, environment, types of

(supported) files and events is examined.

7.1 Users

In the »Users« section, the user adds individual users and assigns them profiles.

iiE IMIS/mDMS Service - 07, Users - IBM Notes - O x
File Edit View Create Actions Tools Window Help

Open v X @@

% IMiS/mDMS Service - 07. Users =

mDMS Service [9 Print I I? Mew user] I;_-QNEW multiple users I I?I% Device profile(s) 'I
1.6.17108
User name

Benjamin Dobravec/IMiS
B [&.. Configuration Iztok Zuzek/IMiS

N le'E‘ Device profiles Janez Kogovsek/IMiS
.. B Databases Jure Puhek/IMiS

Marko Hren,/IMiS

Mitja Mikalic/IMiS

Nana Mogu/IMiS

Images
Styles
Pages
Groups
ltems
[T Datasets
[E| Datasources
.= Sections
fﬁ Actions
2 [? Administration
450 Users 1
[, User environments
~-|[[F Document types

--fif] Events

System options

= License
' Motifications

IMAGING
SYSTEMS

o A& Online -

Image 190: View of the »Users« section
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Document fields are specified in the following header:

e Basic information.

7.1.1 Basic information

In the »Basic information« header, the user defines username and assigns the profile of the

device.

Basic information

User name: Benjamin Dobravec/IMiS Azsigned device profiles: Configuration - 2/0

Image 191: View of settings in the »Basic information« header

[User namel Name of the user. Data is required.

[Assigned device profiles] Profiles assigned to the user. Data is not required.

7.2 User environments

In the »User environments« section, the user has an overview of the activities of individual

device users.
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A IMiS/mDMS Service - 08. User environments - IBM Notes - m} X
File Edit View Create Actions Tools Window Help

Open v M &

& IMiS/mDMS Service - 08. User environ... x

mDMS Service ‘ = Print

1.6.17108

User name Last seen online
Benjamin Dobravec/IMiS 22.01. 2018 14:10:04
B [, Configuration lztok Zuzek/IMiS 22.01.2018 09:41:38
.8, Device profiles Jure Puhek /IMiS 30. 05. 2017 16:18:01
B Databases Marko Hren/IMiS 22.01. 2018 10:45:13
Mitja MNikolic/IMiS 12.10. 2016 12:25:31

Images
Styles
Fages
Groups
tems
Datasets
Datasources
Sections
Actions

= [H? Administration
83 Users |
[T, User environments
Document types

ﬁ Events

System options

Shh

= License
Notffications

IMAGING
SYSTEMS

i A Online -

Image 192: View of the »User environments« section

Document fields are divided into the following headers:
e Basic information

e [ata.

7.2.1 Basic information

In the »Basic information« header, the user defines username and assigns the profile of the

device.

Basic information

Last zzen online: 22.01. 2018 14:10:04

Image 193: View of settings in the »Basic information« header

[Last seen onlinel Date and time of last user activity. Data is read-only.
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7.2.2 Notification

In the »Notification« header, all notifications are listed. All field values except »Enabled« are
read-only. The user can delete notification identifiers by selecting ® behind the sequence

number of a notification.

Notification
Mo Motify token Profile id Protocol Edition Locale Enabled
1 [3¢120281905294b 5501835 baaldedbld 15b4e22h Schc9aleh 1eldale 1350 1F6ad BEb27¥B054ac2817h114ed3e i0s Plain en-Sl I
f09323ceb5b13d08
2 ¥ etIFJRkELM:APAT1bGEFFvrkog\1Q-TetRz 52 YIP Y 3db-SBO 5Bk Jy-vbeCXKlymde  C12580C2002BA62E FCM Plain al-51 I
ALW2Cv3uv D1IrGARaS0KEKG Ze9utVni5YH9o P R6e 1 20gF LBrLv 5y 2S+0_dUQWpeT
Szyjhb5EHIFM1PuUNG5t4
3. X Gbef 1fdf 3db664F 1 efc 842 20a323F Ibacd4c 798227876 103cecE 794 1d 7730 C12580C2002BAG2B i0s Mabilelron en-Sl I~
4, X dfd 7o 3404c 74460 955052 2c 076 2bfc 564 Had F6ceb Jabobbdadfe acBIZc0c 20 C12580C2002BA62B DS Plain en-S v
5. X a602d02fb8blefes 3bc 7a240d 8629 9cece 2603b4d 053 7db5ef 73def5c 96ra 300 C12580C2002BA62B i0s Plain en-US v
6. X eefidafbid5976a18e31fc37bf212151b6baaccs 1b096a5c ¥ 5b Thas880ba 7205 C12580C2002BAGZB ias Mobilelron en-Sl v
7. X 90823503bac 2afde 15fd 79688 T04c 60 24260 25F 128 2b Saaf 9 Bb 727db54b 1 C12580C2002BA62B i05 Citrix en-5l I~
K¥enMobile
8. X 20931426dbc $a0f0dad 3daJaccch 8296 1fee9108faca913211851ac523%daled C12580C2002BAG2B i0s Mabilelron enGB I~
9. M dB466E422381a60e4ad99bd40d 71 2021348 256c408935ab 1 20ed601def68c0d C12580C2002BA62B DS Xeclitﬂmb'l en-Sl v
nMobile
10. XFIZTPIsP¥pk: APAT 1bHhida Xz NEtyefmBgiCRWD LS 22m W 84ul 18xv BNnmMmpzCh  C12580C2002BA62B FCM Plain en-US v
URizjK Yial VirlmhlAwziC8M8p Ub0Td PILFbOgHG SO Sk 83VONYPe Uk 7_vJNKpn1BK
o TCRoWNEWkK TW 2yAkgteCs

Image 194: View of the »Notifications « header

[Notify token] Notification identifier.

[Profile id] Unique profile identifier.

[Protocoll Mobile device protocol denotation.

[Edition] Tag of the application installation edition (Plain / Citrix XenMabile / Mabilelron).
[Localel Content notification localization.

[Enabled] Notification status (enabled / disabled).

For more information see chapter 8.2 Notifications.

7.2.3 Device environments

In the »Device environments« header, an overview of user activity data on the mobile device and

device, application and configuration information are available. All field values are read-only.
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Device environments

Mo  Created Updated Application version Device Configuration More info
1.€03. 0. 2017 03.01. 2017 1.5.1610.10-debug Android 6.0.1 on samsung SM-T700 Configuration Details
13:19:52 131952
2.%14.02 2017 16.02. 2017 1.6.dev. 26 iPhone 05 5.3.5 on Apple iPad3.3 Conrfiguration Dietails
10:28:45 03:43:23
3.X13.06. 2017 13.06. 2017 1.7.1705.13 Android 5.0.2 on samsung SM-GB50F  Configuration Dietails
13:47:24 14:38:04
4.X03.07. 2017 28.07. 2017 1.7.dev.28 iPhone OS5 9.3.5on Apple iPad3.3 Configuration Details
12:05:48 16:01:18
5.3 11.07. 2017 12.07. 2017 1.7.dev.28 i05 10.3.1 on Apple iPad5,1 Configuration Details
09:18:35 13:37:39
6.2€19.07. 2017 08.01. 2018 1.7.1707.13 Android 5.0.2 on samsung SM-GB50F  Configuration Detailz
09:08:25 08:27:48
7.2 28.07. 2017 28.07. 2017 1.7.dev.28 iPhone OS5 9.3.5 on Apple iPad3,3 Conrfiguration Details
11:21:36 11:21:.36
2.X%23.07. 2017 28.07. 2017 1.7.dev.28 iPhone 05 9.3.5 on Apple iPad3,3 Configuration Details
15:42:15 15:44:04
5.224. 08 217 259.08. 2017 1.7.1707.30 i05 11.0 on Apple iPad5.1 Configuration Details
05:26:15 10:11:05

[Created] Date and time of user environment creation.

[Updated] Date and time of last user environment modification.

[Application version] Application version.

[Devicel Name of device.

[Configuration] Configuration type.

DETAILS
———

User environment

Configuration name Corfiguration
Application APl version 3
Application configuration version |0
Application version (*) 1.7.1707.30
Application edition Plain
Application generation 2
Application locale (*) en-Us
Application mode (*) TABLET
Device operating system (*) i0S 1.0
Device manufacturer (*) Apple
Device model (*) iPad5,1
Device processor (%) ARM_64
Device screen X resolution (*) 2048
Device screen X dpi (*) 326

Device screen ¥ resolution (*) 1536
Device screen ¥ dpi (*) 326

Fields marked with (*) can be used as virtual variables in the context of
configuration document's condition @formula.
Please see configuration document for the list of all virtual variables.

Image 195: Overview of user activity data in the »Device environments« header

Image 196: A more detailed view of device, application and configuration data in the »Device

environments« header
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7.3 Document types

In the »Document types« section, the user defines the types of documents (files) that will be

enabled on a mobile device.

Wi IMiS/mDMS Service - 09, Document types - [BM Notes - O *
File Edit View Create Actions Tools Window Help
Open ~ M B
& IMiSImDMS Service - 09. Document ty... x
mDMS Service | Sy Print || 5 New document type |
1.6.1710.8
Extension |MIMEt)fpe # |Description #
F application.x- /z-compressed 7-Zip compressed file ~
B [ Configuration ACE application/x-ace-compressed ACE compressed file
_____ ﬁI:IEI Device profiles ARJ application./x-arj-compressed ARJ compressed file
_____ 5 Databases AVl video/avi Video AV file
Images BMP image/bmp Bitmap picture
_____ Styles DoC application/msword Microsoft Word document
DoT
""" Pages DoCMm application/vnd me-word document macroEnabled. 12 Microsoft Word 2007 (macros)
""" Groups DOCK lication/vnd openxmiformats-officedocument docx Microsoft Word 2007
..... ltems licationvnd openxmiformats-officedocument wordp ingml documen
..... T Datasets DOTM application/vnd ms-word template macroEnabled. 12 Microsoft Word 2007 template {macros)
- o :
_____ Bl Data.sources DOTX licati ::::ESEE:: fformats-offi Anpdm:m:aﬁr - ) Microsoft Word 2007 template
""" 4_[ Sec.tlons EML message/fcB22 RFC822 email message (EML)
""" & Adtions GIF image/gf GIFfie
B [{ Administration HTM text/Html HTMLfile I
..... &9, Users HTML
----- :’L"’l) User environments jEEG image/jpeg JPEG image
""" =] DITTELISTE MDI image/vnd ms-modi Microsoft Imaging
""" & Everts MP3 audio/mp3 Audio MP3
= System options MPEG video./mpeg Video MPEG file
g License MSG application/vnd ms-outlook Microsoft Outlook mail
Motifications oDC application/vnd .oasis.opendocument .chart QDF Chart document
CDF application./vnd oasis.opendocument formula QDF Formula document
QDG application/vnd .oasis.opendocument graphics (ODF Graphics document {Drawing)
oDl application/vnd .oasis.opendocument image QDF Image document
oM application/vnd oasis.opendocument text-master QDF Global Text document
QDP application/vnd .oasis.opendocument presentation QDF Presentation document
oDs application/vnd oasis.opendocument spreadshest QDF Spreadsheet document
oDT application./vnd oasis.opendocument text QDF Text document
IMAGING QTC application/vnd .oasis.opendocument charttemplate QDF Chart template v
SYSTEMS >

Image 197: View of the »Document types« section

Document fields are divided into the following headers:
e Basic information

e [ata.

7.3.1 Basic information

In the »Basic information« header, descriptions of a document type (file), extension and MIME

type are noted.
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Basic information

Description: JPEG image
Extensionis): JPG MIME type(s): image/jpeg
JPEG

[Description] Description of document type. Data is required.

Image 198: View of settings in the »Basic information« header

[Extension(s)] Document type extension. Field is multivalued. Data is required.

[MIME type(s)] MIME type of document. Field is multivalued. Data is required.

7.4 Events

In the »Events« section, user events on a mobile device are recorded.

All field values are read-only.

mDMS Service
1617108

& [ Corfiguration
..... &% Device profiles
£l Databases
..... Images
Styles
Pages
..... Groups
ftems
[T Datasets
..... [E] Datasources
=] Sections
..... & Actions
© Y Administration
&9, Users
..... [fB User environments
Document types

=] Events

System options

@ License
Netifications

IMAGING
SYSTEMS

File Edit View Creste Actions Tools

i MIS/mDMS Service - 99. Log events - [BM Notes

% IMiS/mDMS Service - 99. Log events x

|z

=]

=]

=]

- [m] X
Window Help
| |Eventtime User name ~ Database server ~ |Database file path ~ Event information ~ |
11_01.2018 ~
%1 11.01.2018 13:48:24 Marko Hren/IMiS IMiSDev/IMiS dewv'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!1IS\pelikanpelikan nsf has not been opened yet
¥1 11.01.2018 13:57:54 Marko Hren/IMiS IMiSDev/IMiS dew'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!!IS\pelikan'pelikan nsf has not been opened yet
08. 01. 2018
%1 08.01.201808:30:20 Marko Hren/IMiS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lISpelikan'pelikan.nsf has not been opened yet
%1 08.01.2018 10:30:08 Marko Hren/IMiS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lIS\pelikan'pelikan nsf has not been opened yet
04.01. 2018
¥1 04012018 12:33:29 Benjamin Dobravec/IMiS IMiSDev/IMiS dewv'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!1IS\pelikanpelikan nsf has not been opened yet
¥1 04012018 12:41:38 Benjamin Dobravec/IMiS IMiSDev/IMiS dew'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!!IS\pelikan'pelikan nsf has not been opened yet
¥1 04012018 13:0912 Benjamin Dobravec/IMiS IMiSDev/IMiS dewv'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!1IS\pelikanpelikan nsf has not been opened yet
¥ 04.01.2018 13:09:15 Benjamin Dobravec/IMiS IMiSDev/IMiS dev\imis‘\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!!IS\pelikan’pelikan.nsf has not been opened yet
%1 04.01.2018 13.09:20 Berjamin Dobravec/IMiS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lIS\pelikan'pelikan nsf has not been opened yet
%1 04.01.2018 13.09:23 Berjamin Dobravec/IMS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lISpelikan'pelikan.nsf has not been opened yet
%1 04.01.201813:13:33 Berjamin Dobravec/IMiS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lIS\pelikan'pelikan nsf has not been opened yet
%1 04.01.2018 13:13:40 Berjamin Dobravec/IMS IMiSDev/IMiS dew\imis\mdmssvc nsf 4D63 - Database CN=IMiS_N1/0=IMiS!NIS\pelikan'pelikan nsf has not been opened yet
%1 04012018 13:13:43 Benjamin Dobravec/IMiS IMiSDev/IMiS dewv'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!1IS\pelikanpelikan nsf has not been opened yet 4
¥1 04012018 131702 Benjamin Dobravec/IMiS IMiSDev/IMiS dew'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!!IS\pelikan'pelikan nsf has not been opened yet
X1 04.01.2018 13:17:06 Benjamin Dobravec/IMiS IMiSDev/IMiS dewv'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!1IS\pelikanpelikan nsf has not been opened yet
%1 04.01.20181317:11 Berjamin Dobravec/IMS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lIS\pelikan'pelikan.nsf has not been opened yet
%1 04.01.2018 13:17:36 Berjamin Dobravec/IMiS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lIS\pelikan'pelikan nsf has not been opened yet
%1 04.01.201813:17:39 Berjamin Dobravec/IMS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lISpelikan'pelikan.nsf has not been opened yet
%1 04.01.2018 13:36:27 Berjamin Dobravec/IMiS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lIS\pelikan'pelikan nsf has not been opened yet
¥1 04012018 13:37:58 Benjamin Dobravec/IMiS IMiSDev/IMiS dew'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!!IS\pelikan'pelikan nsf has not been opened yet
¥1 04012018 15:04:43 Benjamin Dobravec/IMiS IMiSDev/IMiS dewv'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!1IS\pelikanpelikan nsf has not been opened yet
¥1 04012018 15:08:31 Benjamin Dobravec/IMiS IMiSDev/IMiS dew'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!!IS\pelikan'pelikan nsf has not been opened yet
¥1 04012018 15:08:49 Benjamin Dobravec/IMiS IMiSDev/IMiS dewv'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!1IS\pelikanpelikan nsf has not been opened yet
%1 04.01.2018 15:09:16 Berjamin Dobravec/IMS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lISpelikan'pelikan.nsf has not been opened yet
%1 04.01.2018 15:16:56 Berjamin Dobravec/IMiS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lIS\pelikan'pelikan nsf has not been opened yet
%1 04.01.2018 15:19:06 Berjamin Dobravec/IMS IMiSDev/IMiS dewtimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lISpelikan'pelikan.nsf has not been opened yet
%1 04.01.2018 15:26:04 Benjamin Dobravec/IMiS IMiSDev/IMiS dewhimis\mdmssve.nsf 4063 - Database CN=IMiS_N1/0=IMiS!lIS\pelikan'pelikan nsf has not been opened yet
27122017
¥1 2712 2017 16:08:53 Iztok Zuzek/IMiS IMiSDev/IMiS dewv'imis\mdmssvc nsf 4063 - Database CN=IMi5_N1/0=IMi5!1IS\pelikanpelikan nsf has not been opened yet
13122017
¥ 13.12.2017 09:14:57 Marko Hren/IMiS IMiSDev/IMiS dev\imis\mdmssvc.nsf 4063 - Database CN=IMiS_N1/0=IMiS!!IS\pelikan'pelikan.nsf has not been opened yet v

Image 199: View of the »Events« section
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[Event time]l Date and time of the event.

[User namel Name of the user.

[Database server] Name of the server that the user has accessed.

[Database file pathl Path o the database.

[Event information] Information about the event.

8 System options

In the »System options« section, mobile device management options are examined.

8.1 License

In the »License« section, the user has an overview of the license key data.

mDMS Service
1.6.1710.8

Image 200: Selection of »License« section

The user opens a dialog box showing information on the license key.

2 [, Corfiguration

..... &%, Device profies
..... B Databases
..... Images

..... Styles

..... Pages

..... Groups

..... ltems

----- [E|] Datasources
----- = Sections
..... 5% Actions

2 [{Y Administration

= System options

License

IMAGING
SYSTEMS

|
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LICENSE *
License oK
License key lz‘ BT el P

Cancel

License key version 1
Service location signature Qy
Service version Qy
Expiration date
User count 0

) [¥ i0S clients
Options ¥ android clients

Image 201: View of data in »License« section

[License keyl License key.
[License key version]l License key version.

[Service location signaturel Relevance of the license key for IMiS®/mDMS Service database

location.

[Service version] Relevance of the license key for IMiS®/mDMS Service database version.
[Expiration datel License key expiration date.

[User count] Numer of users.

[Options] Client platform.
The following options are available to the user:
¢ i0S clients.

e Android clients.

8.2 Notifications

In the »Notifications« section, the user defines the users and groups that can request the

execution of notifications.
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mDMS Service
1.6.1710.8

2 [, Configuration
EIEE! Device profiles
- B Databases
Images
Styles
Pages
Groups
ltems
-fF Datasets
-~ |E] Datasources
- [=] Sections
% Actions
= [{? Administration
(% Users
E?_IEJ) User environments
~[F5 Document types
ﬁ Events
= System options
i@ License
Ll Netfications

IMAGING
SYSTEMS

Image 202: View of the »Notifications« section

Notifications are used to notify the application users.

Examples of notifications:
e received new documents for confirmation

e received documents as content, i.e. new received e-mail.

In the »Notification« section, the user defines notification settings.

NOTIFICATION | x]
Vottetions
Status v Enabled

Cancel
Invokers TEIMIS 47

Image 203: View of the »Notification« section settings

[Status] Status of notifications (enabled/disabled).

[Invokers]l Notes users or groups that can request the execution of notifications.
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8.2.1 Application response when receiving a notification

When a notification arrives to the mobile device, the application responds differently depending

on whether the IMiS®/mDMS Client application is open, closed or open in the background.

8.2.1.1 Closed application
Below are described the events after receiving a notification when the application is closed
(inactive):

1. The natification is added to the list of received naotifications on the mobile device.

2. The message about the received notification is displayed in the form of:

— a notification bar in the upper part of the screen (i0S)

Today (%]
Invoice approval

You've received the following Invoice
for approval:

Supplier: PETROL d.d....

Image 204: Example of a message about a received notification

— anicon in the upper left part of the screen and a message if a sliding menu is selected

(Android).

@

< Applications

Image 205: Example of a view of the received notification icon

B Invoice approval 10:32
= You've received the following Invoice for approval: Supplier: PETROL d.d. Sup

Image 206: Example of a view of the received notification message

3. When choosing a notification, the application displays a login window to the user.
4. Based on the »profile« attribute, the application selects the appropriate profile in the

login window. (see chapter 8.2.2 Notification structure).

5. After a successful login the user is displayed a notification document. This is the

document, for which the notification was sent.



8.2.1.2 Application open in the background

Below are described the events after receiving a notification when the application is open
(active)
in the background:
1. The notification is added to the list of received notifications on the mobile device.
2. The message about the received notification is displayed in the form of:
— a notification bar in the upper part of the screen (i0S)
— anicon in the upper left part of the screen and a message if a sliding menu is selected
(Android).
3. When choosing a notification, the application is displayed in the foreground.
4. The user is displayed the naotification document based on the »profile« attribute and the

session as follows (see chapter 8.2.2 Notification structure).

e If the user is currently not logged in and his session has expired or there is already an
application running at the login dialog, the application does as follows:
— Based on the »profile« attribute, the application selects an appropriate profile in the
login window.
— After a successful login the user is displayed a notification document.

o If the notification profile is the one the user is currently using, and his session is still

valid, the next notification document is opened.

8.2.1.3 Application opens in the foreground

Below are described the events after receiving a notification when the application is open
(active) in the foreground:

1. The notification is added to the application. The notification is displayed to the user as a
dialog only if the user does not have an open notification document. Otherwiseg, the
notification is added to the notification list, which is triggered in a dialog when the user
closes the naotification document.

2. If the user does not choose to display a natification document, he can simply delete the

notification. Otherwise, he can skip step 2.



3. Based on the »profile« attribute, the application responds as follows (chapter 8.2.2

Notification structure).

e [f the user is currently not logged in and his session has expired or there is already an
application running at the login dialog, the application does as follows:
— Based on the »profile« attribute, the application selects an appropriate profile in the
login window.
— After a successful login the user is displayed a notification document.
o If the notification profile is the one the user is currently using, and his session is still

valid, the next notification document is opened.

8.2.2 Notification structure

8.2.2.1 Notification structure on iOS mobile device

{

"aps": {
"alert":{
"title" : "Novi dokument",
"body" : "Dobili ste novi dokument."

"sound":"default"

}I

"data v1" :{
"profile" : "df38cbl8fcff6alec787£789d44e4c23el9e1613",
"datasource" : "DATASOURCE CRM contact",
"ctx" : "D#B910683818E4EBA8C1257F01003C4205"

Image 207: Example of the notification structure on iOS mobile device

Description of the parameters of the »aps« system list:
e alert™ Alert notification content.
- title [stringl: Notification title.
- body [stringl: Notification description.

e sound [stringl: name of the sound when displaying a notification.

Description of the parameters of a customized »data« list (_v1 means the content relates to
version 1)
o profile* [stringl: id of the application profile obtained from server
— datasource* [stringl: Datasource of a document or dataset view.

— ctx [stringl: Document context.



8.2.2.2 Notification structure on Android mobile device

{
"to": "token...",
"data": {
"title": "IMiS/mDMS",
"body": "...",
"data v1": {
"profile": "...",
"datasource": "...",
"ctx": ML.oL"

Image 208: Example of the notification structure on Android mobile device

Description of the parameters of the »to« system list:

e to [stringl: Token.

Description of the parameters of the »data« system list:
e title [stringl: Notification title.
e body [stringl: Notification description.

e data_v1 [stringl: Notification content.

Description of the parameters of a customized »data« list (_v1 means the content relates to
version 1):

o profile*[stringl: id of the application profile coded with SHA-1.

e datasource*[stringl: Document content.

e ctx [stringl: Document context.

8.2.3 Content notification localization settings

In the IMiS®/mDMS Provider database you can change the content notification localization
settings. The user chooses “Notifications/ By module” in the navigation menu. He selects the
notification by presing the “Sync from Settings” button and selecting it from the list of all
notifications, and then transferring it to the notification list for a specific application module.
The notification becomes active in the list by pressing the » Enable« button or inactive by

pressing the »Disable« button.
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File Edit View

Open «

@ Home

2% Marko Hren - Mail

i [mDMS Provider] - IBM Notes

Create Actions Tools Window Help

£# [MDMS Provider] x

Wersion

Sync from Settings ® Enabled ¥ Disabled

Title

‘Reoepients formula

Subject formula

= Actions

= Motifications
L. By module

. By process and status

(= SIFPELIKAN {3)
3 BF_Obvestio_V resevanju
# WR_Obvestilo_Direkior

7

@Unigue (@Trim (StatusTrenutniDdobritelji - @Replace
(StatusTrenutniNamestniki; “¥"; "))

“Invoice approval’

?

«# WR_Obvestilo_Referent

@Unigue (@Trim (StatusTrenutniOdobritelji | @Replace
(StatusTr i iki; "#"; ™))

“Invoice approval®

Online +

Image 209: View of the notification settings in IMiS®/mDMS Provider database

Actions on indexes

[Sync from Settings]l Synchronize from the list of all notification in the IMIS®/mDMS Provider

Zadeva

Prejemniki  |Prejemniki iz polja

Iskalni pogoj |Cas zadnje izvedbe | | QK I

<b_f= je prispela v presojo
<b_f= je prispela v fazo razvoja

StatusTrenutniOdobritelji
StatusTrenutniOdobritelji

Likvidacija racuna &t =strac>

StatusTrenutniDdobriteljil

collection.
mDMS Provider
Izbira
Naziv
b4 BF_Obvestilo_V presoji
b1 BF_Obvestilo_\ resevanju
|3 VR_Obvestilo_Direktor
b4 VR_Obvestilo_Ponovni vnos
o VR_Obvestilo_Referent
b4 ZAH_Alarm

ZAH_POSODOBITEV

Ponovni vnos racuna 5t: <strac=
Pregled racuna &t <stracs

Vzdrievalni zahtevek: <idposel-—<zap5tSub=,
status =status>

Dopolnjen vzdrZevalni zahtevek:
<idposel--<zap5tSub>, status <status=

StatusTrenutniOdobritelji
StatusTrenutniDdobriteljil
StatusTrenutniOdobritelj

ooResevalec

[Enabled] Notification is enabled.

[Disabled] Notification is diabled.

Image 210: View of notifications available for synchronization
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By selecting a notification in the list, the user opens the notification settings.

Notification

Alarm [V Enabled

Module SIFPELIKAN Title VR_Obwestilo_Direktor

Notification

Recipients formula @Unique (@Trim (StatusTrenutniOdobritelji : @Replace (StatusTrenutniNamestniki, "%, ™))

No. Locale Subject formula Content formula
{rou’ve received the following Invoice for approval:

Default locale Invoice approval® Supplier: } + podjetie + {

Supplier Invoice no.: } + strac
{Prejeli ste racun v likvidacijo:

1. sl "Likvidacija racuna”

Dobavitel: } + podjetje + {
Dobaviteljava tevilka raduna: } + strac

Image 211: Content notification localization settings in the IMiIS®/mDMS Provider database

[Modulel Name of the application module, in which the notification is executed.
[Title] Notification title.

[Recipients formulal Notification receivers. The formula is calculated in the context of the

contextual document.
[Default locale]l Default content notification localization.

[<locale>] Additional content notification localization. The user chooses one or more
localization parameters from the list.
The localization parameter is linked to a notification token, which is specified in the user

enviroments under administration in the IMiIS®/mDMS Service database.
[Subject formulal Formula to specify the notification object. Data is required.

[Content formulal Formula to specify the notification content. Data is required.

8.3 Hotlinks

Hotlinks are used to link to a specific application document.

The user receives a notification by email, which contains a hotlink to the relevant document.

By selecting the notification, the hotlink is triggered and the application responds.

2018 © Imaging Systems Inc., All rights reserved.

157



8.3.1 Hotlink structure

A hotlink has the following structure:

mdms://dataV/profile/datasource/ctx

Example of a hotlink:

mdms://1/df38cbl8fcff6a2ec787£789d44e4c23e19e1613/DATASOURCE CRM contact/D#B910683818E4EBABC12
57F01003C4205

Parameter description:
e dataV*[stringl: content version (same as with data_v1 notifications)
o profile*[stringl: profile identifier in the application obtained from server
e datasource* [stringl: datasource of a document or dataset view

e ctx *[stringl: document context.

8.3.2 Application’s response on triggering a hotlink

8.3.2.1 Closed application

Below is a description of events on triggering a hotlink when the application is closed:
1. By selecting the hotlink, the application starts.

2. Based on the »profile« attribute, an appropriate profile is selected in the login window.
3. After successful login the user is shown the relevant notification page/document.
A root page is added in front of it. If an initial page or first displayed page exists in the

configuration, it is also added.

8.3.2.2 Active application in the background

Below is a description of events on triggering a hotlink when the application is open in the
background:

1. By selecting the hotlink, the application is shown or moves to the foreground.

2. Based on the »profile« attribute and session, it responds in the following way:

a. If the user is not currently logged into the appropriate profile, or the session has
expired, or the user is already located on the login page, the application is executed in
the following steps:

i. Based on the »profile« attribute, an appropriate profile is selected in the login

window.



ii. After successful login, the relevant notification page/document is shown.
A root page is added in front of it. If an initial page or first displayed page exists in
the configuration, it is also added.
b. In the event that the notification profile is the one currently being used by the user

and the session is still valid, the following notification page/document opens.

8.4 QR code

A QR code is used to create profiles in the event that ...
e |t is already located on a profile.
e The user receives it via email.

e |t is already printed on paper.

The user captures the QR code ...

o With the Camera application using the »Scan« button.

NG A 60% 4 15:54

SAVE

Name*

CRM

Service address*

https://webapps1.acme.com/crm/mdm

Credentials store

SCAN

Image 212: View of the capture of profile data using a QR code

e from other applications that support the reading of QR codes.
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G?] Weblink

mdms:;/1000/Q1.IN/

aHROcDovl 21hbmdhenQuaWlpeySz
asSokZXYvaW1peyItZGlzc3ZjLmSzZ
9z X J2aWnl

b

Image 213: Example of capturing profile data via the »QR Code Reader« application

8.4.1 Structure
mdms://dataVersion/profileName/profileAddress/profileCredentials/autoSave

Example
mdms://1000/XYuaWlpcy5zaS/aHR0cDovL3RyaWdsYXYuaWlpcy52zaS9JUy9p2Glzc3ZjLm52z219TZXJ2a
WN1/2/1

Parameter description:
e dataVersion* [unsignedIntl: content version (version 1000 for profiles)
o profileName *[stringl: profile name encoded in BaseB4 (so that the user can use spaces)
o profileAddress *[stringl: URL address encoded in Base64
¢ profileCredentials *[unsignedintl: type of credentials
- 0: no data is saved
— 1. only the profile username is saved
— 2: the profile username and password are saved
— 3: the profile username and password are saved, additionally protected by a touch ID/

fingerprint or passcode.
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If the device does not provide protection, the user can save the username and
password as part of a list of the type of saving sensitive profile data.
e autoSave *[unsignedIntl: profile saving settings
- 0O: profile is not saved. Content of the read profile is shown in a dialog box for creating
a new profile, where the administrator modifies the read profile data if need be.

— 1. profile is saved automatically.

8.4.2 Application’s response on triggering a QR code
8.4.2.1 Scanning a QR code from an external application
8.4.2.1.1 Closed application
1. By scanning a QR code, the application starts.
2. Based on the »autoSave« attribute, the following action is executed:
a. autoSave = 0: In the login window a dialog box opens with the content of the new
profile, which the user modifies, if need be, and creates.
b. autosave = 1: A new scanned profile is automatically created and moves directly to the

login window with the selected new profile.

8.4.2.1.2 Active application in the background
1. By scanning a QR code, the application is shown in the foreground.
2. Based on the »autoSave« attribute, the following action is executed:
a. If the user is currently logged into a profile, the application is executed in the following
steps:

i. autoSave = 0: The application opens a login window, in which a dialog box opens
with the content of the new profile, which the user modifies, if need be, and
creates by saving it.

ii. autosave =1: The application opens a login window, in which a new scanned profile
is automatically created and selected.

b. If the user is already located in the login window, the application is executed in the
following steps:

i. autoSave = 0: In the login window a dialog box opens with the content of the new
profile, which the user maodifies, if need be, and creates by saving it.

ii. autosave =1: A new scanned profile is automatically created and selected.
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8.4.2.2 Scanning within the mDMS application profile
8.4.2.2.1 Application in the foreground
1. In the profile the user has the option of creating a profile anew or again via the »Scan«
button. After selecting the button, the following is executed:
a. The camera is activated and the user reads the QR code.
b. In the event of a successful read and a correct format, the profile data is written out.
c. In the event of an unsuccessful read or a wrong QR code format, the application
notifies that the format was wrong. The user can repeat the scanning of another QR

code.

Error
W valid GR Code Tonmat

Ok

Image 214: Error notification »QR code format invalid«

d. After a new profile is written out, the user can edit it and create it by saving the

profile.

8.4.3 Viewing a QR code in profiles in MAM mode
A QR code is shown in profiles when the parameter in the MAM configuration

IDMS_CONFIG_PROFILE_USERDEFINED is set to true. This parameter prevents the copying of
profiles via QR codes if set to false.
The button for scanning QR codes (Scan) is not visible on Mobilelron®/Citrix® profiles, or the

profile cannot be maodified using the button for scanning QR codes.
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For more information about enabling/disabling MAM mode see chapter 4.2.1 Installing

IMiS/mDMS Client application.

9 TROUBLESHOOTING
9.1 Problems using IMiS®/mDMS

Below is a list of common problems with using the IMiS®/mDMS application, a description of

problems, and instructions for resolving problems.

9.11 Mobilelron® configuration has not been not installed properly

Cause of problem

The configuration with profile parameters, which the user received from a Mobilelron®
administrator and installed on the device, has not been installed properly or the user does not

have the appropriate configuration.

Solution for problem

User opens the Mobilelron® configuration and selects the »Settings« tab.

Nt Charging ()

Mobile@Work

&' Connection established

«" Devica in complianze

&  Secure Apps
W

Lag Cut

A | @ Hstinios

f d

Hame

Image 215: Selection of settings in the »Settings« tab in the Mobilelron® configuration
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User checks the settings in the Mobilelron® configuration. In the »Settings« tab the user
chooses the section »Secure Apps« and checks if the IMiS®/mDMS application is on the list and

marked with a green tick.

If the IMiIS®/mDMS application is not on the list, the user does not have the appropriate

configuration.

In the section »Check for updatesk, the user selects »Re-Enroll Device«. The device reconnects

to the Mobilelron® server and updates the configuration profile.

Hal Changing )

Settings Check for Updates

Maobile Activity Map Faorce Device Gheck-In
Secure Apps

Docs@Work

Check for Updates

Privacy

erOQORDPo

About

ﬂ #.r

Image 216: Updating the configuration profile (Re-Enroll Device)

If the IMiS®/mDMS application is on the list but not marked with a green tick, it means that the
configuration has not been installed properly. The user selects the setting »Re-Enroll Device«

and waits for the configuration profile to be updated.
If the green tick still does not appear, the user should talk to the Mobilelron® administrator.

If the IMiS®/mDMS application is on the list and marked with a green tick, the user can select

the application.
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No Service =

Settings

Check for Updates

Re-enroll Device

Your Privacy

Secure Apps

Send Mobile@Work Logs
About the App

Enhanced Logging

Settings.

09:39

Authentication

Tagged Certificates

SECURE APPS

IMiS/mDMS
Version 1.8.dev (32)

Secure Apps

7 100% i 4

Image 217: Checking application status in the »Secure Apps« section of the configuration profile

User checks the settings under »Authorization status« in the »Secure Apps« section in the

Mobilelron® configuration. If the »Authorization status« has not been set to »Authorized,

the user should dismiss the IMiIS®/mDMS application and reopen it.

No Service &

Settings

Check for Updates

Re-enroll Device

Your Privacy

Secure Apps

Send Mobile@Work Logs
About the App

Enhanced Logging
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App Version
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Last Check-in
Authorization Status
POLICIES AND CONFIGURATION
OpenIn

Print

Copy/Paste

Configuration Count

AppTunnel

Debug Mode
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7 99% i 4

1.8.dev (32}
35.056
23/01/18 09:45

Authorized o

Allowed (All Apps)
Allowed
Allowed

5

Diagnostic data on this app will be generated for 24 hours to help your administrator with support and

troubleshooting

Image 218: Checking authorization status in the »Secure Apps« section of the configuration profile
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The user should also check if the value of »Configuration Count« is higher than O.

If it is NOT higher than O, the profile parameters on the device have not been installed properly.

In that case, the user should select »Force Device Check-In« in the »Check for updates« section

of the configuration profile.

This selection updates the device status on the Mobilelron® server.

Hiant Charging (-

Check for Updates

Sattings

Q
|
|
e e T
1
0

Mobile Activity Map
Secure Apps
DCocs@Work

Check for Updates
Privacy

About

f 2

Upsata ihwe status of thia device on the M

Force Device Check-In

Re-Envoll Device

Image 219: Selection of »Force Device Check-In« in »Check for updates« of the configuration profile

After installation, the user should recheck if the value of »Configuration Count« is higher than O.

If the value is still O, the user should reselect »Re-Enroll Device« and wait for the configuration

profile to be updated.

If the update fails, the user should notify the Mobilelron® administrator of the problem.

If the »Authorization status« has been set to »Authorized« and the value of »Configuration

Count« is higher than O, the user can return to the application.
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