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Fields 

capabilities ArchiveCapabilities The information on user roles. 

links Link [] Links to the objects on archive server. The set of links: 

- "disposition_holds":  Link to the disposition hold. 

- "directory":  Link to the directory entities. 

- "entities":  Link to the archive root entities. 

- "retention_policies":  Link to the retention policies. 

- "search":  Link to the entities search on the archive server 
   root. 

- "templates":  Link to the templates. 

host String The address of the archive server. 

name String The name of the archive server. 

description String A description of the archive server. 

 

5.1.2.4 ArchivesResponse 

Object provides information on archive servers. 

Definition 

{ 
 "archives": [{ 
  "id" : "String", 
  "name" : "String", 
  "description" : "String", 
  "host" : "String", 
  "uri" : "String - URI" 
  }, { 
  "id" : "String", 
  "name" : "String", 
  "description" : "String", 
  "host" : "String", 
  "uri" : "String - URI" 
  } 
 ] 
} 

Fields 

archives Archive [] Archive servers. 

 

5.1.2.5 AuditLog 

Object provides information on audit log events. 

Definition 

{ 
 "events" : [{ 
  "time" : "String - DateTime", 
  "pubic_address" : "String", 
  "local_address" : "String", 
  "computer_name" : "String", 
  "type" : "String - 
INVALID/ENTITY_CREATE/ENTITY_OPEN_READ_ONLY/ENTITY_OPEN_READ_WRITE/ENTITY_SAVE/ENTITY_MOVE/EN
TITY_DELETE/AUDIT_LOG_QUERY/CONFIGURATION_CHANGE/PROPERTY_VALUE_CHANGE/ACL_ENTRY_CHANGE/PHYSI
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  "id" : "String", 
  "name" : "String", 
  "reason" : "String", 
  "creator" : { 
   "id" : "String", 
   "uri" : "String - URI" 
  } 
 } 
} 

Fields 

disposition_hold DispositionHold Entity disposition hold. 

 

5.1.2.13 DispositionHoldsResponse 

Object provides information on entity disposition holds. 

Definition 

{ 
 "disposition_holds" : [{ 
  "accessed" : "String - DateTime", 
  "created" : "String - DateTime", 
  "modified" : "String - DateTime", 
  "description" : "String", 
  "id" : "String", 
  "name" : "String", 
  "reason" : "String", 
  "creator" : { 
   "id" : "String", 
   "uri" : "String - URI" 
  } 
 }] 
} 

Fields 

disposition_holds DispositionHold [] Entity disposition holds. 

 

5.1.2.14 EmailProperties 

Object provides information on email properties. 

Definition 

{ 
 "subject" : "String", 
 "from" : "String", 
 "to" : [ 
  "String" 
 ], 
 "cc" : [ 
  "String" 
 ], 
 "bcc" : [ 
  "String" 
 ], 
 "date" : "String - DateTime", 
 "message_id" : "String", 
 "priority" : "String", 
 "signed" : true 
} 
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Fields 

subject String Email subject. 

from String Email address of the sender. 

to String [] Email addresses of the recipients. 

cc String [] Email addresses of the carbon copy recipients. 

bcc String [] Email addresses of the hidden recipients. 

date String  - DateTime Date and time email was sent or received. 

message_id String Automatically generated message identifier. 

priority String The priority status of the email. 

signed Boolean A value that registers if the email message was electronically 
signed. 

 

5.1.2.15 EntitiesResponse 

Object provides entities public information. 

Definition 

{ 
"entities" : [{ 

  "classification_code" : "String", 
  "public_classification_code" : "String", 
  "id" : "String", 
  "links" : [{ 
   "type" : "entity", 
    "uri" : "String - URI" 
   }, { 
   "type" : "entity:stub", 
    "uri" : "String - URI" 
  }], 
  "title" : "String", 
  "type" : "String - CLASS/FOLDER/DOCUMENT", 
  "description" : "String" 
 }] 
} 

Fields 

entities EntityStub [] Entities. Fields id, title, description, classification_code, 
public_classification_code and type are always present. 

 

5.1.2.16 Entity 

Object provides entity information. 

Definition 

{ 
 "links" : [{ 
  "type" : "entity:acl", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity:audit_log", 
  "uri" : "String - URI" 
  }, { 
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  "type" : "nonrepudiation", 
  "uri" : "String - URI" 
  }, { 
  "type" : "objects", 
  "uri" : "String - URI" 
  }, { 
  "type" : "search", 
  "uri" : "String - URI" 
  }, { 
  "type" : "parent", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity:stub", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity#edit", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity#delete", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity:status#edit", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity:security_class#edit", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity#move", 
  "uri" : "String - URI" 
  } 
 ], 
 "classification_code" : "String", 
 "public_classification_code" : "String", 
 "id" : "String", 
 "type" : "String - CLASS/FOLDER/DOCUMENT", 
 "created" : "String - DateTime", 
 "accessed" : "String - DateTime", 
 "modified" : "String - DateTime", 
 "closed" : "String - DateTime", 
 "opened" : "String - DateTime", 
 "creator" : { 
  "id" : "String", 
  "uri" : "String - URI" 
 }, 
 "owner" : { 
  "id" : "String", 
  "uri" : "String - URI" 
 }, 
 "description" : "", 
 "external_ids" : [ 
  "String" 
 ], 
 "keywords" : [ 
  "String" 
 ], 
 "security_class" : { 
  "inherited" : true, 
  "value" : "String" 
 }, 
 "significance" : { 
  "inherited" : true, 
  "value" : "String" 
 }, 
 "status" : { 
  "inherited" : true, 
  "value" : "String" 
 }, 
 "title" : "String", 
 "template" : { 
  "id" : "String", 
  "uri" : "String - URI" 
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 }, 
 "sub_entities_templates" : [{ 
   "id" : "String", 
   "uri" : "String - URI" 
  } 
 ], 
 "permanent" : true, 
 "child_count" : 0, 
 "effective_rights" : { 
  "read_access" : true, 
  "write_access" : true, 
  "move_access" : true, 
  "delete_access" : true, 
  "change_rights" : true, 
  "create_sub_entities : true", 
  "change_security_class" : true, 
  "change_status" : true 
  "change_retention" : true 
 }, 
 "properties" : [{ 
  "name" : "String", 
  "description" : "String", 
  "type" : "String - T", 
  "options" : { 
   "append_only" : false, 
   "included_in_aip" : false, 
   "inherited" : false, 
   "multi_value" : false, 
   "non_empty" : false, 
   "pick_list" : false, 
   "public" : false, 
   "read_only" : false, 
   "required" : false, 
   "searchable" : false, 
   "unique" : false 
  }, 
  "values" : [ 
   T 
  ], 
  "effective_rights" : { 
   "create_access" : true, 
   "delete_access" : true, 
   "read_access" : true, 
   "write_access" : true, 
   "valid_from" : "String - DateTime", 
   "valid_to" : "String - DateTime" 
  } 
 } 
 ], 
 "retention" : { 
  "policies" : [{ 
   "id" : "String", 
   "uri" : "String - URI", 
   "name" : "String", 
   "description" : "String", 
   "explicit_context" : { 
    "scope" : "String - ALLOW/DENY", 
    "filter" : { 
     "classes" : true, 
     "folders" : true, 
     "documents" : true 
    }, 
    "effective" : true 
    }, 
   "inherited_context" : [{ 
    "scope" : "String - ALLOW/DENY", 
    "filter" : { 
     "classes" : true, 
     "folders" : true, 
     "documents" : true 
    }, 
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    "effective" : true 
    } 
    ], 
    "links" : [{ 
     "type" : "retention_policy#edit", 
     "uri" : "String - URI", 
     }, { 
     "type" : "retention_policy#delete", 
     "uri" : "String - URI", 
    } 
    ] 
   } 
  ], 
  "disposition_holds" : [{ 
   "id" : "String", 
   "uri" : "String - URI", 
   "name" : "String", 
    "description" : "String", 
    "links" : [{ 
     "type" : "disposition_hold#delete", 
     "uri" : "String - URI", 
    } 
   ] 
  } 
  ] 
 }, 
 "child_classification_code_generated" : true, 
  "email_properties" : { 
  "subject" : "String", 
  "from" : "String", 
  "to" : [ 
   "String" 
  ], 
  "cc" : [ 
   "String" 
  ], 
  "bcc" : [ 
   "String" 
  ], 
  "date" : "String - DateTime", 
  "message_id" : "String", 
  "priority" : "String", 
  "signed" : true 
 }, 
 "physical_properties" : { 
  "current_location" : "String", 
  "custodian" : "String", 
  "description" : "String", 
  "home_location" : "String", 
  "id" : "String", 
  "return_due" : "String - Date", 
  "status" : "String", 
  "status_change" : "String - DateTime" 
 } 
} 

Fields 

links Link [] Links to the entity. The set of links: 

- "entity:acl":  Link to the entity access rights. 

- "entity:audit_log":  Link to the entity audit log. 

- "nonrepudiation":  Link to the entity 
authenticity and integrity proofs. 

- "objects":  Link to the entity objects. 

- "search":  Link to the entity search. 

- "parent":  Link to the parent entity. 
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- "entity:stub":  Link to the entity information. 

- "entity#edit":  Link to the entity edit action. 

- "entity#delete":  Link to the entity delete 
action. 

- "entity:status#edit": Link to the entity status 
edit action. 

- "entity:security_class#edit": Link to the entity 
security class edit action. 

- "entity#move": Link to the entity move action. 

classification_code String The canonical form of the full classification code.  

public_classification_code String Entity classification code in the classification 
scheme. 

id String Unique identifier of the entity. 

type String Entity type. The set of types:  
- CLASS, 

- FOLDER, 

- DOCUMENT. 

created String - DateTime Date and time of the entity creation. 

accessed String - DateTime Date and time of the entity access. 

modified String - DateTime Date and time of the entity change. 

closed String - DateTime Date and time of the entity status change to 
Closed. 

opened String - DateTime Date and time of the entity status change to 
Opened. 

creator ObjectLink The author of the entity. 

owner ObjectLink The owner of the entity. 

description String A description of the entity. 

external_ids String External identifier of the entity (unique value). 

keywords String Keywords of the entity. 

security_class InheritedStringProperty The security class of the entity. 

significance InheritedStringProperty The significance of the entity. 

status InheritedStringProperty The status of the entity. 

title String The title of the entity. 

template ObjectLink The template type. 

sub_entities_templates ObjectLink [] Templates for sub-entities creation. 

permanent Boolean The permanent entity. 

child_count Int The number of child entities. 

effective_rights EntityRights Effective rights of current user on the entity. 

properties EntityProperty [] Entity properties. 
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retention EntityRetention Retention policies and disposition holds. 

child_classification_ 
code_generated 

Boolean 

 

Child classification code generation.  
Valid for entities type CLASS only. 

email_properties EmailProperties Email properties. 

physical_properties PhysicalProperties Physical content properties. 

 

5.1.2.17 EntityACL 

Object provides information on explicit and inherited access rights of the entity and its 
properties. 

Definition 

{ 
 "entries" : [{ 
  "links" : [{ 
   "type" : "entity:acl:entry#edit", 
   "uri" : "String - URI" 
   }, { 
   "type" : "entity:acl:entry#delete", 
   "uri" : "String - URI" 
  } 
  ], 
  "directory_entity" : { 
   "id" : "String", 
   "uri" : "String - URI" 
  }, 
  "effective_rights" : { 
   "read_access" : true, 
   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true, 
  }, 
  "explicit_allow_rights" : { // Optional 
   "read_access" : true, 
   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
  "explicit_deny_rights" : { // Optional 
   "read_access" : true, 
   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
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  "inherited_allow_rights" : { // Optional 
   "read_access" : true, 
   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
  "inherited_deny_rights" : { // Optional 
   "read_access" : true, 
   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
 } 
 ], 
 "property_entries" : [{ 
  "property_id" : "String", 
  "entries" : [{ 
   "links" : [{ 
    "type" : "entity:acl:property_entry#edit", 
    "uri" : "String - URI" 
    }, { 
    "type" : "entity:acl:property_entry#delete", 
    "uri" : "String - URI" 
   } 
   ], 
   "directory_entity" : { 
    "id" : "String", 
    "uri" : "String - URI" 
    }, 
   "effective_rights" : { 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
    "write_access" : true 
   }, 
   "explicit_allow_rights" : { // Optional 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
    "write_access" : true 
    "valid from" : "String - DateTime", // Optional 
    "valid to" : "String - DateTime" // Optional 
   }, 
   "explicit_deny_rights" : { // Optional 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
    "write_access" : true 
    "valid from" : "String - DateTime", // Optional 
    "valid to" : "String - DateTime" // Optional 
   }, 
   "inherited_allow_rights" : { // Optional 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
    "write_access" : true 
    "valid from" : "String - DateTime", // Optional 
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    "valid to" : "String - DateTime" // Optional 
   }, 
   "inherited_deny_rights" : { // Optional 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
    "write_access" : true 
    "valid from" : "String - DateTime", // Optional 
    "valid to" : "String - DateTime" // Optional 
   }, 
  } 
  ] 
 ] 
 } 
} 

Fields 

entries EntityACLEntry [] The right to access the entity. 

property_entries EntityPropertyACL [] The right to access the entity property. 

 

5.1.2.18 EntityACLCreate 

Object creates the explicit access rights of the entity and its properties. 

Definition 

{ 
  "entries" : [{ // Optional 
   "directory_entity_id" : "String", 
   "explicit_allow_rights" : { // Optional 
    "valid_from" : "String - DateTime", // Optional 
    "valid_to" : "String - DateTime", // Optional 
    "read_access" : true, // Optional 
    "write_access" : true, // Optional 
    "move_access" : true, // Optional 
    "delete_access" : true, // Optional 
    "change_rights" : true, // Optional 
    "create_sub_entities" : true, // Optional 
    "change_security_class" : true, // Optional 
    "change_status" : true, // Optional 
    "change_retention" : true // Optional 
   }, 
   "explicit_deny_rights" : { // Optional 
    "valid_from" : "String - DateTime", // Optional 
    "valid_to" : "String - DateTime", // Optional 
    "read_access" : true, // Optional 
    "write_access" : true, // Optional 
    "move_access" : true, // Optional 
    "delete_access" : true, // Optional 
    "change_rights" : true, // Optional 
    "create_sub_entities" : true, // Optional 
    "change_security_class" : true, // Optional 
    "change_status" : true, // Optional 
    "change_retention" : true // Optional 
   } 
  } 
  ] 
  "property_entries" : [{ // Optional 
   "property_id" : "String", 
   "entries" : [{ // Optional 
    "directory_entity_id" : "String", 
    "explicit_allow_rights" : { // Optional 
     "valid_from" : "String - DateTime", // Optional 
     "valid_to" : "String - DateTime", // Optional 
     "create_access" : true, // Optional 
     "delete_access" : true, // Optional 
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     "read_access" : true, // Optional 
     "write_access" : true // Optional 
    }, 
    "explicit_deny_rights" : { // Optional 
     "valid_from" : "String - DateTime", // Optional 
     "valid_to" : "String - DateTime", // Optional 
     "create_access" : true, // Optional 
     "delete_access" : true, // Optional 
     "read_access" : true, // Optional 
     "write_access" : true // Optional 
    } 
   } 
   ] 
  } 
  ] 
} 

Fields 

entries EntityACLEntryCreate [] The right to create the entity. 

property_entries EntityPropertyACLCreate [] The right to create the entity property. 

 

5.1.2.19 EntityACLEntry 

Object provides information on explicit and inherited access rights of the entity. 

Definition 

 { 
  "links" : [{ 
   "type" : "entity:acl:entry#edit", 
   "uri" : "String - URI" 
   }, { 
   "type" : "entity:acl:entry#delete", 
   "uri" : "String - URI" 
  } 
  ], 
  "directory_entity" : { 
   "id" : "String", 
   "uri" : "String - URI" 
  }, 
  "effective_ rights" : { 
   "read_access" : true, 
   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true 
  }, 
  "explicit_allow_rights" : { // Optional 
   "read_access" : true, 
   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
  "explicit_deny_rights" : { // Optional 
   "read_access" : true, 
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   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
  "inherited_allow_rights" : { // Optional 
   "read_access" : true, 
   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
  "inherited_deny_rights" : { // Optional 
   "read_access" : true, 
   "write_access" : true, 
   "move_access" : true, 
   "delete_access" : true, 
   "change_rights" : true, 
   "create_sub_entities" : true, 
   "change_security_class" : true, 
   "change_status" : true, 
   "change_retention" : true, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  } 
 } 

Fields 

links Link [] Links on the entity. The set of links: 

- "entity:acl:entry#edit":  Link to the entity access right edit 
action. 

- "entity:acl:entry#delete":  Link to the entity access right 
delete action. 

directory_entity ObjectLink Link to the user or group. 

effective_rights EntityRights Effective rights of the entity. 

explicit_allow_rights EntityRights Explicit allow rights to access the entity (optional). 

explicit_deny_rights EntityRights Explicit deny rights to access the entity (optional). 

inherited_allow_rights EntityRights Inherited allow rights to access the entity (optional). 

inherited_deny_rights EntityRights Inherited deny rights to access the entity (optional). 
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5.1.2.20 EntityACLEntryRequest 

Object provides request on entity explicit access rights. 

Definition 

{ 
 "entity_acl_entry" : { 
  "explicit_allow_rights" : { // Optional 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime", // Optional 
   "read_access" : true, // Optional 
   "write_access" : true, // Optional 
   "move_access" : true, // Optional 
   "delete_access" : true, // Optional 
   "change_rights" : true, // Optional 
   "create_sub_entities" : true, // Optional 
   "change_security_class" : true, // Optional 
   "change_status" : true, // Optional 
   "change_retention" : true // Optional 
  }, 
  "explicit_deny_rights" : { // Optional 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime", // Optional 
   "read_access" : true, // Optional 
   "write_access" : true, // Optional 
   "move_access" : true, // Optional 
   "delete_access" : true, // Optional 
   "change_rights" : true, // Optional 
   "create_sub_entities" : true, // Optional 
   "change_security_class" : true, // Optional 
   "change_status" : true, // Optional 
   "change_retention" : true // Optional 
  } 
 } 
} 

Fields 

entity_acl_entry EntityACLEntryUpdate Explicit allow and deny rights to update the entity. 

 

5.1.2.21 EntityACLRequest 

Object provides request on entity and its properties explicit access rights. 

Definition 

{ 
 "acl" : { 
  "entries" : [{ // Optional 
   "directory_entity_id" : "String", 
   "explicit_allow_rights" : { // Optional 
    "valid_from" : "String - DateTime", // Optional 
    "valid_to" : "String - DateTime", // Optional 
    "read_access" : true, // Optional 
    "write_access" : true, // Optional 
    "move_access" : true, // Optional 
    "delete_access" : true, // Optional 
    "change_rights" : true, // Optional 
    "create_sub_entities" : true, // Optional 
    "change_security_class" : true, // Optional 
    "change_status" : true, // Optional 
    "change_retention" : true // Optional 
   }, 
   "explicit_deny_rights" : { // Optional 
    "valid_from" : "String - DateTime", // Optional 
    "valid_to" : "String - DateTime", // Optional 
    "read_access" : true, // Optional 
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    "write_access" : true, // Optional 
    "move_access" : true, // Optional 
    "delete_access" : true, // Optional 
    "change_rights" : true, // Optional 
    "create_sub_entities" : true, // Optional 
    "change_security_class" : true, // Optional 
    "change_status" : true, // Optional 
    "change_retention" : true // Optional 
   } 
  } 
  ] 
  "property_entries" : [{ // Optional 
   "property_id" : "String", 
   "entries" : [{ // Optional 
    "directory_entity_id" : "String", 
    "explicit_allow_rights" : { // Optional 
     "valid_from" : "String - DateTime", // Optional 
     "valid_to" : "String - DateTime", // Optional 
     "create_access" : true, // Optional 
     "delete_access" : true, // Optional 
     "read_access" : true, // Optional 
     "write_access" : true // Optional 
    }, 
    "explicit_deny_rights" : { // Optional 
     "valid_from" : "String - DateTime", // Optional 
     "valid_to" : "String - DateTime", // Optional 
     "create_access" : true, // Optional 
     "delete_access" : true, // Optional 
     "read_access" : true, // Optional 
     "write_access" : true // Optional 
    } 
   } 
   ] 
  } 
  ] 
 } 
} 

Fields 

acl EntityACLCreate The explicit right to create entity and entity properties. 

 

5.1.2.22 EntityACLResponse 

Object provides response to the entity and its properties access rights information request. 

Definition 

{ 
 "acl" : { 
  "entries" : [], 
  "property_entries" : [] 

} 
} 

Fields 

acl EntityACL The right to access the entity and entity properties. 
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5.1.2.23 EntityACLEntryCreate 

Object creates the explicit access rights of the entity. 

Definition 

{ 
"directory_entity_id" : "String", 

 "explicit_allow_rights" : { // Optional 
  "valid_from" : "String - DateTime", // Optional 
  "valid_to" : "String - DateTime", // Optional 
  "read_access" : true, // Optional 
  "write_access" : true, // Optional 
  "move_access" : true, // Optional 
  "delete_access" : true, // Optional 
  "change_rights" : true, // Optional 
  "create_sub_entities" : true, // Optional 
  "change_security_class" : true, // Optional 
  "change_status" : true, // Optional 
  "change_retention" : true // Optional 
 }, 
 "explicit_deny_rights" : { // Optional 
  "valid_from" : "String - DateTime", // Optional 
  "valid_to" : "String - DateTime", // Optional 
  "read_access" : true, // Optional 
  "write_access" : true, // Optional 
  "move_access" : true, // Optional 
  "delete_access" : true, // Optional 
  "change_rights" : true, // Optional 
  "create_sub_entities" : true, // Optional 
  "change_security_class" : true, // Optional 
  "change_status" : true, // Optional 
  "change_retention" : true // Optional 
 } 
} 

Fields 

directory_entity_id String Unique identifier of the directory entity. 

explicit_allow_rights EntityRights Explicit allow rights to access the entity (optional). 

explicit_deny_rights EntityRights Explicit deny rights to access the entity (optional). 

 

5.1.2.24 EntityACLEntryUpdate 

Object updates an entity explicit access rights. 

Definition 

{ 
 "explicit_allow_rights" : { // Optional 
  "valid_from" : "String - DateTime", // Optional 
  "valid_to" : "String - DateTime", // Optional 
  "read_access" : true, // Optional 
  "write_access" : true, // Optional 
  "move_access" : true, // Optional 
  "delete_access" : true, // Optional 
  "change_rights" : true, // Optional 
  "create_sub_entities" : true, // Optional 
  "change_security_class" : true, // Optional 
  "change_status" : true, // Optional 
  "change_retention" : true // Optional 
 }, 
 "explicit_deny_rights" : { // Optional 
  "valid_from" : "String - DateTime", // Optional 
  "valid_to" : "String - DateTime", // Optional 
  "read_access" : true, // Optional 
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  "write_access" : true, // Optional 
  "move_access" : true, // Optional 
  "delete_access" : true, // Optional 
  "change_rights" : true, // Optional 
  "create_sub_entities" : true, // Optional 
  "change_security_class" : true, // Optional 
  "change_status" : true, // Optional 
  "change_retention" : true // Optional 
 } 
} 

Fields 

explicit_allow_rights EntityRights Explicit allow rights to access the entity (optional). 

explicit_deny_rights EntityRights Explicit deny rights to access the entity (optional). 

 

5.1.2.25 EntityACLEntryResponse 

Object provides response to the entity access rights information request. 

Definition 

{ 
 "entity_acl_entry" : { 

} 
} 

Fields 

entity_acl_entry EntityACLEntry Explicit and inherited access right to the entity and entity 
properties.  

 

5.1.2.26 EntityCreate 

Object creates an entity. 

Definition 

{ 
  "template" : "String", 
  "title" : "String", 
  "classification_code" : "String", 
  "status" : { 
   "inherited" : true, 
   "value" : "String" 
  }, 
  "security_class" : { 
   "inherited" : true, 
   "value" : "String" 
  }, 
  "child_classification_code_generated" : true, 
  "description" : "String", 
  "owner" : "String", 
  "significance" : { 
   "inherited" : true, 
   "value" : "String" 
  }, 
  "external_ids" : [ 
   "String" 
  ], 
  "keywords" : [ 
   "String" 
  ], 
  "properties" : [{ 
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    "id" : "String", 
    "values" : [T] 
   } 
  ], 
  "retention" : { 
   "policies" : [{ 
    "id" : "String", 
    "name" : "String", 
    "scope" : "String - ALLOW/DENY", 
    "filter" : { 
     "classes" : true, 
     "folders" : true, 
     "documents" : true 
    } 
   } 
   ], 
   "disposition_holds" : [{ 
     "id" : "String" 
     "name" : "String" 
   } 
   ] 
  }, 
  "email_properties" : { 
   "subject" : "String", 
   "from" : "String", 
   "to" : [ 
    "String" 
   ], 
   "cc" : [ 
    "String" 
   ], 
   "bcc" : [ 
    "String" 
   ], 
   "date" : "String - DateTime", 
   "message_id" : "String", 
   "priority" : "String", 
   "signed" : true 
  }, 
  "physical_properties" : { 
   "current_location" : "String", 
   "custodian" : "String", 
   "description" : "String", 
   "home_location" : "String", 
   "id" : "String", 
   "return_due" : "String - Date", 
   "status" : "String" 
  } 
 } 

Fields 

template String Unique identifier of the template. 

title String The title of the entity. 

classification_code String The canonical form of the full classification code 
(optional).  

status InheritedStringProperty The status of the entity (optional). 

security_class InheritedStringProperty The security class of the entity (optional). 

child_classification_ 
code_generated 

Boolean Child classification code generation.  
Valid for entities type CLASS only (see template). 

description String A description of the entity. (optional) 

owner String The owner of the entity (optional).  



IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 49 
 

significance InheritedStringProperty The significance of the entity (optional). 

external_ids String [] External identifier of the entity. 

keywords String [] Keywords of the entity. 

properties EntityPropertyUpdate [] Entity properties. 

retention EntityRetentionCreate Retention policies and disposition holds. 

email_properties EmailProperties Email properties. 

physical_properties PhysicalPropertiesUpdate Physical content properties. 

 

5.1.2.27 EntityCreateRequest 

Object provides request to create the entity. 

Definition 

{ 
 "entity_create" : { 
  "template" : "String", 
  "title" : "String", 
  "classification_code" : "String", 
  "status" : { 
   "inherited" : true, 
   "value" : "String" 
  }, 
  "security_class" : { 
   "inherited" : true, 
   "value" : "String" 
  }, 
  "child_classification_code_generated" : true, 
  "description" : "String", 
  "owner" : "String", 
  "significance" : { 
   "inherited" : true, 
   "value" : "String" 
  }, 
  "external_ids" : [ 
   "String" 
  ], 
  "keywords" : [ 
   "String" 
  ], 
  "properties" : [{ 
    "id" : "String", 
    "values" : [T] 
   } 
  ], 
  "retention" : { 
   "policies" : [{ 
    "id" : "String", 
    "name" : "String", 
    "scope" : "String - ALLOW/DENY", 
    "filter" : { 
     "classes" : true, 
     "folders" : true, 
     "documents" : true 
    } 
   } 
   ], 
   "disposition_holds" : [{ 
     "id" : "String" 
     "name" : "String" 
   } 
   ] 
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  }, 
  "email_properties" : { 
   "subject" : "String", 
   "from" : "String", 
   "to" : [ 
    "String" 
   ], 
   "cc" : [ 
    "String" 
   ], 
   "bcc" : [ 
    "String" 
   ], 
   "date" : "String - DateTime", 
   "message_id" : "String", 
   "priority" : "String", 
   "signed" : true 
  }, 
  "physical_properties" : { 
   "current_location" : "String", 
   "custodian" : "String", 
   "description" : "String", 
   "home_location" : "String", 
   "id" : "String", 
   "return_due" : "String - Date", 
   "status" : "String" 
  } 
 } 
} 

Fields 

entity_create EntityCreate Entity creation. 

 

5.1.2.28 EntityMoveRequest 

Object provides request to move the entity. 

Definition 

{ 
 "reason" : "String" 
} 

Fields 

reason String The reason for the entity move. 

 

5.1.2.29 EntityNonrepudiation 

Object provides information on entity authenticity and integrity proofs (AIP and ERS). 

Definition 

{ 
 "archival_information_package" : "String - Base64", 
 "evidence_records" : [ 
  "String - Base64", 
  "String - Base64" 
 ] 
} 
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Fields 

archival_information_package String - Base64 Archival information package (AIP). 

evidence_records String - Base64 [] Evidence records (ERS). 

 

5.1.2.30 EntityNonrepudiationResponse 

Object provides response to the entity authenticity and integrity proofs (AIP and ERS) 
information request. 

Definition 

{ 
 "nonrepudiation" : { 
  "archival_information_package" : "String - Base64", 
  "evidence_records" : [ 
   "String - Base64", 
   "String - Base64" 
  ] 

} 
} 

Fields 

nonrepudiation EntityNonrepudiation Entity authenticity and integrity proofs (AIP and ERS). 

 

5.1.2.31 EntityOpenResponse 

Object provides response to the entity open information request. 

Definition 

{ 
 "handle" : "String" 
} 

Fields 

handle String Temporary identifier of the open entity. 

 

5.1.2.32 EntityProperty 

Object provides information on entity property. 

Definition 

 { 
  "id" : "String", 
  "description" : "String", 
  "type" : "String - T", 
  "options" : { 
   "append_only" : false, 
   "included_in_aip" : false, 
   "inherited" : false, 
   "multi_value" : false, 
   "non_empty" : false, 
   "pick_list" : false, 
   "public" : false, 
   "read_only" : false, 
   "required" : false, 
   "searchable" : false, 
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   "unique" : false 
  }, 
  "values" : [ 
   T 
  ], 
  "effective_rights" : 
   "create_access" : true, 
   "delete_access" : true, 
   "read_access" : true, 
   "write_access" : true, 
   "valid_from" : "String - DateTime", 
   "valid_to" : "String - DateTime" 
  } 
 } 

Fields 

id String Unique name of the entity property. 

description String A description of the entity property. 

type String Entity property type. 

options PropertyOptions Entity property options. 

values T The attribute property value. The value is dynamic. 

effective_rights PropertyRights Effective entity property access rights (optional). 

 

5.1.2.33 EntityPropertyACL 

Object provides information on entity property access rights. 

Definition 

 { 
  "property_id" : "String", 
  "entries" : [{ 
   "links" : [{ 
    "type" : "entity:acl:property_entry#edit", 
    "uri" : "String - URI" 
    }, { 
    "type" : "entity:acl:property_entry#delete", 
    "uri" : "String - URI" 
   } 
   ], 
   "directory_entity" : { 
    "id" : "String", 
    "uri" : "String - URI" 
   }, 
   "effective_rights" : { 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
    "write_access" : true 
   }, 
   "explicit_allow_rights" : { // Optional 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
    "write_access" : true 
    "valid from" : "String - DateTime", // Optional 
    "valid to" : "String - DateTime" // Optional 
   }, 
   "explicit_deny_rights" : { // Optional 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
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    "write_access" : true 
    "valid from" : "String - DateTime", // Optional 
    "valid to" : "String - DateTime" // Optional 
   }, 
   "inherited_allow_rights" : { // Optional 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
    "write_access" : true 
    "valid from" : "String - DateTime", // Optional 
    "valid to" : "String - DateTime" // Optional 
   }, 
   "inherited_deny_rights" : { // Optional 
    "create_access" : true, 
    "delete_access" : true, 
    "read_access" : true, 
    "write_access" : true 
    "valid from" : "String - DateTime", // Optional 
    "valid to" : "String - DateTime" // Optional 
   }, 
  } 
  ] 
 } 

Fields 

property_id String Unique identifier of the entity property. 

entries EntityPropertyACLEntry [] Entity property access right. 

 

5.1.2.34 EntityPropertyACLCreate 

Object creates and entity property access rights. 

Definition 

{ 
"property_id" : "String", 

 "entries" : [{ // Optional 
  "directory_entity_id" : "String", 
  "explicit_allow_rights" : { // Optional 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime", // Optional 
   "create_access" : true, // Optional 
   "delete_access" : true, // Optional 
   "read_access" : true, // Optional 
   "write_access" : true // Optional 
  }, 
  "explicit_deny_rights" : { // Optional 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime", // Optional 
   "create_access" : true, // Optional 
   "delete_access" : true, // Optional 
   "read_access" : true, // Optional 
   "write_access" : true // Optional 
  } 
 }] 
} 

Fields 

property_id String Unique identifier of the entity property. 

entries EntityPropertyACLEntryCreate [] The right to create entity property. 
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5.1.2.35 EntityPropertyACLEntry 

Object provides information on entity property explicit and inherited access rights. 

Definition 

 { 
  "links" : [{ 
  "type" : "entity:acl:property_entry#edit", 
   "uri" : "String - URI" 
   }, { 
   "type" : "entity:acl:property_entry#delete", 
   "uri" : "String - URI" 
  } 
  ], 
  "directory_entity" : { 
   "id" : "String", 
   "uri" : "String - URI" 
  }, 
  "effective_rights" : { 
   "create_access" : true, 
   "delete_access" : true, 
   "read_access" : true, 
   "write_access" : true 
  }, 
  "explicit_allow_rights" : { // Optional 
   "create_access" : true, 
   "delete_access" : true, 
   "read_access" : true, 
   "write_access" : true 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
  "explicit_deny_rights" : { // Optional 
   "create_access" : true, 
   "delete_access" : true, 
   "read_access" : true, 
   "write_access" : true 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
  "inherited_allow_rights" : { // Optional 
   "create_access" : true, 
   "delete_access" : true, 
   "read_access" : true, 
   "write_access" : true 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
  "inherited_deny_rights" : { // Optional 
   "create_access" : true, 
   "delete_access" : true, 
   "read_access" : true, 
   "write_access" : true 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
 } 

Fields 

links Link [] Links to the entity property. The set of links: 

- "entity:acl:property_entry#edit":  Link to the entity 
property access right edit action. 

- "entity:acl:property_entry#delete":  Link to the entity 
property access right delete action. 

directory_entity String Unique identifier of the directory entity. 
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effective_rights PropertyRights Directory entity effective rights to access the entity 
property. 

explicit_allow_rights PropertyRights Explicit allow rights to access entity property (optional). 

explicit_deny_rights PropertyRights Explicit deny rights to access entity property (optional). 

inherited_allow_rights PropertyRights Inherited allow rights to access entity property (optional). 

inherited_deny_rights PropertyRights Inherited deny rights to access entity property (optional). 

 

5.1.2.36 EntityPropertyACLEntryResponse 

Object provides response to the entity property explicit and inherited access rights 
information request. 

Definition 

{ 
 "property_acl_entry" : { 
  "links" : [{ // Optional 
   "type" : "entity:acl:property_entry#edit",  
   "uri" : "String - URI" 
   }, { // Optional 
   "type" : "entity:acl:property_entry#delete",  
   "uri" : "String - URI" 
   } 
  ], 
  "directory_entity" : { 
   "id" : "String", 
   "uri" : "String - URI" 
  }, 
  "effective_rights" : { 
   "create_access" : false, 
   "delete_access" : false, 
   "read_access" : false, 
   "write_access" : false 
  }, 
  "explicit_allow_rights" : { // Optional 
   "create_access" : false, 
   "delete_access" : false, 
   "read_access" : false, 
   "write_access" : false, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  }, 
  "explicit_deny_rights" : { // Optional 
   "create_access" : false, 
   "delete_access" : false, 
   "read_access" : false, 
   "write_access" : false, 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime" // Optional 
  } 
 } 
} 

Fields 

property_acl_entry EntityPropertyACLEntry The right to access the entity property. 
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5.1.2.37 EntityPropertyACLEntryRequest 

Object provides request on entity property explicit access rights. 

Definition 

{ 
 "property_acl_entry" : { 
  "explicit_allow_rights" : { // Optional 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime", // Optional 
   "create_access" : true, // Optional 
   "delete_access" : true, // Optional 
   "read_access" : true, // Optional 
   "write_access" : true // Optional 
  }, 
  "explicit_deny_rights" : { // Optional 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime", // Optional 
   "create_access" : true, // Optional 
   "delete_access" : true, // Optional 
   "read_access" : true, // Optional 
   "write_access" : true // Optional 
  } 
 } 
} 

Fields 

property_acl_entry EntityPropertyACLEntryUpdate The right to update the entity property. 

 

5.1.2.38 EntityPropertyACLEntryCreate 

Object creates an entity property access rights. 

Definition 

{ 
 "directory_entity_id" : "String", 
 "explicit_allow_rights" : { // Optional 
  "valid_from" : "String - DateTime", // Optional 
  "valid_to" : "String - DateTime", // Optional 
  "create_access" : true, // Optional 
  "delete_access" : true, // Optional 
  "read_access" : true, // Optional 
  "write_access" : true // Optional 
 }, 
 "explicit_deny_rights" : { // Optional 
  "valid_from" : "String - DateTime", // Optional 
  "valid_to" : "String - DateTime", // Optional 
  "create_access" : true, // Optional 
  "delete_access" : true, // Optional 
  "read_access" : true, // Optional 
  "write_access" : true // Optional 
 } 
} 

Fields 

directory_entity_id String Unique identifier of the directory entity. 

explicit_allow_rights PropertyRights Explicit allow rights to access entity property. 

explicit_deny_rights PropertyRights Explicit deny rights to access entity property. 
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5.1.2.39 EntityPropertyACLEntryUpdate 

Object updates an entity property access rights. 

Definition 

{ 
  "explicit_allow_rights" : { // Optional 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime", // Optional 
   "create_access" : true, // Optional 
   "delete_access" : true, // Optional 
   "read_access" : true, // Optional 
   "write_access" : true // Optional 
  }, 
  "explicit_deny_rights" : { // Optional 
   "valid_from" : "String - DateTime", // Optional 
   "valid_to" : "String - DateTime", // Optional 
   "create_access" : true, // Optional 
   "delete_access" : true, // Optional 
   "read_access" : true, // Optional 
   "write_access" : true // Optional 
  } 
} 

Fields 

explicit_allow_rights PropertyRights Explicit allow rights to update entity property. 

explicit_deny_rights PropertyRights Explicit deny rights to update entity property.. 

 

5.1.2.40 EntityPropertyUpdate 

Object updates an entity property. 

Definition 

{ 
"id" : "String", 
"values" : [T] 

} 

Fields 

id String Unique identifier of the entity property. 

value String [] The attribute property value. The value is dynamic. 

 

5.1.2.41 EntityResponse 

Object provides entity information. 

Definition 

{ 
 "entity" : { 

} 
} 

Fields 

entity Entity Entity information. 
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5.1.2.42 EntityRetention 

Object provides information on entity retention policies and disposition holds. 

Definition 

{ 
 "policies" : [{ 
  "id" : "String", 
  "uri" : "String - URI", 
  "name" : "String", 
  "description" : "String", 
  "explicit_context" : { 
   "scope" : "String - ALLOW/DENY", 
   "filter" : { 
    "classes" : true, 
    "folders" : true, 
    "documents" : true 
   }, 
   "effective" : true 
  }, 
  "inherited_context" : [{ 
   "scope" : "String - ALLOW/DENY", 
   "filter" : { 
    "classes" : true, 
    "folders" : true, 
    "documents" : true 
   }, 
   "effective" : true 
   } 
   ], 
  "links" : [{ 
   "type" : "retention_policy#edit", 
   "uri" : "String - URI", 
   }, { 
   "type" : "retention_policy#delete", 
   "uri" : "String - URI", 
  } 
  ] 
 } 
 ], 
 "disposition_holds" : [{ 
   "id" : "String", 
   "uri" : "String - URI", 
   "name" : "String", 
    "description" : "String", 
    "links" : [{ 
     "type" : "disposition_hold#delete", 
     "uri" : "String - URI", 
    } 
    ] 
  } 
  ] 
 } 
 ] 
} 

Fields 

policies EntityRetentionPolicyEntry [] Entity retention policies. 

disposition_holds EntityRetentionDispositionHoldEntry [] Entity disposition holds. 
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5.1.2.43 EntityRetentionCreate 

Object creates the entity retention policies and disposition holds. 

Definition 

{ 
 "policies" : [], 

"disposition_holds" : [] 
} 

Fields 

policies EntityRetentionPolicyEntryCreate [] Entity retention policies. 

disposition_holds EntityRetentionDispositionHoldCreate [] Entity disposition holds. 

 

5.1.2.44 EntityRetentionDispositionHoldCreate 

Object creates an entity disposition hold. 

Definition 

{ 
 "id" : "String", 

"name" : "String" 
} 

Fields 

id String Unique identifier of the entity disposition hold (optional, if field name  is defined). 

name String The name of the entity disposition hold (optional if field id  is defined). 

 

5.1.2.45 EntityRetentionDispositionHoldEntry 

Object provides information on entity disposition hold. 

Definition 

{ 
 "id" : "String", 
 "uri" : "String - URI", 
 "name" : "String", 
 "description" : "String", 
 "links" : [{ 
  "type" : "disposition_hold#delete", 
  "uri" : "String - URI", 
 }] 
} 

Fields 

id String Unique identifier of the disposition hold. 

uri String Unique identifier of the link to the disposition hold. 

name String Unique name of the disposition hold. 

description String A description of the disposition hold. 

links Link [] Links on disposition hold. The set of links: 

- "disposition_hold#delete":  Link to the entity disposition hold delete action. 
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5.1.2.46 EntityRetentionDispositionHoldsRequest 

Object provides request to the entity disposition holds. 

Definition 

{ 
 "disposition_holds" : [{ 
  "id" : "String", 
  "name" : "String" 
 }] 
} 

Fields 

disposition_holds EntityRetentionDispositionHoldCreate [] Entity disposition holds. 

 

5.1.2.47 EntityRetentionDispositionHoldsResponse 

Object provides response to the entity disposition holds information request. 

Definition 

{ 
 "disposition_holds" : [] 
} 

Fields 

disposition_holds EntityRetentionDispositionHoldEntry [] Entity disposition holds. 

 

5.1.2.48 EntityRetentionPoliciesRequest 

Object provides request to the entity retention policies. 

Definition 

{ 
 "retention_policies" : [{ 
  "id" : "String", 
  "name" : "String", 
  "scope" : "String - ALLOW/DENY", 
  "filter" : { 
   "classes" : true, 
   "documents" : true, 
   "folders" : true 
  } 
 }] 
} 

Fields 

retention_policies EntityRetentionPolicyEntryCreate [] Entity retention policies. 
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5.1.2.52 EntityRetentionPolicyEntry 

Object provides information on entity retention policy. 

Definition 

 { 
  "id" : "String", 
  "uri" : "String - URI", 
  "name" : "String", 
  "description" : "String", 
  "explicit_context" : { 
   "scope" : "String - ALLOW/DENY", 
   "filter" : { 
    "classes" : true, 
    "folders" : true, 
    "documents" : true 
   }, 
   "effective" : true 
  }, 
  "inherited_context" : [{ 
   "scope" : "String - ALLOW/DENY", 
   "filter" : { 
    "classes" : true, 
    "folders" : true, 
    "documents" : true 
   }, 
   "effective" : true 
  } 
  ], 
  "links" : [{ 
   "type" : "retention_policy#edit", 
   "uri" : "String - URI", 
   }, { 
   "type" : "retention_policy#delete", 
   "uri" : "String - URI", 
  } 
  ] 
 } 

Fields 

id String Unique identifier of the entity retention policy. 

uri String Unique identifier of the link to the entity 
retention policy. 

name String The name of the entity retention policy. 

descripion String A description of the entity retention policy. 

explicit_context EntityRetentionPolicyContext Explicit context of the retention policy. 

inherited_context EntityRetentionPolicyContext [] Inherited context of the retention policy. 

links Link [] Links to the entity retention policy.  
The set of links: 

- "retention_policy#edit":  Link to the entity 
retention policy edit action. 

- "retention_policy#delete":  Link to the entity 
retention policy delete action. 
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5.1.2.57 EntityRights 

Object provides information on entity access rights. 

Definition 

{ 
 "read_access" : true, 
 "write_access" : true, 
 "move_access" : true, 
 "delete_access" : true, 
 "change_rights" : true, 
 "create_sub_entities : true, 
 "change_security_class" : true, 
 "change_status" : true, 
 "change_retention" : true, 
 "valid_from" : "String - DateTime", 
 "valid_to" : "String - DateTime" 
} 

Fields 

read_access Boolean The right to read the entity. 

write_access Boolean The right to write the entity. 

move_access Boolean The right to move the entity. 

delete_access Boolean The right to delete the entity. 

change_rights Boolean The right to change entity access rights. 

create_sub_entities Boolean The right to create sub-entities. 

change_security_class Boolean The right to change entity security class. 

change_status Boolean The right to change entity status. 

change_retention Boolean The right to change the entity retention policies and 
disposition holds. 

valid_from String - DateTime The validity of the access rights from a given date and 
time (optional). 

valid_to String - DateTime The validity of the access rights until a given date and 
time (optional). 

 

5.1.2.58 EntityStatusUpdateRequest 

Object provides request to update the entity status. 

Definition 

{ 
 "status" : { 
  "inherited" : true, 
  "value" : "String" 
 }, 
 "reason" : "String" 
} 
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Fields 

status InheritedStringProperty The status value. 

reason String The reason for status change. 

 

5.1.2.59 EntityStatusUpdateResponse 

Object provides response to the entity status update. 

Definition 

{ 
 "status" : { 
  "inherited" : true, 
  "value" : "String" 
 } 
} 

Fields 

status InheritedStringProperty Status value. 

 

5.1.2.60 EntitySecurityClassUpdateRequest 

Object provides request to update the entity security class. 

Definition 

{ 
 "security_class" : { 
  "inherited" : true, 
  "value" : "String" 
 }, 
 "reason" : "String" 
} 

Fields 

security_class InheritedStringProperty Value of the security class. 

reason String The reason for security class update. 

 

5.1.2.61 EntitySecurityClassUpdateResponse 

Object provides response to the entity security class update. 

Definition 

{ 
 "security_class" : { 
  "inherited" : true, 
  "value" : "String" 
 } 
} 

Fields 

security_class InheritedStringProperty Value of the security class. 
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5.1.2.62 EntityStub 

Object provides public entity information. 

Definition 

{ 
 "links" : [{ 
  "type" : "entity:acl", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity:audit_log", 
  "uri" : "String - URI" 
  }, { 
  "type" : "nonrepudiation", 
  "uri" : "String - URI" 
  }, { 
  "type" : "objects", 
  "uri" : "String - URI" 
  }, { 
  "type" : "search", 
  "uri" : "String - URI" 
  }, { 
  "type" : "parent", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity:stub", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity#edit", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity#delete", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity:status#edit", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity:security_class#edit", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity#move", 
  "uri" : "String - URI" 
  } 
 ], 
 "classification_code" : "String", 
 "public_classification_code" : "String", 
 "id" : "String", 
 "type" : "String - CLASS/FOLDER/DOCUMENT", 
 "created" : "String - DateTime", 
 "accessed" : "String - DateTime", 
 "modified" : "String - DateTime", 
 "closed" : "String - DateTime", 
 "opened" : "String - DateTime", 
 "creator" : { 
  "id" : "String", 
  "uri" : "String - URI" 
 }, 
 "owner" : { 
 "id" : "String", 
  "uri" : "String - URI" 
 }, 
 "description" : "", 
 "external_ids" : [ 
  "String" 
 ], 
 "keywords" : [ 
  "String" 
 ], 
 "security_class" : { 
  "inherited" : true, 
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  "value" : "String" 
 }, 
 "significance" : { 
  "inherited" : true, 
  "value" : "String" 
 }, 
 "status" : { 
  "inherited" : true, 
  "value" : "String" 
 }, 
 "title" : "String", 
 "template" : { 
  "id" : "String", 
  "uri" : "String - URI" 
 }, 
 "sub_entities_templates" : [{ 
  "id" : "String", 
  "uri" : "String - URI" 
 } 
 ], 
 "permanent" : true, 
 "child_count" : 0, 
 "effective_rights" : { 
  "read_access" : true, 
  "write_access" : true, 
  "move_access" : true, 
  "delete_access" : true, 
  "change_rights" : true, 
  "create_sub_entities" : true, 
  "change_security_class" : true, 
  "change_status" : true, 
  "change_retention" : true 
 }, 
 "properties" : [{ 
  "id" : "String", 
  "description" : "String", 
  "type" : "String - T", 
  "options" : { 
   "append_only" : false, 
   "included_in_aip" : false, 
   "inherited" : true, 
   "multi_value" : false, 
   "non_empty" : false, 
   "pick_list" : false, 
   "public" : true, 
   "read_only" : false, 
   "required" : false, 
   "searchable" : true, 
   "unique" : false 
  }, 
  "values" : [ 
   T 
  ], 
  "effective_rights" : { 
   "create_access" : true, 
   "delete_access" : true, 
   "read_access": true, 
   "write_access" : true, 
  } 
 } 
 ], 
 "retention" : { 
  "policies" : [{ 
   "id" : "String", 
   "uri" : "String - URI", 
   "name" : "String", 
   "description" : "String", 
   "explicit_context" : { 
    "scope" : "String - ALLOW/DENY", 
    "filter" : { 
     "classes" : true, 
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     "folders" : false, 
     "documents" : false 
    }, 
    "effective" : true 
   }, 
   "inherited_context" : [{ 
    "scope" : "String - ALLOW/DENY", 
    "filter" : { 
     "classes" : true, 
     "folders" : false, 
     "documents" : false 
    }, 
    "effective" : true 
   } 
   ], 
   "links" : [{ 
    "type" : "retention_policy#edit", 
    "uri" : "String - URI", 
    }, { 
    "type" : "retention_policy#delete", 
    "uri" : "String - URI", 
   } 
   ] 
  } 
  ], 
  "disposition_holds" : [{ 
   "id" : "String", 
   "uri" : "String - URI", 
   "name" : "String", 
   "description" : "String", 
   "links" : [{ 
    "type" : "disposition_hold#delete", 
    "uri" : "String - URI", 
   } 
   ] 
  } 
  ] 
 } 
} 

Fields 

links Link [] Links to the entity. The set of links: 

- "entity:acl":  Link to the entity access rights. 

- "entity:audit_log":  Link to the entity audit log. 

- "nonrepudiation":  Link to the entity 
authenticity and integrity proofs. 

- "objects":  Link to the entity objects. 

- "search":  Link to the entity search. 

- "parent":  Link to the parent entity. 

- "entity#edit":  Link to the entity edit action. 

- "entity#delete":  Link to the entity delete 
action. 

- "entity:status#edit": Link to the entity status 
edit action. 

- "entity:security_class#edit": Link to the entity 
security class edit action. 

- "entity#move": Link to the entity move action. 

- "entity". 
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classification_code String The canonical form of the full classification code.  

public_classification_code String Entity classification code in the classification 
scheme. 

id String Unique identifier of the entity. 

type String Entity type. The set of types:  
- CLASS, 

- FOLDER, 

- DOCUMENT. 

created String - DateTime  Date and time of the entity creation. 

accessed String - DateTime Date and time of the entity access. 

modified String - DateTime Date and time of the entity change. 

closed String - DateTime Date and time of the entity status change to 
Closed. 

opened String - DateTime Date and time of the entity status change to 
Opened. 

creator ObjectLink The author of the entity. 

owner ObjectLink The owner of the entity. 

description String A description of the entity. 

external_ids String External identifier of the entity (unique value). 

keywords String Keywords of the entity. 

security_class InheritedStringProperty The security class of the entity. 

significance InheritedStringProperty The significance of the entity. 

status InheritedStringProperty The status of the entity. 

title String The title of the entity. 

template ObjectLink Template type. 

sub_entity_templates ObjectLink [] Templates for sub-entities creation. 

parmanent Boolean Permanent entity. 

child_count Int Number of child entities. 

effective_rights EntityRights Effective rights of current user on the entity. 

properties EntityProperty [] Entity properties. 

retention EntityRetention Retention policies and disposition holds. 
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  "properties" : [{ 
    "id" : "String", 
    "values" : [T] 
   } 
  ], 
  "email_properties" : { 
   "subject" : "String", 
   "from" : "String", 
   "to" : [ 
    "String" 
   ], 
   "cc" : [ 
    "String" 
   ], 
   "bcc" : [ 
    "String" 
   ], 
   "date" : "String - DateTime", 
   "message_id" : "String", 
   "priority" : "String", 
   "signed" : true 
  }, 
  "physical_properties" : { 
   "current_location" : "String", 
   "custodian" : "String", 
   "description" : "String", 
   "home_location" : "String", 
   "id" : "String", 
   "return_due" : "String - Date", 
   "status" : "String" 
  } 
 } 

Fields 

title String The title of the entity (optional). 

child_classification_ 
code_generated 

Boolean Child classification code generation (optional).  
Valid for entities type CLASS only. 

description String A description of the entity (optional). 

owner String The owner of the entity (optional). 

significance InheritedStringProperty The significance of the entity (optional). 

external_ids String [] External identifiers of the entity (optional). 

keywords String [] Keywords of the entity (optional). 

properties EntityPropertyUpdate [] Entity properties (optional). 

email_properties EmailProperties Email properties (optional). 

physical_properties PhysicalPropertiesUpdate Physical content properties (optional). 

 

5.1.2.65 EntityUpdateRequest 

Object provides request to update the entity. 

Definition 

{ 
 "entity_update" : { 
  "title" : "String", 
  "child_classification_code_generated" : true, 
  "description" : "String", 
  "owner" : "String", 
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  "significance" : { 
   "inherited" : true, 
   "value" : "String" 
  }, 
  "external_ids" : [ 
   "String" 
  ], 
  "keywords" : [ 
   "String" 
  ], 
  "properties" : [{ 
    "id" : "String", 
    "values" : [T] 
   } 
  ], 
  "email_properties" : { 
   "subject" : "String", 
   "from" : "String", 
   "to" : [ 
    "String" 
   ], 
   "cc" : [ 
    "String" 
   ], 
   "bcc" : [ 
    "String" 
   ], 
   "date" : "String - DateTime", 
   "message_id" : "String", 
   "priority" : "String", 
   "signed" : true 
  }, 
  "physical_properties" : { 
   "current_location" : "String", 
   "custodian" : "String", 
   "description" : "String", 
   "home_location" : "String", 
   "id" : "String", 
   "return_due" : "String - Date", 
   "status" : "String" 
  } 
 } 
} 

Fields 

entity_update EntityUpdate Enity update. 

 

5.1.2.66 InheritedStringProperty 

Object provides information on entity property with the inherited value. 

Definition 

{ 
 "inherited" : true, 
 "value" : String 
} 

Fields 

inherited Boolean Information on whether property is inherited (optional). 

value String Inherited property value (optional). 
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Fields 

current_location String The current location of the physical content. 

custodian String The custodian of the content. 

description String A description of the content. 

home_location String The home location of the content. 

id String Identifier of the physical content. 

return_due String - Date The return date of the issued content. 

status String The status of the content. 

 

5.1.2.74 Property 

Object provides information on entity property. 

Definition 

{ 
 "id" : "String", 
 "description" : "String", 
 "type" : "String - T", 
 "options" : { 
  "append_only" : false, 
  "included_in_aip" : false, 
  "inherited" : false, 
  "multi_value" : false, 
  "non_empty" : false, 
  "pick_list" : false, 
  "public" : false, 
  "read_only" : false, 
  "required" : false, 
  "searchable" : false, 
  "unique" : false 
 }, 
 "values" : [ // Optional 
  T 

] 
} 

Fields 

id String Unique identifier of the attribute property. 

description String A description of the attribute property. 

type String Attribute property type. The set of types: 

- BINARY 

- BOOL 

- DATE 

- DATE_TIME 

- DECIMAL1 

- DECIMAL2 

- DECIMAL3 

- DECIMAL4 

- DECIMAL5 

- DECIMAL6 
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- DECIMAL7 

- DECIMAL8 

- DECIMAL9 

- DECIMAL10 

- DIRECTORY_ENTITY 

- DOUBLE 

- INT8 

- INT16 

- INT32 

- INT64 

- INT128 

- STRING10 

- STRING20 

- STRING30 

- STRING40 

- STRING50 

- STRING100 

- STRING200 

- STRINGMAX 

- TIME 

- UINT8 

- UINT16 

- UINT32 

- UINT64 

- UINT128  

options PropertyOptions The attribute property options. 

values T [] The set of values is dynamic and depends on type and properties 
(optional). If options.pick_list  is true  see PropertyValue,  
otherwise the set of values depend on the type: 

- BINARY:  See PropertyBinaryValue, 

- BOOL: Boolean, 

- DATE:  See String - Date, 

- DATE_TIME:  See String - DateTime, 

- DECIMAL1, DECIMAL2, DECIMAL3, DECIMAL4, DECIMAL5, 
DECIMAL6, DECIMAL7, DECIMAL8, DECIMAL9, DECIMAL10, 
DOUBLE: Double, 

- DIRECTORY_ENTITY:  See ObjectLink, 

- INT8, INT16, INT32, INT64, INT128, UINT8, UINT16, UINT32, 
UINT64, UINT128: Int, 

- STRING10, STRING20, STRING30, STRING40, STRING50, 
STRING100, STRING200, STRINGMAX: String, 

- TIME:  See String - Time. 
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5.1.2.77 PropertyRights 

Object provides information on entity property access rights. 

Definition 

{ 
 "create_access" : true, 
 "delete_access" : true, 
 "read_access" : true, 
 "write_access" : true, 
 "valid_from" : "String - DateTime", 
 "valid_to" : "String - DateTime" 
} 

Fields 

create_access Boolean The right to create attributes property. 

delete_access Boolean The right to delete attributes property. 

read_access Boolean The right to read attributes property. 

write_access Boolean The right to write attributes property. 

valid_to String - DateTime The validity of the attribute property access rights from a given 
date and time (optional). 

valid_from String - DateTime The validity of the attribute property access rights until a given 
date and time (optional). 

 

5.1.2.78 PropertyValue 

Object provides information on attribute property value. 

Definition 

{ 
 "key" : "String" 
 "value" : T 
} 

Fields 

key String The key attribute property value. 

value T Attribute property value is dynamic. Set of the possible values based on the property 
type: 

- BINARY:  See PropertyBinaryValue, 

- BOOL: Boolean, 

- DATE:  See String - Date, 

- DATE_TIME:  See String - DateTime, 

- DECIMAL1, DECIMAL2, DECIMAL3, DECIMAL4, DECIMAL5, DECIMAL6, DECIMAL7, 
DECIMAL8, DECIMAL9, DECIMAL10, DOUBLE: Double, 

- DIRECTORY_ENTITY:  See ObjectLink, 

- INT8, INT16, INT32, INT64, INT128, UINT8, UINT16, UINT32, UINT64, UINT128: Int, 

- STRING10, STRING20, STRING30, STRING40, STRING50, STRING100, STRING200, 
STRINGMAX: String, 

- TIME:  See String - Time. 







IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 85 
 

5.1.2.82 SearchEntity 

Object provides information on entity search. 

Definition 

{ 
 "classification_code" : "String", 
 "public_classification_code" : "String", 
 "objects" : [{ 
  "description" : "String" 
 } 
 ], 
 "id" : "String", 
 "links" : [{ 
  "type" : "entity", 
  "uri" : "String - URI" 
  }, { 
  "type" : "entity:stub", 
  "uri" : "String - URI" 
 } 
 ], 
 "title" : "String", 
 "type" : "String - CLASS/FOLDER/DOCUMENT" 
} 

Fields 

classification_code String The canonical form of the full classification code.  

public_classification_code String Entity classification code in the classification 
scheme. 

objects SearchEntityObject [] Content objects in the entity search result. 

id String Unified identifier of the entity. 

links Link [] Links to the entity. 

title String The title of the entity. 

type String Entity types. The set of types: 

- CLASS, 

- FOLDER, 

- DOCUMENT. 

 

5.1.2.83 SearchEntityObject 

Object provides information on entity content objects search. 

Definition 

{ 
 "description" : "String" 
} 

Fields 

description String A description of the entity object. 
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Fields 

authentication Authentication The user authentication information. 

api_version Int API version (optional). 

computer_name String The name of the computer (optional). 

application_name String The name of the application (optional). 

 

5.1.2.87 SessionOpenResponse 

Object provides response to the session open request. 

Definition 

{ 
 "token" : "String", 
 "api_version" : 1 
} 

Fields 

token String Unique identifier of the session (token). 

api_version Int API version. 

 

5.1.2.88 String - Date 

Object represents a set of values: Date and time zone. 

Format: "yyyy-MM-ddZ". 

 

5.1.2.89 String - DateTime 

Object represents a set of values: Date, time and time zone. 

Format: "yyyy-MM-ddTHH:mm:ss.SSSZ". 

 

5.1.2.90 String - Time 

Object represents a set of values: Time and time zone. 

Format: "HH:mm:ss.SSSZ". 
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5.1.2.91 Template 

Object provides information on template. 

Definition 

{ 
  "id" : "String", 
  "description" : "String", 
  " nt" : 0, 
  "entity_type" : "String - CLASS/DOCUMENT/FOLDER/UNKNOWN", 
  "properties" : [{ 
   "name" : "String", 
   "description" : "String", 
   "type" : "String - T", 
   "options" : [ 
    "append_only" : false, 
    "included_in_aip" : false, 
    "inherited" : false, 
    "multi_value" : false, 
    "non_empty" : false, 
    "pick_list" : false, 
    "public" : false, 
    "read_only" : false, 
    "required" : false, 
    "searchable" : false, 
    "unique" : false 
   ], 
   "values" : [{ // Optional 
    "key" : "String", 
    "value" : T 
   }] 
  }] 
} 

Fields 

id String Unique identifier of the template. 

description String A description of the template. 

entity_count Int The number of entities where template is used. 

entity_type String Entity type. The set of types: 

- "CLASS" 

- "FOLDER" 

- "DOCUMENT". 

properties Property [] Properties linked to the template. 

 

5.1.2.92 TemplateResponse 

Object provides information on template. 

Definition 

{ 
 "template" : { 
  "id" : "String", 
  "description" : "String", 
  "entity_count" : 0, 
  "entity_type" : "String - CLASS/DOCUMENT/FOLDER/UNKNOWN", 
  "properties" : [{ 
   "name" : "String", 
   "description" : "String", 
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   "type" : "String - T", 
   "options" : [ 
    "append_only" : false, 
    "included_in_aip" : false, 
    "inherited" : false, 
    "multi_value" : false, 
    "non_empty" : false, 
    "pick_list" : false, 
    "public" : false, 
    "read_only" : false, 
    "required" : false, 
    "searchable" : false, 
    "unique" : false 
   ], 
   "values" : [{ // Optional 
    "key" : "String", 
    "value" : T 
   }] 
  } 
  ] 
 } 
} 

Fields 

template Template The information on template. 

 

5.1.2.93 TemplatesResponse 

Object provides information on templates. 

Definition 

{  
"templates" : [{ 

  "id" : "String", 
  "description" : "String", 
  "entity_count" : 0, 
  "entity_type" : "String - CLASS/DOCUMENT/FOLDER/UNKNOWN", 
  "properties" : [{ 
   "name" : "String", 
   "description" : "String", 
   "type" : "String - T", 
   "options" : { 
    "append_only" : false, 
    "included_in_aip" : false, 
    "inherited" : false, 
    "multi_value" : false, 
    "non_empty" : false, 
    "pick_list" : false, 
    "public" : false, 
    "read_only" : false, 
    "required" : false, 
    "searchable" : false, 
    "unique" : false 
    }, 
   "values" : [{ // Optional 
    "key" : "String", 
    "value" : T 
   }] 
  }] 
 }] 
} 
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Fields 

templates Template [] The information on templates. 

 

5.1.3 Archive 

Archive is an archive server that allows structured archiving of electronic content or content 

digitalized through scanning. At the same time it enables storing metadata of archived content 

through structured attributes, connected in metadata schemes and defined in the frame of 

hierarchical entity templates. 

All sets and objects that describe the operation with the archive server are classified under 

the REST interface »Archive«.  

Operation with the archive is described below. 

 

5.1.3.1 Archives read 

Operation reads archive servers available to the user. 

 

Request 

GET archives.json 

 

Response 

See  ArchivesResponse 

 

Response status 

200 – Information retreived successfully. 

500 – Server error. 

 

Example 

An example of the archive servers available to the user. 

 

Request 

GET https://apps.imis.eu/scsvc/archives.json 
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  }, 
  "inherited_context" : [], 
  "links" : [{ 
   "type" : "retention_policy#edit", 
   "uri" : 
"https://apps.imis.eu/scsvc/archives/IARC96/entities/C:C=191/retention/policies/Pqc5zK58VmPaR
lQ-pIaVhOV15shGuLwvS4OvEkzd3JE.json" 
   }, { 
   "type" : "retention_policy#delete", 
   "uri" : 
"https://apps.imis.eu/scsvc/archives/IARC96/entities/C:C=191/retention/policies/Pqc5zK58VmPaR
lQ-pIaVhOV15shGuLwvS4OvEkzd3JE.json" 
   } 
   ] 
 } 
 ] 
} 

 

5.1.5.14 Entity retention policy change 

Operation changes an entity retention policy. 

 

Request 

PUT archives/{archiveId}/entities/{entityIdKind}:{id}/retention/policies/ 

{idRetentionPolicy}.json 

The set of entityIdKind values: C, E, I. 

 

Request header 

Authorization: Bearer [session token] 

 

Request content 

See EntityRetentionPolicyEntryRequest 

 

Response 

See EntityRetentionPolicyEntryResponse 

 

Response status 

200 - Entity retention policy changed successfully. 

400 – Bad request. 

401 - Unauthorized, username and password are incorrect. 

404 - Objects not found. 

500 - Server error. 
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Example 

An example of the entity retention policy change. 

 

Request 

PUT https://apps.imis.eu/scsvc/archives/IARC96/entities/ 

I:c4ea1c84c7cb42294add3e34da6c7eb87c28de90ac48a80dbfade77759476b79/retention/

policies/AywTRqKdetY4sSZhfzUNuhA-4_raqO6O1b0lC_r4Ipw.json 

 

Request header 

Authorization: Bearer d0f9eb89-8c43-4dd4-ba9d-14c471fa53f0 

 

Request content 

Definition 

{ 
 "retention_policy": { 
  "scope": "DENY", 
  "filter": { 
   "documents" : true 
  } 
 } 
} 

 

Response 

Definition 

{ 
 "retention_policy": { 
  "id": "AywTRqKdetY4sSZhfzUNuhA-4_raqO6O1b0lC_r4Ipw", 
  "uri": 
"https://apps.imis.eu/scsvc/archives/IARC96/retention_policies/AywTRqKdetY4sSZhfzUNuhA-
4_raqO6O1b0lC_r4Ipw.json", 
  "name": "10 years", 
  "description": "Dispose after 10 years", 
  "explicit_context": { 
   "scope": "DENY", 
   "filter": { 
    "classes" : false, 
    "folders" : false, 
    "documents" : true 
   } 
   "effective": false 
  }, 
  "inherited_context": [ 
   { 
   "scope": "ALLOW", 
   "filter": { 
    "classes" : true, 
    "folders" : false, 
    "documents" : false 
   } 
   "effective": true 
   }, 
   { 
   "scope": "ALLOW", 
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Example 

An example of the entity disposition hold read. 

Request 

GET https://apps.imis.eu/scsvc/archives/IARC96/disposition_holds/ 

DVAh3WDAb88J_kLWrGGkQ0cn5aadklPV7RfvhIeeGZY.json 

 

Request header 

Authorization: Bearer d0f9eb89-8c43-4dd4-ba9d-14c471fa53f0 

 

Response 

Definition 

{ 
 "disposition_hold" : { 
  "accessed" : "2015-10-14T14:20:23.183+02:00", 
  "created" : "2015-09-24T14:40:16.632+02:00", 
  "modified" : "2015-10-14T14:20:23.184+02:00", 
  "description" : "Description of hold for permanent entitites", 
  "id" : "DVAh3WDAb88J_kLWrGGkQ0cn5aadklPV7RfvhIeeGZY", 
  "name" : "Permanent hold", 
  "reason" : "Hold for permanent entitites", 
  "creator" : { 
   "id" : "marcowelch", 
   "uri" : "https://apps.imis.eu/scsvc/archives/IARC96/directory/marcowelch.json" 
  } 
 } 
} 

 

5.1.14.3 Entity disposition hold audit log read 

Operation reads entity disposition hold audit log. 

 

Request 

GET archives/{archiveId}/disposition_holds/{id}/audit_log.json 

Fields 

id String Unique identifier of the entity disposition hold. 

 

Request header 

Authorization: Bearer [session token] 

 

Response 

See AuditLog 
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Response status 

200 – Entity disposition hold audit log read successfully. 

401 - Unauthorized, username and password are incorrect. 

404 - Objects not found. 

500 - Server error. 

 

Example 

An example of the entity disposition hold audit log read. 

 

Request 

GET https://apps.imis.eu/scsvc/archives/IARC96/disposition_holds/ 

DVAh3WDAb88J_kLWrGGkQ0cn5aadklPV7RfvhIeeGZY/audit_log.json 

 

Request header 

Authorization: Bearer d0f9eb89-8c43-4dd4-ba9d-14c471fa53f0 

 

Response 

Definition 

{ 
 "events" : [{ 
  "time" : "2015-09-24T12:40:16Z", 
  "public_address" : "192.168.92.67", 
  "type" : "PROPERTY_VALUE_CHANGE", 
  "details" : "Changed properties: sys:Creator, sys:Title, sys:ret:hold:Reason", 
  "user" : { 
   "id" : "marchowelch", 
   "uri" : "https://apps.imis.eu/scsvc/archives/IARC96/directory/marcowelch.json" 
  } 
  }, { 
  "time" : "2015-09-24T12:40:16Z", 
  "public_address" : "192.168.92.67", 
  "type" : "ENTITY_SAVE", 
  "user" : { 
   "id" : "marcowelch", 
   "uri" : "https://apps.imis.eu/scsvc/archives/IARC96/directory/marcowelch.json" 
  } 
 } 
 ] 
} 
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5.2 SOAP interface 

SOAP is a XML-based message protocol designed to expose individual pieces of operations,  

a web service. It uses XML rather than HTTP to define the content of the message.  

SOAP is good for applications that require contracts between provider (API) and consumer,  

since it can enforce the use of formal contracts defined by WSDL. An application send a SOAP 

request to a server that has web services enabled with the parameters for a search.  

The server returns a SOAP request, an XML-formatted document with the resulting data. 

Since the generated data comes in a standardized machine-parsable format, the requesting 

application can than integrate it directly. 

 

5.2.1 Types 

5.2.1.1 Archive 

Object provides information on archive server. 

Scheme 

<xsi:complexType name="Archive"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a ArchiveRead operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Name" type="xsi:string"/> 
  <xsi:element name="Description" type="xsi:string"/> 
  <xsi:element name="Host" type="xsi:string"/> 
  <xsi:element name="Capabilities" type="tns:ArchiveCapabilities" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string" use="required"/> 
</xsi:complexType> 

Parameters 

id String Unique identifier of the archive server. 

Name String The name of the archive server. 

Description String A description of the archive server. 

Host String The address of the archive server. 

Capabilities ArchiveCapabilities The information on user roles. 

 

5.2.1.2 ArchiveCapabilities 

Object provides information on user roles. 

Scheme 

<xsi:complexType name="ArchiveCapabilities"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of an archive 
capabilities</xsi:documentation> 
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 </xsi:annotation> 
 <xsi:attribute name="auditQuery" type="xsi:boolean" use="required"/> 
 <xsi:attribute name="importExport" type="xsi:boolean" use="required"/> 
 <xsi:attribute name="reports" type="xsi:boolean" use="required"/> 
 <xsi:attribute name="review" type="xsi:boolean" use="required"/> 
</xsi:complexType> 

Parameters 

auditQuery Boolean Allows access to the audit log. 

importExport Boolean Enables import and export of the entities. 

reports Boolean The role allows: 

- Display system reports on export and import. 

- Display system reports on user access, folders, documents, content and 
retention policies. 

- Print information on classes, folders and documents. 

- Print classes and folders. 

review Boolean The role display the reviews in the review process. 

 

5.2.1.3 ArchiveConfig 

Object provides information on single archive. 

Scheme 

<xsi:complexType name="ArchiveConfig"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of an archive config</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Name" type="xsi:string"/> 
  <xsi:element name="Description" type="xsi:string"/> 
  <xsi:element name="Host" type="xsi:string"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string" use="required"/> 
</xsi:complexType> 

Parameters 

id String Unique identifier of the archive. 

Name String The name of the archive server. 

Description String A description of the archive server. 

Host String The address of the archive server. 

 

5.2.1.4 ArchiveReadRequest 

Object provides request to read the archive. 

Scheme 

<xsi:complexType name="ArchiveReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a ArchiveRead operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
 </xsi:sequence> 
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</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

 

5.2.1.5 ArchiveReadResponse 

Object provides response to the archive read. 

Scheme 

<xsi:complexType name="ArchiveReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a ArchiveRead operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Archive" type="tns:Archive"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Archive Archive The archive server. 

 

5.2.1.6 ArchivesReadRequest 

Object provides request to read the archives. 

Scheme 

<xsi:complexType name="ArchivesReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an ArchivesRead operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
 </xsi:sequence> 
</xsi:complexType> 

 

5.2.1.7 ArchivesReadResponse 

Object provides response to the archives read. 

Scheme 

<xsi:complexType name="ArchivesReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an ArchivesRead operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Archive" type="tns:ArchiveConfig" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Archive ArchiveConfig [] The archive servers (optional). 

 

  



IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 199 
 

5.2.1.8 AuditLogEvent 

Object provides information on audit log event. 

Scheme 

<xsi:complexType name="AuditLogEvent"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a audit log event</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Details" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="time" type="xsi:string"/> 
 <xsi:attribute name="user" type="xsi:string"/> 
 <xsi:attribute name="publicAddress" type="xsi:string"/> 
 <xsi:attribute name="localAddress" type="xsi:string"/> 
 <xsi:attribute name="computerName" type="xsi:string"/> 
 <xsi:attribute name="type" type="tns:AuditLogEventType"/> 
</xsi:complexType> 

Parameters 

Details String A detailed description of audit log event (optional). 

time String Date and time of audit log event. 

user String The user who carried out audit log event. 

publicAddress String External IP address. 

localAddress String Internal IP address. 

computerName String The name of the computer device. 

type AuditLogEventType Audit log event type. 

 

5.2.1.9 AuditLogEventType 

Object provides information on audit log event type. 

Scheme 

<xsi:simpleType name="AuditLogEventType"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an audit log event type enumeration</xsi:documentation> 
 </xsi:annotation> 
 <xsi:restriction base="xsi:string"> 
  <xsi:enumeration value="Invalid"/> 
  <xsi:enumeration value="EntityCreate"/> 
  <xsi:enumeration value="EntityOpenReadOnly"/> 
  <xsi:enumeration value="EntityOpenReadWrite"/> 
  <xsi:enumeration value="EntitySave"/> 
  <xsi:enumeration value="EntityMove"/> 
  <xsi:enumeration value="EntityDelete"/> 
  <xsi:enumeration value="AuditLogQuery"/> 
  <xsi:enumeration value="ConfigurationChange"/> 
  <xsi:enumeration value="PropertyValueChange"/> 
  <xsi:enumeration value="ACLEntryChange"/> 
  <xsi:enumeration value="PhysicalEntityChange"/> 
  <xsi:enumeration value="SecurityClassChange"/> 
  <xsi:enumeration value="StatusChange"/> 
  <xsi:enumeration value="RetentionChange"/> 
  <xsi:enumeration value="Unused2"/> 
  <xsi:enumeration value="Unused3"/> 
  <xsi:enumeration value="ContentPartOpenReadOnly"/> 
  <xsi:enumeration value="ContentPartOpenReadWrite"/> 
  <xsi:enumeration value="ContentPartCreate"/> 
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  <xsi:enumeration value="ContentPartDelete"/> 
  <xsi:enumeration value="ContentPartSave"/> 
  <xsi:enumeration value="ContentPartMetadataChange"/> 
  <xsi:enumeration value="EntityDisposed"/> 
  <xsi:enumeration value="EntityPermanent"/> 
  <xsi:enumeration value="EntityTransferred"/> 
  <xsi:enumeration value="EntityReviewed"/> 
  </xsi:restriction> 
</xsi:simpleType> 

Parameters 

Invalid Enumerator. 

EntityCreate Enumerator. 

EntityOpenReadOnly Enumerator. 

EntityOpenReadWrite Enumerator. 

EntitySave Enumerator. 

EntityMove Enumerator. 

EntityDelete Enumerator. 

AuditLogQuery Enumerator. 

ConfigurationChange Enumerator. 

PropertyValueChange Enumerator. 

ACLEntryChange Enumerator. 

PhysicalEntityChange Enumerator. 

SecurityClassChange Enumerator. 

StatusChange Enumerator. 

RetentionChange Enumerator. 

Unused2 Enumerator. 

Unused3 Enumerator. 

ContentPartOpenReadOnly Enumerator. 

ContentPartOpenReadWrite Enumerator. 

ContentPartCreate Enumerator. 

ContentPartDelete Enumerator. 

ContentPartSave Enumerator. 

ContentPartMetadataChange Enumerator. 

EntityDisposed Enumerator. 

EntityPermanent Enumerator. 

EntityTransferred Enumerator. 

EntityReviewed Enumerator. 
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5.2.1.10 Authentication 

Object provides information on authentication. 

Scheme 

<xsi:complexType name="Authentication"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of authentication</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Username" type="xsi:string"/> 
  <xsi:element name="Password" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="LDAPPassword" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Kerberos5ServiceTicket" type="xsi:base64Binary" 
xmlns:xmime="http://www.w3.org/2005/05/xmlmime" 
xmime:expectedContentTypes="application/octet-stream" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Username String The user name. 

Password String The password (optional). 

LDAPPassword String LDAP password (optional). 

Kerberos5ServiceTicket base64Binary Kerberos5 service ticket (optional). 

 

5.2.1.11 BinaryProperty 

Object provides information on »Binary« property type. 

Scheme 

<xsi:complexType name="BinaryProperty"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a binary property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:complexContent> 
       <xsi:extension base="tns:BinaryValue"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:complexContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 
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Parameters 

Value BinaryValue [] »Binary« property value (optional). 

key String Value key (optional). 

 

5.2.1.12 BinaryPropertyUpdate 

Object updates the »Binary« property type. 

Scheme 

<xsi:complexType name="BinaryPropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating binary property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="tns:BinaryValue" minOccurs="0" 
maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value BinaryValue [] »Boolean« property value (optional). 

 

5.2.1.13 BinaryValue 

Object provides information on »Binary« value type. 

Scheme 

<xsi:complexType name="BinaryValue"> 
 <xsi:annotation> 
  <xsi:documentation>>Represents binary value type</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Content" type="xsi:base64Binary" 
xmlns:xmime="http://www.w3.org/2005/05/xmlmime" 
xmime:expectedContentTypes="application/octet-stream"/> 
  <xsi:element name="ContentType" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Content base64Binary Content. 

ContentType String Content type. 

 

5.2.1.14 BoolProperty 

Object provides information on »Boolean« property type. 

Scheme 

<xsi:complexType name="BoolProperty"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a bool property</xsi:documentation> 



IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 203 
 

 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:boolean"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Boolean [] »Boolean« property value. 

key String Value key. 

 

5.2.1.15 BoolPropertyUpdate 

Object updates the »Boolean« property type. 

Scheme 

<xsi:complexType name="BoolPropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating bool property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:boolean" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Boolean [] »Boolean« property value. 

 

5.2.1.16 DateProperty 

Object provides information on »Date« property type. 

Scheme 

<xsi:complexType name="DateProperty"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a date property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
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    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:date"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Date [] »Date« property value. 

key String Value key. 

 

5.2.1.17 DatePropertyUpdate 

Object updates the »Date« property type. 

Scheme 

<xsi:complexType name="DatePropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating date property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:date" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Date [] »Date« property value. 

 

5.2.1.18 DateTimeProperty 

Object provides information on »DateTime« property type. 

Scheme 

<xsi:complexType name="DateTimeProperty"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a date time property</xsi:documentation> 
 /xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:dateTime"> 
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        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value dateTime [] »DateTime« property value. 

key String Value key. 

 

5.2.1.19 DateTimePropertyUpdate 

Object updates the »DateTime« property type. 

Scheme 

<xsi:complexType name="DateTimePropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating date time property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:dateTime" minOccurs="0" 
maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value dateTime [] »DateTime« property value. 

 

5.2.1.20 DecimalProperty 

Object provides information on »Decimal« property type. 

Scheme 

<xsi:complexType name="DecimalProperty"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a decimal1 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
        <xsi:extension base="xsi:decimal"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
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          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value decimal [] »Decimal« property value. 

key String Value key. 

 

5.2.1.21 DecimalPropertyUpdate 

Object updates the »Decimal« property type. 

Scheme 

<xsi:complexType name="DecimalPropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating Decimal property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:decimal" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value decimal [] »Decimal« property value. 

 

5.2.1.22 DirectoryEntityMembersReadRequest 

Object provides request to read the directory entity group members. 

Scheme 

<xsi:complexType name="DirectoryEntityMembersReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a DirectoryEntityMembersRead operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id String Unique identifier of the directory entity. 
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5.2.1.23 DirectoryEntityMembersReadResponse 

Object provides response to the directory entity group members read. 

Scheme 

<xsi:complexType name="DirectoryEntityMembersReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a DirectoryEntityMembersRead operation 
response</xsi:documentation>  
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="DirectoryEntity" type="tns:DirectoryEntity" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

DirectoryEntity DirectoryEntity [] Directory entity. 

 

5.2.1.24 DirectoryEntity 

Object provides information on directory entity. 

Scheme 

<xsi:complexType name="DirectoryEntity"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a directory entity</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="FirstName" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="LastName" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Email" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="SecurityClassLevel" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Type" type="tns:DirectoryEntityType"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

FirstName String The name of the directory entity (optional). 

LastName String The last name of the directory entity (optional). 

Description String A description of the directory entity (optional). 

Email String Email address of the directory entity (optional). 

SecurityClassLevel String The security class of the directory entity (optional). 

Type DirectoryEntityType Directory entity type. 

id String Unique identifier of the directory entity. 
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5.2.1.25 DirectoryEntityProperty 

Object provides information on directory entity property. 

Scheme 

<xsi:complexType name="DirectoryEntityProperty"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a directory entity 
property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:string"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value String [] Unique identifies of the directory entities. 

key String Value key. 

 

5.2.1.26 DirectoryEntityPropertyUpdate 

Object updates the directory entity property. 

Scheme 

<xsi:complexType name="DirectoryEntityPropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating directory entity 
property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value String [] Unique identifier of directory entities. 
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5.2.1.27 DirectoryEntityType 

Object provides information on directory entity type. 

Scheme 

<xsi:simpleType name="DirectoryEntityType"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a directory entity type enumeration</xsi:documentation> 
 </xsi:annotation> 
 <xsi:restriction base="xsi:string"> 
  <xsi:enumeration value="Group"/> 
  <xsi:enumeration value="User"/> 
 </xsi:restriction> 
</xsi:simpleType> 

Parameters 

Group Directory entity is a group. 

User Directory entity is an user. 

 

5.2.1.28 DirectoryEntitiesReadRequest 

Object provides request to read the directory entities. 

Scheme 

<xsi:complexType name="DirectoryEntitiesReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a DirectoryEntitiesRead operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id String Unique identifier of the directory entity (optional). 

 

5.2.1.29 DirectoryEntitiesReadResponse 

Object provides response to the directory entities read. 

Scheme 

<xsi:complexType name="DirectoryEntitiesReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a DirectoryEntitiesRead operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="DirectoryEntity" type="tns:DirectoryEntity" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 
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Parameters 

DirectoryEntity DirectoryEntity [] Directory entity (optional). 

 

5.2.1.30 DispositionHold 

Object provides information on entity disposition hold. 

Scheme 

<xsi:complexType name="DispositionHold"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a disposition hold</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Created" type="xsi:dateTime"/> 
  <xsi:element name="Accessed" type="xsi:dateTime"/> 
  <xsi:element name="Modified" type="xsi:dateTime"/> 
  <xsi:element name="Name" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Reason" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Creator" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

Created DateTime Date and time of the entity disposition hold creation. 

Accessed DateTime Date and time of the entity disposition hold access. 

Modified DateTime Date and time of the entity disposition hold update. 

Name String The name of the entity disposition hold (optional). 

Reason String The reason for the entity disposition hold (optional). 

Creator String The author of the entity disposition hold (optional). 

Description String A description of the entity disposition hold (optional). 

id String Unique identifier of the entity disposition hold (optional). 

 

5.2.1.31 DispositionHoldAuditLogReadRequest 

Object provides request to read the entity disposition hold audit log. 

Scheme 

<xsi:complexType name="DispositionHoldAuditLogReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an DispositionHoldAuditLogRead operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 
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Parameters 

SessionToken String Unique identifier of the session. 

Id String Unique identifier of the entity disposition hold. 

 

5.2.1.32 DispositionHoldAuditLogReadResponse 

Object provides response to the entity disposition hold audit log read. 

Scheme 

<xsi:complexType name="DispositionHoldAuditLogReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an DispositionHoldAuditLogRead operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Event" type="tns:AuditLogEvent" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Event AuditLogEvent [] Entity audit log events (optional). 

 

5.2.1.33 DispositionHoldsReadRequest 

Object provides request to read the entity disposition holds. 

Scheme 

<xsi:complexType name="DispositionHoldsReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an DispositionHoldsRead operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id String Unique identifier of the disposition hold. 

 

5.2.1.34 DispositionHoldsReadResponse 

Object provides response to the entity disposition holds read. 

Scheme 

<xsi:complexType name="DispositionHoldsReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an DispositionHoldsRead operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="DispositionHold" type="tns:DispositionHold" minOccurs="0" 
maxOccurs="unbounded"/> 
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 </xsi:sequence> 
</xsi:complexType> 

Parameters 

DispositionHold DispositionHold [] Entity disposition holds (optional). 

 

5.2.1.35 DoubleProperty 

Object provides information on »Double« property type. 

Scheme 

<xsi:complexType name="DoubleProperty"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a double property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:double"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Double [] »Double« property value. 

key String Value key. 

 

5.2.1.36 DoublePropertyUpdate 

Object updates the »Double« property type. 

Scheme 

<xsi:complexType name="DoublePropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating double property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:double" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 
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Parameters 

Value Double [] »Double« property value. 

 

5.2.1.37 EmailProperties 

Object provides information on email properties. 

Scheme 

<xsi:complexType name="EmailProperties"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a email properties</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Subject" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="From" type="xsi:string"/> 
  <xsi:element name="MessageId" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Priority" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Signed" type="xsi:boolean" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Date" type="xsi:dateTime"/> 
  <xsi:element name="To" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
  <xsi:element name="BCC" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
  <xsi:element name="CC" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 
 

Parameters 

Subject String Email subject (optional). 

From String Email address of the sender. 

To String [] Email addresses of the recipients (optional). 

CC String [] Email addresses of the carbon copy recipients (optional). 

BCC String [] Email addresses of hidden recipients (optional). 

Date DateTime Date and time email was sent or received. 

message_id String Automatically generated message identifier (optional). 

priority String Priority status of the email (optional). 

signed Boolean A value that registers if the email message was electronically signed 
(optional). 

 

5.2.1.38 EmailPropertiesUpdate 

Object updates the email properties. 

Scheme 

<xsi:complexType name="EmailPropertiesUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating email properties</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Subject" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="From" type="xsi:string"/> 
  <xsi:element name="MessageId" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Priority" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Signed" type="xsi:boolean" minOccurs="0" maxOccurs="1"/> 
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  <xsi:element name="Date" type="xsi:dateTime"/> 
  <xsi:element name="To" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
  <xsi:element name="BCC" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
  <xsi:element name="CC" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 
 

Parameters 

Subject String Email subject (optional). 

From String Email address of the sender. 

To String [] Email addresses of the recipients. 

CC String [] Email addresses of the carbon copy recipients (optional). 

BCC String [] Email addresses of hidden recipients (optional). 

Date DateTime Date and time email was sent or received. 

message_id String Automatically generated message identifier (optional). 

priority String Priority status of the email (optional). 

signed Boolean A value that registers if the email message was electronically signed 
(optional). 

 

5.2.1.39 EntitiesReadRequest 

Object provides request to read the entities. 

Scheme 

<xsi:complexType name="EntitiesReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a EntitiesRead operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Filter" type="tns:EntityStubFilter" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Paging" type="tns:EntityStubPaging" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

Filter EntityStubFilter Entity filter information (optional). 

Paging EntityStubPaging Entity paging information (optional). 
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5.2.1.40 EntitiesReadResponse 

Object provides response to the entities read. 

Scheme 

<xsi:complexType name="EntitiesReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a EntitiesRead operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="EntityStub" type="tns:EntityStub" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

EntityStub EntityStub [] Entity information (optional). 

 

5.2.1.41 Entity 

Object provides information on the entity. 

Scheme 

<xsi:complexType name="Entity"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of an entity</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:EntityStub"> 
   <xsi:sequence> 
    <xsi:element name="EmailProperties" type="tns:EmailProperties" minOccurs="0" 
maxOccurs="1"/> 
    <xsi:element name="PhysicalProperties" type="tns:PhysicalProperties" minOccurs="0" 
maxOccurs="1"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

EmailProperties EmailProperties Email properties (optional). 

PhysicalProperties PhysicalProperties The physical content properties (optional). 

 

5.2.1.42 EntityACLDeleteEntryRequest 

Object provides request to delete the entity access right. 

Scheme 

<xsi:complexType name="EntityACLDeleteEntryRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityACLDeleteEntry operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="DirectoryEntityId" type="xsi:string"/> 
  <xsi:element name="PropertyId" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
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</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

DirectoryEntityId String Unique identifier of the directory entity. 

PropertyId String Unique identifier of the entity property (optional). 

 

5.2.1.43 EntityACLDeleteEntryResponse 

Object provides response to the entity access right delete. 

Scheme 

<xsi:complexType name="EntityACLDeleteEntryResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityACLDeleteEntry operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
 </xsi:sequence> 
</xsi:complexType> 

 

5.2.1.44 EntityACLEntriesCreateRequest 

Object provides request to create the entity access right. 

Scheme 

<xsi:complexType name="EntityACLEntriesCreateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityACLEntriesCreate operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="EntityACLEntry" type="tns:EntityACLEntryUpdate" minOccurs="0" 
maxOccurs="unbounded"/> 
  <xsi:element name="PropertyACL" type="tns:PropertyACLCreate" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId [] Unique identifier of the entity. 

EntityACLEntry EntityACLEntryUpdate [] Entity access right update. 

PropertyACL PropertyACLCreate [] Entity property access right create. 
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5.2.1.45 EntityACLEntriesCreateResponse 

Object provides response to the entity access rights create. 

Scheme 

<xsi:complexType name="EntityACLEntriesCreateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityACLEntriesCreate operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="EntityACLEntry" type="tns:EntityACLEntry" minOccurs="0" 
maxOccurs="unbounded"/> 
  <xsi:element name="PropertyACL" type="tns:PropertyACL" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

EntityACLEntry EntityACLEntry [] The right to access the entity. 

PropertyACL PropertyACL [] The right to access the entity property. 

 

5.2.1.46 EntityACLEntry 

Object provides information on entity access right. 

Scheme 

<xsi:complexType name="EntityACLEntry"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an entity ACL entry</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="EffectiveRights" type="tns:EntityRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="ExplicitAllowRights" type="tns:EntityRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="ExplicitDenyRights" type="tns:EntityRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="InheritedAllowRights" type="tns:EntityRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="InheritedDenyRights" type="tns:EntityRights" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="directoryEntityId" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

EffectiveRights EntityRights Effective entity rights (optional). 

ExplicitAllowRights EntityRights Explicit allow rights (optional). 

ExplicitDenyRights EntityRights Explicit deny rights (optional). 

InheritedAllowRights EntityRights Inherited allow rights (optional). 

InheritedDenyRights EntityRights Inherited deny rights (optional). 

directoryEntityId String Unique identifier of the directory entity. 
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5.2.1.47 EntityACLEntryUpdate 

Object updates the entity access right. 

Scheme 

<xsi:complexType name="EntityACLEntryUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for creating entity ACL entry</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="ExplicitAllowRights" type="tns:EntityRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="ExplicitDenyRights" type="tns:EntityRights" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="directoryEntityId" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

ExplicitAllowRights EntityRights Explicit allow rights (optional). 

ExplicitDenyRights EntityRights Explicit deny rights (optional). 

directoryEntityId String Unique identifier of the directory entity. 

 

5.2.1.48 EntityACLEntryUpdateRequest 

Object provides the request to update the entity access right. 

Scheme 

<xsi:complexType name="EntityACLEntryUpdateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityACLEntryUpdate operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="EntityACLEntryUpdate" type="tns:EntityACLEntryUpdateRequestChoice"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

EntityACLEntryUpdate EntityACLEntryUpdateRequestChoice Entity access right update 
(optional). 

 

5.2.1.49 EntityACLEntryUpdateRequestChoice 

Object provides the information on choice of the entity access right update. 

Scheme 

<xsi:complexType name="EntityACLEntryUpdateRequestChoice"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityACLEntryUpdate request choice</xsi:documentation> 
 </xsi:annotation> 
 <xsi:choice> 
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  <xsi:element name="EntityACLEntry" type="tns:EntityACLEntryUpdate"/> 
  <xsi:element name="PropertyACL" type="tns:PropertyACLUpdate"/> 
 </xsi:choice> 
</xsi:complexType> 

Parameters 

EntityACLEntry EntityACLEntryUpdate Entity access right update (optional). 

PropertyACL PropertyACLUpdate Entity property access right update (optional). 

 

5.2.1.50 EntityACLEntryUpdateResponse 

Object provides the response to the entity access right update. 

Scheme 

<xsi:complexType name="EntityACLEntryUpdateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityACLEntryUpdate operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="EntityACLEntry" type="tns:EntityACLEntry" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="PropertyACL" type="tns:PropertyACL" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

EntityACLEntry EntityACLEntry The right to access the entity (optional). 

PropertyACL PropertyACL The right to access the entity property (optional). 

 

5.2.1.51 EntityACLReadRequest 

Object provides request to read the entity access rights. 

Scheme 

<xsi:complexType name="EntityACLReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityACLRead operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 
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5.2.1.52 EntityACLReadResponse 

Object provides response to the entity access rights read. 

Scheme 

<xsi:complexType name="EntityACLReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityACLRead operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="EntityACLEntry" type="tns:EntityACLEntry" minOccurs="0" 
maxOccurs="unbounded"/> 
  <xsi:element name="PropertyACL" type="tns:PropertyACL" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

EntityACLEntry EntityACLEntry [] The right to access the entity (optional). 

PropertyACL PropertyACL [] The right to access the entity properties (optional). 

 

5.2.1.53 EntityAuditLogReadRequest 

Object provides request to read the entity audit log. 

Scheme 

<xsi:complexType name="EntityAuditLogReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityAuditLogRead operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

 

5.2.1.54 EntityAuditLogReadResponse 

Object provides response to the entity audit log read. 

Scheme 

<xsi:complexType name="EntityAuditLogReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityAuditLogRead operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Event" type="tns:AuditLogEvent" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 
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Parameters 

Event AuditLogEvent [] Entity audit log event (optional). 

 

5.2.1.55 EntityCloseRequest 

Object provides request to close the open entity. 

Scheme 

<xsi:complexType name="EntityCloseRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityClose operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

 

5.2.1.56 EntityCloseResponse 

Object provides response to the entity close. 

Scheme 

<xsi:complexType name="EntityCloseResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityClose operation response</xsi:documentation> 
 </xsi:annotation> 
</xsi:complexType> 

 

5.2.1.57 EntityCreate 

Object creates the entity. 

Scheme 

<xsi:complexType name="EntityCreate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for creating entity</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Template" type="xsi:string"/> 
  <xsi:element name="Title" type="xsi:string"/> 
  <xsi:element name="ClassificationCode" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="SecurityClass" type="tns:InheritedStringPropertyUpdate" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Status" type="tns:InheritedStringPropertyUpdate" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="ChildClassificationCodeGenerated" type="xsi:boolean" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Owner" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Significance" type="tns:InheritedStringPropertyUpdate" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="ExternalId" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
  <xsi:element name="Keyword" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 



IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 222 
 

  <xsi:element name="Retention" type="tns:RetentionUpdate" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Property" type="tns:PropertyUpdate" minOccurs="0" 
maxOccurs="unbounded"/> 
  <xsi:element name="EmailProperties" type="tns:EmailPropertiesUpdate" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="PhysicalProperties" type="tns:PhysicalPropertiesUpdate" minOccurs="0" 
maxOccurs="1"/> 
  </xsi:sequence> 
</xsi:complexType> 

Parameters 

Template String Unique identifier of the template. 

Title String The title of the entity. 

ClassificationCode String Classification code in the canonical form. 

SecurityClass InheritedStringPropertyUpdate Entity security class update (optional). 

Status InheritedStringPropertyUpdate Entity status update (optional). 

ChildClassification 
CodeGenerated 

Boolean Child classification code generation.  
Valid only when the entity type is CLASS 
(optional). 

Description String A description of the entity (optional). 

Owner String The owner of the entity (optional). 

Significance InheritedStringPropertyUpdate Entity significance update (optional). 

ExternalId String [] External identifier of the entity (optional). 

Keyword String [] Keywords of the entity (optional). 

Retention RetentionUpdate Entity retention policy and disposition hold 
update (optional). 

Property PropertyUpdate [] Entity property update (optional). 

EmailProperties EmailPropertiesUpdate Email properties update (optional). 

PhysicalProperties PhysicalPropertiesUpdate Physical content properties update 
(optional). 

 

5.2.1.58 EntityCreateRequest 

Object provides request to create the entity. 

Scheme 

<xsi:complexType name="EntityCreateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityCreate operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="ParentId" type="tns:EntityId" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="EntityCreate" type="tns:EntityCreate"/> 
 </xsi:sequence> 
</xsi:complexType> 

  



IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 223 
 

Parameters 

SessionToken String Unique identifier of the session. 

ParentId EntityId Unique identifier of the parent entity (optional). 

EntityCreate EntityCreate Entity create. 

 

5.2.1.59 EntityCreateResponse 

Object provides response to the entity create. 
Scheme 

<xsi:complexType name="EntityCreateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityCreate operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Entity" type="tns:Entity"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Entity Entity Entity information. 

 

5.2.1.60 EntityDeleteRequest 

Object provides request to delete the entity. 
Scheme 

<xsi:complexType name="EntityDeleteRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityDelete operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="Reason" type="xsi:string"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

Reason String The reason for entity deletion. 

Description String A description of the deleted entity (optional). 
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5.2.1.61 EntityDeleteResponse 

Object provides response to the entity delete. 

Scheme 

<xsi:complexType name="EntityDeleteResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityDelete operation response</xsi:documentation> 
 </xsi:annotation> 
</xsi:complexType> 

 

5.2.1.62 EntityEditRequest 

Object provides the request to open an entity for read and update. 
Scheme 

<xsi:complexType name="EntityEditRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityEdit operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

 

5.2.1.63 EntityEditResponse 

Object provides response to the entity edit. 
Scheme 

<xsi:complexType name="EntityEditResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityEdit operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Id EntityId Unique identifier of the open entity. 
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5.2.1.64 EntityId 

Object provides information on entity identifier. 

Scheme 

<xsi:complexType name="EntityId"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an entity identifier</xsi:documentation> 
 </xsi:annotation> 
 <xsi:simpleContent> 
  <xsi:extension base="xsi:string"> 
   <xsi:attribute name="type" type="tns:EntityIdType" use="required"> 
    <xsi:annotation> 
     <xsi:documentation>Specifies the entity identifier type.</xsi:documentation> 
    </xsi:annotation> 
   </xsi:attribute> 
  </xsi:extension> 
 </xsi:simpleContent> 
</xsi:complexType> 

Parameters 

type EntityIdType Entity identifier type. 

 

5.2.1.65 EntityIdType 

Object provides information on entity identifier type. 

Scheme 

<xsi:simpleType name="EntityIdType"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an entity identifier type enumeration</xsi:documentation> 
 </xsi:annotation> 
 <xsi:restriction base="xsi:string"> 
  <xsi:enumeration value="Internal"/> 
  <xsi:enumeration value="External"/> 
  <xsi:enumeration value="ClassificationCode"/> 
  <xsi:enumeration value="Handle"/> 
 </xsi:restriction> 
</xsi:simpleType> 

Parameters 

Internal Internal identifier of the entity. 

External External identifier of the entity. 

ClassificationCode Classification code in the canonical form. 

Handle Temporary identifier of the open entity. 

 

5.2.1.66 EntityMoveRequest 

Object provides request to move the entity. 
Scheme 

<xsi:complexType name="EntityMoveRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityMove operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
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  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="ParentId" type="tns:EntityId" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Reason" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

ParentId EntityId Unique identifier of the parent entity (optional). 

Reason String The reason for entity move. 

 

5.2.1.67 EntityMoveResponse 

Object provides response to the entity move. 

Scheme 

<xsi:complexType name="EntityMoveResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityMove operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="EntityStub" type="tns:EntityStub"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

EntityStub EntityStub Entity information. 

 

5.2.1.68 EntityNonrepudiationReadRequest 

Object provides request to read the entity authenticity and integrity proofs (AIP and ERS). 

Scheme 

<xsi:complexType name="EntityNonrepudiationReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityNonrepudiationRead operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 
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5.2.1.69 EntityNonrepudiationReadResponse 

Object provides response to the entity authenticity and integrity proofs (AIP and ERS) read. 

Scheme 

<xsi:complexType name="EntityNonrepudiationReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityNonrepudiationRead operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="ArchivalInformationalPackage" type="xsi:base64Binary" minOccurs="0" 
maxOccurs="1" xmlns:xmime="http://www.w3.org/2005/05/xmlmime" 
xmime:expectedContentTypes="application/octet-stream"/> 
  <xsi:element name="EvidenceRecord" type="xsi:base64Binary" minOccurs="0" 
maxOccurs="unbounded" xmlns:xmime="http://www.w3.org/2005/05/xmlmime" 
xmime:expectedContentTypes="application/octet-stream"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

ArchivalInformationPackage base64Binary Archival information package (AIP, optional). 

EvidenceRecord base64Binary [] Evidence record (ERS, optional). 

 

5.2.1.70 EntityObjectCreateRequest 

Object provides request to create the entity object. 
Scheme 

<xsi:complexType name="EntityObjectCreateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityObjectCreate operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="Object" type="tns:ObjectCreate" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

Object ObjectCreate [] Entity object create. 

 

5.2.1.71 EntityObjectCreateResponse 

Object provides response to the entity object create. 

Scheme 

<xsi:complexType name="EntityObjectCreateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityObjectCreate operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
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  <xsi:element name="Object" type="tns:ObjectItem" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Object ObjectItem [] Entity object information. 

 

5.2.1.72 EntityObjectDeleteRequest 

Object provides request to delete the entity object. 
Scheme 

<xsi:complexType name="EntityObjectDeleteRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityObjectDelete operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="ObjectId" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

ObjectId String Unique identifier of the entity object. 

 

5.2.1.73 EntityObjectDeleteResponse 

Object provides response to the entity object delete. 

Scheme 

<xsi:complexType name="EntityObjectDeleteResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityObjectDelete operation 
response</xsi:documentation> 
 </xsi:annotation> 
</xsi:complexType> 

 

5.2.1.74 EntityObjectsReadRequest 

Object provides request to read the entity objects. 

Scheme 

<xsi:complexType name="EntityObjectsReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityObjectsRead operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="ObjectId" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 
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Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

ObjectId String Unique identifier of the entity object (optional). 

 

5.2.1.75 EntityObjectsReadResponse 

Object provides response to the entity objects read. 

Scheme 

<xsi:complexType name="EntityObjectsReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityObjectsRead operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Object" type="tns:ObjectItem" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Object ObjectItem [] Object provides information on entity object. 

 

5.2.1.76 EntityObjectUpdateRequest 

Object provides the request to update the entity object. 

Scheme 

<xsi:complexType name="EntityObjectUpdateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityObjectUpdate operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="Object" type="tns:ObjectUpdate"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

Object ObjectUpdate Object provides entity object update. 
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5.2.1.77 EntityObjectUpdateResponse 

Object provides response to the entity object update. 

Scheme 

<xsi:complexType name="EntityObjectUpdateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityObjectUpdate operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Object" type="tns:ObjectItem"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Object ObjectItem Entity object information. 

 

5.2.1.78 EntityOpenRequest 

Object provides request to open the entity. 

Scheme 

<xsi:complexType name="EntityOpenRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityOpen operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

 

5.2.1.79 EntityOpenResponse 

Object provides response to the entity open. 

Scheme 

<xsi:complexType name="EntityOpenResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityOpen operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Id EntityId Unique identifier of the entity. 
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5.2.1.80 EntityReadRequest 

Object provides request to read the entity. 

Scheme 

<xsi:complexType name="EntityReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRead operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

 

5.2.1.81 EntityReadResponse 

Object provides response to the entity read. 

Scheme 

<xsi:complexType name="EntityReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRead operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Entity" type="tns:Entity"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Entity Entity Entity information. 

 

5.2.1.82 EntityRetentionDispositionHoldEntriesCreateRequest 

Object provides request to create the entity disposition hold. 

Scheme 

<xsi:complexType name="EntityRetentionDispositionHoldEntriesCreateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionDispositionHoldEntriesCreate operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 <xsi:element name="DispositionHold" type="tns:RetentionDispositionHoldEntryUpdate" 
minOccurs="1" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 
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Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

DispositionHold RetentionDispositionHoldEntryUpdate [] Entity disposition hold update. 

 

5.2.1.83 EntityRetentionDispositionHoldEntriesCreateResponse 

Object provides response to the entity disposition hold create. 

Scheme 

<xsi:complexType name="EntityRetentionDispositionHoldEntriesCreateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionDispositionHoldEntriesCreate operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="DispositionHold" type="tns:RetentionDispositionHoldEntry" 
minOccurs="1" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

DispositionHold RetentionDispositionHoldEntry [] Entity disposition hold. 

 

5.2.1.84 EntityRetentionDispositionHoldEntryDeleteRequest 

Object provides request to delete the entity disposition hold. 

Scheme 

<xsi:complexType name="EntityRetentionDispositionHoldEntryDeleteRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionDispositionHoldEntryDelete operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="DispositionHoldId" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

DispositionHoldId EntityRetentionDisposition
HoldEntryDeleteRequest 
Choice 

Unique identifier of the entity disposition hold. 
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5.2.1.85 EntityRetentionDispositionHoldEntryDeleteRequestChoice 

Object provides request to delete the entity disposition hold choice. 

Scheme 

<xsi:complexType name="EntityRetentionDispositionHoldEntryDeleteRequestChoice"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionDispositionHoldEntryDelete request 
choice</xsi:documentation> 
 </xsi:annotation> 
 <xsi:choice> 
  <xsi:element name="Id" type="xsi:string"/> 
  <xsi:element name="Name" type="xsi:string"/> 
 </xsi:choice> 
</xsi:complexType> 

Parameters 

Id String Unique identifier of the entity disposition hold. 

Name String Unique name of the entity disposition hold. 

 

5.2.1.86 EntityRetentionDispositionHoldEntryDeleteResponse 

Object provides response to the entity disposition hold delete. 

Scheme 

<xsi:complexType name="EntityRetentionDispositionHoldEntryDeleteResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionDispositionHoldEntryDelete operation 
response</xsi:documentation> 
 </xsi:annotation> 
</xsi:complexType> 

 

5.2.1.87 EntityRetentionPolicyEntriesCreateRequest 

Object provides request to create the entity retention policies. 

Scheme 

<xsi:complexType name="EntityRetentionPolicyEntriesCreateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionPolicyEntriesCreate operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="RetentionPolicy" type="tns:RetentionPolicyEntryUpdate" minOccurs="1" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

RetentionPolicy RetentionPolicyEntryUpdate [] Entity retention policy update. 
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5.2.1.88 EntityRetentionPolicyEntriesCreateResponse 

Object provides response to the entity retention policies create. 

Scheme 

<xsi:complexType name="EntityRetentionPolicyEntriesCreateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionPolicyEntriesCreate operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="RetentionPolicy" type="tns:RetentionPolicyEntry" minOccurs="1" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

RetentionPolicy RetentionPolicyEntry [] Entity retention policy. 

 

5.2.1.89 EntityRetentionPolicyEntryDeleteRequest 

Object provides request to delete the entity retention policy. 

Scheme 

<xsi:complexType name="EntityRetentionPolicyEntryDeleteRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionPolicyEntryDelete operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="RetentionPolicyId" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

RetentionPolicyId String Unique identifier of the retention policy. 

 

5.2.1.90 EntityRetentionPolicyEntryDeleteRequestChoice 

Object provides request to delete the entity retention policy choice. 

Scheme 

<xsi:complexType name="EntityRetentionPolicyEntryDeleteRequestChoice"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionPolicyEntryDelete request 
choice</xsi:documentation> 
 </xsi:annotation> 
 <xsi:choice> 
  <xsi:element name="Id" type="xsi:string"/> 
  <xsi:element name="Name" type="xsi:string"/> 
 </xsi:choice> 
</xsi:complexType> 

  



IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 235 
 

Parameters 

Id String Unique identifier of the entity retention policy. 

Name String Unique name of the entity retention policy. 

 

5.2.1.91 EntityRetentionPolicyEntryDeleteResponse 

Object provides response to the entity retention policy deletion. 

Scheme 

<xsi:complexType name="EntityRetentionPolicyEntryDeleteResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionPolicyEntryDelete operation 
response</xsi:documentation> 
 </xsi:annotation> 
</xsi:complexType> 

 

5.2.1.92 EntityRetentionPolicyEntryUpdateRequest 

Object provides request to update the entity retention policy. 

Scheme 

<xsi:complexType name="EntityRetentionPolicyUpdateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionPolicyUpdate operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="RetentionPolicy" type="tns:RetentionPolicyEntryUpdate"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

RetentionPolicy RetentionPolicyEntryUpdate Entity retention policy update. 

 

5.2.1.93 EntityRetentionPolicyEntryUpdateResponse 

Object provides response to the entity retention policy update. 

Scheme 

<xsi:complexType name="EntityRetentionPolicyEntryUpdateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityRetentionPolicyEntryUpdate operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="RetentionPolicy" type="tns:RetentionPolicyEntry"/> 
 </xsi:sequence> 
</xsi:complexType> 
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Parameters 

RetentionPolicy RetentionPolicyEntry Object provides information on entity retention policy. 

 

5.2.1.94 EntityRights 

Object provides information on entity access rights. 

Scheme 

<xsi:complexType name="EntityRights"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of an entity rights</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="validFrom" type="xsi:dateTime" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="validTo" type="xsi:dateTime" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="readAccess" type="xsi:boolean"/> 
 <xsi:attribute name="writeAccess" type="xsi:boolean"/> 
 <xsi:attribute name="moveAccess" type="xsi:boolean"/> 
 <xsi:attribute name="deleteAccess" type="xsi:boolean"/> 
 <xsi:attribute name="changeRights" type="xsi:boolean"/> 
 <xsi:attribute name="createSubEntities" type="xsi:boolean"/> 
 <xsi:attribute name="changeSecurityClass" type="xsi:boolean"/> 
 <xsi:attribute name="changeStatus" type="xsi:boolean"/> 
 <xsi:attribute name="changeRetention" type="xsi:boolean"/> 
</xsi:complexType> 

Parameters 

validFrom DateTime The validity of the attribute property access rights from a given 
date and time (optional). 

validTo DateTime The validity of the attribute property access rights until a given 
date and time (optional). 

readAccess Boolean. The right to read the entity. 

writeAccess Boolean. The right to write the entity. 

moveAccess Boolean. The right to move the entity. 

deleteAccess Boolean. The right to delete the entity. 

changeRights Boolean. The right to change entity access rights. 

createSubEntities Boolean. The right to create sub-entities. 

changeSecurityClass Boolean. The right to change entity security class. 

changeStatus Boolean. The right to change entity status. 

changeRetention Boolean. The right to change the entity retention policies and disposition 
holds. 
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5.2.1.95 EntitySearchHit 

Object provides public entity information as search result. 

Scheme 

<xsi:complexType name="EntitySearchHit"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of an entity search hit</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:EntityStub"> 
   <xsi:sequence> 
    <xsi:element name="Object" type="tns:EntitySearchHitObject" minOccurs="0" 
maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Object EntitySearchHitObject [] Entity objects as search result (optional). 

 

5.2.1.96 EntitySearchHitObject 

Object provides information on entity content object as search result. 
Scheme 

<xsi:complexType name="EntitySearchHitObject"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of an entity search hit 
object</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

id String Entity content object identifier (optional). 

Description String A description of the entity content object (optional). 

 

5.2.1.97 EntitySearchRequest 

Object provides request to search the entity. 

Scheme 

<xsi:complexType name="EntitySearchRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntitySearch operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Expression" type="xsi:string"/> 
  <xsi:element name="Filter" type="tns:EntityStubFilter" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Paging" type="tns:EntityStubPaging" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 
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Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity (optional). 

Expression String Search expression. 

Filter EntityStubFilter Entity search filter (optional). 

Paging EntityStubPaging Entity paging information (optional). 

 

5.2.1.98 EntitySearchResponse 

Object provides response to the entity search. 

Scheme 

<xsi:complexType name="EntitySearchResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntitySearch operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SearchHit" type="tns:EntitySearchHit" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SearchHit EntitySearchHit [] The list of entities as search result (optional). 

 

5.2.1.99 EntitySecurityClassUpdateRequest 

Object provides request to update the entity security class. 

Scheme 

<xsi:complexType name="EntitySecurityClassUpdateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntitySecurityClassUpdate operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="SecurityClass" type="tns:InheritedStringPropertyUpdate"/> 
  <xsi:element name="Reason" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

SecurityClass InheritedStringPropertyUpdate Entity security class update. 

Reason String The reason for entity security class update. 
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5.2.1.100 EntitySecurityClassUpdateResponse 

Object provides response to the entity security class update. 

Scheme 

<xsi:complexType name="EntitySecurityClassUpdateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntitySecurityClassUpdate operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SecurityClass" type="tns:InheritedStringProperty"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SecurityClass InheritedStringProperty Entity security class information. 

 

5.2.1.101 EntityStatusUpdateRequest 

Object provides request to update the entity status. 

Scheme 

<xsi:complexType name="EntityStatusUpdateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityStatusUpdate operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="Status" type="tns:InheritedStringPropertyUpdate"/> 
  <xsi:element name="Reason" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

Status InheritedStringPropertyUpdate Entity status update. 

Reason String The reason for status update (optional). 

 

5.2.1.102 EntityStatusUpdateResponse 

Object provides response to the entity status update. 

Scheme 

<xsi:complexType name="EntityStatusUpdateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityStatusUpdate operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Status" type="tns:InheritedStringProperty"/> 
 </xsi:sequence> 
</xsi:complexType> 
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Parameters 

Status InheritedStringProperty Entity status information. 

 

5.2.1.103 EntityStub 

Object provides public entity information. 

Scheme 

<xsi:complexType name="EntityStub"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of an entity stub</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="ClassificationCode" type="xsi:string"/> 
  <xsi:element name="PublicClassificationCode" type="xsi:string"/> 
  <xsi:element name="Title" type="xsi:string"/> 
  <xsi:element name="Type" type="tns:EntityType"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Permanent" type="xsi:boolean" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="ChildCount" type="xsi:unsignedInt" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Creator" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Owner" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Template" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Created" type="xsi:dateTime" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Accessed" type="xsi:dateTime" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Modified" type="xsi:dateTime" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Closed" type="xsi:dateTime" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Opened" type="xsi:dateTime" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="SecurityClass" type="tns:InheritedStringProperty" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Significance" type="tns:InheritedStringProperty" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Status" type="tns:InheritedStringProperty" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Retention" type="tns:Retention" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="SubEntityTemplate" type="xsi:string" minOccurs="0" 
maxOccurs="unbounded"/> 
  <xsi:element name="Keyword" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
  <xsi:element name="ExternalId" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
  <xsi:element name="ChildClassificationCodeGenerated" type="xsi:boolean" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="ParentId" type="tns:EntityId" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="EffectiveRights" type="tns:EntityRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Property" type="tns:Property" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

ClassificationCode String The canonical form of the full classification code. 

PublicClassificationCode String Entity classification code in the classification 
scheme. 

Title String The title of the entity. 

Type EntityType Entity type. 

Description String A description of the entity (optional). 

Permanent Boolean The permanent entity (optional). 

ChildCount UnsignedInt The number of child entities (optional). 
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Creator String The author of the entity (optional). 

Owner String The owner of the entity (optional). 

Template String Template type (optional). 

Created DateTime Date and time of the entity creation (optional). 

Accessed DateTime Date and time of the entity access (optional). 

Modified DateTime Date and time of the entity update (optional). 

Closed DateTime Date and time of the entity status update to 
Closed (optional). 

Opened DateTime Date and time of the entity status update to 
Opened (optional). 

SecurityClass InheritedStringProperty The security class of the entity (optional). 

Significance InheritedStringProperty The significance of the entity (optional). 

Status InheritedStringProperty The status of the entity (optional). 

Retention Retention The retention policies and disposition holds of the 
entity (optional). 

SubEntityTemplate String [] Templates for sub-entities creation (optional). 

Keyword String [] Keywords of the entity (optional). 

ExternalId String [] External identifier of the entity. 

ChildClassificationCodeG
enerated 

Boolean Child classification code generation (optional).  
Valid for entities type CLASS only. 

ParentId EntityId Unique identifier of the parent entity (optional). 

EffectiveRights EntityRights Effective rights to access directory entity 
(optional). 

Property Property [] Entity property (optional). 

id String Unique identifier of the entity. 

 

5.2.1.104 EntityStubFilter 

Object provides public entity information filter. 

Scheme 

<xsi:complexType name="EntityStubFilter"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an entity stub filter</xsi:documentation> 
 </xsi:annotation> 
 <xsi:attribute name="all" type="xsi:boolean"/> 
 <xsi:attribute name="properties" type="xsi:boolean"/> 
 <xsi:attribute name="templates" type="xsi:boolean"/> 
</xsi:complexType> 
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Parameters 

all Boolean Public entity information and included templates. 

properties Boolean Public entity properties. 

templates Boolean Templates to create sub entities. 

 

5.2.1.105 EntityStubPaging 

Object provides paging of the public entity information. 

Scheme 

<xsi:complexType name="EntityStubPaging"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an entity stub paging</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="PageStart" type="xsi:unsignedInt"/> 
  <xsi:element name="PageSize" type="xsi:unsignedInt"/> 
  <xsi:element name="Refresh" type="xsi:boolean" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

PagetStart UnsignedInt The beginning of the page. 

PageSize UnsignedInt The site of the page 

Refresh Boolean If value is true  than entity information is created again;  
otherwise it is created only first time. 

 

5.2.1.106 EntityStubReadRequest 

Object provides request to read public entity information. 

Scheme 

<xsi:complexType name="EntityStubReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityStubRead operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 
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5.2.1.107 EntityStubReadResponse 

Object provides response to the public entity information read. 

Scheme 

<xsi:complexType name="EntityStubReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityStubRead operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="EntityStub" type="tns:EntityStub"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

EntityStub EntityStub Public entity information. 

 

5.2.1.108 EntityType 

Object provides information on entity type. 

Scheme 

<xsi:simpleType name="EntityType"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an entity type enumeration</xsi:documentation> 
 </xsi:annotation> 
 <xsi:restriction base="xsi:string"> 
  <xsi:enumeration value="Class"/> 
  <xsi:enumeration value="Folder"/> 
  <xsi:enumeration value="Document"/> 
 </xsi:restriction> 
</xsi:simpleType> 

Parameters 

Class Entity type is class. 

Folder Entity type is folder. 

Document Entity type is document. 

 

5.2.1.109 EntityUpdate 

Object updates the entity. 

Scheme 

<xsi:complexType name="EntityUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating entity</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Title" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="ChildClassificationCodeGenerated" type="xsi:boolean" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1" 
nillable="true"/> 
  <xsi:element name="Owner" type="xsi:string" minOccurs="0" maxOccurs="1" 
nillable="true"/> 
  <xsi:element name="Significance" type="tns:InheritedStringPropertyUpdate" minOccurs="0" 
maxOccurs="1"/> 
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  <xsi:element name="ExternalId" type="xsi:string" minOccurs="0" maxOccurs="unbounded" 
nillable="true"/> 
  <xsi:element name="Keyword" type="xsi:string" minOccurs="0" maxOccurs="unbounded" 
nillable="true"/> 
  <xsi:element name="Property" type="tns:PropertyUpdate" minOccurs="0" 
maxOccurs="unbounded"/> 
  <xsi:element name="PhysicalProperties" type="tns:PhysicalPropertiesUpdate" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Title String The title of the entity (optional). 

ChildClassificationCode 
Generated 

String Child classification code generation.  
Valid when the entity type is CLASS only 
(optional). 

Description String The description of the entity (optional). 

Owner String The owner of the entity (optional). 

Significance InheritedStringPropertyUpdate The significance of the entity update 
(optional). 

ExternalId String [] External identifier of the entity (optional). 

Keyword String [] Keywords of the entity (optional). 

Property PropertyUpdate [] Entity property (optional). 

PhysiclaProperties PhysicalPropertiesUpdate Physical content properties update. 

 

5.2.1.110 EntityUpdateRequest 

Object provides request to update the entity. 

Scheme 

<xsi:complexType name="EntityUpdateRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityUpdate operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="tns:EntityId"/> 
  <xsi:element name="EntityUpdate" type="tns:EntityUpdate"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id EntityId Unique identifier of the entity. 

EntityUpdate EntityUpdate Entity update information. 
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5.2.1.111 EntityUpdateResponse 

Object provides response to update the entity. 

Scheme 

<xsi:complexType name="EntityUpdateResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an EntityUpdate operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Entity" type="tns:Entity"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Entity Entity Entity public information. 

 

5.2.1.112 InheritedStringProperty 

Object provides information on inherited »String« property type. 

Scheme 

<xsi:complexType name="InheritedStringProperty"> 
 <xsi:simpleContent> 
  <xsi:extension base="xsi:string"> 
   <xsi:attribute name="inherited" type="xsi:boolean"/> 
  </xsi:extension> 
 </xsi:simpleContent> 
</xsi:complexType> 

Parameters 

inherited Boolean Property inherited value or its initial value. 

 

5.2.1.113 InheritedStringPropertyUpdate 

Object updates an inherited »String« property type. 

Scheme 

<xsi:complexType name="InheritedStringPropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating inherited string 
property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:simpleContent> 
  <xsi:extension base="xsi:string"> 
   <xsi:attribute name="inherited" type="xsi:boolean"/> 
  </xsi:extension> 
 </xsi:simpleContent> 
</xsi:complexType> 

Parameters 

inherited Boolean Property inherited value or its initial value. 
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5.2.1.114 Int8Property 

Object provides information on »Int8« property type. 

Scheme 

<xsi:complexType name="Int8Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a Int8 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:byte"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value byte [] »Int8« property value. 

key String Value key. 

 

5.2.1.115 Int8PropertyUpdate 

Object updates the »Int8« property type. 

Scheme 

<xsi:complexType name="Int8PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating Int8 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:byte" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value byte [] »Int8« property value. 
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5.2.1.116 Int16Property 

Object provides information on »Int16« property type. 

Scheme 

<xsi:complexType name="Int16Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a Int16 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:short"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Short [] »Int16« property value. 

key String Value key. 

 

5.2.1.117 Int16PropertyUpdate 

Object updates the »Int16« property type. 

Scheme 

<xsi:complexType name="Int16PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating Int16 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:short" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Short [] »Int16« property value. 
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5.2.1.118 Int32Property 

Object provides information on »Int32« property type. 

Scheme 

<xsi:complexType name="Int32Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a Int32 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:int"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Int [] »Int32« property value. 

key String Value key. 

 

5.2.1.119 Int32PropertyUpdate 

Object updates the »Int32« property type. 

Scheme 

<xsi:complexType name="Int32PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating Int32 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:int" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Int [] »Int32« property value. 
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5.2.1.120 Int64Property 

Object provides information on »Int64« property type. 

Scheme 

<xsi:complexType name="Int64Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a Int64 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:long"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Long [] »Int64« property value. 

key String Value key. 

 

5.2.1.121 Int64PropertyUpdate 

Object updates the »Int64« property type. 

Scheme 

<xsi:complexType name="Int64PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating Int64 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:long" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Long [] »Int64« property value. 
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5.2.1.122 Int128Property 

Object provides information on »Int128« property type. 

Scheme 

<xsi:complexType name="Int128Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a Int128 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:integer"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Integer [] »Int128« property value. 

key String Value key. 

 

5.2.1.123 Int128PropertyUpdate 

Object updates the »Int128« property type. 

Scheme 

<xsi:complexType name="Int128PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating Int128 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:integer" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value Integer [] »Int128« property value. 
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5.2.1.124 ObjectCreate 

Object creates content object. 

Scheme 

<xsi:complexType name="ObjectCreate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for creating object</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="ContainerId" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="ContentType" type="xsi:string"/> 
  <xsi:element name="Content" type="xsi:base64Binary" minOccurs="0" maxOccurs="1" 
xmlns:xmime="http://www.w3.org/2005/05/xmlmime" 
xmime:expectedContentTypes="application/octet-stream"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

ContainerId String Unique identifier of the content container (optional). 

Description String A description of the content (optional). 

ContentType String The content type. 

Content base64Binary The content (optional). 

 

5.2.1.125 ObjectItem 

Object provides information on content object. 

Scheme 

<xsi:complexType name="ObjectItem"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an object item</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="ContainerId" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Size" type="xsi:unsignedInt"/> 
  <xsi:element name="Created" type="xsi:dateTime"/> 
  <xsi:element name="Accessed" type="xsi:dateTime"/> 
  <xsi:element name="Modified" type="xsi:dateTime"/> 
  <xsi:element name="ContentType" type="xsi:string"/> 
  <xsi:element name="Extension" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="EffectiveRights" type="tns:PropertyRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Content" type="xsi:base64Binary" minOccurs="0" maxOccurs="1" 
xmlns:xmime="http://www.w3.org/2005/05/xmlmime" 
xmime:expectedContentTypes="application/octet-stream"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

ContainerId String Unique identifier of the content container (optional). 

Description String A description of the content (optional). 

Size unsignedInt The content size (in bytes). 
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Created dateTime Date and time of the content creation. 

Accessed dateTime Date and time of the content access. 

Modified dateTime Date and time of the content update. 

ContentType String The content type. 

Extension String The extension of the content file (optional). 

Content base64Binary The content (optional).  

id String Unique identifier of the content. 

EffectiveRights PropertyRights Effective property rights (optional). 

 

5.2.1.126 ObjectUpdate 

Object updates the content object. 

Scheme 

<xsi:complexType name="ObjectUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating object</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Description" type="xsi:string" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Content" type="xsi:base64Binary" nillable="true" minOccurs="0" 
maxOccurs="1" xmlns:xmime="http://www.w3.org/2005/05/xmlmime" 
xmime:expectedContentTypes="application/octet-stream"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string" use="required"/> 
</xsi:complexType> 

Parameters 

Description String A description of the content object (optional). 

Content base64Binary The content (optional).  

 

5.2.1.127 PhysicalProperties 

Object provides information on physical content properties. 

Scheme 

<xsi:complexType name="PhysicalProperties"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a physical properties</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="CurrentLocation" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Custodian" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="HomeLocation" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Id" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Status" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="ReturnDue" type="xsi:date" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="StatusChange" type="xsi:dateTime" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 
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Parameters 

CurrentLocation String Current location of the physical content (optional). 

Custodian String The custodian of the content (optional). 

Description String A description of the content (optional). 

HomeLocation String Home location of the content (optional). 

Id String Identifier of the physical content (optional). 

Status String The status of the content (optional). 

ReturnDue Date Return date of the issued content (optional). 

StatusChange DateTime Date and time of the content status change (optional). 

 

5.2.1.128 PhysicalPropertiesUpdate 

Object updates the physical content properties. 

Scheme 

<xsi:complexType name="PhysicalPropertiesUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating physical properties</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="CurrentLocation" type="xsi:string" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Custodian" type="xsi:string" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Description" type="xsi:string" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="HomeLocation" type="xsi:string" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="Id" type="xsi:string" nillable="true" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Status" type="xsi:string" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="ReturnDue" type="xsi:date" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

CurrentLocation String Current location of the physical content (optional). 

Custodian String The custodian of the content (optional). 

Description String A description of the content (optional). 

HomeLocation String Home location of the content (optional). 

Id String Identifier of the physical content (optional). 

Status String The status of the content (optional). 

ReturnDue Date Return date of the issued content (optional). 
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5.2.1.129 Property 

Object provides information on property. 

Scheme 

<xsi:complexType name="Property" abstract="true"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Options" type="tns:PropertyOptions"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Type" type="tns:PropertyType"/> 
  <xsi:element name="EffectiveRights" type="tns:PropertyRights" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

Options PropertyOptions Property options. 

Description String A description of the property. 

Type PropertyType Property type. 

EffectiveRights PropertyRights Effective rights to access the property (optional). 

id String Unique identifier of the property. 

 

5.2.1.130 PropertyACL 

Object provides information on entity property right. 

Scheme 

<xsi:complexType name="PropertyACL"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a property ACL</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="PropertyACLEntry" type="tns:PropertyACLEntry" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
 <xsi:attribute name="propertyId" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

PropertyACLEntry PropertyACLEntry [] Entity property right (optional). 

propertyId String Unique identifier of the property. 
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5.2.1.131 PropertyACLCreate 

Object creates the entity property access right. 

Scheme 

<xsi:complexType name="PropertyACLCreate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for creating property ACL</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="PropertyACLEntry" type="tns:PropertyACLEntryUpdate" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
 <xsi:attribute name="propertyId" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

PropertyACLEntry PropertyACLEntryUpdate Entity property access right (optional). 

propertyId String Unique identifier of the entity property. 

 

5.2.1.132 PropertyACLEntry 

Object provides information on directory entity property access right. 

Scheme 

<xsi:complexType name="PropertyACLEntry"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a property ACL entry</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="ExplicitAllowRights" type="tns:PropertyRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="ExplicitDenyRights" type="tns:PropertyRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="InheritedAllowRights" type="tns:PropertyRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="InheritedDenyRights" type="tns:PropertyRights" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="directoryEntityId" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

ExplicitAllowRights PropertyRights Explicit allow right (optional). 

ExplicitDenyRights PropertyRights Explicit deny right (optional). 

InheritedAllowRights PropertyRights Inherited allow right (optional). 

InheritedDenyRights PropertyRights Inherited deny right (optional). 

directoryEntityId String Unique identifier of directory entity (optional). 
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5.2.1.133 PropertyACLEntryUpdate 

Object updates the directory entity property access right. 

Scheme 

<xsi:complexType name="PropertyACLEntryUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for creating property ACL entry</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="ExplicitAllowRights" type="tns:PropertyRights" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="ExplicitDenyRights" type="tns:PropertyRights" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="directoryEntityId" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

ExplicitAllowRights PropertyRights Explicit allow right (optional). 

ExplicitDenyRights PropertyRights Explicit deny right (optional). 

directoryEntityId String Unique identifier of the directory entity (optional). 

 

5.2.1.134 PropertyACLUpdate 

Object updates the directory entity property access right. 

Scheme 

<xsi:complexType name="PropertyACLUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for creating property ACL</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="PropertyACLEntry" type="tns:PropertyACLEntryUpdate" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="propertyId" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

PropertyACLEntry PropertyACLEntryUpdate Entity property access right update (optional). 

 

5.2.1.135 PropertyOptions 

Object provides information on entity property options. 

Scheme 

<xsi:complexType name="PropertyOptions"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a container of property options</xsi:documentation> 
 </xsi:annotation> 
 <xsi:attribute name="appendOnly" type="xsi:boolean"/> 
 <xsi:attribute name="includedInAIP" type="xsi:boolean"/> 
 <xsi:attribute name="inherited" type="xsi:boolean"/> 
 <xsi:attribute name="multiValue" type="xsi:boolean"/> 
 <xsi:attribute name="nonEmpty" type="xsi:boolean"/> 
 <xsi:attribute name="pickList" type="xsi:boolean"/> 
 <xsi:attribute name="public" type="xsi:boolean"/> 
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 <xsi:attribute name="readOnly" type="xsi:boolean"/> 
 <xsi:attribute name="required" type="xsi:boolean"/> 
 <xsi:attribute name="searchable" type="xsi:boolean"/> 
 <xsi:attribute name="unique" type="xsi:boolean"/> 
</xsi:complexType> 

Parameters 

appendOnly Boolean Entity property value can append only. 

includedInAIP Boolean Entity property value is included in archival information package (AIP). 

inherited Boolean Entity property value is inherited. 

multiValue Boolean Entity property can have more than one value. 

nonEmpty Boolean Entity property cannot be empty. 

pickList Boolean Entity property has predefined values. 

public Boolean Entity property is public. 

readOnly Boolean Entity property is read only. 

required Boolean Entity property is required. 

searchable Boolean Entity property value can be searched. 

unique Boolean Entity property value is unique. 

 

5.2.1.136 PropertyRights 

Object provides information on entity property rights. 

Scheme 

<xsi:complexType name="PropertyRights"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a entity acl property 
right</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="validFrom" type="xsi:dateTime" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="validTo" type="xsi:dateTime" nillable="true" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
 <xsi:attribute name="createAccess" type="xsi:boolean"/> 
 <xsi:attribute name="deleteAccess" type="xsi:boolean"/> 
 <xsi:attribute name="readAccess" type="xsi:boolean"/> 
 <xsi:attribute name="writeAccess" type="xsi:boolean"/> 
</xsi:complexType> 

Parameters 

validFrom dateTime The validity of the attribute property access rights until a given date 
and time (optional). 

validTo dateTime The validity of the attribute property access rights from a given date 
and time (optional). 

createAccess Boolean The right to create attribute property. 

deleteAccess Boolean The right to delete attribute property. 
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readAccess Boolean The right to read attribute property. 

writeAccess Boolean The right to write attribute property. 

 

5.2.1.137 PropertyType 

Object provides information on entity property type. 

Scheme 

<xsi:simpleType name="PropertyType"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a property type enumeration</xsi:documentation> 
 </xsi:annotation> 
 <xsi:restriction base="xsi:string"> 
  <xsi:enumeration value="DirectoryEntity"/> 
  <xsi:enumeration value="Bool"/> 
  <xsi:enumeration value="Int8"/> 
  <xsi:enumeration value="UInt8"/> 
  <xsi:enumeration value="Int16"/> 
  <xsi:enumeration value="UInt16"/> 
  <xsi:enumeration value="Int32"/> 
  <xsi:enumeration value="UInt32"/> 
  <xsi:enumeration value="Int64"/> 
  <xsi:enumeration value="UInt64"/> 
  <xsi:enumeration value="Int128"/> 
  <xsi:enumeration value="UInt128"/> 
  <xsi:enumeration value="Double"/> 
  <xsi:enumeration value="Date"/> 
  <xsi:enumeration value="Time"/> 
  <xsi:enumeration value="DateTime"/> 
  <xsi:enumeration value="String10"/> 
  <xsi:enumeration value="String20"/> 
  <xsi:enumeration value="String30"/> 
  <xsi:enumeration value="String40"/> 
  <xsi:enumeration value="String50"/> 
  <xsi:enumeration value="String100"/> 
  <xsi:enumeration value="String200"/> 
  <xsi:enumeration value="StringMax"/> 
  <xsi:enumeration value="Decimal1"/> 
  <xsi:enumeration value="Decimal2"/> 
  <xsi:enumeration value="Decimal3"/> 
  <xsi:enumeration value="Decimal4"/> 
  <xsi:enumeration value="Decimal5"/> 
  <xsi:enumeration value="Decimal6"/> 
  <xsi:enumeration value="Decimal7"/> 
  <xsi:enumeration value="Decimal8"/> 
  <xsi:enumeration value="Decimal9"/> 
  <xsi:enumeration value="Decimal10"/> 
  <xsi:enumeration value="Binary"/> 
 </xsi:restriction> 
</xsi:simpleType> 

Parameters 

DirectoryEntity Enumerator. 

Bool Enumerator. 

Int8 Enumerator. 

UInt8 Enumerator. 

Int16 Enumerator. 
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UInt16 Enumerator. 

Int32 Enumerator. 

UInt32 Enumerator. 

Int64 Enumerator. 

UInt64 Enumerator. 

Int128 Enumerator. 

Uint128 Enumerator. 

Double Enumerator. 

Date Enumerator. 

Time Enumerator. 

DateTime Enumerator. 

String10 Enumerator. 

String20 Enumerator. 

String30 Enumerator. 

String40 Enumerator. 

String50 Enumerator. 

String100 Enumerator. 

String200 Enumerator. 

StringMax Enumerator. 

Decimal1 Enumerator. 

Decimal2 Enumerator. 

Decimal3 Enumerator. 

Decimal4 Enumerator. 

Decimal5 Enumerator. 

Decimal6 Enumerator. 

Decimal7 Enumerator. 

Decimal8 Enumerator. 

Decimal9 Enumerator. 

Decimal10 Enumerator. 

Binary Enumerator. 
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5.2.1.138 PropertyUpdate 

Object updates the property. 

Scheme 

<xsi:complexType name="PropertyUpdate" abstract="true"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

id String Unique identifier of the entity property. 

 

5.2.1.139 Retention 

Object provides information on entity retention policies and disposition holds. 

Scheme 

<xsi:complexType name="Retention"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a retention object, a collection of retention policy and 
disposition hold entries attached to an entity</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Policy" type="tns:RetentionPolicyEntry" minOccurs="0" 
maxOccurs="unbounded"/> 
  <xsi:element name="DispositionHold" type="tns:RetentionDispositionHoldEntry" 
minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Policy RetentionPolicyEntry [] Entity retention policy information (optional). 

DispositionHold RetentionDispositionHoldEntry [] Entity disposition hold information (optional). 

 

5.2.1.140 RetentionDispositionHoldEntry 

Object provides information on entity disposition hold. 

Scheme 

<xsi:complexType name="RetentionDispositionHoldEntry"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a retention disposition hold entry</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Name" type="xsi:string"/> 
  <xsi:element name="Description" type="xsi:string"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 
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Parameters 

Name String The unique name of the entity disposition hold. 

Description String A description of the disposition hold. 

id String Unique identifier of the entity disposition hold. 

 

5.2.1.141 RetentionDispositionHoldEntryUpdate 

Object updates the entity disposition hold. 

Scheme 

<xsi:complexType name="RetentionDispositionHoldEntryUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating retention disposition hold 
entry</xsi:documentation> 
 </xsi:annotation> 
 <xsi:attribute name="id" type="xsi:string"/> 
 <xsi:attribute name="name" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

id String Unique identifier of the entity disposition hold. 

name String Unique name of the disposition hold (optional). 

 

5.2.1.142 RetentionPoliciesReadRequest 

Object provides request to read the entity retention policies or single retention policy. 

Scheme 

<xsi:complexType name="RetentionPoliciesReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a RetentionPoliciesRead operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id String Unique identifier of the retention policy (optional). 

 

5.2.1.143 RetentionPoliciesReadResponse 

Object provides response to the entity retention policies read. 

Scheme 

<xsi:complexType name="RetentionPoliciesReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a RetentionPoliciesRead operation 
response</xsi:documentation> 
 </xsi:annotation> 
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 <xsi:sequence> 
  <xsi:element name="RetentionPolicy" type="tns:RetentionPolicy" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

RetentionPolicy RetentionPolicy [] Entity retention policy (optional). 

 

5.2.1.144 RetentionPolicy 

Object provides information on entity retention policy. 

Scheme 

<xsi:complexType name="RetentionPolicy"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a retention policy</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Name" type="xsi:string"/> 
  <xsi:element name="Accessed" type="xsi:dateTime"/> 
  <xsi:element name="Created" type="xsi:dateTime"/> 
  <xsi:element name="Modified" type="xsi:dateTime"/> 
  <xsi:element name="Action" type="xsi:string"/> 
  <xsi:element name="Creator" type="xsi:string"/> 
  <xsi:element name="Description" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="DetailedDescription" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="Reason" type="xsi:string"/> 
  <xsi:element name="Trigger" type="xsi:string"/> 
  </xsi:sequence> 
  <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

Name String The name of the retention policy. 

Accessed dateTime Date and time of the retention policy access. 

Created dateTime Date and time of the retention policy creation. 

Modified dateTime Date and time of the retention policy update. 

Action String The default action of the retention policy. 

Creator String The author of the retention policy. 

Description String A description of the retention policy. 

DetailedDescription String Detailed description of the retention policy. 

Reason String The reason for retention policy creation. 

Trigger String Search string to determine a time frame of a retention period. 

id String Unique identifier of the retention policy. 
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5.2.1.145 RetentionPolicyAuditLogReadRequest 

Object provides request to read the entity retention policy audit log. 

Scheme 

{code:xml}<xsi:complexType name="RetentionPolicyAuditLogReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an RetentionPolicyAuditLogRead operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id String Unique identifier of the retention policy. 

 

5.2.1.146 RetentionPolicyAuditLogReadResponse 

Object provides response to the entity retention policy audit log read. 

Scheme 

<xsi:complexType name="RetentionPolicyAuditLogReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an RetentionPolicyAuditLogRead operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Event" type="tns:AuditLogEvent" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Event AuditLogEvent [] Entity retention policy audit log event (optional). 

 

5.2.1.147 RetentionPolicyEntry 

Object provides information on entity retention policy. 

Scheme 

<xsi:complexType name="RetentionPolicyEntry"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a retention policy entry</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Name" type="xsi:string"/> 
  <xsi:element name="Description" type="xsi:string"/> 
  <xsi:element name="ExplicitContext" type="tns:RetentionPolicyEntryContext" minOccurs="0" 
maxOccurs="1"/> 
  <xsi:element name="InheritedContext" type="tns:RetentionPolicyEntryContext" 
minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 
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Parameters 

Name String The name of the retention policy. 

Description String A description of the retention policy. 

ExplicitContext RetentionPolicyEntryContext Explicit context of the retention policy. 

InheritedContext RetentionPolicyEntryContext [] Inherited context of the retention policy. 

id String Unique identifier of the retention policy. 

 

5.2.1.148 RetentionPolicyEntryContext 

Object provides information on entity retention policy context. 

Scheme 

<xsi:complexType name="RetentionPolicyEntryContext"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a retention policy entry context</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Filter" type="tns:RetentionPolicyEntryFilter"/> 
 </xsi:sequence> 
 <xsi:attribute name="effective" type="xsi:boolean"/> 
 <xsi:attribute name="scope" type="tns:RetentionPolicyEntryScopeType"/> 
</xsi:complexType> 

Parameters 

Filter RetentionPolicyEntryFilter Entity retention policy filter. 

effective Boolean Effective explicit retention policy of the selected entity. 

scope RetentionPolicyEntryScopeType The scope of the retention policy context. 

 

5.2.1.149 RetentionPolicyEntryFilter 

Object provides information on entity retention policy filter. 

Scheme 

<xsi:complexType name="RetentionPolicyEntryFilter"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a retention policy entry filter</xsi:documentation> 
 </xsi:annotation> 
 <xsi:attribute name="classes" type="xsi:boolean" use="required"/> 
 <xsi:attribute name="documents" type="xsi:boolean" use="required"/> 
 <xsi:attribute name="folders" type="xsi:boolean" use="required"/> 
</xsi:complexType> 

Parameters 

classes Boolean CLASS entity type. 

folders Boolean FOLDER entity type. 

documents Boolean DOCUMENT entity type. 
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5.2.1.150 RetentionPolicyEntryScopeType 

Object provides information on entity retention policy scope type. 

Scheme 

<xsi:simpleType name="RetentionPolicyEntryScopeType"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a retention policy entry scope type 
enumeration</xsi:documentation> 
 </xsi:annotation> 
 <xsi:restriction base="xsi:string"> 
  <xsi:enumeration value="Allow"/> 
  <xsi:enumeration value="Deny"/> 
 </xsi:restriction> 
</xsi:simpleType> 

Parameters 

Allow Allowed. 

Deny Denied. 

 

5.2.1.151 RetentionPolicyEntryUpdate 

Object updates the retention policy. 

Scheme 

<xsi:complexType name="RetentionPolicyEntryUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating retention policy 
entry</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Filter" type="tns:RetentionPolicyEntryFilter" minOccurs="0" 
maxOccurs="1"/> 
 </xsi:sequence> 
  <xsi:attribute name="scope" type="tns:RetentionPolicyEntryScopeType"/> 
 <xsi:attribute name="id" type="xsi:string"/> 
 <xsi:attribute name="name" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

Filter RetentionPolicyEntryFilter Entity retention policy filter (optional). 

scope RetentionPolicyEntryScopeType The scope of the retention policy context. 

 

5.2.1.152 RetentionPolicyObjectsReadRequest 

Object provides request to read the entity retention policy content objects. 

Scheme 

<xsi:complexType name="RetentionPolicyObjectsReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an RetentionPolicyObjectsRead operation 
request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="xsi:string"/> 
  <xsi:element name="Object" type="tns:ObjectId" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 



IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 266 
 

</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id String Unique identifier of the retention policy . 

 

5.2.1.153 RetentionPolicyObjectsReadResponse 

Object provides response to the entity retention policy content objects read. 

Scheme 

<xsi:complexType name="RetentionPolicyObjectsReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an RetentionPolicyObjectsRead operation 
response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Object" type="tns:ObjectItem" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Object ObjectItem [] Entity retention policy objects (optional). 

 

5.2.1.154 RetentionUpdate 

Object updates the entity retention policy and disposition hold. 

Scheme 

<xsi:complexType name="RetentionUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating retention</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Policy" type="tns:RetentionPolicyEntryUpdate" minOccurs="0" 
maxOccurs="unbounded"/> 
  <xsi:element name="DispositionHold" type="tns:RetentionDispositionHoldEntryUpdate" 
minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Policy RetentionPolicyEntryUpdate [] Entity retention policy update. 

DispositionHold RetentionDispositionHoldEntryUpdate [] Entity disposition hold update. 
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5.2.1.155 SessionCloseRequest 

Object provides request to close the session. 

Scheme 

<xsi:complexType name="SessionCloseRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a SessionClose operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

 

5.2.1.156 SessionCloseResponse 

Object provides response to the session close. 

Scheme 

<xsi:complexType name="SessionCloseResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a SessionClose operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence/> 
</xsi:complexType> 

 

5.2.1.157 SessionOpenRequest 

Object provides request to open the session. 

Scheme 

<xsi:complexType name="SessionOpenRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an SessionOpen operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="ArchiveId" type="xsi:string"/> 
  <xsi:element name="Authentication" type="tns:Authentication"/> 
  <xsi:element name="ComputerName" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="ApplicationName" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
  <xsi:element name="ApiVersion" type="xsi:int" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

ArchiveId String Unique identifier of the archive. 

Authentications Authentication The authentication information. 

ComputerName String Unique name of the computer device (optional). 

ApplicationName String Unique name of the application (optional). 

ApiVersion int API version (optional). 
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5.2.1.158 SessionOpenResponse 

Object provides response to the session open. 

Scheme 

<xsi:complexType name="SessionOpenResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents an SessionOpen operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="ApiVersion" type="xsi:int"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

ApiVersion int API version. 

 

5.2.1.159 StringProperty 

Object provides information on »String« property. 

Scheme 

<xsi:complexType name="StringProperty"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a String10 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:string"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value String [] »Time« property value. 

key String Value key. 
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5.2.1.160 StringPropertyUpdate 

Object updates the »String« property. 

Scheme 

<xsi:complexType name="StringPropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating String property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:string" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value String [] »String« property value. 

 

5.2.1.161 Template 

Object provides information on template. 

Scheme 

<xsi:complexType name="Template"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a template</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="EntityType" type="tns:EntityType"/> 
  <xsi:element name="Description" type="xsi:string"/> 
  <xsi:element name="EntityCount" type="xsi:unsignedInt"/> 
  <xsi:element name="Property" type="tns:Property" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
 <xsi:attribute name="id" type="xsi:string"/> 
</xsi:complexType> 

Parameters 

EntityType EntityType Entity type. 

Description String A description of the template. 

EntityCount unsignedInt The number of entities where template is used. 

Property Property [] Properties linked to the template. 

id String Unique identifier of the template. 

 

5.2.1.162 TemplatesReadRequest 

Object provides request to read templates. 

Scheme 

<xsi:complexType name="TemplatesReadRequest"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a TemplatesRead operation request</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
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  <xsi:element name="SessionToken" type="xsi:string"/> 
  <xsi:element name="Id" type="xsi:string" minOccurs="0" maxOccurs="1"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

SessionToken String Unique identifier of the session. 

Id String Unique identifier of the template (optional). 

 

5.2.1.163 TemplatesReadResponse 

Object provides response to the templates read. 

Scheme 

<xsi:complexType name="TemplatesReadResponse"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a TemplatesRead operation response</xsi:documentation> 
 </xsi:annotation> 
 <xsi:sequence> 
  <xsi:element name="Template" type="tns:Template" minOccurs="0" maxOccurs="unbounded"/> 
 </xsi:sequence> 
</xsi:complexType> 

Parameters 

Template Template [] Template (optional). 

 

5.2.1.164 TimeProperty 

Object provides information on »Time« property. 

Scheme 

<xsi:complexType name="TimeProperty"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a time property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:time"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 
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Parameters 

Value time [] »Time« property value. 

key String Value key. 

 

5.2.1.165 TimePropertyUpdate 

Object updates the »Time« property. 

Scheme 

<xsi:complexType name="TimePropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating time property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:time" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value time [] »Time« property values. 

 

5.2.1.166 Uint8Property 

Object provides information on »UInt8« property. 

Scheme 

<xsi:complexType name="UInt8Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a UInt8 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:short"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 
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Parameters 

Value short [] »UInt8« property value. 

key String Value key. 

 

5.2.1.167 UInt8PropertyUpdate 

Object updates the »UInt8« property. 

Scheme 

<xsi:complexType name="UInt8PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating UInt8 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:short" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value short [] »UInt8« property values. 

 

5.2.1.168 Uint16Property 

Object provides information on »UInt16« property. 

Scheme 

<xsi:complexType name="UInt16Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a UInt16 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:int"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 
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Parameters 

Value int [] »UInt16« property value. 

key String Value key. 

 

5.2.1.169 UInt16PropertyUpdate 

Object updates the »UInt16« property. 

Scheme 

<xsi:complexType name="UInt16PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating UInt16 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:int" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value int [] »UInt8« property values. 

 

5.2.1.170 Uint32Property 

Object provides information on »UInt32« property. 

Scheme 

<xsi:complexType name="UInt32Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a UInt32 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:long"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 
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Parameters 

Value long [] »UInt32« property value. 

key String Value key. 

 

5.2.1.171 UInt32PropertyUpdate 

Object updates the »UInt32« property. 

Scheme 

<xsi:complexType name="UInt32PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating UInt32 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:long" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value long [] »UInt32« property values. 

 

5.2.1.172 Uint64Property 

Object provides information on »UInt64« property. 

Scheme 

<xsi:complexType name="UInt64Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a UInt64 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:integer"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 
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Parameters 

Value integer [] »UInt64« property value. 

key String Value key. 

 

5.2.1.173 UInt64PropertyUpdate 

Object updates the »UInt64« property. 

Scheme 

<xsi:complexType name="UInt64PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating UInt64 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:integer" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value integer [] »UInt64« property values. 

 

5.2.1.174 Uint128Property 

Object provides information on »UInt128« property. 

Scheme 

<xsi:complexType name="UInt128Property"> 
 <xsi:annotation> 
  <xsi:documentation>Represents a definition of a UInt128 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:Property"> 
   <xsi:sequence> 
    <xsi:element name="Value" minOccurs="0" maxOccurs="unbounded"> 
     <xsi:complexType> 
      <xsi:simpleContent> 
       <xsi:extension base="xsi:integer"> 
        <xsi:attribute name="key" type="xsi:string"> 
         <xsi:annotation> 
          <xsi:documentation>Represents a pick list value 
key</xsi:documentation> 
         </xsi:annotation> 
        </xsi:attribute> 
       </xsi:extension> 
      </xsi:simpleContent> 
     </xsi:complexType> 
    </xsi:element> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 
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Parameters 

Value integer [] »UInt128« property value. 

key String Value key. 

 

5.2.1.175 UInt128PropertyUpdate 

Object updates the »UInt128« property. 

Scheme 

<xsi:complexType name="UInt128PropertyUpdate"> 
 <xsi:annotation> 
  <xsi:documentation>Defines a type for updating UInt128 property</xsi:documentation> 
 </xsi:annotation> 
 <xsi:complexContent> 
  <xsi:extension base="tns:PropertyUpdate"> 
   <xsi:sequence> 
    <xsi:element name="Value" type="xsi:integer" minOccurs="0" maxOccurs="unbounded"/> 
   </xsi:sequence> 
  </xsi:extension> 
 </xsi:complexContent> 
</xsi:complexType> 

Parameters 

Value integer [] »UInt128« property values. 

 

5.2.2 Archives 

5.2.2.1 Archives read 

Operation reads archive servers available to the users. 

 

Request 

See ArchivesReadRequest 

 

Response 

See ArchivesReadResponse 

 

Example 

An example of the archives read. 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
  <soapenv:Body> 
  <ser:ArchivesReadRequest/> 
 </soapenv:Body> 
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</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <ArchivesReadResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <Archive id="IARC96"> 
    <Host>iarc96.imis.si</Host> 
    <Port>16807</Port> 
   </Archive> 
   <Archive id="IARC97"> 
    <Host>iarc97.imis.si</Host> 
    <Port>16807</Port> 
   </Archive> 
  </ArchivesReadResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.2.2 Archive read 

Operation reads the archive server, user roles and links to significant archive operations. 

 

Request 

See ArchiveReadRequest 

 

Response 

See ArchiveReadResponse 

 

Example 

An example of the archive read. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv=http://schemas.xmlsoap.org/soap/envelope/ 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:ArchiveReadRequest> 
   <ser:SessionToken>d93dc19a-0acb-42ce-8b0b-0dddb62592dc</ser:SessionToken> 
  </ser:ArchiveReadRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 
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Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <ArchiveReadResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <Id>IARC96</Id> 
    <Host>iarc96.imis.si:16807</Host> 
    <Capabilities auditQuery="true" deletion="true" importExport="true" reports="true" 
review="true"/> 
  </ArchiveReadResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.3 Session 

5.2.3.1 Session open 

Operation opens a session to access the archive server. 

 

Request 

See SessionOpenRequest 

 

Response 

See SessionOpenResponse 

 

Example 

An example of the session open. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:SessionOpenRequest> 
   <ser:ArchiveId>IARC97</ser:ArchiveId> 
   <ser:Authentication> 
    <ser:Username>admin</ser:Username> 
    <ser:Password>xxxxxxx</ser:Password> 
   </ser:Authentication> 
  </ser:SessionOpenRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 
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Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <SessionOpenResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <SessionToken>b82c38af-93ec-4e47-8d9e-3d4d6e42f337</SessionToken> 
  </SessionOpenResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.3.2 Session close 

Operation closes the session. 

 

Request 

See SessionCloseRequest 

 

Response 

See SessionCloseResponse 

 

Example 

An example of the session close. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:SessionCloseRequest> 
   <ser:SessionToken>d93dc19a-0acb-42ce-8b0b-0dddb62592dc</ser:SessionToken> 
  </ser:SessionCloseRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <SessionCloseResponse xmlns="http://www.imis.si/storageconnector/services"/> 
 </S:Body> 
</S:Envelope> 
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5.2.4 Entity 

 
5.2.4.1 Entities read 

Operation reads the entities. 

 

Request 

See EntitiesReadRequest 

 

Response 

See EntitiesReadResponse 

 

Example 1 

An example of the entities read. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntitiesReadRequest> 
   <ser:SessionToken>1f8a087c-b749-49eb-b65c-16598cf42a18</ser:SessionToken> 
  </ser:EntitiesReadRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntitiesReadResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <EntityStub id="flNI4IV1gz-7qSu7XIibTh_i2cGAeMe1DIyuUqrEBPM"> 
    <Description>Administration documents</Description> 
    <ClassificationCode> C=100</ClassificationCode> 
    <PublicClassificationCode>100</PublicClassificationCode> 
    <Title>Administration</Title> 
    <Type>Class</Type> 
   </EntityStub> 
   <EntityStub id="egSDH8ahuBifOUfXzfZKkDxnkD0_6X9xOlSa9v_aDVc"> 
    <Description>Finance documents</Description> 
    <ClassificationCode>C=101</ClassificationCode> 
    <PublicClassificationCode>101</PublicClassificationCode> 
    <Title>Finance</Title> 
    <Type>Class</Type> 
   </EntityStub> 
   <EntityStub id="4pyn3eeIdCU75bokcln0qxlOrUZD7YkJvAvx-r_tdd4"> 
    <ClassificationCode>C=102</ClassificationCode> 
    <PublicClassificationCode>102</PublicClassificationCode> 
    <Title>Production</Title> 
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    <Type>Class</Type> 
   </EntityStub> 
  </EntitiesReadResponse> 
 </S:Body> 
</S:Envelope> 

 

Example 2 

An example of the entities read. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntitiesReadRequest> 
   <ser:SessionToken>57eec86f-4166-4bf7-a92e-3a0f7cba7d9b</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=60</ser:Id> 
  </ser:EntitiesReadRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntitiesReadResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <EntityStub id="gYq2dIJTWPzK2HKMrgcvZ25OvR4q4KndHGWYVfDg-jM"> 
    <ClassificationCode>C=60^D=00010</ClassificationCode> 
    <PublicClassificationCode>60/00010</PublicClassificationCode> 
    <Title>Business plan September</Title> 
    <Type>Document</Type> 
   </EntityStub> 
   <EntityStub id="gsPSVmGksmrUCCetPtMvi8onjbnIT4beZTW3NbSIM_g"> 
    <ClassificationCode>C=60^D=00012</ClassificationCode> 
    <PublicClassificationCode>60/00012</PublicClassificationCode> 
    <Title>Business plan October</Title> 
    <Type>Document</Type> 
   </EntityStub> 
   <EntityStub id="GOgodd_8wz_z8dyj5ZAJXr6W8RkSzPSKzSpVTvVRaso"> 
    <Description>Opis...</Description> 
    <ClassificationCode>C=60^D=00102</ClassificationCode> 
    <PublicClassificationCode>60/00102</PublicClassificationCode> 
    <Title>Business plan November</Title> 
    <Type>Document</Type> 
   </EntityStub> 
   <EntityStub id="aIgT0BJxPaMCjwKsMnr0YlrMwKyWyKLzkYHMz1szQ9E"> 
    <ClassificationCode>C=60^D=00106</ClassificationCode> 
    <PublicClassificationCode>60/00106</PublicClassificationCode> 
    <Title>Business plan December</Title> 
    <Type>Document</Type> 
   </EntityStub> 
  </EntitiesReadResponse> 
 </S:Body> 
</S:Envelope> 
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Example 3 

An example of the entities read. 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntitiesReadRequest> 
   <ser:SessionToken>57eec86f-4166-4bf7-a92e-3a0f7cba7d9b</ser:SessionToken> 
    <ser:Id type="ClassificationCode">C=216</ser:Id> 
    <ser:Filter all="true"/> 
   </ser:EntitiesReadRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntitiesReadResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <EntityStub id="tFcVBPBHyYZHisrCMehT9udTNg72Q6rKq-NL_SO5g7c"> 
    <ClassificationCode>C=216^C=01</ClassificationCode> 
    <PublicClassificationCode>216.01</PublicClassificationCode> 
    <Title>Account payable</Title> 
    <Type>Class</Type> 
    <Permanent>false</Permanent> 
    <ChildCount>0</ChildCount> 
    <Creator>admin</Creator> 
    <Template>Class</Template> 
    <Created>2016-10-04T12:08:37.047Z</Created> 
    <Accessed>2016-10-04T12:08:37.047Z</Accessed> 
    <Modified>2016-10-04T12:08:37.047Z</Modified> 
    <Opened>2016-10-04T12:08:37.047Z</Opened> 
    <SecurityClass inherited="true"/> 
    <Significance inherited="true"/> 
    <Status inherited="true">Opened</Status> 
    <SubEntityTemplate>Class</SubEntityTemplate> 
    <SubEntityTemplate>Case</SubEntityTemplate> 
    <SubEntityTemplate>Document</SubEntityTemplate> 
    <SubEntityTemplate>Email</SubEntityTemplate> 
    <ChildClassificationCodeGenerated>true</ChildClassificationCodeGenerated> 
    <ParentId type="Internal">tfUt2U8WnXzgjcsvX9-dwIYsePfDc1EKiwk_rrOYOP4</ParentId> 
    <EffectiveRights readAccess="true" writeAccess="true" moveAccess="true" 
deleteAccess="true" changeRights="true" createSubEntities="true" changeSecurityClass="true" 
changeStatus="true" changeRetention="true"/> 
    <Property xsi:type="DateProperty" name="Validation date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="true" inherited="false" 
multiValue="false" nonEmpty="false" nonEmpty="false" pickList="false" public="true" 
readOnly="false" required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory validation date</Description> 
     <Type>Date</Type> 
    </Property> 
    <Property xsi:type="DateTimeProperty" name="Verification date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="true" 
multiValue="false" nonEmpty="false" nonEmpty="false" pickList="false" public="true" 
readOnly="false" required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory date of verification</Description> 
     <Type>DateTime</Type> 
    </Property> 
   </EntityStub> 



IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 283 
 

   <EntityStub id="tk_lyC7ncrIU4Gd1sgXE65pTeIxBGAiS2-xN_CZ4pNo"> 
    <ClassificationCode>C=216^C=02</ClassificationCode> 
    <PublicClassificationCode>216.02</PublicClassificationCode> 
    <Title>Account Receivable</Title> 
    <Type>Class</Type> 
    <Permanent>false</Permanent> 
    <ChildCount>0</ChildCount> 
    <Creator>admin</Creator> 
    <Template>Class</Template> 
    <Created>2016-10-04T12:08:38.270Z</Created> 
    <Accessed>2016-10-04T12:08:38.270Z</Accessed> 
    <Modified>2016-10-04T12:08:38.270Z</Modified> 
    <Opened>2016-10-04T12:08:38.270Z</Opened> 
    <SecurityClass inherited="true"/> 
    <Significance inherited="true"/> 
    <Status inherited="true">Opened</Status> 
    <SubEntityTemplate>Class</SubEntityTemplate> 
    <SubEntityTemplate>Case</SubEntityTemplate> 
    <SubEntityTemplate>Document</SubEntityTemplate> 
    <SubEntityTemplate>Email</SubEntityTemplate> 
    <SubEntityTemplate>Email-Marko</SubEntityTemplate> 
    <SubEntityTemplate>New document</SubEntityTemplate> 
    <SubEntityTemplate>Custom Folder</SubEntityTemplate> 
    <ChildClassificationCodeGenerated>true</ChildClassificationCodeGenerated> 
    <ParentId type="Internal">tfUt2U8WnXzgjcsvX9-dwIYsePfDc1EKiwk_rrOYOP4</ParentId> 
    <EffectiveRights readAccess="true" writeAccess="true" moveAccess="true" 
deleteAccess="true" changeRights="true" createSubEntities="true" changeSecurityClass="true" 
changeStatus="true" changeRetention="true"/> 
    <Property xsi:type="DateProperty" name="Validation date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="true" inherited="false" 
multiValue="false" nonEmpty="false" nonEmpty="false" pickList="false" public="true" 
readOnly="false" required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory validation date</Description> 
     <Type>Date</Type> 
    </Property> 
    <Property xsi:type="DateTimeProperty" name="Verification date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="true" 
multiValue="false" nonEmpty="false" nonEmpty="false" pickList="false" public="true" 
readOnly="false" required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory date of verification</Description> 
     <Type>DateTime</Type> 
    </Property> 
   </EntityStub> 
  </EntitiesReadResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.2 Public entity information read 

Operation reads the public entity information on single entity. 

 

Request 

See EntityStubReadRequest 

 

Response 

See EntityStubReadResponse 
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Example 

An example of public entity information read. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityStubReadRequest> 
   <ser:SessionToken>ca16a512-a8f2-4a19-a6f7-185f26749b6e</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=199</ser:Id> 
  </ser:EntityStubReadRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityStubReadResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <EntityStub id="kg2daOLReG5p_fqT3afhE-4vFT9lj3g2Ok6WTq6JF4s"> 
    <ClassificationCode>C=199</ClassificationCode> 
    <PublicClassificationCode>199</PublicClassificationCode> 
    <Title>Finance</Title> 
    <Type>Class</Type> 
    <Permanent>false</Permanent> 
    <ChildCount>0</ChildCount> 
    <Creator>admin</Creator> 
    <Template>Class</Template> 
    <Created>2016-09-19T07:30:25.797Z</Created> 
    <Accessed>2016-09-19T07:50:59.387Z</Accessed> 
    <Modified>2016-09-19T07:30:25.797Z</Modified> 
    <Closed>2016-09-19T07:44:18.050Z</Closed> 
    <Opened>2016-09-19T07:44:10.187Z</Opened> 
    <SecurityClass inherited="false">Top Secret</SecurityClass> 
    <Significance inherited="false">Vital</Significance> 
    <Status inherited="false">Closed</Status> 
    <Retention> 
     <Policy id="AywTRqKdetY4sSZhfzUNuhA-4_raqO6O1b0lC_r4Ipw"> 
      <Name>10 years</Name> 
      <Description>Dispose after 10 years</Description> 
      <ExplicitContext effective="true" scope="Allow"> 
       <Filter classes="true" documents="true" folders="true"/> 
      </ExplicitContext> 
     </Policy> 
     <DispositionHold id="pmn03Bze3jqedwBHlfOjIvMeZveMRzX5_T27QH8sQC4"> 
      <Name>Permanent hold</Name> 
      <Description>Entity is on permanent hold</Description> 
     </DispositionHold> 
    </Retention> 
    <ChildClassificationCodeGenerated>true</ChildClassificationCodeGenerated> 
    <EffectiveRights readAccess="true" writeAccess="true" moveAccess="true" 
deleteAccess="true" changeRights="true" createSubEntities="true" changeSecurityClass="true" 
changeStatus="true" changeRetention="true"/> 
    <Property xsi:type="DateProperty" name="Validation date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="true" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory validation date</Description> 
     <Type>Date</Type> 
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    </Property> 
    <Property xsi:type="DateTimeProperty" name="Verification date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="true" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory date of verification</Description> 
     <Type>DateTime</Type> 
    </Property> 
   </EntityStub> 
  </EntityStubReadResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.3 Entity open 

Operation opens an entity for reading and returns a unique identifier of the open entity, which 

carry out different operations. 

 

Request 

See EntityOpenRequest 

 

Response 

See EntityOpenResponse 

 

Example 

An example of the entity open. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.eu/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityOpenRequest> 
   <ser:SessionToken>a90b757a-91f5-497d-8a94-204769f87c4f</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=108</ser:Id> 
  </ser:EntityOpenRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityOpenResponse xmlns="http://www.imis.eu/storageconnector/services"> 
   <Id type="Handle">b09d360b-2df7-410d-a2d1-4776f1745736</Id> 
  </EntityOpenResponse> 
 </S:Body> 
</S:Envelope> 
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5.2.4.4 Entity edit 

Operation opens an entity for reading and writing and returns a unique identifier of the open 

entity, which carry out different operations (where the value of entityIdKind can equal to H).  

 

Request 

See EntityEditRequest 

 

Response 

See EntityEditResponse 

 

Example 

An example of the entity update. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.eu/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityEditRequest> 
   <ser:SessionToken>a90b757a-91f5-497d-8a94-204769f87c4f</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=108</ser:Id> 
  </ser:EntityEditRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityEditResponse xmlns="http://www.imis.eu/storageconnector/services"> 
   <Id type="Handle">168568e1-950e-4553-9619-7accb781238f</Id> 
  </EntityEditResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.5 Entity close 

The operation closes an open entity. The entity is closed with an obtained session token when 

opening it for reading or editing. When the entity is closed, the answer is without content and 

the success of the operation is demonstrated with the status of the answer. 
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Request 

See EntityCloseRequest 

 

Response 

See EntityCloseResponse 

 

Example 

An example of the entity close. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.eu/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityCloseRequest> 
   <ser:SessionToken>a90b757a-91f5-497d-8a94-204769f87c4f</ser:SessionToken> 
   <Id type="Handle">168568e1-950e-4553-9619-7accb781238f</Id> 
  </ser:EntityCloseRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityCloseResponse xmlns="http://www.imis.eu/storageconnector/services"> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.6 Entity read 

Operation reads the entity information. In addition to the publicly available data, data on 

physical archive and e-mail is available, if it exists. 

 

Request 

See EntityReadRequest 

 

Response 

See EntityReadResponse 
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Example 

An example of the entity read. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityReadRequest> 
   <ser:SessionToken>66f818c2-d4ba-47b0-8000-9ce5e73ea06b</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=129</ser:Id> 
  </ser:EntityReadRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityReadResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <Entity id="BqVYKjxUYwCYi86ZgTPuT84DPwA3fG-IqSHbBInkACs"> 
    <Description>Opis...</Description> 
    <ClassificationCode>C=129</ClassificationCode> 
    <PublicClassificationCode>129</PublicClassificationCode> 
    <Title>Title</Title> 
    <Type>Class</Type> 
    <Permanent>false</Permanent> 
    <ChildCount>1</ChildCount> 
    <Creator>admin</Creator> 
    <Owner>jsmith</Owner> 
    <Template>Class</Template> 
    <Created>2016-07-11T11:38:42.895Z</Created> 
    <Accessed>2016-10-10T08:48:27.271Z</Accessed> 
    <Modified>2016-07-22T10:27:49.879Z</Modified> 
    <Opened>2016-07-27T13:46:32.219Z</Opened> 
    <SecurityClass inherited="false"/> 
    <Significance inherited="false"/> 
    <Status inherited="false">Opened</Status> 
    <Retention> 
     <Policy id="AywTRqKdetY4sSZhfzUNuhA-4_raqO6O1b0lC_r4Ipw"> 
      <Name>10 years</Name> 
      <Description>Dispose after 10 years</Description> 
      <ExplicitContext effective="true" scope="Allow"> 
       <Filter classes="true" documents="false" folders="false"/> 
      </ExplicitContext> 
     </Policy> 
    </Retention> 
    <SubEntityTemplate>Case</SubEntityTemplate> 
    <SubEntityTemplate>Custom Folder</SubEntityTemplate> 
    <Keyword>incoming_invoices</Keyword> 
    <Keyword>credit_notes</Keyword> 
    <Keyword>outgoing_invoices</Keyword> 
    <Keyword>balance_sheets</Keyword> 
    <Keyword>domestic_accounts</Keyword> 
    <Keyword>foreign_accounts</Keyword> 
    <Keyword>bank_statements</Keyword> 
    <Keyword>budgets</Keyword> 
    <ExternalId>externalId56</ExternalId> 
    <ChildClassificationCodeGenerated>false</ChildClassificationCodeGenerated> 
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    <EffectiveRights readAccess="true" writeAccess="true" moveAccess="true" 
deleteAccess="true" changeRights="true" createSubEntities="true" changeSecurityClass="true" 
changeStatus="true" changeRetention="true"/> 
    <Property xsi:type="DateProperty" name="Validatiion date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="true" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory verification date</Description> 
     <Type>Date</Type> 
     <Value>2016-06-26Z</Value> 
    </Property> 
    <Property xsi:type="DateTimeProperty" name="Verification date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="true" 
multiValue="false" nonEmpty="false" pickList="false" public="false" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory date of verification</Description> 
     <Type>DateTime</Type> 
     <Value>2016-06-27T10:12:00.000Z</Value> 
    </Property> 
   </Entity> 
  </EntityReadResponse> 
 </S:Body> 
</S:Envelope> 

 

Example 

An example of the »C=129^F=2016^D=100« entity read. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityReadRequest> 
   <ser:SessionToken>66f818c2-d4ba-47b0-8000-9ce5e73ea06b</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=129^F=2016^D=100</ser:Id> 
  </ser:EntityReadRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityReadResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <Entity id="kW2WiA4MX3uCKFOBwBCnGDUqCGpLSx0t9ibbbvfZx6k"> 
    <ClassificationCode>C=129^F=2016^D=100</ClassificationCode> 
    <PublicClassificationCode>129-2016/100</PublicClassificationCode> 
    <Title>Business strategy report 2016</Title> 
    <Type>Document</Type> 
    <Description>Business strategy document containing major business steps to achive 
business goal for 2016</Description> 
    <Permanent>false</Permanent> 
    <ChildCount>0</ChildCount> 
    <Creator>admin</Creator> 
    <Owner>keiraclay</Owner> 
    <Template>AttributesDocument</Template> 
    <Created>2016-09-19T11:26:35.917Z</Created> 
    <Accessed>2016-10-13T11:46:28.645Z</Accessed> 
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    <Modified>2016-10-04T09:24:50.958Z</Modified> 
    <SecurityClass inherited="true">Confidential</SecurityClass> 
    <Significance inherited="true">Permanent</Significance> 
    <Retention/> 
    <Keyword>business</Keyword> 
    <Keyword>report</Keyword> 
    <ParentId type="Internal">joPN9wT7l93I7esZD1D3fMU9ErTpcd0xpIyR7XDcgF4</ParentId> 
    <EffectiveRights readAccess="true" writeAccess="true" moveAccess="true" 
deleteAccess="true" changeRights="true" createSubEntities="true" changeSecurityClass="true" 
changeStatus="true" changeRetention="true"/> 
    <Property xsi:type="BinaryProperty" id="AttrBinary" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Binary attribute</Description> 
     <Type>Binary</Type> 
    </Property> 
    <Property xsi:type="BoolProperty" id="AttrBool" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Bool attribute</Description> 
     <Type>Bool</Type> 
     <EffectiveRights createAccess="false" deleteAccess="false" readAccess="true" 
writeAccess="false"/> 
     <Value>true</Value> 
    </Property> 
    <Property xsi:type="DateProperty" id="AttrDate" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Date attribute</Description> 
     <Type>Date</Type> 
     <Value>2016-09-25Z</Value> 
    </Property> 
    <Property xsi:type="DateTimeProperty" id="AttrDateTime" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>DateTime attribute</Description> 
     <Type>DateTime</Type> 
     <Value>2016-09-25T12:12:12.000Z</Value> 
    </Property> 
    <Property xsi:type="DecimalProperty" id="AttrDecimal1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Decimal1 attribute</Description> 
     <Type>Decimal1</Type> 
     <Value>1.0</Value> 
    </Property> 
    <Property xsi:type="DirectoryEntityProperty" id="AttrDirectoryEntity" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>DirectoryEntity attribute</Description> 
     <Type>DirectoryEntity</Type> 
     <Value>kclay</Value> 
    </Property> 
    <Property xsi:type="DoubleProperty" id="AttrDouble" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Double attribute</Description> 
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     <Type>Double</Type> 
     <Value>1.01</Value> 
    </Property> 
    <Property xsi:type="Int64Property" id="AttrInt64" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Int64 attribute</Description> 
     <Type>Int64</Type> 
     <Value>64</Value> 
    </Property> 
    <Property xsi:type="Int8Property" id="AttrInt8" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Int8 attribute</Description> 
     <Type>Int8</Type> 
     <Value>8</Value> 
    </Property> 
    <Property xsi:type="DirectoryEntityProperty" id="AttrPicklistDirectoryEntity" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="true" nonEmpty="false" pickList="true" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Picklist DirectoryEntity attribute</Description> 
     <Type>DirectoryEntity</Type> 
     <Value key="Administrator">admin</Value> 
     <Value key="John Smith">jsmith</Value> 
    </Property> 
    <Property xsi:type="StringProperty" id="AttrString10" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="true" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>String10 attribute</Description> 
     <Type>String10</Type> 
     <Value>1234567890</Value> 
    </Property> 
    <Property xsi:type="StringProperty" id="AttrStringMax" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>StringMax attribute</Description> 
     <Type>StringMax</Type> 
     <Value>string max property</Value> 
    </Property> 
    <Property xsi:type="TimeProperty" id="AttrTime" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Time attribute</Description> 
     <Type>Time</Type> 
     <Value>12:12:12.000Z</Value> 
    </Property> 
    <Property xsi:type="UInt64Property" id="AttrUInt64" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>UInt64 attribute</Description> 
     <Type>UInt64</Type> 
     <Value>64</Value> 
    </Property> 
    <Property xsi:type="UInt8Property" id="AttrUInt8" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
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     <Options appendOnly="false" includedInAIP="false" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>UInt8 attribute</Description> 
     <Type>UInt8</Type> 
     <Value>8</Value> 
    </Property> 
    <PhysicalProperties/> 
   </Entity> 
  </EntityReadResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.7 Entity create 

Operation creates the entity under the archive root or selected entity. 

 

Request 

See EntityCreateRequest 

 

Response 

See EntityCreateResponse 

 

Example 

An example of the entity create on the archive root. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityCreateRequest> 
   <ser:SessionToken>20b85a49-0d10-4d7d-a555-d6298d485a6d</ser:SessionToken> 
   <ser:EntityCreate> 
    <ser:Template>Class</ser:Template> 
    <ser:Title>Title</ser:Title> 
    <ser:Retention> 
     <ser:Policy id="AywTRqKdetY4sSZhfzUNuhA-4_raqO6O1b0lC_r4Ipw" scope="Allow"> 
      <ser:Filter classes="true" documents="false" folders="false"/> 
     </ser:Policy> 
    </ser:Retention> 
   </ser:EntityCreate> 
  </ser:EntityCreateRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 
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Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityCreateResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <Entity id="JQWU6-mlwKPMp_9UtytVRgaN5iL5MvcZQIYRyWVoh-s"> 
    <ClassificationCode>C=229</ClassificationCode> 
    <PublicClassificationCode>229</PublicClassificationCode> 
    <Title>Title</Title> 
    <Type>Class</Type> 
    <Permanent>false</Permanent> 
    <ChildCount>0</ChildCount> 
    <Creator>admin</Creator> 
    <Template>Class</Template> 
    <Created>2016-10-10T09:11:36.703Z</Created> 
    <Accessed>2016-10-10T09:11:36.703Z</Accessed> 
    <Modified>2016-10-10T09:11:36.703Z</Modified> 
    <Opened>2016-10-10T09:11:36.703Z</Opened> 
    <SecurityClass inherited="true"/> 
    <Significance inherited="true"/> 
    <Status inherited="true">Opened</Status> 
    <Retention> 
     <Policy id="AywTRqKdetY4sSZhfzUNuhA-4_raqO6O1b0lC_r4Ipw"> 
      <Name>10 years</Name> 
      <Description>Dispose after 10 years</Description> 
      <ExplicitContext effective="true" scope="Allow"> 
       <Filter classes="true" documents="false" folders="false"/> 
      </ExplicitContext> 
     </Policy> 
    </Retention> 
    <SubEntityTemplate>Class</SubEntityTemplate> 
    <SubEntityTemplate>Case</SubEntityTemplate> 
    <SubEntityTemplate>Document</SubEntityTemplate> 
    <SubEntityTemplate>Email</SubEntityTemplate> 
    <ChildClassificationCodeGenerated>true</ChildClassificationCodeGenerated> 
    <EffectiveRights readAccess="true" writeAccess="true" moveAccess="true" 
deleteAccess="true" changeRights="true" createSubEntities="true" changeSecurityClass="true" 
changeStatus="true" changeRetention="true"/> 
    <Property xsi:type="DateProperty" name="Validation date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="true" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory validation date</Description> 
     <Type>Date</Type> 
    </Property> 
    <Property xsi:type="DateTimeProperty" name="Verification date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="true" 
multiValue="false" nonEmpty="false" pickList="false" public="false" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory date of verification</Description> 
     <Type>DateTime</Type> 
    </Property> 
   </Entity> 
  </EntityCreateResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.8 Entity delete 

Operation deletes the entity. 
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Request 

See EntityDeleteRequest 

 

Response 

See EntityDeleteResponse 

 

Example 

An example of the entity delete. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityDeleteRequest> 
   <ser:SessionToken>66f818c2-d4ba-47b0-8000-9ce5e73ea06b</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=216^C=39</ser:Id> 
   <ser:Reason>Class with folders and documents won't be needed any more</ser:Reason> 
   <ser:Description>Opis</ser:Description> 
  </ser:EntityDeleteRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityDeleteResponse xmlns="http://www.imis.si/storageconnector/services"/> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.9 Entity update 

Operation updates the entity attributes. 

 

Request 

See EntityUpdateRequest 

 

Response 

See EntityUpdateResponse 

  



IMiS®/StorageConnector Services Manual                                                                    Version 1.1.1705 
 

2017 ©  Imaging Systems Inc., All rights reserved. 295 
 

Example 

An example of the entity update. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityUpdateRequest> 
   <ser:SessionToken>3189d6be-96c8-4d01-b84b-7b95fbbd3f37</ser:SessionToken> 
   <ser:Id 
type="Internal">250594ebe9a5c0a3cca7ff54b72b5546068de622f932f719408611c9656887eb</ser:Id> 
   <ser:EntityUpdate> 
    <ser:Title>Finance reports</ser:Title> 
    <ser:Description>Monthly finance reports</ser:Description> 
    <ser:Owner>keiraclay</ser:Owner> 
    <ser:Keyword>finance</ser:Keyword> 
   </ser:EntityUpdate> 
  </ser:EntityUpdateRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityUpdateResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <Entity id="JQWU6-mlwKPMp_9UtytVRgaN5iL5MvcZQIYRyWVoh-s"> 
    <ClassificationCode>C=216^C=40</ClassificationCode> 
    <PublicClassificationCode>216.40</PublicClassificationCode> 
    <Title>Finance reports</Title> 
    <Type>Class</Type> 
    <Description>Monthly finance reports</Description> 
    <Permanent>false</Permanent> 
    <ChildCount>0</ChildCount> 
    <Creator>alexnelson</Creator> 
    <Owner>keiraclay</Owner> 
    <Template>Class</Template> 
    <Created>2016-10-10T11:11:36.703+02:00</Created> 
    <Accessed>2016-10-14T11:11:57.149+02:00</Accessed> 
    <Modified>2016-10-14T11:11:57.342+02:00</Modified> 
    <Opened>2016-10-10T12:23:04.233+02:00</Opened> 
    <SecurityClass inherited="false">Secret</SecurityClass> 
    <Significance inherited="false"/> 
    <Status inherited="false">Opened</Status> 
    <Retention> 
     <Policy id="AywTRqKdetY4sSZhfzUNuhA-4_raqO6O1b0lC_r4Ipw"> 
      <Name>10 years</Name> 
      <Description>Dispose after 10 years</Description> 
      <ExplicitContext effective="true" scope="Allow"> 
       <Filter classes="true" documents="false" folders="false"/> 
      </ExplicitContext> 
      <InheritedContext effective="true" scope="Allow"> 
       <Filter classes="true" documents="true" folders="true"/> 
      </InheritedContext> 
     </Policy> 
     <DispositionHold id="pmn03Bze3jqedwBHlfOjIvMeZveMRzX5_T27QH8sQC4"> 
      <Name>Permanent hold</Name> 
      <Description>Finance reports are on permanent hold</Description> 
     </DispositionHold> 
    </Retention> 
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    <SubEntityTemplate>Class</SubEntityTemplate> 
    <SubEntityTemplate>Case</SubEntityTemplate> 
    <SubEntityTemplate>Document</SubEntityTemplate> 
    <SubEntityTemplate>Email</SubEntityTemplate> 
    <Keyword>reports</Keyword> 
    <ChildClassificationCodeGenerated>true</ChildClassificationCodeGenerated> 
    <ParentId type="Internal">tfUt2U8WnXzgjcsvX9-dwIYsePfDc1EKiwk_rrOYOP4</ParentId> 
    7<EffectiveRights readAccess="true" writeAccess="true" moveAccess="true" 
deleteAccess="true" changeRights="true" createSubEntities="true" changeSecurityClass="true" 
changeStatus="true" changeRetention="true"/> 
    <Property xsi:type="DateProperty" id="Validation date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="true" inherited="false" 
multiValue="false" nonEmpty="false" pickList="false" public="true" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory validation date</Description> 
     <Type>Date</Type> 
    </Property> 
    <Property xsi:type="DateTimeProperty" id="Verification date" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
     <Options appendOnly="false" includedInAIP="false" inherited="true" 
multiValue="false" nonEmpty="false" pickList="false" public="false" readOnly="false" 
required="false" searchable="true" unique="false"/> 
     <Description>Non mandatory date of verification</Description> 
     <Type>DateTime</Type> 
    </Property> 
   </Entity> 
  </EntityUpdateResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.10 Entity status update 

Operation updates the entity status. 

 

Request 

See EntityStatusUpdateRequest 

 

Response 

See EntityStatusUpdateResponse 

 

Example 

An example of the entity status update to »Closed«. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityStatusUpdateRequest> 
   <ser:SessionToken>3e5751cd-b68c-43cd-9496-5713a46964f4</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=216^C=40</ser:Id> 
   <ser:Status>Closed</ser:Status> 
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  </ser:EntityStatusUpdateRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityStatusUpdateResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <Status inherited="false">Closed</Status> 
  </EntityStatusUpdateResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.11 Entity security class update 

Operation updates the entity security class. 

 

Request 

See EntitySecurityClassUpdateRequest 

 

Response 

See EntitySecurityClassUpdateResponse 

 

Example 

An example of the entity security class update. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntitySecurityClassUpdateRequest> 
   <ser:SessionToken>39adbc4b-ac3d-43e2-b88d-e0a848593310</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=216^C=40</ser:Id> 
   <ser:SecurityClass>Confidential</ser:SecurityClass> 
   <ser:Reason>Test</ser:Reason> 
  </ser:EntitySecurityClassUpdateRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntitySecurityClassUpdateResponse xmlns="http://www.imis.si/storageconnector/services"> 
   <SecurityClass inherited="false">Confidential</SecurityClass> 
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  </EntitySecurityClassUpdateResponse> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.12 Entity retention policy create 

Operation creates the entity retention policy. 

 

Request 

See EntityRetentionPolicyEntriesCreateRequest 

 

Response 

See EntityRetentionPolicyEntriesCreateResponse 

 

Example 

An example of the entity retention policy create. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityRetentionPolicyCreateRequest> 
   <ser:SessionToken>a2bc6818-64df-4491-b668-9d4199c628a6</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=191</ser:Id> 
   <ser:RetentionPolicy scope="Allow" id="Pqc5zK58VmPaRlQ-pIaVhOV15shGuLwvS4OvEkzd3JE"> 
    <ser:Filter classes="true" documents="true" folders="true"/> 
   </ser:RetentionPolicy> 
  </ser:EntityRetentionPolicyCreateRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityRetentionPolicyCreateResponse 
xmlns="http://www.imis.si/storageconnector/services"> 
   <RetentionPolicy id="Pqc5zK58VmPaRlQ-pIaVhOV15shGuLwvS4OvEkzd3JE"> 
    <Name>10 years</Name> 
    <Description>Dispose after 10 years</Description> 
    <ExplicitContext effective="false" scope="Allow"> 
     <Filter classes="true" documents="true" folders="true"/> 
    </ExplicitContext> 
   </RetentionPolicy> 
  </EntityRetentionPolicyCreateResponse> 
 </S:Body> 
</S:Envelope> 
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5.2.4.13 Entity retention policy update 

Operation updates the entity retention policy. 

 

Request 

See EntityRetentionPolicyUpdateRequest 

 

Response 

See EntityRetentionPolicyUpdateResponse 

 

Example 

An example of the entity retention policy update. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityRetentionPolicyUpdateRequest> 
   <ser:SessionToken>a2bc6818-64df-4491-b668-9d4199c628a6</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=191</ser:Id> 
   <ser:RetentionPolicy scope="Allow" id="Pqc5zK58VmPaRlQ-pIaVhOV15shGuLwvS4OvEkzd3JE"> 
    <ser:Filter classes="true" documents="true" folders="false"/> 
   </ser:RetentionPolicy> 
  </ser:EntityRetentionPolicyUpdateRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityRetentionPolicyUpdateResponse 
xmlns="http://www.imis.si/storageconnector/services"> 
   <RetentionPolicy id="Pqc5zK58VmPaRlQ-pIaVhOV15shGuLwvS4OvEkzd3JE"> 
    <Name>10 years</Name> 
    <Description>Dispose after 10 years</Description> 
    <ExplicitContext effective="true" scope="Allow"> 
     <Filter classes="true" documents="true" folders="false"/> 
    </ExplicitContext> 
   </RetentionPolicy> 
  </EntityRetentionPolicyUpdateResponse> 
 </S:Body> 
</S:Envelope> 
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5.2.4.14 Entity retention policy delete 

Operation deletes the entity retention policy. 

 

Request 

See EntityRetentionPolicyDeleteRequest 

 

Response 

See EntityRetentionPolicyDeleteResponse 

 

Example 

An example of the entity retention policy delete. 

 

Request 

Scheme 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:ser="http://www.imis.si/storageconnector/services"> 
 <soapenv:Header/> 
 <soapenv:Body> 
  <ser:EntityRetentionPolicyDeleteRequest> 
   <ser:SessionToken>a2bc6818-64df-4491-b668-9d4199c628a6</ser:SessionToken> 
   <ser:Id type="ClassificationCode">C=191</ser:Id> 
   <ser:RetentionPolicyId>Pqc5zK58VmPaRlQ-
pIaVhOV15shGuLwvS4OvEkzd3JE</ser:RetentionPolicyId> 
  </ser:EntityRetentionPolicyDeleteRequest> 
 </soapenv:Body> 
</soapenv:Envelope> 

 

Response 

Scheme 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 
 <S:Body> 
  <EntityRetentionPolicyDeleteResponse 
xmlns="http://www.imis.si/storageconnector/services"/> 
 </S:Body> 
</S:Envelope> 

 

5.2.4.15 Entity disposition hold create 

Operation creates the entity disposition hold. 

 

Request 

See EntityRetentionDispositionHoldEntriesCreateRequest 
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Cause of the problem 

The issue is caused by session timeout. 

 

Resolving the problem 

Open new session. 

 


