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1 PREFACE

This manual describes the contents and structure of the IMiS’/Client and offers advice on the

technical and operational aspects of its use.

1.1 About the manual

The manual presents the client architecture, user interface, range of actions over entities,
mechanisms for verifying authenticity, report functionalities and the installation, configuring

and management procedures of the IMiS®/Client.

1.2 Target audience

Information presented by this manual is intended for users with at least intermediate

understanding of computer and application use.

1.3 Conventions

The manual employs several font types to convey information. These are explained below:

Font type Used to denote

Regular basic text, images, tables

chapter titles (main chapters 1-6 and
regular bold

subchapters)
ltalic advice, examples, tips, instructions
"inside quotation marks" titles of selectable functions, files or actions
underlined italic see specified chapter for more information
Monospace names of console commands, files, directories, ...
Monospace Bold user input characters

Table 1: Manual font types and their meaning



1.4 Terms and abbreviations

Abbreviations appearing in the text and images of the user manual are explained below

Abbreviation Description

7ZIP 7-Zip open source file archiver and format (extension
».72«)

ACL Access Control List

AES Advanced Encryption Standard

AFM Adobe Font Metrics (extension ».afm«)

AIP Archival Information Package

ANPA American Newspaper Publishers Association news feed
format

ATOM Atom Syndication Format

BMP Bitmap image file format (Windows format — extension
».bmp«)

CA Certificate Authority (trustworthy issuing authority)

CAD Computer Aided Design

CHM CHM Help format (extension ».chm«)

CPIO cpio file archiver and format (Unix format — extension
».cpio«)

CRL Certificate Revocation List (list of revoked certificates)

Csv Comma Separated Value (text file format— extension
».CSV«)

DDR Double data rate (SDRAM memory type)

DLL Dynamic-link library

DMS Document Management System

DWG CAD file format (extension ».dwg«)

ELF Executable and Linkable Format (Linux, Unix, Mac OS X
format)

EML EML format (RFC 822 archive standard — extension
».eml«)

EPUB Electronic Publication Format (extension ».epub«)

ERS Evidence Record Syntax

EXIF Exchangeable image file format (image metadata format)

FB2 FixtionBook format (electronic book format — extension
».fb2«)

FIPS Federal Information Processing Standard

FLV Flash Video file format (Adobe video format — extension
».flv«)

GB Gigabyte (information unit of 2230 or roughly 1079
bytes)

GHz Gigahertz (frequency unit of 1079 hertz)

GIF Graphics Interchange Format (image format — extension
».gif«)

HDF Hierarchical Data Format

HSM Hierarchical Storage Management

HTML HyperText Markup Language

ID Identifier

IPTC International Press Telecommunications Council News

Feed Format



Abbreviation

Description

IPv4
IPvB
ISO
ISDM
JPEG

KRB5TGS

LDAP

MAT
MB

MBOX
MIDI
MIME

MP3
MP4
NetCDF
0GG

PE

PDF
PDF/A

PKCS7
PNG

PSD
PST

RFC

RSA

RSS
RTF
S/MIME

SDRAM
SHA
SIGEN-CA
SRP-BA
SSL

5SSO

Internet Protocol version 4

Internet Protocol version 6

International Organization for Standardization
Information system for document management
Joint Photographic Experts Group format (extension
».jpg«)

Kerberos 5 Ticket Granting Service

(network authentication protocol)

Lightweight Directory Access Protoco

(Internet protocol for accessing directory)

Matlab data format

Megabyte (information unit of 2220 or roughly 10"6
bytes)

MBox file format (Unix email archive format)

Musical Instrument Digital Interface

Multipurpose Internet Mail Extensions (email
standard)

MP3 format (audio format — extension ».mp3«)

MP4 format (video and audio format — extension ».mp4«)
Network Common Data Form formats

0OGG format (open source format — extension ».0gg«)
Portable Executable format (Win library and program
format)

Portable Document Format (extension ».pdf«)
Portable Document Format for archiving electronic
documents

PCKS #7 Cryptographic Message Syntax Standard
Portable Network Graphics (image format — extension
».png«)

Adobe Photoshop file format

Personal Storage Table (email storage format for
Windows)

Request for Comments

(technical and organizational document, specification
intended for the exchange of opinions on the subject)
Ronald Rivest, Adi Shamir, Leonard Adleman

(public key encryption algorithm)

Rich Site Summary / Really Simple Syndication

Rich Text Format

Secure Multipurpose Internet Mail Extensions (secure
MIME)

Synchronous Dynamic Random-access Memory
Secure Hash Algorithm (digital fingerprint algorithm)
Slovenian General Certification Authority

Secure Remote Password revision BA

(an encryption protocol for secure user authentication)
Secure Socket Layer (collection of cryptographic
protocols)

Single Sign-on

(user authentication in independent systems)



Abbreviation

Description

TAR

TCP/IP

TIFF

TLS

TTF

WAV

Wa3C

X.509
XML

XMLDSIG

X8D

ZIP

Tape Archive (Unix compression format — extension
».tar«)

Transmission Control Protocol / Internet Protocol
(family of network protocols)

Tagged Image File Format

(document storage format — extension ».tif«)

Transport Layer Security

TrueType Font (Microsoft text format — extension ».ttf«)
Waveform Audio File Format

(Win audio format — extension ».wav«)

World Wide Web Consortium

(organization for the standardization of web techniques)
ITU-T standard for public key infrastructure use
Extensible Markup Language

(language for structuring data in the form of a text file)
XML Signature

(specification for XML encoding of electronic signatures)
XML Schema Definition

(W3C recommendations for specifying XML document
structure)

ZIP archive file format

(standard archiving format — extension ».zip«)

Table 2: Definition of abbreviations



Term

Terms used in the text and images of the manual are explained below.

Description

Attribute

Document

Entity

IMiS®/ARChive Server
IMiS®/Scan

IMiS°®/Storage Connector

IMiS®/View
Linux

Mac OS X
Metadata

Microsoft .NET Framework
Microsoft Excel

Class

Template

Unix

Windows
Windows Explorer

The attribute is the basic cell or container of
metadata.

It prescribes the rules and framewaork for the entry,
maintenance and storage of metadata values
belonging to an entity.

The document is the basic unit of archived content on
the IMiS®/ARChive Server, which can store various
kinds of digital content (e.g. text, images, video).
Documents are usually located inside folders, but they
can also be in a class of their own.

The entity is a container of data and content on the
IMiS®/ARChive Server. There are three types of entity:
class, folder, and document.

IMiS®/ARChive Storage Server

(archive server for document storage)

IMiS®/Scan client

(IMiS°® application for scanning paper documents)
IMiS®/Storage Connector interface

(interface for the transfer of archived objects
between applications and archive servers)
IMiS”/View client

(IMiS® client for viewing scanned documents)

Various open source operating systems similar to
Unix.

Apple operating system, based on Unix.

Metadata represents "information about information”
or "data about data" that is the object of storage.
Microsoft environment for the development of web
services and other software components.

Standard MS spreadsheet software that can also be
used to view CSV files.

The class is the basic constituent part of content
organization on the IMiS®/ARChive Server. Classes
can store folders or documents, e.g. according to the
type or the owner of documents stored inside.

The template prescribes the metadata scheme — the
required and allowed attributes for entity creation.
Each template contains built-in and predefined system
attributes.

A family of computer operating systems that are
based on the original Unix OS developed by Bell Labs.
Microsoft operating system.

The Windows file manager application into which the
IMiS®/Client is integrated.

Table 3: List of terms used in the manual



2 INTRODUCTION

2.1 Features

IMiS°®/Client is intended for the capture and management of content of electronic origin

or content digitalized using scan procedures. The client operates directly with the
IMiS®/ARChive Server, which ensures secure long-term storage of documents and archived
content along with the corresponding metadata.

For simple and intuitive use, the IMiS°/Client is integrated into Windows Explorer.

To scan content and classify it appropriately, the IMiS®/Client must be integrated with a

separate application, the IMiS®/Scan client.

Content is structured by the classification scheme, which sorts materials according to their
subject, authority, activity, and the business and expert functions of corresponding personnel
within the company.

Entities follow a hierarchical order (classes, folders, documents), with practically unlimited
sub-levels specified according to need. Each entity in the archive has its own unique

classification code.

Secure authentication of a local archive user is enabled via the username and password of the
user, registered in the external directory, which is synchronized with the archive server via
LDAP and/or KRB5TGS. Secure authentication is provided by username and password, along
with all the current technological means of protection from unauthorized data access.
Content security is ensured through unique identifiers (ID), which are assigned to each entity
and document when it is being stored on the IMiS°/ARChive Server. The identifiers are

encrypted and prevent unauthorized access, viewing or deletion.

Managing the users' access rights to entities and metadata is a key concept for ensuring the
confidentiality and integrity of archived content, along with appropriate availability.

Users are limited to accessing those entities; they have been authorized to access according
to the security class of the document and the security class level of the user, which are both

dictated by the access control list (ACL).

The IMiS®/Client provide the verification of electronic signatures and digital certificates for all
electronically signed PDF/A, TIFF, XML and EML files, in order to help you ensure the integrity

and authenticity of archived content.



The audit log records all instances of server access, along with all the events and changes
performed on the server. Throughout its entire life cycle it is impervious to maodification and

protected from any interventions, whether authorized or not.

One of the most practical functionalities of the electronic archive is searching by metadata
or searching the full text of stored content. Users may perform search functions on the

complete archive, or on any selected entity.

The IMiS®/Client can be connected to many IMiS®/ARChive Servers, which facilitates the
capture and management of electronic content of several separate organizational units on a

single location.

2.2 Tier placement

In the architectural sense, the IMiS°/Client's place in the multi-tier architecture is in the
Presentation Tier, which normally accommodates archival and document system clients within
multi-tiered systems. In the functional sense, it provides users with secure access and
operation of electronic content archives supported by an audit trail, along with search
functions based on the metadata and full text of stored documents. The IMiS°/ARChive Servers
belong to the Data and Logic tier of architecture, following the standard model of client-server
architecture of the virtual Document Management System (DMS) which consists of:

e On the Data and Logic tier, one or more IMiS°/ARChive Servers in cluster or replication
mode. These accommodate the system logic that controls access, security and
document management processes.

e On the Presentation Tier, archive or document system clients such as the IMiS°/Client,
browser, and applications for various devices (smartphone, tablet, laptop, desktop).
These may optionally control devices used for the capturing and digitizing of physical

content.



Presentation tier Logic and Data tier

Image 1: Example virtual two-tier document system

2.3 Versioning and numbering

The version of the IMiS°/Client can be read from the name of the installation package, which

appears according to this scheme:

IMIS.Client. MAJOR.MINOR.RELEASE. ARCHITECURE. TYPE. msi

The scheme consists of the name of the IMiS® module (IMiS.Client) and the following elements:

MAJOR: marks a major/central version of the IMiS® module, which changes least
frequently. Changes indicate a new generation of module that introduces major
functionality changes compared to the previous version. The identifier has values ranging
from 1-n which grow in successive numbers.

MINOR: marks a minor version of the IMiS® module, which changes more frequently.
Changes indicate fixes and minor changes to functionalities, and fixes to the generation
of module marked by the MAJOR version. The values range from 1-n, are not always
successive and revert back to the base value (1) with each change of the MAJOR version.
RELEASE: marks the release version. Unlike the other value ranges, the IMiS” module
release date follows a YYMM scheme, where MM marks the release month (range 01-12)

and YY marks the final two digits of the year.
Example: the June 2074 IMiS° module release is represented by 1406 in the RELEASE identifier.

ARCHITECTURE: marks the target processor architecture. Possible values are "x32" for
32-bit Windows systems, and "x64" for 64-bit systems.



e TYPE: optionally marks the type of installation package. The absence of this designation
means a full version of the IMiS® module is installed. The designation "demo" represents a

demo or test version of the IMiS®/Client module.

Example: full version of IMiS®/Client 9.1.140E installation package for 64-bit Windows with NET 4.0

framework:

IMiS.Client.G.1.1406.x64.msi

2.4 Functionalities

The basic functionalities of the IMiS”/Client are as follows:

e Access to any number of IMiS®/ARChive Servers.

e Secured communication with the IMiS°/ARChive Server via SSL/TLS protocaol.
e Secure user authentication (SRP-6A, LDAP, KRB5TGS).

e Simple user authentication via Single Sign-on (SS0) mode.

e Access to the records according to a predetermined organization scheme.

e Entry and management of the records metadata according to a predetermined attribute

scheme.
e Storage of archive materials of electronic origin, or digitized using the scanner.
e Streaming-mode access to the records.

e Audit log that records every operation performed over the records stored on the archive
server (includes date and time, user name, name of computer, type of event, reason for
action taken).

e Secure audit log viewing for authorized users.

e Search by metadata and search full text of stored content.

¢ Printing of records and classification schemes.

e Creation of access reports.

e Creation of reports on the total number of folders or documents within classes,
which may be structured according to metadata properties.

e Qverview of reports on the export, transfer and import of the records, accessible to
authorized users.

e QOverview of reports on deleted entities, accessible to authorized users.

e Marking of records as key for holding in the review process or as recommended for

retention or deletion.



e Management of retention policies and disposition holds for the records.
e Support for review processes.
e Configuration and administration of IMiS°/ARChive Servers.

e Support for IPv4 and IPvB network communication systems.

3 TECHNICAL DOCUMENTATION

3.1 Client architecture

IMiS°®/Client is the user component of an electronic and physical records management system.
It is integrated into the Windows Explorer and uses its framework to display and enable the
management of records. The client's integration with the Explorer lets users access the
electronic archive in a simple and intuitive manner and requires no additional archive

management applications.

Windows Explorer

Windows Shell Namespace Extension

Windows Shell Namespace Extension

Windows Shell Namespace Extension

IMiS®/Client

IMi5®/Client namespace extension library

IMiS®/Storage Connector

Client Network Service

IMiS®/ARChive servers

Image 2: Client architecture

The basic components of the IMiS°/Client are:

e imisclient.shellex.net.dll; performs integration with the Windows Explorer and the

windows shell namespace extension.

e imisclient.net.dll; provides the business logic that governs the archive.



e /misclient.soap.net.dll adds the business logic for archive configuration.

e storageconnector.net.dll; is used by imisclient.net.dll to connect to the IMiS®/ARChive
Servers.

e converttopdf.dll; a printer driver enabling the conversion of the records into its

long-term storage format (PDF/A).

To digitize (scan) physical records, the client uses the separate module IMiS®/Scan.

3.2 Format of import / export files
The format of the import, export and data transfer files on the IMiS°/ARChive Server is the
XML file, structured according to a partly modified Moreg2 scheme.
The differences between XML and Moreq2 schemes are as follows:
e Attributes which are required (mandatory) in the Moreg2 scheme and are not supported
by the servers change from required to optional.

e All attributed in the "Custom" part of the XML scheme are newly added.

Moreg2 documentation is thus only a supplemental explanation of the attributes in the data
transfer server scheme. Various types of entities (class, folder, document) are each covered by

their separate scheme.

Since the schemes are derived from the Moreqg2 standard, the following terminology is used:

Item type Moreq2
Class Class
Folder Folder
Item inside folder Sub-File
Document Record

Table 4: Terminology explanation

The description of XML tags uses XPath notation for a clearer overview.

Example:

<?xml version="1.0"encoding="utf-8"?>
<Class xmins.xsd="http.//www.w3.org/2001/XMLSchema"
xmins:xsi=http.//www.w3.org/E001/XMLSchema-instance
xmins="http.//www.dlm-network.org/moreq2/1.04.07">

<Description xmins="">
<abstract />


http://www.w3.org/2001/XMLSchema-instance

<classification>
<classification_code>08</classification code>
<fully_qualified classification_code>08</fully qualified classification code>
</classification>
<place />
<title>Balance sheet 3 2016 </title>

Image 3: XPath notation text example

In the above example, the path to a full classification code in XPath notation would be shown by
the following description:

/Class/classification/fully_qualified classification_code.

3.2.1 File structure

Each entity is contained by its own XML file. The filename must be in the following format:
[class|filelsub-filelrecord]_nnn.xml, where nnn is the sequence number.

The exported audit log file appears in the format audit_nnn.xml (Ehe sequence number is identical
to the sequence number of the entity). When importing data, it is important for all files of a
given entity to be located in the same directory as the entity file.

The names of remaining files are contained in corresponding XML tags (see chapter 3.2.2 List

of XML tags and their meaning).

Example: When exporting a class, the file containing the class is named class_1.xml,

and the audit log file for the class is named audit_1.xml.

3.2.2 List of XML tags and their meaning

The following section lists the supported tags, along with references to server documentation
of the IMiS°/ARChive Server. The meaning of XML tags on the server and their reference to the
Moreg2 code is presented in more detail. Every XML document begins with the root node,
which describes the type (class, folder, sub-folder, document). Since the scheme is derived
from the Moreg2 scheme, it uses the Moreg2 terminology (Class, File, Sub-File, Record) which
is explained in table 4 found above.

For better clarity, the name of the root node in the presentation below is swapped with
»<entity_type>«. In case the user is interested in an entity whose type is class, user can replace

»/<entity_type>« with »/Class« and only view tags that use »Class: YES«.



/<entity_type>

Required: ‘ YES ‘ Number: ‘ 1
Definition: Root node
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: Uses entity types according to MOREQR2 standard (Class, File, Sub-File, Record).
XMLSchema type: | complexType | Reference: ‘ / | MOREQ2 code: /

/<entity_type>/Description/abstract/description

Required: ‘ NO | Number: | 1
Definition: Entity description
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:NO
Commentary: Optional short description of the entity. This attribute has no influence on the
business logic of the server during operations with entities and is merely an
information carrier.
XMLSchema String Reference: sys:Description MOREQZ2 code: MQo47
type:

/<entity_type>/Description/abstract/keyword

Required: ‘ NO ‘ Number: | Multiple

Definition: Keyword

Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES | Record:YES

Commentary: Optional keywords that define the entity. This attribute has no influence on the
business logic of the server during operations with entities and is merely an
information carrier.

XMLSchema type: | String | Reference: | sys:Keywards | MOREQ2 code: ‘ MO04

/<entity_type>/Description/abstract/classification/classification_code

Required: ‘ YES ‘ Number: ‘ 1
Definition: Own classification code
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The own classification code is unique among all entities that are subordinate
(child) to the same entity.
XMLSchema String Reference: Classification code MOREQ2 code: MO

type:




/<entity_type>/Description/abstract/classification/fully_qualified_classification_code

Required: ‘ YES ‘ Number: ‘ 1
Definition: Full classification code
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The full classification code is unique for the entire archive and consists of the full

classification code of the parent entity, and the entity's own classification code.

XMLSchema type: | String | Reference: | Classification codes | MOREQ2 code: MO12

/<entity_type>/Description/copy_recipient/e_mail_address

Required: ‘ YES ‘ Number: ‘ Multiple
Definition: Mail address of email copy recipient
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: Values represent valid email addresses of email copy recipients. They are

forwarded by the messaging client, which usually acquires them from the
message itself, though the precision of the information depends on the client.
Values represent the values of attributes »cc« and »bcc« of the message
according to RFC 2822 specification.

XMLSchema type: | String | Reference: | eml:ToCC, eml:ToBCC | MOREQG2 code: | M185

/<entity_type>/Description/copy_recipient/name

Required: ‘ YES ‘ Number: ‘ Multiple
Definition: Name of email copy recipient
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: Values represent valid names of email copy recipients. They are forwarded by the

messaging client, which usually acquires them from the message itself, though the
precision of the information depends on the client. Values represent the values of

attributes »cc« and »bcc« of the message according to RFC 2822 specification.

XMLSchema type: | String | Reference: ‘ eml:ToCC, eml:-ToBCC | MOREQ2 code: MO0B7

/<entity_type>/Description/date

Required: ‘ NO | Number: | 1
Definition: Message date
Use: Class: NO ‘ Folder: NO | Sub-File:NO | Record:YES
Commentary: The metadata is acquired from the message itself or entered when adding the

message to the document system. It is used only in case of email messages and
is filled out with the »sent« date.

XMLSchema type: DateTime | Reference: eml:Date MOREQ2 code: MOB5




/<entity_type>/Description/external_identifier/external_system_reference

Required: | NO ‘ Number: | 1
Definition: Unique message identifier
Use: Class: NO | Folder: NO ‘ Sub-File:NO | Record:YES
Commentary: This value represents the unique external identifier of the email message,

assigned by the messaging server upon delivery. The value is forwarded by the
messaging client, which usually acquires it from the message itself, though the
precision of the information depends on the client. Values represent the values of
the attribute »message-id« of the message according to RFC 2822 specification.

XMLSchema String Reference | eml:Messageld MOREQZ2 code: M195
type:

/<entity_type>/Description/place/current_location

Required: ‘ NO | Number: | 1
Definition: Current location of physical records
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents a description of the current location of physical records,

when this is not a home location or when physical records is checked out or
entrusted to a third party for storage. Enter data that describes the external
location of physical records as precisely as possible (address, room, cabinet,
folder ...). At the same time, make the appropriate modification of the attribute
»prm:Status« into »CheckedOut«.

XMLSchema type: | String Reference: prm:CurrentLocation | MOREQ2 code: M08
6

/<entity_type>/Description/place/home_location

Required: ‘ NO ‘ Number: | 1
Definition: Home location of physical records
Use: Class: NO ‘ Folder: YES ‘ Sub-File:YES | Record:YES
Commentary: This value represents a description of the home location of physical records.

Enter data that precisely describes the in-house location where the physical

records is being stored (address, room, cabinet, folder, file ...).

XMLSchema String Reference: prm:HomeLocation MOREQR2 code: M122
type:




/<entity_type>/Description/recipient/e_mail_address

Required: | NO ‘ Number: ‘ Multiple
Definition: Email address of email recipient
Use: Class: NO | Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: Values represent the valid email addresses of email recipients. They are
forwarded by the messaging client, which usually acquires them from the
message itself, though the precision of the information depends on the client.
Values represent the values of attributes »to« of the message according to RFC
2822 specification.
XMLSchema String Reference: eml:To MOREQZ2 code: M186
type:
/<entity_type>/Description/recipient/name
Required: ‘ NO | Number: | Multiple
Definition: Name of email recipient
Use: Class: NO ‘ Folder: NO | Sub-File:NO | Record:YES
Commentary: Values represent valid names of email recipients. They are forwarded by the
messaging client, which usually acquires them from the message itself, though the
precision of the information depends on the client. Values represent the values of
the attribute »to« of the message according to RFC 2822 specification.
XMLSchema type: | String ‘ Reference: | eml:To | MOREQ2 code: MOEB6
/<entity_type>/Description/sender/e_mail_address
Required: ‘ NO ‘ Number: ‘ Multiple
Definition: Email address of email sender
Use: Class: NO ‘ Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: This value represents a valid email address of the email sender. It is forwarded by

the messaging client, which usually acquires it from the message itself, though the
precision of the information depends on the client. The value represents the value

of the attribute »from« of the message according to RFC 2822 specification.

XMLSchema type:

String Reference: eml:From MOREQZ2 code: M187




/<entity_type>/Description/sender/name

Required: | NO ‘ Number: ‘ Multiple
Definition: Name of the email sender
Use: Class: NO | Folder: NO ‘ Sub-File:NO ‘ Record:YES
Commentary: This value represents the valid name of the email sender. It is forwarded by the
messaging client, which usually acquires it from the message itself, though the
precision of the information depends on the client. The value represents the value
of the attribute »from« of the message according to RFC 2822 specification.
XMLSchema String Reference: eml:From MOREQZ2 code: MQO75
type:

/<entity_type>/Description/title

Required: ‘ YES ‘ Number: | 1
Definition: Title of the entity
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES | Record:YES
Commentary: The mandatory title of the entity being described.
XMLSchema String Reference: sys:Title MOREQZ2 code: MO03
type:

/<entity_type>/Event_history/abstract/reclassification_reason

Required: ‘ NO ‘ Number: ‘ 1
Definition: Commentary stating the reason for moving (reclassifying) an entity
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary:
XMLSchema type: | String | Reference: | sys:MoveReason | MOREQ2 code: MO021

/<entity_type>/Event_history/date/checked_in

Required: ‘ NO | Number: | 1
Definition: Date and time of change of attribute "prm:Status" to "CheckedIn”
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the attribute »prm:Status« of the
entity in guestion received the value »CheckedIn.
XMLSchema type: | dateTime ‘ Reference: | prm:Status ‘ MOREQ2 code: | MO093

/<entity_type>/Event_history/date/checked_out

Required: ‘ NO | Number: | 1
Definition: Date and time of change of attribute »prm:Status« to »CheckedOut«
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the date and time when the attribute »prm:Status« of the

entity in guestion received the value »CheckedOut«.

XMLSchema type:

dateTime ‘ Reference: | prm:Status ‘ MOREQ2 code: | MO094




/<entity_type>/Event_history/date/closed

Required: ‘ NO ‘ Number: ‘ 1
Definition: Date and time of change of attribute »sys:Status« to »Closed«
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The value represents the date and time when the attribute »sys:Status« of the

entity in question received the value »Closed«.
XMLSchema type: | dateTime | Reference: | sys:Closed ‘ MOREQ2 code: | MO51
/<entity_type>/Event_history/date/created

Required: | YES | Number: ‘ 1

Definition: Date and time of the entity's creation
Use: Class: YES | Folder: YES | Sub-File:YES ‘ Record:YES
Commentary: The value represents the date and time when the entity was created.
XMLSchema type: | dateTime | Reference: | sys:Created | MOREQ2 code: ‘ MO048

/<entity_type>/Event_history/date/opened

Required: ‘ YES ‘ Number: ‘ 1
Definition: Date and time of change of attribute »sys:Status« to »Opened«
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The value represents the date and time when the attribute »sys:Status« of the
entity in guestion received the value »Opened« (see chapter 4.3.1 General
system attributes).
XMLSchema type: | dateTime | Reference: | sys:Opened ‘ MOREQ2 code: | MO050
/<entity_type>/Event_plan/date/return
Required: ‘ NO | Number: | 1
Definition: Return date and time of checked out physical record
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: This value represents the status of physical record according to its current

storage location. It is specified/changed in case physical record is checked out
or transferred to a thirty party that stores it at a remote location.

XMLSchema type:

dateTime Reference: prm:ReturnDue MOREQZ2 code: MOS8




/<entity_type>/Event_plan/status/permanent

Required: ‘ YES ‘ Number: ‘ 1
Definition: States this entity should not be deleted
Use: Class: NO ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: This value states the entity should not be deleted, neither through an admin
request nor in the review process. The value is merely a warning, and the
administrator can choose to disregard it at their own discretion. The value
»sys:Significance« of the coded entity is »Permanent« or »Vital«.
XMLSchema type: | Boolean | Reference: | sys:Significance ‘ MOREQ2 code: | MO031
/<entity_type>/ldentity/system_identifier
Required: ‘ YES | Number: | 1
Definition: Unigue system identifier
Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: Assigned by the IMiS"/ARChive Server.
XMLSchema type: String Reference: Internal entity MOREQ2 code: M020
identifier
/<entity_type>/Relation/agent/custodian
Required: ‘ NO | Number: | 1
Definition: States the current custodian of physical record
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents the identity of the current custodian of physical record.
When record is stored at a home location (value of the attribute »prm:Status« is
»CheckedIn«), this is the person safekeeping the physical record. When it is
stored remotely (value of the attribute »prm:Status« is »CheckedOut«), it is the
outside person who was entrusted with safekeeping the checked out record.
XMLSchema type: | String ‘ Reference: | prm:Custodian ‘ MOREQ2 code: MO002
/<entity_type>/Relation/agent/owner
Required: ‘ YES ‘ Number: | 1
Definition: Person who is the current owner of the entity
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES | Record:YES
Commentary: The value represents the directory subject (user or group) the entity belongs to

(the owner of the entity).

XMLSchema type:

String | Reference: | sys:0wner ‘ MOREQ2 code: | M002




/<entity_type>/Relation/is_child_of

Required: ‘ YES ‘ Number: ‘ 1
Definition: Full classification code of the parent entity
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary:
XMLSchema type: String | Reference: | Classification code ‘ MOREQ2 code: | M057

/<entity_type>/Relation/retention_and_disposition_schedule

Required: ‘ YES ‘ Number: ‘ Multiple
Definition: Unigue system identifier of the retention policy
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Document:Conditionally
Commentary: A link to the retention policy is required for the class, folder and document if it is

classified directly under the class.
XMLSchema String Reference: | Entity binds MOREQ2 code: | M0O25
type:
/<entity_type>/Relation/disposal_hold

Required: | NO | Number: | Multiple

Definition: Unigue system identifier of the disposition hold
Use: Class: YES | Folder: YES | Sub-File:YES | Record:YES
Commentary:
XMLSchema type: | String ‘ Reference: ‘ Entity binds ‘ MOREQ2 code: | M032

/<entity_type>/Use/status/active

Required: ‘ YES ‘ Number: ‘ 1
Definition: Entity is active
Use: Class: YES ‘ Folder: YES ‘ Sub-File:NO ‘ Record:NO
Commentary: »true« when the attribute »sys:Status« of the entity in question has the value
»Opened« (see chapter 4.5.1 General system attributes).
XMLSchema type: | Boolean | Reference: | sys:Status | MOREQ2 code: | MO19
/<entity_type>/Use/status/physical
Required: ‘ NO | Number: | 1
Definition: Physical content tag
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: »true« when this is physical record, »false« or no value when it is not
XMLSchema type: Boolean Reference: Physical records MOREQZ2 code: M084

management

attributes




/<entity_type>/Use/status/vital_record

Required: ‘ YES | Number: | 1
Definition: States this entity is of vital importance to the archive owner
Use: Class: NO ‘ Folder: YES | Sub-File:NO | Record:YES
Commentary: States that this entity is of vital importance. Deleting it by administrator's
reqguest or in the review process is prohibited. The entity may also follow a
special data safety regime.
XMLSchema type: | Boolean ‘ Reference: | sys:Significance | MOREQ2 code: MO05
/<entity_type>/Use/technical_environment/format
Required: ‘ NO | Number: | 1
Definition: Contains a description of physical record
Use: Class: NO ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents a description of the physical record. Enter a precise
description of the phyical record, its format, physical carriers, volume ...
XMLSchema type: | String ‘ Reference: | prm:Description ‘ MOREQ2 code: ‘ M092

/<entity_type>/Custom/AuditTrail

Required: ‘ NO ‘ Number: ‘ 1
Definition: Name of the audit trail file
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: The name of the separate file that contains the audit trail. To verify the file's

authenticity, an XML attribute »hash_algorithm« of the type »string« which
contains the name of the hash algorithm, and the XML attribute »hash« which
contains the hash value of the exported audit trail, are added.

XMLSchema type:

Reference: Audit trail MOREQZ2 code: /

String




/<entity_type>/Custom/Content

Required: ‘ NO | Number: ‘ 1

Definition:

Container of attached content (files)

Use:

Class: NO ‘ Folder: NO | Sub-File:NO ‘ Record:YES

Commentary:

The tag »Content« contains the XML attribute »hash_algorithm« of »string« type,
which contains the name of the hash algorithm and at least one »Value« tag that
contains the following attributes:

e Hash: hash value of the exported content.

e Mime: data of the type of content.

e Description: description of the content.

e Accessed: time stamp of last access to the content.

e (Created: time stamp of content creation.

e Madified: time stamp of last edit of the content.

e Extension: content extension.

e Size: size of the content.
Each »Value« tag represents exactly one content (file). The value of the »Value«

tag represents the name of the exported content.

XMLSchema type:

complexType | Reference: | sys:Content | MOREQ2 code: /

/<entity_type>/Custom/Property

Required: ‘ NO | Number: | Multiple

Definition:

Other attributes (names and values)

Use:

Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES

Commentary:

List of entity's attributes along with values that are not part of Moreq2
specification. Each »Property« tag contains exactly one »Name« XML tag of
»string« type, which contains the title of the attribute and at least one »Value«
XML tag. Each »Property« tag contains the following XML attributes:
e Hash_algorithm: type »string«, contains name of the hash algorithm.
e Value_db_type: type »string«, contains name of the attribute type in the
database.
e Value_content_type: enumerator that represents the type of the
attribute. Possible values are: STRING, STRINGMAX, BINARY.

XMLSchema type:

complexType | Reference: Attribute MOREQZ2 code: /




/<entity_type>/Custom/Property/Value

Required: ‘ YES | Number: | Multiple

Definition:

Value of the attribute described in tag »/<entity_type>/Custom/Property/Value«

Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES
Commentary: When the value of the »value_content_type« enumerator is STRING, the tag does
not contain XML attributes, and the value of the attribute is then written in the
XML tag.
When the value of the »value_content_type« enumerator is STRINGMAX or
BINARY the tag contains the following attributes:
e Hash: hash value of the file with the content of the attribute.
e MIME: data regarding the type of content.
The value of the XML tag contains the name of the file storing the attribute
content.
XMLSchema type: String | Reference: | Attribute | MOREQ2 code: | /

/<entity_type>/Custom/TransferredAuditLog

Required: ‘ NO ‘ Number: ‘ 1
Definition: Previously imported audit log
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: Content of the attribute »trf:AuditLog«. The attribute is created only upon import
to the IMiS°/ARChive Server.
XMLSchema type: String | Reference: | trf:AuditLog | MOREQ2 code: /
/<entity_type>/Custom/Evidence
Required: | NO | Number: | 1
Definition: Evidence of entity's authenticity
Use: Class: NO | Folder: YES | Sub-File:YES | Record:YES
Commentary: The value represents an evidence record of the entity's authenticity obtained

from the previous ISDM in case of import. In case of export from ISDM, the data
is exported into a metadata scheme and a third ISDM can again import it into
the attributes of transferred entities. The attribute does not influence the
business logic of the server, it serves merely as a carrier of information.
Two attributes are contained:

e Hash_algorithm: »string« type containing the name of the hash

algorithm.
e Hash: hash value of file with the authenticity evidence.

The value of the XML tag contains the name of the authenticity evidence file.

XMLSchema type:

String Reference: trf:Evidence MOREQ2 code: /




/<entity_type>/Custom/Templateld

Required: ‘ YES ‘ Number: ‘ 1
Definition: Unique template ID
Use: Class: YES ‘ Folder: YES ‘ Sub-File:YES ‘ Record:YES
Commentary: Unique template identifier on the IMiS°/ARChive Server.
XMLSchema type: | String | Reference: | Templates | MOREQ2 code: | /

/<entity_type>/Custom/AdditionalMetadata

Required: ‘ NO | Number: | 1

Definition: User entered metadata

Use: Class: YES ‘ Folder: YES | Sub-File:YES | Record:YES

Commentary: User entered metadata necessary for managing the archive. This data is not
prescribed by the IMiS*/ARChive Server and is input by the user according to
requirements. Additional metadata is intended for export only and is ignored in
case of import.

XMLSchema type: any Reference: ETZ: 3.5.3.8 MOREQ2 code: /

MOREQ2: 5.3.17

/<entity_type>/Custom/ACL

Required: | NO | Number: ‘ Multiple

Definition:

List of access rights on the entity (Access Control List)

Use:

Class: YES | Folder: YES | Sub-File:YES ‘ Record:YES

Commentary:

Every »ACL« tag contains the »User« attribute with a name of a directory entity
and one to four sub-tags »Value«, which specify the access rights on the
directory entity according to attributes listed here:

e type: enumerator of the type of access right (see below).

e cr: right to edit access rights list.

e cse: right to create new child entities.

e da: right to delete the entity.

e mv: right to move the entity.

e ra: right to read the entity.

e wa: right to delete the entity.

e date_from: date of current access control list validity ( start / valid

from).
e date_to: date of current access control list validity (end / valid to).

Description of enumerator values for the type of access right:

EXPLICIT_ALLOW: explicit permission.
EXPLICIT_DENY: explicit denial.
INHERITED_ALLOW: inherited permission.
INHERITED_DENY: inherited denial.

XMLScheme type:

complexType

Reference: ACL MOREQZ2 code:




/RDS/Description/abstract/description

Required: NO Number: 1
Definition: Longer description of the retention policy or disposition hold.
Commentary:
XMLScheme String Reference: | sys:ret:pol:DetailedDescription | MOREQ2 M043
type: code:
/RDS/Description/mandate
Required: NO Number: Multiple
Definition: Authorizations, which set the rights of the retention policy.
Commentary: | Name of the file in the file system which stores the authorization in electronic form.
Only the retention policy has authorizations.
XMLScheme String Reference: | sys:Content MOREQ2 MO030
type: code:
/RDS/Description/abstract/reason
Required: NO Number: 1
Definition: Reason for creating a retention palicy or disposition hold.
Commentary:
XMLScheme String Reference: | sys:ret:hold:Reasonsys:ret:pol:Reason | MOREQ2 | MO15
type: code:
/RDS/Description/title
Required: YES Number: 1
Definition: Title of the retention policy or disposition hold.
Commentary:
XMLScheme String Reference: | sys:Title MOREQ2 MO15
type: code:
/RDS/Description/title
Required: YES Number: 1
Definition: Title of the retention policy or disposition hold.
Commentary:
XMLScheme String Reference: | sys:Title MOREQ2 MO015
type: code:




/RDS/Identity/system_identifier/disposal_hold

Required: YES ‘ Number: 1
Definition: Unique system identifier of the disposition hold.
Commentary: | Set by IMiS"/ARChive Server.
XMLScheme String Reference: | Internal entity identifier MOREQ2 M137
type: code:
/RDS/Event_plan/event_type/disposition_action
Required: YES Number: 1
Definition: Default action of the retention policy in the implementation phase of the review
process.
Commentary: | Valid values:

e »Dispose«: the default action of the retention policy is the disposition of
entities.

e »Permanent«: the default action of the retention policy is the permanent
retention of entities.

e »Transfer«: the default action of the retention policy is the transfer of entities
to another system and their disposition after confirmation of successful
transfer.

e »Review«: the default action of the retention policy is to leave the entity for the
next review process.

XMLScheme String Reference: | sys:ret:pol:Action MOREQ2 M014
type: code:
/RDS/Identity/system_identifier/retention_and_disposition_schedule

Required: YES Number: 1
Definition: Unigue system identifier of the retention policy.
Commentary: | Set by IMiS°/ARChive Server.
XMLScheme String Reference: | Internal entity identifier MOREQ2 MQOQ08
type: code:
/RDS/Use/status/inheritance

Required: NO Number: 1
Definition: Specifies whether the retention policy can be inherited by entities.
Commentary: | The IMiS®/ARChive Server specifies that all retention policies are inherited.

The value is always TRUE.
XMLScheme String Reference: | Internal entity identifier MOREQ2 M197
type: code:

Table 5: Lists of XML tags
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3.2.3 Format of the additional metadata export file

The additional (user entered) metadata export file is used for the particular requirements of
the archiving process. Upon export, each entity may optionally be added additional metadata
which is not part of the arhcived entity's own metadata.

The additional metadata is prepared by the archivist, using a premade XML file.

This metadata is not within the framework of the client or server's business logic.

The format of the file is prescribed with the following XSD scheme:

<?xml version="1.0" encoding="UTF-8"?>
<xs.schema targetNamespace="http.//www.dlm-network.org/moreg2/1.04.01"
xmins.xs="http.//www.w3.org/2001/XMLSchema"
xmins.:moreqgP="http.//www.dlm-network.org/moreqZ2/1.04.01"
elementFormDefault="unqualified attributeFormDefault="unqualified" version="1.04.01">
<xs.element name="AdditionalMetadataRoot">
<xs.complexType>
<xs.sequence>
<xs.element name="Entity" minOccurs="0" maxOccurs="unbounded">
<xs.complexType>
<xs.sequence>
<xs:any processContents="skip" maxOccurs="unbounded’/>
</xs.sequence>
<xs.attribute name="classification code" type="xs:string"/>
</xs:complexType>
</xs.element>
</Xxs.sequence>
</xs:complexType>
</xs:element>

</xs.schema>

Image 4: Example XSD scheme

For each entity to be added user metadata during export, the archivist enters, in an XML file
under the root node with the name »AdditionalMetadataRoot« (prescribed by the Moreqg2
scheme), an »Entity« node with the attribute of the entity's classification code. During export,

the content of this node is copied into the export XML file of the entity.
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<moreqZ:AdditionalMetadataRoot xmins:moreqP="http.//www.dlm-network.org/moreq2/1.04.07">
<Entity classification_code="03.071">
</-- add custom XML node entries -->
<A>Metadata A</A>
</Entity>
<Entity classification_code="053.01/00007">

</Entity>
</moreqZ.AdditionalMetadataRoot>

Image 5: Example additional metadata export file

3.3 Format of the confirmation file during transfer

The format of the confirmation file is a text file containing comma separated values;

abbreviation: CSV.

Each record contains the following values:
o C(lassification code of the transferred entity.
e Confirmation value (»true« — if the entity has been successfully transferred to a third
archive system).

e Reference to the transferred entity in the third archive system.

| Untitled - Notepad — O >
File Edit Format View Help

ClassificationCode; Transfered; Referenceld
£=10; true; 590348

C=10AC=01;true; 7I7EI0

0AC=01AC=01; true; 457593
OAC=01AC=01hc = Gl.true, 09B8459

g!{ =01AC=01AC=01AC=01; true; 095490

C=1
c=1
C=1
C=104C=01AC=01AC=01AC=01F=2015- 00001 ; False;

Image 6: Example of a confirmation file after transfer
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4 USER MANUAL

4.1 Interface description

The user interface of the IMiS"/Client is integrated into the MS Windows Explorer. Therefore,

managing the archives and entities of the electronic archive is similar to managing regular

folders and files, which makes use simple and familiar. The user interface consists of three main

windows described below.

m | = | 03 Supply Chain Management - O X
Home Share View 0
* lJ 4 Cut X Mew item Open
w.| Copy path f:] Easy access ™ Edit
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties
access d Paste shortcut ta to - folder History
Clipboard Organize Mew Open
&« v A @ ¢ Archives » IMiS/ARChive Server » 03
I MNew + Open Edit Actions ¥ Search I
3 Quick access —
Classification code Title
‘@ OneDrive m 03 Planning and Centrol
& This PC ~ 03.02 Work Organization
I:_, Network m 03.03 Procurement
™ 03.04 Manufacturing
m Archives m 03.05 Quality Management
By IMiS/ARChive Server - 03,06 Maintenence

' 01 Administration
‘a1 01 Company Documentation
‘1 02 Correspondence
‘ra 03 Organizational Structure
‘1 04 Travel Documentation
'+ 02 Finance
‘2 03 Supply Chain Management
‘ra 01 Planning and Control
' 02 Work Organization
'+ 03 Procurement
' 04 Manufacturing
‘= 01 Bills of Materials
' 02 Fixed and Variable Kits
‘= 03 Labeling
' 03 Quality Management
'+ 06 Maintenence
‘r1 04 Customer Relationship Management

‘1 05 Human Resources and Payrall

Attributes | Security | Retention | Activity Log | System Properties

4 System
Title Supply Chain Management
Description
Status Opened [Inherited]

Security class level
Significance
Owner

Keywords

;.j.-_ Administration

1item

Image 7: User interface of the IMiS®/Client

The left view (number 1 in the image above) shows the »Archives« folder.

This folder contains archives which represent individual IMiS®/ARChive Servers. Under every

archive are shown the root classes according to the classification scheme, as well as a special

»Administration« folder that contains predetermined system folders.
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Inside each root class, there are classes or folders that are contained by the root class.

More information on the left view is found in chapter 4.1.1. Classification scheme.

The top right view (number 2 in the image above) shows a list of entities contained by the
archive, class or folder currently selected in the left view. An archive only contains classes,
whereas a class or folder can contain sub-folders or documents. The contained entities are
shown under a bar displaying their common attributes: »Classification code« and »Title«.
Using the common attribute bar, the user can sort the display order of entities according to
the preferred attribute.

More information on the top right view is found in chapter 4.1.2. List of entities.

The bottom right view (number 3 in the image above) shows tabs that display various kinds of
data about the selected entity. When browsing publically accessible entity information, users
can generally view the publically accessible metadata of the entity in the »Attributes« tab,

a display of the user's effective permissions for this entity in the »Security« tab, and other
publically accessible system metadata in the »System properties« tab.

Users with appropriate access rights may also access the selected retention policies and
disposition holds in the »Retention« tab and audit log of the selected entity in the »Activity Log«
tab. When viewing data of an open entity, users may also view other types of metadata:

in case of records this includes access logs, and for users with appropriate access rights also
the possibility to edit the Access Control List (ACL) of the entity and the corresponding

metadata. More information on the bottom right view is available in chapter 4.1.5. Entity

information.

The command bar of the Windows Explorer (number 4 in the image above) shows commands
or actions next to the »Organize« system button. These depend on the type and status of the
chosen entity in the classification scheme, or the chosen entity in the entity list, and also on
the rights and roles of the user. For example, a selected »Archives« folder offers commands for
adding new archives, whereas a selected archive offers commands for logging in or out of the

archive, create root classes, and search the archive.

When selecting an entity, users are offered additional specialized actions for entities in addition
to the »create«, »open« and »edit« commands. More information on the command bar is

available in chapter 4.1.4. The command bar.




4.1.1 Classification scheme

Upon installation, the IMiS°/Client is integrated into the Windows Explorer. According to
chosen user preferences during configuration, the left view of the Window Explorer shows the
»Archives« folder in the »Desktopk, the »Computer«, or the »Network« folder. The »Archives«

folder is the entry point of the IMiS®/Client operation.

3+ Quick access
& OneDrive
3 This PC

oF Metwork

v m Archives
~ Fg IMiS/ARChive Server
01 Administration
02 Finance
03 Supply Chain Management
04 Customer Relationship Management
05 Human Resources and Payroll

& Administration

Image 8: Display of the Archives folder

Individual archives are found under the »Archives« folder. By selecting an archive and logging in
via the dialog box, the user logs into the archive. A new archive is added by using the »Add
archive« command in the popup menu of the »Archives« folder.

An archive is removed by using the »Remove archive« command in the popup menu of the
selected archive.

Following successful login into an archive, root classes of the selected archive appear
underneath the archive together with the special »Administration« folder containing system

folders.

b4 ﬂ&! Archives
v B§ IMiS/ARChive Server
01 Administration
02 Finance
03 Supply Chain Management
04 Customer Relationship Management
03 Hurnan Resources and Payroll

M Administration

Image 9: Display of an archive's root classes and the Administration system folder



By navigating the classes and folders, the tree view of classes and folders expands according to

the classification scheme.

~ E§ IMiS/ARChive Server
01 Administration
02 Finance
~ 02 Supply Chain Management
v 01 Planning and Centrol
01 Planning
02 Scheduling
03 Sequence Production
02 Work Crganization
03 Procuremnent
04 Manufacturing
05 Quality Management
06 Maintenence
04 Customer Relationship Management
05 Hurnan Resources and Payroll

& Administration

Image 10: Expanded tree view of the classification scheme

Note: By clicking the arrow in front of the selected class, the user opens a list of contained classes.
A contained folder can only be selected once the user has double-clicked it in the list of contained

entities, in the top right view of the Windows Explorer.

The IMiS®/ARChive Server does not limit the number of archive root classes, or the number of
contained sub-classes, folders, or documents in an individual class or folder.

By configuring the server, though, limits are set for the number of hierarchy levels of classes
and folders in the classification scheme.

The default server settings specify a hierarchy with a maximum of six (B) hierarchy levels for

the class, and a maximum of four (4) hierarchy levels for the folder.

Tip: To preserve the clarity of the classification scheme, and due to limitations in the moving of entities,
users are strongly recommended NOT to place documents directly into classes but always into

appropriate folders.



4.1.2 List of entities
The list of entities (classes, folders or documents) contained by the selected class or folder is
located in the top right view of Windows Explorer. The contained entities are displayed under

a bar that shows the names of common entity attributes.
Tip: The user may also access an entity in the list of contained entities by pressing the Enter key.
The display order of attributes can be managed by moving the selected columns to the chosen

spot. By selecting the column of the corresponding attribute, displayed entities are ordered

according to the selected attribute.

Classification code  Title Description Status
o Administration Company documentation and correspondence Opened [Inherited]
02 Finance Account payable, Accounts receiveable, Banking  Opened [Inherited]
03 Supply Chain Management Supply planning and scheduling records Opened [Inherited]
04 Customer Relationship Management  Customer and Business partner records Opened [Inherited]
05 Human Resources and Payroll Employee records Opened [Inherited]
06 Projects IMi5 projects Opened [Inherited]

Image 11: List of entities contained by the selected entity

The user can add or remove attributes via the popup menu on the line of displayed attributes.
The popup menu offers all the possible template attributes for the creation of sub-entities
inside the selected entity. The displayed attributes are marked by a check mark.

The attribute »Classification code« is always present and cannot be removed from the list.
The settings of attributes shown only apply to the currently displayed entity and are not

inherited.

Size column to fit

Size all columns to fit

Child classification code generation
Classification code

Creator

Opened

Closed

Title

Description

<]4]

Status
Security class level

Significance

Image 12: Popup menu over a line of displayed attributes



4.1.3 Entity information

Information about the selected entity is found in tabs under the list of entities in the bottom
right view of Windows Explorer. Previewing the selected entity will display those tabs and
content which are publically accessible to the user. When a selected entity is open in the
reading or editing mode, the tabs are adapted according to the effective permissions of the

user.

In general, data on the selected entity is classified into the following tabs:

e »Attributes« tab: contains system metadata that may be edited, and the predefined
metadata of the entity. This tab is always shown, during preview as well as in the reading
or editing mode.

e »Content« tab: contains a list of the content of the entity. This tab is only shown when
the entity is open in the reading or editing mode.

e »Physical Content« tab: contains the metadata of physical record that belongs to the
entity. This tab is only shown when the entity is open in the reading or editing mode.

e »Security« tab: contains an overview of the effective permissions of the user on this
entity. The content of the tab changes when the entity is opened in the editing mode and
the user has the effective access right »Change permissionsx«.

In this casg, the tab shows groups or users with their access rights on this entity
specified, and a table of access rights where effective permissions may be edited for each
selected group or user.

e »Retention« tab: contains the settings for the selected retention periods and the
selected disposition holds. The tab is shown when previewing a selected entity and when
the selected entity is open in the reading or editing mode.

e »Activity Log« tab: contains the audit log for the selected entity.

This tab is always shown, during preview as well as in the reading or editing mode.
e »System Properties« tab: contains general and special system metadata which are read-

only. This tab is always shown, during preview as well as in the reading or editing mode.

4.1.3.1 The nAttributes« tab

The »Attributes« tab contains a list of metadata for the selected entity.

The first column shows the names of the metadata types and the second column their values.
In the editing mode the fields for editable values change into fields into which the user enters

values.



When metadata name is written in bold font, this means the metadata is required (mandatory).

These values must be entered before you are able to save the entity.

Metadata in the »Attributes« tab is classified into the following groups:
e »System«: contains system metadata that may be maodified and is publically accessible

(see chapter 4.3.1 General system attributes).

e »Email«: contains email metadata. This group is only available for documents that
originate from an email template and are currently opened in the reading or editing mode

(see chapter 4.53.6 Email attributes).

e »Custom«; contains custom-entered metadata of the entity. This group is only available

for documents which are currently open in reading or editing mode.

Attributes | Content | Physical Content | Security | Activity Log | System Properties

Save

4 System
Title: IEM Practice Accelerator
Description Market skills and references

Security class level
Significance [Inherited] -
b Owner Ron Salazar v
Keywords ibm < E|
Email
Subject

n

Date

From

To -
Te CC Janusz - Meroz" <janusz.mercz@plibm.coms; "Elena Granina" < elena.granina@ru.ibm.comn>; "Vladimir Pastukh” <vladimir.pastukh@ua.ibm.com> |+
To BCC i
Priority lormal

Signed

m
m

Message I|d

Title Mandatery value for naming entity.

Image 13: View of the »Attributes« tab

The command bar just under the »Attributes« tab has a »Save« button that is activated when
metadata is edited. By choosing the »Save« command, changes done to the entity are saved to
the archive. If a user modifies the entity but does not save it, a dialog box with an alert prompt
appears, where changes may be saved using the »Yes« button or discarded using the »No«

button, or the user may go back to editing using the »Cancel« button.



IMiS/Client X

| Entity has been modified. Do you want to save changes?

Yes No Cancel

Image 14: Display of the unsaved changes alert prompt

Tip: In case the user does not wish to save any changes on the entity, user can return to the preview by

using the »ESC« key and avoid the alert prompt.

4.1.3.2 The »Content« tab
The »Content« tab lets users browse the content (files) attached to the chosen entity when it
is open in the reading or editing mode. Adding and removing content is possible when the entity

is open in editing mode.

Attributes | Content | Physical Content | Security | Activity Log | System Properties

Description Inserted Muadified
ﬂ&t Scan.next project Phase 1.tif 18.10. 2016 12:22:33 19, 10. 2016 08:26:56
ﬂ&t Scan.next project Phase 2.tif 19,10, 2016 10:34:15 19,10, 2016 10:54:52

Content for selected entity

Image 15: View of the »Content« tab

The command bar just under the »Content« tab offers the following buttons:

e »Add« allows you to add content to the selected entity. These can be existing files of the
file system, or files scanned using the separate application IMiS®/Scan.
The command is available when the selected entity is open in editing mode.

e »Save«:. becomes active when the content of the selected entity is maodified,
if the entity is open in editing mode (when content is added or deleted).
The »Save« command saves changes to the archive. Unsaved changes will be discarded.

e »0pen«: opens the selected content in the default application associated with the
content type, as it was specified when the content was saved to the archive.

The command is available when the selected entity is open in reading or editing mode.

Note: a selected content may be opened even if it hasn't been saved yet.



e »Remove«: allows you to remove content from the selected entity. The command is

available when the selected entity is open in editing mode.

4.1.3.3 The »Physical Content« tab
The »Physical Content« tab shows users the metadata of physical content corresponding to

the selected entity (see chapter 4.5.7 Physical content attributes).

The tab is shown for folders and documents when the selected entity is open in reading or
editing mode. Physical content metadata may be entered when the selected entity is open in

editing mode.

Attributes | Content | Physical Content | Security | Activity Log | System Properties

Identifier ID36167

Description Bulding E, 2nd Floor, Suite 102, Cabinet 3, Shelf 2
Status CheckedIn

Status changed date 19,10, 2016 109:32

Home location Huston, Brodway street 5050

Current location Mew York, Smith Avenue 3030

Custodian James Smith

Return due 31.10. 2016

Image 16: View of the »Physical Content« tab

The command bar just under the »Physical Content« tab has a »Save« button that is activated
when metadata is edited.
By using the »Save« command, changes done to the entity are saved to the archive.

Unsaved changes will be discarded.

4.1.3.4 The nSecurity« tab
The »Security« tab shows:
e The display of the user's effective access rights on the selected entity.

e The overview and editing of the Access Control List (ACL) or the explicit permissions for

groups or users on the entity and its metadata.

The tab offers three types of data display for the selected entity:
e Preview mode.
e Reading mode.

e Editing mode.



The preview mode shows the title of the selected entity in the »Entity namex« field.

Under this field is the list of »Effective permissions« for the chosen user.

The current effective permissions on the entity are displayed for the current user.

This command also enables seeing the other users' effective access rights on the entity.
The access rights also depend on the date and time of the display, since some permissions

have a time limit. Permissions marked by a check mark are currently granted to the user.

Attributes | Security | Activity Log | System Properties

Effective permissions...

Entity name: Finance
Effective permissions for Ron Salazar

Read

Write

Move

Delete

Create entities
Change permissions
Change security class
Change status
Change retention

Image 17: View of the »Security« tab in preview mode

The list of permissions granted to the user (on the selected entity) consists of the following

permissions;

e »Read«: the user has permission to read data on the selected entity (view metadata and

content files).

e »Write«: the user has permission to edit entity data (write metadata and add content

files).

e »Move«: the user has permission to move the entity within the classification scheme.

e »Delete«: the user has permission to delete entity data (delete metadata and remove
content files).

e »Create entities«: the user has permission to create sub-entities inside the selected
entity.

e »Change permissions«: the user has permission to change the effective permissions of
other users on the selected entity.

e »Change security class«: the user has permission to change the security class of the

selected entity.



In the command bar under the »Retention« tab in the »Disposition holds« context the following

commands are located:

e »Save« it is activated in the event of changes to explicit disposition holds, or when
adding or removing explicit disposition holds.

The »Save« command saves the changes to the archive, which are otherwise discarded.
e »Edit«: enables the editing of the list of explicit disposition holds on the selected entity.

e »Add«: enables the adding of an explicit disposition hold to the selected entity from the
list of available disposition holds on IMiS°/ARChive Server.

e »Remove«: enables the removal of the selected explicit disposition holds on the selected

entity.

4.1.3.6 The »Activity Log« tab
The »Activity Log« tab shows the audit log for the selected entity. For users with appropriate
access rights, the tab is shown when previewing the selected entity, as well as when the entity

is open in reading or editing mode.

Attributes | Security | Retention | Activity Leg | System Properties

Retrieve

Ti;ne User Address Computer Internal address Eventtype Event details

Activity log for selected entity

Image 24: View of the »Activity Log« tab prior to retrieving an audit trail

The audit trail is retrieved by using the »Retrieve« command in the command bar under the
»Activity Log« tab. Users can refresh the audit trail by using the »Refresh« command.

The audit log records the following data:
e »Time«: time when an action was performed on the selected entity.
e »User«: name of the user who performed an action on the selected entity.

e »Address«: the network address from where the command to perform the action on the

selected entity came from.

e »Computer«: the name of the computer from which the command to perform the action

on the selected entity came from.
e »Event type«: type of event that was performed on the selected entity.

e »Event message«:. message describing the event performed on the selected entity.



| Attributes | Security| Activity Log |System Properties |

Refresh Export...
Time csv
19.05.2015 08:3 XML

19,05.2015 08:3.

| Computer
12.70 MARKO [192.168.92.70]
2,70 MARKO [192.168.92.70]

19.05.2015 08:39:44 admin
19.05.2015 08:3%:44 admin
20.05.2015 14:57:50 admin
20.05.2015 16:00:38 admin
20.05.201517:23:20 admin
21.05.201514:55:06 admin
21.05.201515:06:06 admin
22.05.201513:19:16 jsmith
22.05.201512:19:29 jsmith
22.05.201513:19:29 jsmith
22.05.201513:20:16 jsmith
22.05.201513:20:19 jsmith
22.05.201512:20:19 jsmith
22.05.201515:23:50 jsmith
22.05.201515:48:24 admin
22.05.201515:48:31 admin
22.05.201515:49:31 admin
25.05.201511:50:35 admin

192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]

Event type
Entity create event

Property value change event
Security class change event
Entity save event

192.168.92.67 ALESWINT [192.168.92.67] Entity open event, type READ-WRITE

192.168.92.70 MARKO [192.168.92.70]

Security class change event

192.168.92.67 ALESWINT [192.168.92.67] Entity open event, type READ-WRITE
192.168.92.67 ALESWINT [192.168.92.67] Entity open event, type READ-WRITE
192.168.92.67 ALESWINT [192.168.92.67] Entity open event, type READ-WRITE

192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]
192.168.92.70 MARKO [192.168.92.70]

Entity open event, type READ-WRITE
ACL entry change event

Entity save event

Entity open event, type READ-WRITE
Property value change event

Entity save event

Entity open event, type READ-WRITE
Entity open event, type READ-WRITE
ACL entry change event

Entity save event

Entity open event, type READ-WRITE

Event details
Values for the following properties have changed: sys:Creator, sys:iKeywords, sys:Owner, sys:Significance, sys:Title

Security Class initially set to 'Restricted [2]'

Security Class change occurred from 'Restricted [2]' to 'Unclassified [1]'. Reason: test

Added ALLOW rights for jsmith': Read: OFF; Write: OFF; Delete: ON; Change permissions: OFF; Create entities: OFF)

Values for the following properties have changed: sys:Significance

Removed ALLOW rights for 'jsmith: Read: OFF; Write: OFF; Delete: ON; Change permissions: OFF; Create entities: C

Image 25: View of the »Activity Log« tab with a displayed audit trail

When choosing the »Export« command, a popup menu appears with the possible audit log

export formats for the selected entity. The supported formats are CSV and XML.

When a format is chosen, a dialog box appears enabling the user to save the audit log to the file

system.

4.1.3.7 The »System Properties« tab

The »System Properties« tab contains a list of system metadata for the selected entity.

Unlike the metadata shown by the »Attributes« tab which can be edited, metadata shown by

the »System Properties« tab is read-only (with a few exceptions).

The first column lists the names of the attributes, and the second column shows their values.

System metadata is classified into the following groups:

e »General«: contains general system metadata (see chapter 4.3.1 General system

attributes).

e »Security class«: contains metadata on changes done to the entity's security class

(see chapter 4.53.2 Security class change attributes). This group is only present in case

of entities whose security class has been changed before, and which are currently open

in the reading or editing mode.

¢ »Move«: contains metadata that describes the moving of the entity within the

framework of the classification scheme (see chapter 4.53.3 Moved entity attributes).

This group is only present in case of entities that have been moved before, and that are

currently open in reading or editing mode.
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e »Transfer«: contains metadata that describes the transferring of the entity around the

classification scheme (see chapter 4.53.5 Transferred entity attributes).

This group is only present in case of entities that have been transferred from another

archive system, and that are currently open in reading or editing mode.

Attributes | Physical Content | Security | Retention | Activity Log | System Properties

4 General

Classification code 9.005.001.001.001.00 1-2016-000035

Parent classification cod:

Temnplate Case

Type Folder

Permanent entity False

Mode Edit

b Creator Ron Salazar
Created

Modified 20,07, 2016 11:03:46
Accessed 21.07. 2016 15:06:29
Opened

Closed

Identifier edfalbbeda58d8edfbdaain’ 2609d7eceddab 78 7bf2cecd372bd25b3b8ed 87171

External identifiers

Save log

Transfer
Classification code 117.002.002.001-2016-0000

%

Imported 20.07.

System Id Tallbb4!

Audit log <Twml version="1.0" encoding="UTF-8"?>; <auditlog.query.resultset xsi:schemalocation="http://www.imis.si
Evidence

Move reason
Move agent
Move classification code

Move datetime

Image 26: View of the »System Properties« tab

41.4 The command bar
When the user successfully logs into the selected archive, in the command bar under the
Windows Explorer menu, above the list of contained entities, the following commands appear
on the bar:

e »New« creates a new root class on the archive.

e »Search«: enables searching by entity metadata and searching the full text of entity

content across the entire archive.

2016 © Imaging Systems Inc., All rights reserved. o8



New Search

Image 27: Command bar above a selected archive when logged in

When selecting an entity in the overview of the classification scheme or the list of contained

entities, the top command bar offers the following possible commands or actions on the

selected entity:

»New«: creates a new entiry.

»Open«: opens the selected entity in the reading mode.

»Edit«: opens the selected entity in the editing mode.

»Delete« deletes the selected entity, including all the corresponding metadata and

content.

»Actions«: contains commands for performing various operations on the selected entity:

»Status«: enables the user to edit the status of the entity via a dialog box,

which also offers the option to enter the reasons for the changes performed.
»Security class«: enables the user to change the entity's security class via a dialog
box, which requires the user to enter the reasons for the change performed.
»Authenticity evidence«: enables the user to retrieve authenticity evidence for the
selected entity.

»Move«: enables the user to move the selected entity around the classification

scheme of the archive.

»Search«: allows searching by the metadata of contained entities and the full text of the

selected entity content.

New * Open Edit Delete Actions ¥ Search

Image 28: Command bar above a selected entity

When selecting an entity in the »Search results« folder, the same commands are available as

when selecting an entity in the classification scheme or the list of contained entities, with the

exception of the command »Newx.

Open Edit Actions Search

Image 29: Command bar above selected entity in the search folder



When selecting an entity in the »Queue« folder under the »Trash« and »Administration« system
folders, the only available commands are »Openg, »Edit« and »Delete«. These will open the entity

in reading or editing mode, or delete the entity.

Report Open Edit Delete

Image 30: Command bar above selected entity in the »Queue« system folder

When selecting an entity in the »Export« and »Import« folders under the system folder
»Administration«, the only available command is »Open, allowing users to open the entity in

reading mode.

Open

Image 31: Command bar above selected entity in the system folders »Export« and »Import«

When selecting an entity in the »Trash« folder under the »Administration« system folder,

the only available command is »Reportk, allowing users to create a report on deleted entities.

Report

Image 32: Command bar above selected entity in the system folder »Trash«

4.1.5 Menu functions

The popup menu over the »Archives« folder offers the following commands of the IMiS®/Client,

in the left view of Windows Explorer next to the OS commands:
e »Add archive«: enables users to add archives to the »Archives« folder.
e »Utilities«: contains utility commands supported by the IMiS°/Client.

e »About«: shows a dialog box with information about the client.

Collapse

Open in new window
Pin to Quick access

Pin to Start

Add archive...
Utilities >

About

Image 33: Popup menu over the »Archives« folder



4.2 Actions

This chapter describes the actions of the IMiS®/Client on the selected archive:

4.2.1

User login and logout from the archive.

Capture of content and classification of records on the archive.
Bulk capture of content.

Conversion of content into long-term storage type.

Access to records on the archive.

Archiving of email messages.

Management of physical records metadata.

Printing of entity metadata, content and reports.

Import, export and transfer of archived records.

Moving and deleting of records.

Search by metadata and search full text of archived records.
Status changes.

Security class changes.

Authenticity evidence retrieval.

Audit log viewing.

Login and logout

Users log into an IMiS°/ARChive Server by selecting the desired archive in the »Archives«

virtual folder, which is found in the left view of the IMiS"/Client.

Login to an archive is done by using the »Log in«k command in the:

Popup menu over the selected archive in the left view (the classification scheme).
Popup menu over the selected archive in the top right view (the list of archives).

Command bar of the Windows Explorer for the selected archive.



4.2.2 Document capture
Capture of documents in the IMiS°/Client is available to users that have the »Create entities«
access right on the selected class or folder. This right allows the user to add new entities

(sub-entities) to the selected entity.

For faster capture and sorting of content to its place in the classification scheme, it is advised
that users separate / organize documents according to their type prior to import.
This is done by sorting the documents into appropriate »Templates« in the classification

scheme.

Each template has its own predefined attributes, which are set by the administrator within the
framework of the IMiS®/ARChive Server settings. User must input all the required attributes

before saving the document.

Example: When capturing content and archiving it into the classification scheme, it is advisable that
entities contain only a single type of subordinate entity. Thus, classes should contain only documents or
only folders. Mixing different types of entities in the same hierarchy level is not allowed according to the

Moreg?P standard (Ref. 3.1.25).

In addition to entering metadata, the user can also attach a various content to the document.
The IMiS®/Client enables the capture of those content, that are supported by the
IMiS®/ARChive Server and can be described using the IANA-registered content type

(MIME type).

The format of the file is recognized from the file's extension. If the file extension is wrong,

it is possible the recognized format will also be wrong.

Example:
e [ong-term content storage formats (TIFF, PDF/AJ

e Formats related to email (e.g. EML, VCFJ.

e Various text, image and graphics formats (e.g. TXT, JPG, DWGJ.
o  Microsoft Office formats (e.g. DOCX, XLSX, PPTX].

o Webpage file formats (e.g. HTML, XMLJ.

e Compression formats (e.g. ZIP, TGZ).

o Audio-video formats (e.g. AVI, MPA4).
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| = | 01 Standards — O e
Home Share View o

—J w Copy path x T | Easy access ~ Edit n
Pin to Quick Copy Paste N Move Copy Delete Rename EW Properties
access 7] Paste shorteut to to - de H ) n
Clipboard COrganize MNew Open Select
« v 4 ‘;m » Archives » IMiS/ARChive Server > 03 » 05 » 01 v | O Search IM... @
MNew ¥ Open Edit Actions ¥ Search
7 Quick access
Classification code Title
“& OneDrive 1 D3.05.01/50-9001 ISO standard 9001
[ Windows10_PC
¥ Network
ﬂ&t Archives
BR IMiS/ARChive Server
' 01 Administration
' 02 Finance
‘a1 03 Supply Chain Management
01 Planning and Control
1 02 Work Organization Attributes | Security | Retention | Activity Log | System Properties
'+ 03 Procurement
4 Manufacturing 4 System
05 Quality Management Title 150 standard 9001
' 01 Standards Description 150 8001 documentation
' 02 Compliance Status Opened [Inherited]
'+ 03 Audit Process Security class level Restricted
‘- 06 Maintenence Significance Permanent
‘1 04 Customer Relationship Management » Owner Raul Jordan
' 03 Human Resources and Payroll Keywords quality E|
% Administration
6 items =

Image 56: Display of manually entered classification code

4.2.2.4 Setting an entity's security class
A user with the access rights can set the »Security class« of new entities.
This setting hides entities from users whose security class level is not high enough to access
them. Security classes are predefined, and range from lowest to highest as follows:
e »Inherited«: means the security class is implicitly inherited from the parent entity.
In case of root classes, the inherited security class value is empty.
e »Unclassified«: means access to this entity is not limited.
e »Restricted«; means the entity is an internal matter. It may only be accessed by users
with a clearance level »Restricted« or higher.
e »Confidential«: means the entity is considered confidential. It may only be accessed by

users with a clearance level »Confidential« or higher.
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e »Secret«: means the entity is considered secret. It may only be accessed by users with a
clearance level »Secret« or higher.
e »Top Secret«: means the entity is considered top secret. It may only be accessed by

users with a »Top Secret« clearance level.

The pick list only displays values that are lower or equal to the clearance level of the user.
In addition to values lower or equal to the clearance level of the user, when at least one parent

entity has a specified security class, the pick list also displays the inherited value, marked by

the suffix [Inherited].

Attributes | Security | Retention | System Properties

Save

4 System
Title: IMi5 Development project
Description All about IMi5 development project
Status Opened [Inherited] h
Security class level [Inherited] ¥
Significance [Inherited]
¥ Owner Unclassified
Restricted
. E:::S Confidential
Secret
Top Secret

Security class level Current entity security class.

Image 57: Display of setting an entity's security class without inherited value

When a new entity has been saved, users can no longer maodify the »Security class« metadata
using the »Attributes« tab but only by using the »Security class« action, since a reason must be

given in order to change a saved entity's security class (see chapter 4.2.16 Changing the

security class).

4.2.2.5 Content capturing procedure
Select the »Content« tab in the bottom right view (entity information). This tab contains a list

of content contained by the entity. If the entity is newly created, the list is empty.

Note: Content may only be attached to documents.



Attributes | Content | Physical Content | Security | Retention | Activity Log | System Properties
Add «

Descr| File system... | Inserted Meodified

SCanner..

Content for selected entity

Image 58: Adding files using the file system

The user captures the content of documents in the following ways:

Using the »File system« command, by selecting the specific content.

Choose »Add...« in the command bar of the »Content« tab to open a popup menu with the
»File system« command. This command opens the content selection dialog box.

Find the desired file and select it. Choose »Open« to confirm your choice. This will start
the transfer of the file to the IMiS®/ARChive Server. By choosing »Cancel,

you can cancel the capture of content. When the content has been transferred, it will
appear on the list of inserted content, where its description has the same name as the
captured content.

Using the »Scanner« command, providing the IMiS°/Scan client is installed.

Choose »Add...« in the command bar of the »Content« tab to open a popup menu with the
»Scanner« command.

Selecting this command starts the IMiS°/Scan application and shows its main window.
By selecting »Scan more pages« from the »Scan« menu, you begin the scanning
procedure. When scanning is complete, the content is saved by choosing »Save and
close« form the »File« menu. For more information on how to use the scanner client

see the user manual of the IMIS"/Scan client.

When the content is saved, the IMiS°/Scan window closes down and the procedure of
transferring the content to the IMiS®/ARChive Server begins. When transfer is complete,
the captured content appears on the list of inserted files. Its starting description
automatically becomes »New document, with the file extension corresponding to the

type of scanned document (TIFF or PDF/A).

Note: When the content has been transferred, the new document isn't automatically saved.

This means the content will not be contained in the document until you save it.



Attributes | Content | Physical Content | Security | Activity Log | System Properties
Save Open... Add = Remove

Description Inserted Maodified
| = Scan.next project Phase 1.tif- ||

Content for selected entity

Image 59: Display of added content

All the new, currently unsaved content are marked in bold and have a red dot at the end.
The attributes »Inserted« and »Madified« are empty because the content of document hasn't

been saved to the IMiS°/ARChive Server yet.

Attributes | Content | Physical Content | Security | Activity Log | System Properties
Save Open... Add - Remove

Description Inserted Meodified
=i Scan.next project Phase 1.4 |

Content for selected entity

Image B0: Editing the new content's description

The description of the content is changed by clicking its name on the list. Write your
description and press the »Enter« key to confirm it. When you are done capturing all the

content, you can decide to save the entity (see chapter 4.2.2.8 Saving an entity)

or proceed to enter data about the physical content.

Troubleshooting: Most frequent issues when capturing content:
e The file does not exist.

o Wrong MIME type of file.

4.2.2.6 Entry of physical content attribute values

Select the »Physical Content« tab in the bottom right view (entity information). This tab
contains a list of all attributes that deal with the description of the physical content the entity
corresponds to, or is based on. See also chapter Error! Reference source not found.

Managing physical content metadata.




4.2.2.7 Specifying retention periods

A condition for successfully saving new entities is the existence of effective retention periods
on the entity.

This condition applies to all types of entities, except for documents in a folder for which
retention periods cannot be specified. An effective retention period is required for

implementation of the review process.

The presence of effective retention periods can be checked by the user in the »Retention« tab.
On the list the effective retention periods are ticked in the »Effective« column. If the entity does

not have an effective retention period, one must be specified.

The adding of a retention period is started with the »Edit« command in the »Retention« tab.

Attributes | Security | Retention | System Properties

Save Context [Retention policies] +

Mame  Description Reason Effective 5cope Classes  Folders  Documents

Image 61: Enables the editing of retention periods and disposition holds

By clicking on the »Add« command, the »Select retention policy« options window appears,
containing a list of available retention periods. These are specified in the archive's configuration

(see chapter 8.4.7.1 Retention policies« subfolder).

The user selects the retention period. The selection is confirmed by clicking on the »Add«

button on the list of retention periods on the tab.



Select retention policy — O X
Eearch Py

Archives

Permanent
10 Years

3 Years

3 Years

2 Years

Add Cancel

Image 62: Adding an explicit retention period

The following values can be set for the retention period:

e »Scope«: by selecting the »Allow« value, the retention period is allowed,

and by selecting the »Deny« value, it is denied.

e »(Classes«: a tick means that the retention period applies to the selected entity and to all

of the contained classes.

e »Folders«: a tick means that the retention period applies to the selected folder and to all

of the contained folders.

e »Documents«: a tick means that the retention period applies to all documents under the

selected entity.

Attributes | Security | Retention | Activity Log | System Properties

Save Add... Remove Context [Retention policies] «
MName Description Reason Effective Scope Classes Folders Documents
10years Dispose after 10 years Dispose entities after 10 years Allow +

Retention settings for selected entity

Image 63: Editing the settings of the explicit retention period

By clicking on the »Save« button, the user saves the retention period to the list in the tab.
If the saved retention period is effective, the entity can be saved. If not, the user must return to

editing mode via the »Edit« command and reset the retention period.



Attributes | Security | Retention | Activity Log | System Properties

Edit Context [Retention policies] «
MName Description Reason Effective Scope Classes Folders Documents
10years Dispose after 10years Dispose entities after 10 years Allow v v v

Retention settings for selected entity

Image 64: A saved explicit retention period

4.2.2.8 Saving an entity
When the content have been captured and the required metadata entered, user must save the

entity to the IMiS®/ARChive Server to archive it.

Attributes | Security | Retention | Activity Log | System Properties

Save

4 System
Title IMi5 Development project]

Description All about IMiS development project
Status Opened [Inherited]

Security class level

Significance Permanent [Inherited] »

b Owner John Smith -
Keywords development X E|
b Custom

Title Mandatory value for naming entity.

Image B65: Saving a new or modified entity

This is performed by using the »Save« command in command bar under the tabs.
This begins the transfer of all entered metadata to the server.

The content that have been captured will be inserted into the saved document.

Troubleshooting: Most frequent errors when saving:
e The value of a mandatory attribute was not specified.

o The entered attribute value is not allowed.

4.2.2.9 Saving entities with electronically signed content

If, when capturing content, the user adds an electronically signed content (PDF/A, TIFF, XML
or EML file), the procedure of checking the electronic signatures of captured content will
automatically start while saving the entity and its contents to the IMiS°/ARChive Server

(see chapter 4.4.2.2 Checking the validity of electronic signatures).




4.2.2.10 Metadata records

When saving an entity to the IMiS®/ARChive Server, the following metadata is automatically

recorded into the entity:

»Classification code«: according to the classification of the entity in the classification

scheme, the server creates a unique string of characters.

Classification code 31.09.01-2016-00001,/00001

Image 66: Example classification code

»Creator«: the user who created the entity; meaning the user who was logged in during

the session when the entity was created. This metadata never changes.

b Creator Ron Salazar

Image 67: Example creator of entity

»Opened«: records the date and time the »Status« attribute was saved with the

»Opened« value.

Opened 25, 04, 2016 14:21:23

Image 68: Example date and time an entity was opened

»Closed«: records the date and time the »Status« attribute was saved with the »Closed«

value.
Closed 25.07. 2016 10:11:34

Image 69: Example date and time an entity was closed

»Created«: records the date and time the entity was created on the server.

This metadata never changes.

Created 25,04, 2016 14:21:23

Image 70: Example date and time an entity was created



¢ »Modified«: records the date and time of the last change to any of the attributes or the

content of the entity. This metadata changes every time the entity is saved.

Modified 29,04, 2016 11:28:41

Image 71: Example date and time of last changes to the entity

e »Accessed«: records the date and time the entity was last opened in the reading mode
or the editing mode. This metadata changes whenever a user accesses or edits the
entity.

Accessed 25,07, 2016 10:11:34

Image 72: Example date and time of last access to the entity

e »ldentifier«: the entity's unique identifier on the server. This metadata never changes.

Identifier 8e897af1cf962855ced73442494f159529786ad 20db36f3 1ad02fbd4f00cfbS

Image 73: Example entity identifier

e »External identifiers«: a list of the entity's unique external identifiers on the server.

External identifiers D512/2016; D513/2016 Py E|

Image 74: Example external identifiers of an entity

e »Save log«: contains a report on the verification of electronic signatures in the captured

files.

Save log

Image 75: Example save log of an entity

When entity content is being saved to the IMiS®/ARChive Server, the following metadata is
automatically recorded into the entity:
e »Inserted«: date and time when the user saved a document to which a new content was
attached (inserted). As long as the content exists on the document, this metadata does

not change.



Attributes | Content | Physical Content | Security | Activity Log | System Properties

Description Inserted Maodified
2| Scan.next project Phase 1.tif 18.10. 2016 12:22:33 § 18.10. 2016 13:25:55

Content for selected entity

Image 76: Example date of content insertion

¢ »Modified«: date and time when the user changed the content of the document.
This metadata changes every time a user changes an inserted content by using »Save«
button.

Attributes | Content | Physical Content | Security | Activity Log | System Properties

Description Inserted Meadified
| Scan.next project Phase 1.tif 18,10, 2016 12:22:33 {f 18. 10. 2016 13:25:55

Content for selected entity

Image 77: Example date of content modification

4.2.3 Bulk document capture

Bulk capture is the action of importing a large number of documents without the need for the
user to oversee each individual capturing procedure. Bulk capture in the IMiS®/Client is
performed using the »Import« action. By preparing the content correctly before you import it,
you can decrease the possibility of encountering errors during the bulk capture procedure.
Entities that experience errors during bulk capture are not imported and must be captured

manually by the user. For more information on the bulk capture procedure see chapter 4.2.17

Import.

4.2.4 Conversion

For the needs of long-term content storage, the user can convert all files on the document into

a long-term storage type.

Example: A content created in Microsoft Word that is attached to the document must be converted

into the PDF/A file type to ensure long-term storage.



Warning: The IMIS®/Client and IMIS°/ARChive Server do not enable automatic conversion. Conversion

must be done separately using the virtual printer application IMIS®/Convert To PDF-A.

Using the IMiS®/Convert To PDF-A virtual printer application, all the original components of the
content (pages of a document, for example) are captured via the virtual printer and converted
into a PDF/A file format. The components of the content remain identical.
In addition to the original components, the new file also records the following metadata:

e Convert Date.

e Convert Reason.

e Convert Details.

¢ QOriginal Software name.

e (Convert Software name.

In the IMiS®/Client, the user must then manually import the converted file back into the
document where it originated. The converted content and all the added metadata may be

viewed using any external viewer used to open PDF/A files (Adobe Reader, for example).

4.2.41 Conversion procedure

In Windows Explorer, locate the document whose content you wish to convert.

Open the document in reading mode by selecting »Open« in the top command bar.

The tab »Content« will then appear.

Choose the content from the list. By double clicking the content or selecting »Open« in the
bottom command bar, the content will be opened in the software currently registered for

opening the content's type (MIME type).

Note: To open the file, the user must have appropriate software installed on the computer that can

open the attachment's file type.

Attributes | Content | Physical Content | Security | Activity Log | System Properties

Description Inserted Meodified
ﬂﬁ} Scan.next.project.Phase.1.tif 4,11, 2016 08:41:57 4,11, 2016 08:41:57

Content for selected entity

Image 78: Opening content of document in the conversion procedure
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In the source software (Microsoft Word, for example), you can then convert the content using
the virtual printer IMiS®/Convert To PDF-A. It is important to convert the complete content

(all the pages of a document, for example).

<=

IMi& Convert To
PDF-4&

Image 79: Selecting the virtual printer »IMiS Convert To PDF-A«

Prior to beginning the conversion procedure, the user receives the »Convert Settings« dialog

box.

B Convert settings - O X

Document title Invoice

Reson for convert |Save to long time archive

Convert procedure | Convert Invoice into long-term format (PDF-A).

Original software |

Save to
{* File system
C:\Users\tester\AppData\Local \Temp\Invoice.pdf Browse

Page count 1

Printer name  IMiS Convert To PDF-A

Proceed i Cancel

Image 80: Conversion settings via the dialog box

The dialog box requires the user to enter the following fields:

e »0riginal software« states the name of the original software (source software or current
program using the virtual printer for conversion).
e »Reason to convert« states the reason for conversion.

e »Convert procedure« describes the conversion procedure.
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The »Save to« section contains the default option of saving to the file system.

By choosing »Browse« you can freely select the desired location where you wish to save the
converted file. To continue the conversion procedure, select »Proceed«. The conversion
procedure may be cancelled at any time using the »Cancel« command. When conversion is
complete, you have to manually import the resulting PDF/A file into the document where the

original file is located (see chapter 4.2.2.5 Content capturing procedure).

4.2.5 Access

Access to entities in the classification scheme depends on the security class of the content,
the user's clearance level, and the user's explicit permissions.

More information on the security classes is found in the IMIS"/ARChive Server user manual
chapter 3.3.5 Access. To learn how to change the security class of an entity see chapter

4.2.16 Changing the security class.

When logging into the selected archive (see chapter 4.2.1 Login and logout), the user is

authenticated by his username and password. The IMiS°/ARChive Server will display those root
classes of the archive for which the logged user has the »Read« permission. The classes are
shown in the »Archives« folder under the selected archive in the left view, and in the list of

contained entities in the top right view of Windows Explorer.

By < | IMiS/ARChive Server - O b4

View o

i BBXsi B (@ g

T | Easy access -
Pinto Quick Copy Paste Copy Delete Rename
access to -

Home Share

Clipboard Organize MNew

Select

Open

—

v !! » Archives » IMiS/ARChive Server v D

7+ Quick access
f@ OneDrive
[ Windows10_PC

¥ Metwork

ﬂ&t Archives
B3 IMiS/ARChive Server
01 Administration
02 Finance
03 Supply Chain Management
04 Customer Relationship Management
05 Human Resources and Payroll

% Administration

13 items

New ~
Classification code
01
02
03
04
05

Actions
Title
Administration
Finance
Supply Chain Management
Customer Relationship Management

Human Resources and Payroll

Search

Search Lo.. 0@

Image 81: Display of root classes when logging into the selected archive




When accessing data in the selected root class of the archive, the first thing displayed in the
bottom right view of Windows Explorer are the following tabs, showing only the publically
accessible data for the class:

e »Attributes«: contains a list of entity metadata.

e »Security«: displays the effective access rights of the user on the entity.

e »Activity log«: shows the audit trail of the entity. The tab is only visible to appropriately

authorized users.

e »System properties«: contains a list of the entity's system properties.

After choosing the »Open« command in the command bar above the list of entities, the server
delivers all the data the current user is authorized to access. This also happens when a user

accesses entities contained in the root classes of the archive.

The tabs initially display only the publically accessible entity information. Once the »Openc«
command has been chosen, the tabs then display all the information the current user is
authorized to access. New data is either added to the existing tabs or appears under new tabs
such as:
e »Content«: shows a list of the entity's content (files).
This tab is only displayed for documents.
¢ »Physical Content«: shows a list of the entity's physical content metadata.

This tab is only displayed for folders and documents.

When the user has the »Write« permission, user can also choose the »Edit« command in the
command bar above the list of entities.

In that case, the tabs display the same sets of data as when choosing the »Open« command.
Data that is not specified as read-only on the server may then be edited and modified

(see chapter 4.2.7 Editing entity datal. When editing is complete, changes to the entity are

saved to the server using the »Save« command in the toolbar under the name of the tab.
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Image 82: Opening the selected entity

4.2.6 Search functions

The IMiS®/ARChive Server enables users to search by:
e Metadata of the class, folder and document.
o Full text of the content attached to the document.
e Title of content contained by the document.

e Metadata and full text of content, simultaneously.

Users may only search entities they are authorized to access. Search functions are available

for the selected entity, or the entire server archive.
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Search operations are executed using the »Search builder« and started by using the »Search«

command available in:

e The popup menu over the selected archive, class or folder under the »Archives« folder in

the tree view of Windows Explorer.

e The popup menu over the selected entity in the list of contained entities.

e The command bar above the selected archive or entity.
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Image 83: Search of the selected entity via the popup menu

The search builder consists of several sections that relate to the scope of the search,

the search conditions for search by metadata and search full text, and the option to sort

search results.
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Image 84: Setting search parameters via the dialog box

The section »Scope« shows the name of the archive or selected entity inside which the user is
searching.
The section »Options« offers the following choices:

e »Recursive«: turning this option on means search will be conducted on the selected
entity and all the entities it contains. When the option is off, search is conducted only on
the selected entity and the first sub-level of contained entities.

e »Inherited« turning this option on means search will be conducted by inherited values as
well as explicit values. When the option is off, search is conducted only by explicit

metadata values.

The section »Include« lets users select the type of entities they wish to include in the search.
The following may be selected:

e C(lasses

e Folders

e Documents.

In the »Sort options« table, users select the preferred order of search results:
e »Sort by« sorts by selected attribute.
e »0Order« sets the order of displayed search results. The possible options are
»Ascending« and »Descendingk«.
The conditions of search results are added by selecting the desired attribute, and removed by

clicking »Removex«.



In the »Attribute search conditions« table, the user configures simple metadata search
conditions. The search conditions table has the following columns:
e »Attribute«: is the name of the attribute the search condition applies to.
e »Relation«: specifies the comparative relation.
Possible comparative operators are; equal to (=), other than (<>),
higher than (=), lower than (<), greater or equal (>=), and lower or equal (<=).
e »Value«: specifies the base value to which attribute value is being compared.
e »lLogical operator«: represents the logical operator for chaining simple search conditions
into complex search conditions. The available operators are the logical inclusive (AND),
the logical interchangeable (OR), and the logical mutually exclusive (XOR). The negative

operator (NOT) can be entered manually in the »Search expression« field.

Simple metadata search conditions are added together by selecting the corresponding logical

operator, and removed by clicking »Remove«.

In the »Full text search conditions« table, the user configures simple full text search conditions.
e »Value«: represents the string you are searching for in the full text.
e »0Operator«: represents the logical operator for chaining simple search conditions into
complex search conditions. The available operators are the logical inclusive (AND),
the logical interchangeable (OR), and the logical mutually exclusive (XOR). The negative

operator (NOT) can be entered manually in the »Search expression« field.

Similar to the »Attribute search conditions« table, the user adds simple full text search

conditions using the »Add« button and removes them using the »Remove« button.

The »Search expression« field will display the selected conditions and the logical operators
between them. The search expression can also be manually edited, by taking into account the
appropriate search string syntax (see the IMiS"/ARChive Server user manual chapter 5.5.2

Search string rules).

The search results are displayed in the list of entities, in the right view of Windows Explorer.
Results only show those entities the current user is authorized to access.
The total number of entities found by the search is stated in the status bar of Windows

Explorer, in the bottom left.
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Image 85: Display of search results in the right view of Windows Explorer

4.2.6.1 Search by metadata

To search by metadata, the user has to configure a search string from one or more simple

search conditions in the »Attribute search conditions« table of the »Search builder« window.

The type of value you are searching for depends on the type of metadata.

When choosing text metadata, the search value must be text. \When searching text metadata,

the value does not have to be exactly identical. The IMiS®/Client also allow you to perform a

»wildcard search« by using special characters in the search string:

e »*« means zero or more characters of any kind

e »?« means any character.

The search is not case sensitive.
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Example: If the user is searching entities by the »Title« metadata, the search string:

o »a*« searches for entities whose title starts with the letter »a«. For example producing: »aas,
»Administration«, »authorization«, »A-test« and »Auto Service«.

o »*traffic*« searches for entities that have a string of characters »traffic« in the title
For example: »traffic light«, »havy traffic«, »road traffic jam «.

e »*en« searches for entities whose title ends with a string of characters »enc.
For instance. »then«, »whens«, »hen«, smaidenc.

o »d?b« searches for entities whose title has a specified first and third letter (in this case »d« and »b«J,
while the second letter and all other letters can be random.

For example producing: »debate«, »Debit«, »dab« or »dubious claimsk«.

This does not work when searching metadata whose value is represented by the name of a
IMiS®/ARChive Server user (for example the metadata »Owner«).

For these values, the search string must be identical to the value of the metadata.

The input of search values when searching by »date and time« metadata is simplified by the
date and time popup window. In case of using the relation operators »equal to« (=) or »other
than« (<>) only the date is inserted, while the time is automatically turned into the range of one

day by the IMiS°/Client. With other relation operators, the date and time must both be input.

Tip: In case you are only familiar with the initial part of an attribute's value, you can use the relation »>«
or »>=«. In the latter case, the search results display all values that are equal to the search criteria, and
all those values whose initial value parts contain characters and numbers higher, in a successive

sequence, than the search criteria.

Tip: To make the archive clearer, the administrator should, if possible, recommend a standard structure

for naming entities and metadata (upper and lower case, abbreviations...) saved to the server.

4.2.6.1.1 Search by Content descriptions
Users may also search by title of contained content. The »Attribute search conditions« option

lets you create a search string using one or more simple conditions.
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ﬂﬁ& Search builder

Search settings

Sort optiens

Scope
Root IMiS/ARChive Server

Options
Recursive Inherited

Sort by Order

“| ‘Ascending ©

Include

Classes Folders Document

Remove

Attribute search cenditions

Full text search conditions

Attribute Relation

Value Operator Value Operator

Content descriptin ¥ | | = v | |5C3n

.ne)d:"| ‘ | "| | Remove |

| ‘ v

Remove

Search expression: |[sys:ContentDe;cript\on] = "scan.next™"

| Execute ‘ |

Cancel |

Image 86: Sample search string for searching by title of the content

List of entities that shows the matching search results.

)

Foae = | Search results on IMiS/ARChive Server

Home Share View

#@ OneDrive
@ windows10_PC
|_j' Metwork

i Archives
1§ IMiS/ARChive Server
‘1 01 Administration
= 02 Finance
‘1 03 Supply Chain Management
‘1 04 Customer Relationship Management
‘1 05Human Resources and Payroll
‘1 06 Projects
Jj Search results on IMiS/ARChive Server
ﬁ Administration

Titem

* oh Cut x I T New item t] Open sel
W] Copy path <::I ﬂ Easy access * [ Edit Sel
Pin to Quick Copy Paste = Move Copy Delete Rename Mew Properties
access [7] Paste shortcut to ta - folder £) History Inv
Clipboard Organize MNew Cpen
&« v 4 J:.'n » Archives » IMiS/ARChive Server » Search iarc37.imis.si
Open Edit Actions ¥ Search
# Quick access
Classification code Title Content description

ect all
ect none
ert selection

Select

v & Search Ar...

|ll 06.01-2016-000001/000001 Scan.next research Part #1  Scan.next project Phase 1.tif

Attributes ‘ Security | Activity Log | System Properties |

4 System
Title Scan.next research Part #1
Description Research on new funcionalities
Security class level Restricted [Inherited]
Significance Vital [Inherited]
v Owner Marco Welch
Keywords projects

“ Search
Content description Scan.next project Phase 1.tif

P

Image 87

: Results of searching by title of the content
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4.2.6.2 Full text search
To search the full text of the content, the user must configure a search string of one or more
simple search conditions in the »Full text search conditions« table in the »Search builder«

window.

Examples.: A user is searching for entities in the full text of the content. Based on the search string:

o *test returns an error. Such syntax is not allowed.

o te*st finds all document contents with words beginning with »te« and ending with »st« (i.e.
telephonist, terrorist, ...J.

e te?t finds all document contents in which the third letter of the word is unknown (.e. test, text, ...J.

o test* finds all document contents with the word »test« (i.e. tests, testing, ... J.

e test result finds all document contents with words »test« or »result«.
The rule is that if there are no logical operators between the words, operator OR will be used.

o test AND result finds all document contents with words »test« and »result«. Logical operators
must be written in uppercase.

o »test result« finds all document contents with words »test result« written in succession.

e »test result*« finds all document contents with words »test result« written in succession, with the

possibility that the second word can also be longer (i.e. results, resultados, ...

Searching the full text is not case sensitive. You may also perform a »wildcard search« by using

the special characters »*« and »?« in the search string.

For more information on how to use these characters to search partial values see chapter

4.26.1 Search by metadata.

The full text search of content can only be conducted for those content formats that allow the

IMiS°/ARChive Server to recognize text.

Formats supported by the full text search function are:
e HTML, XML and similar formats.
e Microsoft Office, OpenOffice and iWork formats.
e RTF format.
e PDF format.
e Text formats.

¢ Audio format metadata (metadata of WAV, MIDI, MP3, MP4, 0GG).



¢ Image format metadata (metadata of BMP, GIF, PNG, PSD; EXIF for JPEG, TIFF).
e Video format metadata (metadata of FLV, MP4).

e Email formats (PST, MBOX, EML).

e PKCS7 formats.

e FElectronic publication formats (EPUB, FB2).

o Web feed and news formats (RSS, ATOM, IPTC, ANPA).
e DWG format.

e CHM format.

e Font formats (TTF, AFM).

e Scientific formats (HDF, NETCDF, MAT).

e Program and library formats (ELF, PE).

e Compression formats (TAR, CPIO, ZIP, 7ZIP).

4.2.6.3 Combined search by metadata and full text search
Searching by entity metadata and the full text of content can also be combined, which is

automatically enabled by the »Search builder«.

4.2.7 Editing entity data
Changing data about an entity in the IMiS"/Client includes editing metadata and modifying
content. A user can only change entity data when user have the »Write« permission on the

entity. To edit the selected entity, use the »Edit« command in the top command bar.



IMiS™/Client Manual

Version 9.7.1610

| = | 2016-D0000T Scan.next project [m| s
Home Share View 0
x IJ gy Cut x Mew item Open
w-| Copy path -fj Easy access Edit
Pinto Quick Copy Paste Move Copy Delete Rename Mew Properties . .
access &] Paste shortecut ta to - folder ) Histary Invert selection
Clipboard Organize New Cpen Select
« - 4 » Archives » IMiS/ARChive Server » 06 » 01 » 2016-000001 v Search Ar... @

3 Quick access
#@ OneDrive
O windows10_PC

|_ﬂ Netwerk

i Archives

By IMiS/ARChive Server
= 01 Administration
r 02 Finance
1 03 Supply Chain Management
04 Customer Relaticnship Manag
r 053 Human Resources and Payroll
1 06 Projects
'+ 01 Scan project

2016-000001 Scan.next project

'+ 02 ARChive Server project
'+ 03 Client project
'+ 04 BatchScan project

j- Administration

1item

MNew * Edit Actions ¥ Search

Classification code Title

| | Il 06.01-2016-000001/000001 Scan.next research Part #1

Attributes | Security | Activity Log | System Properties

ement
4 System

Title Scan.next research Part #1
Description Research on new funcicnalities
Security class level Restricted [Inherited]
Significance Vital [Inherited]
b Owner Marco Welch
Keywards projects

Image 88: Editing an entity via the command bar

Metadata that is not »Read-only« and may be edited is found in the tabs »Attributes« and

»Physical content«. To the right of the metadata's title is a field where users can change the

value of the metadata. The value can be text, date and time, logical, or predefined.

You can predefine any number of values.

Attributes | Secur

ity | Retention | Activity Log | System Properties

Save

4 System

Title Invoice 46/2016

Description Digital animation software|

Status Opened

Security class level [Inherited]

Significance Vital v

b Owner Grace Layton v

Keywords Disney project x E|
b Custom

Description Descri

ption of entity.

Image 89: Entering or editing entity metadata
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Changes to an entity also involve the adding (see chapter 4.2.2 Document capture), deleting

and modifying of the entity's content. The user performs these actions through the »Content«

tab.

Attributes | Content | Physical Content | Security | Activity Log | System Properties
Add -

Descy File system... | Inserted Modified
ﬂ&t Scan.next project Phas Scanner. 18,10, 2016 12:22:33 18,10, 2016 13:25:55

Content for selected entity

Image 90: Adding content to an entity via the file system

Content is added by choosing the »Add« command in the command bar of the tab.

This opens a popup menu that lets you select the source of new content. The source can be
either the »File system« or the »Scanner«. When you select »File systemg, you will receive a
dialog box enabling you to select the file you wish to import as the content of an entity,
which must be located somewhere on the local computer.

When selecting »Scanners, this starts the IMiS°/Scan application that allows you to scan

content and import it into the content of an entity.

Content is removed using the »Remove« command in the bottom command bar found under
the tabs. The user selects any number of content, user wish to remove from the list.
Users may also edit the content of an entity, though archiving rarely requires this particular

functionality. Any modifications to the content of an entity will be recorded in the audit log.

Warning: Content can be successfully modified only if the entity is in editing mode.
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Attributes | Security | Retention | Activity Log | System Properties

4 General

Classification code 31.10
Parent classification codi 21
Child classification code  Automatic N
Template Class
Type Class
Permanent entity False
| Mode Edit ||

b Creator Administrator

Created 25, 07, 2016 12:15:55
Modified
Accessed
Opened
Closed

Identifier
External identifiers X E|

Save log >

Mode Entity access mode.

Image 91: Opening the entity in editing mode.

Content is opened in the default application for its file type by using the »Open« command.

Attributes | Content | Physical Content | Security | Activity Log | System Properties

Add = Remove

Description Inserted Modified
| ﬂﬁ Scan.next project Phase 1.tif 18.10. 2016 12:22:33  18.10. 2016 13:25:55

Content for selected entity

Image 92: Opening content in the default application.

After performing the modification in the default application, the user saves the content and
closes it. IMiS"/Client marks the modified content in bold and prepares it for transfer to the

archive system.

Attributes | Content | Physical Content | Security | Activity Log | System Properties

Save Open... Add = Remove
Description Inserted Medified
i Scan.next project Phase 1.tif 18.10. 2016 12:22:33  18.10. 2016 13:25:55

Content for selected entity

Image 93: Display of the modified content after modification in the default application
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Changes to the entity are confirmed using the »Save« command in the bottom command bar.

If you wish to discard changes, simply select another entity and click »Don't save« in the save

prompt.

Attributes | Security | Retention | Activity Log | System Properties

Save

4 System
Title: Invoice 46/2016
Description Digital animation software
Status Opened [Inherited]
Security class level [Inherited]
Significance [Inherited] -
b COwner Alex Nelson “
Keywords Disney project ® E|
b Custom

Image 94: Saving changes to the entity

When saving the document, the »Modified« date is also changed on the modified document

content.

Attributes | Content | Physical Content | Security | Activity Log | System Properties

Description Inserted Meodified
ﬂﬁt Scan.next project Phase 1.tif 18.10. 2016 12:22:33 §19. 10. 2016 08:26:56

Content for selected entity

Image 95: When saving the modified content, the »Modified« date is also changed

4.2.8 Archiving email messages

The IMiS®/Client enables users to capture the received and sent email messages with
corresponding metadata and attachments, depending on the IMiS°/ARChive Server settings.
To enable capture, the server must be configured with at least one template that contains

email message attributes (see chapter 4.3.6 Email attributes).
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4.2.8.1 Email archiving procedure

The user captures email messages by using the Windows »Drag and drop« functionality.

The user marks one or several email messages, including their attachments, in the email client
(MS Outlook, IBM Notes etc.) and »drags« them to the selected class or folder in the

classification scheme in Windows Explorer.

If the user wishes to mark several different messages, he holds down the »Ctrl« key and selects

individual messages with the left mouse button.

The user arranges the Windows Explorer and email client windows so that they are both visible
on screen. By holding down the left mouse button, the user drags the selected email messages

to the right view of Windows Explorer.

If the mouse cursor changes to a copy cursor , the user can archive the email

message to this folder or class.

nl = | 08 Education i’ Mail - 1BM - 1BM Notes

m Home  Share  View File Edit View Create Actions Tools Window Help
oh Cut Hew item E open - X B 4+ Search All Mail
| # S| X

5 Copy path £ Easyaccess ~ PN -
Pinto Quick Copy Paste ove Copy  Delete Rename  New properties -, | fijtome I Marko Hren - Mail x

Move C
access [E] Pastesnortet | to- 1o folder
Clipboard Do Mew Open Marko Hren Message = Reply ~  ReplytoAll v forward~ 1 P ~ BE~ | CopyintoNew ~ v Show ~
< “ 4 'm > Archives > IMiS/ARChive Server + 05 » 08 1 Wno Date Time  Size Subject
Inbox (6 y A
o Yoo T e bete Actions v (6) Delia Jozsa 13.04.2011 1305 15.947 CEE Lotus Channel Communicat
Quick sccess Drafts Maciej Magierek 1904 2011 14:06 8332 Lotus Notes & Domino authorize:
Classification code Title
f OneDrive 1) 05.08/000001 Invitation ECM Roadshow = Bine Zerko «  18.05.2011 1013 1428 Re: OsveZitev VAP vpisa in dose
partnerskega statusa
[ windows10_PC
¥ VanjzBabia 23,05, 2011 1592 13423 New IBM Business Partner mark
Network
o Networ Natali Bezan 1.40:2011 1067 2253015  [Spam?]:GPP - obvezna uporaba
@ Archives (kar vam lahko prinese do 4% vre
By IMIS/ARChive Server 1B Slovenija 16042/2011- 14:02° 391,928 &  ZasEita poslovnih partnerjev pri IE
T PROCES PRI PRIJAVI POSLOV
v 01 Administration
Delia Jozsa 29.02.2012 14:39 Correction: CEE Collaboration S
1 02 Finance ,7 Communications: NEW Social B
'+ 02 Supply Chain Management upcoming events |
2 04 Customer Relationship Management » Folders Damjan Flojanic ~ 12. 03. 2012 223 Announcing a new community ar
Attributes | Security | Retention | Activity Log | System Properties demonstrations — especially for
' 05 Human Resources and Payroll > L
Natali Bezan1 24.04.2012 2259 13315 Nove T2 pogodbe - obvezno za ve
- 01 General Ko distrib
4 System preko distributerjev
1 02 Staff Appointments Title Invitation ECM Roadshow Krunoslav 18.05.2012 1105 3.3 WebSphere Portal NOW - Dinan
1 03Employee Records Description Roadshow - 21. october 2016 Koprimjak vsebina
2 04 Promotion and Tenure Status Opencd lInherited] = Bine Zerko 21.05.2012 1354 31.118 Fu: IBM Xwork Server
105 Awards and Recognition Security class level Unlassified  Bine Zerko 21.05.2012 1446  23.797 Fu: IBM Xwork Server
1 06 Pension and Benefits Significance Retain Roman Koritnik 20 06 2012 1251 199231 © Odiignost vodenja
07 Salary and Paroll
- + Ovner Caroline Irwin emeapw 03.07.2012 0307 5.6 Certification is being removed
08 Education Keywords education
26 Projects Natali Bezan 10.07.2012 14:26 205924  Global Partner Portal GPP (zas8
': uporaba za IBM-ove poslowe par
wn Ad istrati
ministretion a Robert 06.10.2012 1434 9.485 Invitation: GREAT OPPORTUNIT'
. AP b B

Image 96: Transferring email messages from the email client to the selected class

When you let go of the left mouse button, the selected messages are automatically transferred
to the desired location in the classification scheme together with their metadata and content,

and are saved to the IMiS°/ARChive Server.
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" | = | 08 Education

— O X
Home Share View 0
| J Ay Cut x Cpen Select all
[ wl Copy path il Edit Select none
Pin to Quick Copy ste e Delete Rename Properties
access - History Invert se on
Clipboard Organize Mew Open Select
« v 4 ‘= » Archives » IMiS/ARChive Server » 05 > 08 v O Search Qu... @
MNew * Open Edit Actions ¥ Search
#F Quick access
Classification code Title
% OneDrive 1) 05.08/000001 Invitation ECM Roacshow
= Windows10_PC [l 05.08/000002 Announcing a new community and Social Business demonstration
|l 05.08/000003 Correction: CEE Collaboration Solutions Channel Communications:|
¥ Metwork
ﬂﬁ;‘x Archives

By IMis/ARChive Server
' 01 Administration
‘1 02 Finance
‘1 03 Supply Chain Management
' 04 Customer Relationship Management
'+ 03 Human Resources and Payroll
01 General
02 Staff Appointments
03 Employee Records
04 Promation and Tenure
05 Awards and Recognition
06 Pension and Benefits

07 Salary and Parcll

08 Education
' 06 Projects

:.j.: Administration

20 items

Attributes | Security | Retention | Activity Log | System Properties

4 System
Title Education
Description Employee education
Status Opened [Inherited]
Security class level Restricted
Significance Retain
b Owner John Smith
Keywords hrm

Image 97: Display of transferred email messages

Warning: The capture of email messages works according to the selection of files in MIS Windows.

The order of files, and consequently the order of classification codes of transferred email messages in

the classification scheme, depends on the order in which the messages are selected in the email client.

In the »Content« tab, the user can see all the content that was saved together with the email

message. In addition to the message itself, two attachments are always made automatically:

e »Email — raw«: the original email message in EML format.

e »Email — body«: the body of the original email in either text or HTML format.

This format depends on the type of the email message's body.
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AttributesPhysical Content | Security | Retention | Activity Log | Systemn Properties

Description Inserted Modified
il Email - raw 19,10, 2016 09:02:14 19.10. 2016 0%:02:14
#| Email - body 19,10, 2016 09:02:14 19.10. 2016 09:02:14
& Email - attachment (0) 19,10, 2016 09:02:14 19,10, 2016 0%:02:14
W Email - attachment (1) 19.10. 2016 0%:02:14 19.10. 2016 0%:02:14

Content for selected entity

Image 98: Automatically created email attachments

Note: By clicking the »Email — raw« file, the user opens the original email message in the default client

used to open EML files.

4.2.8.2 Functionality description
The selected email messages are copied to the specified location in the classification scheme, in
the form of an EML file. For each email message, the IMiS°/Client creates a new document

containing the original message, the metadata and any captured content.

The following metadata (when present) is automatically extracted from the email message:
e »Subject«: the subject of the message.
e »Date«: the date and time the message was sent or received.
e »From« email address of the sender.
e »To«: email addresses of recipients.
e »CC«: email addresses of the carbon copy recipients.
e »BCC«: email addresses of hidden recipients.
e »Priority«: priority status of the email.
e »Signed«: a value that registers if the email message was electronically signed.

o »Message Id«: automatically generated message identifier.

In this process, the »Date« and »Sender« email metadata are mandatory.

If one of these is not successfully captured, the message will not be saved.
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Attributes | Content | Physical Content | Security | Activity Log | System Properties |

4 System
Title WEBINAR: Distributed Capture: Build, or Buy?
Description
Status Opened [Inherited]
Security class
Significance
¥ Owner
Keywords &
< Email
Subject WEBINAR: Distributed Capture: Build, or Buy?
Date 6.5.2014 0:00:00
From "Sales, Pixtools" <ptsales@emc.com>
To "Info, IMiS" <info@imis.si> b
Toe CC &7
Te BCC =
Priority MNormal
Signed False
MessageId <BIBEAAL4FES6DC4 BRO1109FSECTI38403EBEACTE0 @ MX45 A corp.eme.com

Image 99: Example metadata extracted from an email message

Warning: E-mail messages can't be saved if the selected template includes »Required« custom attribute.

Properties | Attributes | Use under
Save Remowve

4 Custom

4 Verification date

Public False *
MultiValue False v

I Required False "I
MonEmpty False v
ReadOnly False ”
Inherited True hd
AppendOnly False N
IncludedinAlP True *
Validation expression

b System
Verification date

Image 100: Example setting custom attribute

4.2.9 Managing physical content metadata

When capturing physical content into its electronic form, users may add metadata that
describes the physical location of the stored content, in addition to other types of metadata.
The location metadata is optional. If the user enters at least one attribute from the list of
physical content, user also have to enter the identifier of the physical content. Entry of physical
content metadata for a folder or document is possible upon capture / import, or later when the

content is already stored in electronic form.
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If you want to perform the entry of physical content metadata during capture

(see chapter 4.2.2 Document capturel or later on, select the »Physical Content« tab.

Find the appropriate class or folder in the classification scheme (see chapter 4.1.1

Classification scheme)in the left view of Windows Explorer. Then select a document or folder

in the list of entities (top right view). By choosing »Edit« in the command bar of Windows

Explorer, the selected document or folder is opened in editing mode. In the overview of entity

information, there is a new tab »Physical Content« that shows physical content metadata

(see also chapter 4.1 Interface description).

| = | 2016-000001 Scan.next project - O X
Home Share View o
——‘ e C t x 7 | Easy access ~ E
Pin to Quick Copy Paste _ love Copy Delete Rename ew IJ Propertie
access 8] Faste to to - e H ert select
Clipboard Organize Mew Open Select
&« v P » Archives » IMiS/ARChive Server » 06 » 01 » 2016-000001 v O Search IM... @
Actions ¥ Search
#F Quick access
Classification code Title
4@ OneDrive Il 06.01-2016-000001/000001 Scan.next research Part #1
[ Windows10_PC
¥ Network
ﬂ&t Archives
By IMiS/ARChive Server
01 Adrministration
r 02 Finance . - - e -
Attributes | Content | Physical Content | Security | Activity Log | System Properties
‘ra 03 Supply Chain Management
Save
04 Custorner Relationship Management
Identifier- 1D36167
05 Human Resources and Payroll
Description Bulding E, 2nd Floor, Suite 102, Cabinet 3, Shelf 2
1 D06 Projects
Status CheckedIn v
‘015 ject
o can prejee Status changed date
2016-000001 Scan.next project
e Home location Huston, Brodway street 5050
n' 02 ARChive Server project Current location Mew York, Smith Avenue 3030
1 03 Client project Custodian James Smith
m 04 BatchScan project Retur due 31.10.2016 %[x]
% Administration
Identifier Physical entity unique identifier; non-empty value indicates the presence of physical form.
9items  1item selected =

Image 101: Display of entering physical content metadata

The user can complete all the fields except »Status change date, which is automatically

completed with the date of the last change to the »Status« field. When capturing content,

set the »Status« field to the value »Checkedln«. For a description of physical content metadata

see chapter 4.53.7 Physical content attributes.
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4.2.10 Print
Printing functionalities are divided into:
e Printing the content of a document.

e Performing print functions via the popup menu.

4.2.10.1 Printing the content of a document
A document can contain content of different types, created by different applications.
Since every application will correctly print its corresponding file format, the printing of

document content is performed through applications for its particular content type.

Select the archive server in the left view of Windows Explorer and locate the folder containing

the content you wish to print.

| < | 2016-000001 Scan.next project - O X
Home Share View 0

* J gy Cut x Mew item Cpen Select all
| C Edit Select none

py path T_J Easy access =

Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties
access d Paste shortcut ta ta - folder History Invert selection
Clipboard Organize Mew Cpen Select
&« v » Archives » IMiS/ARChive Server » 06 » 01 » 2016-000001 v Search IM... 0@
MNew * DEdit Actions ¥ Search
7+ Quick access
Classification code Title
% OneDrive I )l 06.01-2016-000001/000001  Scan.next research Part #1 |

= Windows10_PC
£ Network

ﬂﬁ;‘g Archives

B3 IMiS/ARChive Server

' 01 Administration

‘m 0ZFi
n inance AttributesPhysicaI Content | Security | Activity Log | System Properties

' 03 Supply Chain Management
Open...

‘1 04 Customer Relationship Management — -
) Description Inserted Meodified
m 05 Human Resources and Payroll | (s Scan.next project Phase 1.tif 18.10.2016 12:22:33 19, 10, 2016 08:26:56

'+ 0B Projects

'+ 015can project
2016-000007 Scan.next project
'+ 02 ARChive Server project
‘ra 03 Client project
‘r1 04 BatchScan project

:.l.: Administration

Content for selected entity

Giterns 1 item selected =]

Image 102: Access to the content of a selected document
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In the top right view, select the document (number 1 in the above image). Access to the
content is only available when the document is open in reading mode, which is done by choosing
the »Open« command in the top command bar (humber 2 in the image above) or double clicking
the document.

A new tab »Content« then appears in the bottom right view. Selecting this tab will display a list

of all the content in the document (number 3 in the image above).

| = | 2016-000001 Scan.next project - O X
Home Share View 0

J Ay Cut x Mew item Open Select all
Edit Se ne

Wl Copy path i | Easy access -

Pin to Quick Copy Paste Move Delete Rename Properties
access [7] Paste shortcut to o - de History
Clipboard Organize Mew Open
&« v » Archives » IMiS/ARChive Server » 06 » 01 » 2016-000001 v Search IM... @
MNew * Edit Actions ¥ Search
7+ Quick access
Classification code Title
4@ OneDrive | 06.01-2016-000001/000001  Scan.next research Part #1

[ Windows10_PC

¥ Network

ﬂﬁt Archives

g IMiS/ARChive Server

01 Administration

n
r 02 Finance - - . P -
Attributes | Content | Physical Content | Security | Activity Log | System Properties

03 Supply Chain Management
n PRy g
04 Custorner Relationship Management — -
) Description Inserted Modified
r 05 Human Resources and Payroll L Scan.nartprojectphase‘l.tifl 18, 10,2016 12:22:33 19, 10. 2016 02:26:56
m 06 Projects

'+ 01 5can project
2016-000001 Scan.next project
'+ 02 ARChive Server project
'+ 03 Client project
'+ 04 BatchScan project

% Administration

Content for selected entity

Giterns 1 itern selected =

Image 103: Opening the content »invoice.docx« in its default application MS Word

The selected content (number 2 in the image above) is opened in the default application for the
corresponding content type by choosing the »Open« command in the top command bar
(number 1) or by double clicking. Once the application is open, you can print the content.

Repeat this procedure for all content in the document.
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4.2.10.2 Performing print functions via the popup menu
Printing can also be performed by choosing one of the options in the popup menu opened by
right-clicking a selected entity or IMiS®/ARChive Server. Depending on the type of the

currently selected entity or server, the popup menu changes in appearance.

Expand

Reports >

Print > Class

Actions > Classification schermne

Search... Classification scheme with folders

Image 104: Selecting print options via the popup menu

4.2.10.3 Printing metadata, document security settings and properties

Printing the metadata of the selected document is done by choosing the »Print« and then

»Document« commands.

Reports 4
Print 3 Document
Actions 3

Search...

Image 105: Selection of metadata print options for the chosen document

Printing the metadata of the selected folder is done by choosing the »Print« and then »Folder«

commands.
Reports 4
Print 3 Folder
Actions 4 Clazsification scheme
Search... Classification scheme with folders

Image 106: Selection of metadata print options for the chosen folder

Printing the metadata of the selected class is done by choosing the »Print« and then »Class«

commands.
Reports 3
Print » Class
Actions 4 Clazsification scheme
Search... Classification scheme with folders

Image 107: Selection of metadata print options for the chosen class



After choosing the metadata print command, you will receive the »Print settings« dialog box,

where you may specify the structure of the printout.

Note: The user must have reading rights on the entity. Prior to showing the print settings dialog box,

the entity is automatically opened in reading mode.

g

Select elements to print
Content list
Security settings
Physical content metadata
Email metadata
Transfer metadata
Custom metadata

| Print | | Preview| | Cancel |

Image 108: Print settings dialog box

The printout always includes system metadata, and may optionally also include the following

data:

Content list for the entity.
Security settings.

Physical content metadata.
Email metadata.

Transfer metadata.

Custom metadata.

By unchecking the boxes in the »Print settings« window, you remove particular data types from

the printout.

By choosing »Print«, the selected metadata will print on the current default printer.

If you wish to preview the print or select another printer, use the »Preview« command.

You can also cancel printing using the »Cancel« command.
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‘=2 Print preview = O
&S EEEEE
Print name EntityPrint 26.07.2016 15:25:01
Print list for document "119.005.001.001.001.001-2016-00005/00011 -
Webcast: Improve yvour Professional Credibility with VMware Certification"”
System metadata section.
Property Type Value

Clazzification code Siringzoo 114.005.001.001.001.001-2016-00005 /00011

Title Stringzoo Webeast: Improve your Professional Credibility with VMIware Cartifieation
Description Siringzoo Wew VMware webcast

Permanent entity Eoclean Falea

Security class level Ulntgz Restricted [Inherited]

Significance Ulntaz Vital [Inherited]

Orwoer DirectoryEntity Fuon Salazar

Creator DirectoryEntity Administrator

Keywords List«Siringzox education

Templata Siring FiledEmail

Type Stringio Document

Created DateTime 21, 07, 2026 13118132

Modified DataTime 26. o7. 2046 14:06:52

Arcessed DateTime 26, o7. 2046 15:28:57

- Strimeion Eehadelal ook dereaBffes 25baBAd cffbrbaoesbra

External identifisrs List<Stringioo>

Parent claszification code | Stringzoo 115.005.001.001.00L.001-2018-00005

Custom metadata section.

| Attribute | Type | Value |
Email metadata section.

[ Attribute | Type | Value |
Physical content metadata section.

[ Attribute | Type | Value |
Transfer metadata section.

| Attribute | Type | Value |
Content list section.

Security settings section.

Type text to find... 4ar v |

Image 109: Example document print preview

The »System property section« is the section of the printout related to the system metadata of

the document. It is predefined and contains the following data:

Id of the entity.

e Type of entity.

Classification code.

e (Created date and time.
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e Modified last date and time.
e Accessed last date and time.
e Parent classification code.

e Title of the entity.

e Description.

¢ Keywords.

For each individual entity, the user specifies which user added metadata will be printed out in
the »Metadata section«. The »Content list section« is the section of the printout related to
document information. It contains the following data:

e Description.

e Extension.

o (Content type.

e Size in bytes.

¢ Inserted date and time.

¢ Modified last date and time.

e Accessed last date and time.

The security settings that are printed out are the following:
e Subject.
e Group.
e Description.
e Permission type.
e Read permission.
e Write permission.
e Move permission.
e Delete permission.
e Modify security permission.
e (Create entities permission.
e Valid from date.

e Valid to date.



The physical content metadata section contains the following information:
¢ |dentifier.
e Description.
e Content status.
e Status changed date.
e Home location.
e Current location.
e (Custodian.

e Date of expected return of checked out content.

The email metadata section of the printout contains the following information:
e Subject of email, which is also the title of the document.
e Date.
e From.
e To.
e ToCC.
e ToBCC.
o Priority.

e Message id.

4.2.10.4 Printing the classes of the classification scheme
Before printing, select a class whose classification scheme (all the child classes contained
inside) you wish to print. If an archive server is selected, the printed list will include classes

contained by the entire classification scheme.

Select a class in the top right view, or an archive server in the left view of Windows Explorer.
By choosing a class or an archive server and right-clicking it, you will open a popup menu where

you can choose »Print« and then »Classification schemex«.

Reports 4

Print 3 Class

Actions 4 | Classification scheme |
Search... Classification scheme with folders

Image 110: Selection of classification scheme printing options
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A »Print preview« window then appears, where the '</| »Print« command is used to select a

printer and print the preview. You can cancel the printing procedure by closing the preview

window.
m - - O
| - @ a B D l:‘ |:| =
| Print name ClassSchemaPrint 15.20.2016 1010647
Classification scheme for class "Root - IMiS/ARChive Server"
Classification code Title Created

o1 Administration 11. 01. 2016 16:01:33
0L01 Company Documentation 11. 01. 2016 16:05:27
01.01.01 Company Formation 11. 01, 2016 16:05:50
01.01.02 Agreements and Terms & Conditions | 11. 01, 2016 16:06:41
o0L02 Correspondence 11. 01. 2016 16:07:15

01.02.01 Documents 11. 01, 2016 16:07:35
01.02.02 Emails 11. 01. 2016 16:07:40
01.02.03 Audio and Video 11. 01. 2016 16:08:07
01.02.04 Web 11. 01, 2016 16:08:15
01.02.03 Social Networks 11. 01. 2016 16:08:37
0103 Organizational Structure 11. 01. 2016 16:00:04
01.03.01 Anthorities 11. 01, 2016 16:09:22
01.03.02 Business Roles 11. 01. 2016 16:00:38
01.03.03 Tasks and Activities 11. 01. 2016 16:00:58
01.03.04 Licenses in use 11. 01. 2016 16:10:21

01.04 Travel Documentation 11. 01, 2016 16:10:45
01.04.01 Travel Agency Agresments 11. 01. 2016 16:11:15

01.04.02 Travel Agency Offers 11. 01, 2016 16:11:40

Type text to find... LI _

Image 111: Example classification scheme print

The printout of the classification scheme includes the following information in separate
columns:

¢ (lassification code.

o Title.

e (Created time and date.

4.2.10.5 Printing the classes and folders of the classification scheme

Before printing, user select a class whose classification scheme including folders (all the child
classes and sub-folders) user wish to print. If an archive server is selected, the printed list will
include the classes and folders of the entire classification scheme.

Select a class in the top right view, or an archive server in the left view of Windows Explorer.
By choosing a class or archive server and right-clicking it, you will open a popup menu where

you can choose »Print« and then »Classification scheme with folders«.
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Reports 4 l

Print 3 Class

Actions 4 Classification scheme
Search... | Classification scheme

with folders

Image 112: Selection of classification scheme printing options

A »Print preview« window then appears, where the |ﬂ »Print« command is used to select a

printer and print the preview. You can cancel the printing procedure by closing the preview

window.

‘= Print preview

&6 BEAH

Print name ClassSchemaPrint

Classification scheme with folders for class "Root - IMiS/ARChive Server"

15.10,2016 10112122

Classification code Title Created
01 Administration 11. 01. 2016 16:01:33
0101 Company Documentation 11. 01. 2016 16:05:27
01.01.01 Company Formation 11. 01. 2016 16:05:50

01.01.01-2016-000001

Farewell Dinner for Cliff Baxter -
Brennan's - Ballroom B

31. 05,2001 21:00:00

01.01.01-2016-000002

Mtig w John Thompson - EB3324

17. 05. 2001 17:30:00

01.01.01-2016-000003

CSFB: Energy Technology Bulletin -
Issue 64 (Bush National Energy Policy
View)

17. 05. 2001 18:15:00

Q1.01.01-2016—000004

latin  American Energy Crisis
Conference Call

17. 05. 2001 17:44:00

Q1.01.01-2016—000005

EES VaR Report for 05-16-01

17. 05. 2001 10:55:00

01.01.01-2016-000006

Tax Review of California Senate Bill
No.1

17. 05. 2001 17:21:00

01.01.01-2016-000007

Mig w,/David Oxley - EE3324

18. 05. 2001 13:00:00

01.01.01-2016-000008

EES VaR Report for 05-17-01

18. 05. 2001 10:52:00

01.01.01—2016—000009

ENE: Reiterate Buy;  Believe
Leadership Still Intact

18. 05. 2001 20:04:00

01.01.01-2016-000010

ILA: Initiating Coverage of a Pure-
Play Energy Merchant

21. 05. 2001 10:27:00

01.01.01-2016-000012

EES VaR Report for 05-18-01

21. 05. 2001 10:23:00

Type text to find... 4k |

Image 113: Example classification scheme with folders print from the preview

The printout of the classification scheme contains the following information in separate

columns:
e (lassification code.
o Title.

e (Created date and time.
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4.2.10.6 Printing reviews of the review process

Prior to printing, the user selects the review under which he will be printing the reviews.

Each review created is located in the »Reviews« folder contained in the »Administration«
system folder. This folder can only be accessed by users who have been assigned the »Review«

role. For more information on roles see chapter 4.7 Roles.

By right-clicking on the selected review, the user is shown a pop-up menu. The user selects the

»Print - Review« command.

Reports 4 l
Print P” | Review ”
Actions k |

Image 114: Selecting the option of printing reviews

The Print preview window appears in which the user selects the printer by selecting the <
»Print« command and prints the preview. If the user wishes to cancel the printing procedure,

he closes the preview window.

|.ﬂ:.".lff . R - O X
|« [ & 2 @ E A E

Print name ReviewRetentionPrint £5.10.2016 10135722

Print list for review "2016-000002 201610 review - 10 years"

Policy: 10 Years
Reason: Dispose after 10 vears of retention
Description: Records must be kept 10 vears from the end of the year when they were

closed
|
Classification code Title Type
01.01.01-2016-000016 Mtg w/David Cox - EB3324 Folder
01.01.01-2016-000022 New Products and Country for week | Folder
ending 05/18/01
01.01.01-2016-000030 Mtg w/Matthew Scrimshaw Folder
01.01.01-2016-000041 Presentation from Kaminski's Gm'éﬂ Folder
"The Did & Ask Spread" (Jimba
Kim) w/Vince
| 01.01.01-2016-000042 Followup w/Mary Joyce & David |Folder
| Oxley
| 01.01.01-2016-000048 Mig w/Markus Fiala & Derek Lee - | Folder
Re: Credit - EB3324
01.01.01-2016-000052 Alpha Car to collect you @ 8:47p.m. | Folder
for home (281 922 4440) Arrive
Houston on Cont# 1107
01.01.01-2016-000057 A/V Equip Prep - 2nd floor - Grand | Folder
Ballroom (if you miss this appt. stop
back by @ 1:30p.m.)

Type text to find... 4r v

Image 115: Example of printing selected entities classified by retention policies
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Printouts differ depending on the type of review. With »Regular« reviews lists of entities
included in the review are sorted by retention periods.
The printout of retention periods contains the following data for each retention period:
e »Policy«: title of the retention period.
e »Reason«: the reason for creating a retention period.

e »Description«: a short description of the retention period.

With »Ad hoc« reviews list of entities for the selected query is displayed.
It includes the following data:
+ »Query«: an expression for searching entities included in the review.
» »Description«: a brief description of the review.
+ »Comments«: an entry of various comments, explanations and other information

connected to the review process.

JO|ee mEEB ]
Print name ReviewRetentionPrint 19.10.2016 10137115 '
Print list for review "2016-000007 Review: Owner = Grace Layton"
Query: [sys:Owner] = "glayton"
Description: ad-hoc review for Owner
Comments:
Classification code Title Type
01.01.01-2016-000036 Mtg wFallon - RE: Retention Folder
01.01.01-2016-000048 Mig w/Markus Fiala & Derek Lee - |Folder
| Re: Credit - EB3324
01.01.01-2016-000058 Driver (@ gate to take you to|Folder
conference -  Delaware Limousine
(312-337-2800)
01.01.02-2016-000020 Enron Suite & Tickets - Houston |Folder
Cougar Basketball
| 01.01.02-2016-000045 Meeting w/Ted Murphy - EB2751 Folder
| 01.01.02-2016-000048 Re: EnronOnline's Wireless offering | Folder
01.01.02-2016-000051 Mesting on Gas VAR w/Skilling & Buy | Folder
- EBs007
01.02.01-2016-000002 Feedback on Open Communications | Folder
Floor Meeting
01.02.01-2016-000056 Re: Folder
01.02.02-2016-000001 DEFERRAL PROGRAM |Folder
| ENROLLMENT DEADLINE IS
| FRIDAY
02.01.01-2016-000000 Meeting w/Joe Gold Folder
| | Tvpe text to find... arT _

Image 116: Example of printing selected entities for the selected query

A list of selected entities is printed for each review, which contains the following data:
o »(Classification code« of the selected entity.
e »Title« of the selected entity.

e »Type« of the selected entity (class, folder, document).
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4.2.11 Import

The IMiS®/Client enables the import of entities to the IMiS°/ARChive Server together with their
metadata. Entities, which can only be imported by a user who has the »ImportExport«
permission (role), must be prepared in the prescribed XML form.

Import may be performed into the root class of the classification scheme or into any chosen
class or folder. For more information on the import file format and file structure see chapter
3.2 Format of the import / export file. More info on server roles / permissions is found /n the

IMIS°/ARChive Server manual chapter 5.5.5 Access.

Select an archive server in the left view of Window Explorer.

If you wish to perform import into a class or folder, select it in the classification scheme or in
the list of entities. By selecting an archive, a class or a folder and right clicking,

you will open a popup menu where you can choose »Actions« and then the »Import« command

(user must have »Transfer« permission (role) on the archive server).

Collapse

Reports >
Print

hvd

Actions > Import...
Search... Export...

Preferences...

Configure...
Remove archive

Log out

Image 117: Importing content via the popup menu

After choosing »Import«, you will receive the »Select file for import« dialog box, where you
select the XML file with the list of entities you wish to import.
In case the list was obtained by using the »Export« or »Transfer« commands, the XML's name

will be »ExportReport«.
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= | Export

H

Fin to Quic
access

Home Share
o Cut

Paste

Clipboard
e

v 4t

* Downloads
J! Music
| Pictures
m Videos
e Local Disk (C)
Data
Documents
Intel
Lotus
PerfLogs
Program Files
Program Files (x26)
ProgramData
Temp
Authenticity evidence
Export
Import
Transfer
Users
Virtual Machines
Windows

|_j Metwork

ﬂﬁg‘x Archives
BB IMiS/ARChive Server

4 items 1item selected 3,38 KB

View

w.| Copy path
E] Paste shortcut

i

X =f

Copy Delete Rename
tov -

«

Move
fo~

Organize

» Windows10_PC » Local Disk (C:) » Temp » Export

-
A Name

ExportData
D ExportReport
D ExportReport
=] ExpartReport_ERROR

Mew
folder

%New item ~
fj Easy access =

New

Date modified

14.10. 2016 14:59
17.10. 2016 16:20
17.10. 2016 16:20

17.10. 2016 16:20

I'_] Open =

T Edit
Properties
- &) History

Open

v 0

Type

File folder

Text Document
XML Document
Text Document

FH setect an

Select none
DDIn\rert selection
Select

Search Ex...

r

Size

1KB
4KB
0KB

Image 118: Selection of the XML import list

The import procedure is started by choosing the »Open« command. It can be canceled by using

the »Cancel« command.

Users finish the import procedure by selecting a digital certificate used to sign the XML report

file according to the XML Signature standard. This ensures that the authenticity of the report,

and the imported files themselves, can be verified.
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Windows Security X

Get
Certificate

ini——
Issuer: POSTArCA
Valid From: 12. 10. 2012 to 12. 10. 2017

20
|

Click here to view certificate
properties

ni—
Issuer: ImagingSystemsCA
Valid From: 29, 03, 2016 to 29. 03, 2017

isimi——
Issuer: ImagingSystemsCA

Valid From: 21, 03. 2016 to 21. 03. 2018

® @
it} 7

Cancel

Image 119: Selecting a digital certificate when importing

Warning: Import will be successful even when the user does not select a digital certificate. If a digital

certificate is not selected, the import record file will not be signed.

When the import procedure is completed, a popup window appears in the bottom right view of
Windows Explorer showing the import success rate. For each entity type, the number of
successfully imported entities is listed compared to the total number of entities in the import

list. The import success rate popup stays open until you click anywhere outside it.
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= | 02 Cheques - [m] X
Home Share View o

- | j( M Open

1 | Easy access =

Pin to Quick ove  Copy Delete Rename
access - o S EElE
Clipboard Organize MNew Open Select
« v » Archives » IMiS/ARChive Server » 02 » 03 » 02 v | O o
¥ Downloads ~ New * Edit Actions ¥ Search
Musi
J‘ = Classification code Title
=] Pictures 02.05.02-2016-D00001  CA Litigation Team Whly C

Videos
Local Disk (C:)

¥ Metwork

im Archives ¢
!! IMiS/ARChive Server

01 Administration

02 Finance
01 Accounts Payable
02 Accounts Receiveable
03 Banking
(04 Budgeting
05 Payments

Attributes | Security | Retention | Activity Log | System Properties
01 Cash Management

02 Cheques
. 4 System
03 Supply Chain Management .
Title Cheques
04 Cust Relationship M
ustemer Relationship Managems Description Payment with cheques
053 Humnan Resources and Payroll Status Opened [Inherited]

& Administration Import summary

Cla tit

Security class level
Reviews

- Significance Permanent
@ Export b Owner Raul Jordan
‘ Import Keywords finance

&l Trash

4items

1517

14.10. 2016 E3

Image 120: Display of the import complete message with success rate statistics

By clicking on a pop-up window the user can display detailed information about the import

(separate case).

Y

2016-10-14T15:16:20.5307708+02:00 - Importing retention file "ExportData\retention_and_disposition_12xml".

2016- - Importing folder file "ExportData\folder_Txml".
2016~ - Imported 02.01.01-2016-000001 "CA Litigation Team Wkly Conf Call" (02.01.01-2016-000001) inte "02.03.02-2016-000001".
2016- - Importing document file "ExportData\document_2xml".

2016-10-14T15:16:20.8213825+02:00 - Imported 02.01,01-2016-000001/000001 *Risk contact” (02.01,01-2016-000001/000001) into "02.05.02-2016-000001/000001",
2016-10-14T15:16:20.6243851+02:00 - Importing decument file "ExportData\document_3ml”.

2016- - Imported 02.01.01-2016-000001/000002 "What have you denc te achicve the list?* (02.01.01-2016-000001/000002) inte "02.03.02-2016-000001/000002"
2016- - Importing document file *ExportData\document_4xml*.

2016-10-14T15:16:21.1142032+ 02:00 - Imported 02.01.01-2016-000001/000003 *Please, take a look” (02.01.01-2016-000001/000003) into “02.05.02-2016-000001/000003".
2016-10-14T15:16:21.1162075+02:00 - Imperting decument file "ExportData\document_3xml".

2016-10-14T15:16:21.3591265+02:00 - Imported 02.01,01-2016-000001/000004 "Mtg. wy ). Smither, P. Genzales EB15C2" (02.01,01-2016-000001/000004) into "02.05.02-2016-000001/000004".
2016-10-14T15:16:21.3611278+02:00 - Importing document file “ExportData\document_6xml”.

2016-10-14T15:16:21.4720622+02:00 - Imported 02.01.01-2016-000001/000005 “Management Report 02/29/00" (02.01.01-2016-000001/000005) into “02.05.02-2016-000001/000005".
2016-10-14T15:16:21.4740632+02:00 - Importing decument file "ExportData\document_7xml".

2016-10-14T15:16:21,5352908+02:00 - Imported 02.01,01-2016-000001/000006 *National Retail Federation - Per SK 11/19/97" (02.01,01-2016-000001/000006) inte "02.05.02-2016-000001/000006".
2016-10-14T15:16:21.5372846+02:00 - Importing document file “ExportData\document_8xml”.

2016-10-14T15:16:21.6610713+02:00 - Imported 02.01.01-2016-000001/000007 "Breakfast meeting w/ Joe Hillings @ Hyatt" (02.01.01-2016-000001/000007) into "02.05.02-2016-000001/000007".
2016-10-14T15:16:21.6630728+02:00 - Imperting decument file "ExportData\document_3xml".

2016-10-14T15:16:21.7914745+ 02:00 - Imported 02.01,01-2016-000001/000002 "Focus Group mtg. per Mary Clark EB 49C4" (02.01,01-2016-000001/00000€) into "02.05.02-2016-000001/000008",
2016-10-14T15:16:21.7954777+02:00 - Importing document file "ExportData\document_10xml",

2016-10-14T15:16:22.0335871+02:00 - Imported 02.01,01-2016-000001/000009 "F¥l: BACC Event; Presentation/Reception; Charles Miller-Smith: Londen" (02.01,01-2016-000001/000009) inte "02.05.02-2016-000001/000009",
2016-10-14T15:16:22,0356030+02:00 - Imperting decument file "ExpertData\document_11xml",

2016-10-14T15:16:22.0701176+02:00 - Imported 02.01,01-2016-000001/000011 *Ballance sheet” (02.01.01-2016-000001/000011) inte "02.03.02-2016-000001/000010".

Class entities: OK(0) Fail(0)

Folder entities: OK(1) Fail(0)

Document entities: OK(10) Fail(0)

Image 121: A display of a detailed report of the import



Warning: When importing entities an error occurs »Empty security class not allowed« if the entity under
which the user imports the entities doesn't have a set security class. The import of the entity /s not

carried out.

4.2.11.1 Import procedure

At the start of the import procedure, the IMiS°/Client creates a new document in the folder
»Import« located in the »Administration« system folder. This document contains a report of the
import to the archive server.

The title of the document is identical to the date and time of import, in ISO format.

The status of the document is »Opened«.

During import, the import document is completed with the following three log files:

e »ImportReport.xml«: XML file that contains:
- import success rate statistics
- list of failed import attempts (including the classification codes)
- list of successfully imported files (including the hash values and full classification

codes).

e »lmportReport.txt«: contains a report for each successfully or unsuccessfully imported
entity.

e »lmportReport_ERROR.txt«: contains a report for each failed import attempt including
the reason for the import error
When all entities from the list are imported, the file »lmportReport.xml« is digitally signed
with the selected digital certificate according to the XMLDSIG standard. This ensures

that the report's authenticity can be verified.

The status of the document then changes to »Closed«.

If there is an error while the document is being completed, the import document remains in the
system class in its raw form and has the status »Open«.

If there is an error during the import of an entity on the import list, the sub-entities it contains
will not be imported. In case a sub-entity encounters an error, the other sub-entities will still

be imported, providing the import of the parent entity was successful.
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¥+ | = | Import — O
Home Share View
* |_] 4 Cut x New item Open
. py path -Tj Easy access = Edit
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties
access d Paste shortcut to to - folder History Invert selection
Clipboard Organize New Open Select
« v P ; » Archives » IMiS/ARChive Server » Administration » Import v O Search Ex...
< Downloads L
J Music Title Description
&=/ Pictures l® 2016-10-14T14:41:30.0357352+02:00 Import started at 2016-10-14T14:41:30.0357352+02:00
B videos l@ 2016-10-14T14:42:49.4039152+02:00 Import started at 2016-10-14T14:42:49.4039152+02:00
‘i Local Disk (C) lg 2016-10-14T14:44:08.7796067+02:00 Import started at 2016-10-14T14:44:08. 7796067+ 02:00
¥ Network l& 2016-10-14T14:51:40.7691547+02:00 Import started at 2016-10-14T14:51:40.7691547+ 02:00
m l® 2016-10-14T14:52:14.1070006+02:00 Import started at 2016-10-14T14:52:14.1070006+02:00
Archives

By IMiS/ARChive Server

‘= 01 Administration

.}Q 2016-10-14T14:57:30.7227184+02:00
.]'Q 2016-10-14T14:57:53.0032357+ 02:00

Import started at 2016-10-14T14:537:30,7227184+02:00
Import started at 2016-10-14T14:57:53,0032357+ 02:00

| le 2016-10-14T15:16:20.4955543+02:00

Import started at 2016-10-14T15:16:20.4955543+02:00

' 02 Finance
' 01 Accounts Payable
m 02 Accounts Receiveable
'm 03 Banking
‘1 04 Budgeting

' 05 Payments

Attributes | Content | Security | Activity Log | System Properties

‘= 01 Cash Management
' 02 Cheques Open...
Modified
14.10. 2016 151707
14.10. 2016 15:17:07

14.10. 2016 15:17:07

Inserted
14.10. 2016 151707
14.10. 2016 15:17:07
14.10. 2016 13:17:07

. D ti
03 Supply Chain Management sscrpon

|:| XML report
|:] Report
[ Error report

' 04 Customer Relationship Manageme
' 05 Human Resources and Payroll
™y Administration

4 Reviews

F Export

‘ Import

\al Trash

v | Content for selected entity

4 iterns

Image 122: Display of the import report in the »lmport« system folder

4.2.12 Export

The IMiS®/Client enables the export of entities from the IMiS°/ARChive Server.

Users who have the »ImportExport« role can export the complete classification scheme or any
of its individual parts. Each entity is exported with all its metadata and content, while export of
the audit log and additional metadata is optional.

User-added metadata is not part of the entity's own metadata and is employed only for the
purposes of the archiving procedure.

For more information on the export file format and file structure see chapter 3.2 Format of

the export / import file.

For more information on server roles see the IMIS’/ARChive Server user manual chapter 5.5.5

Access.
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To begin exporting, select an archive server in the left view of Windows Explorer.

If you wish to export a specific entity, first select it in the classification scheme or in the list of
entities. When an archive or entity is selected, you can right click it to open a popup menu
where you can choose »Actions« and then the »Export« command (user must have

»ImportExport« role on the archive server).

Collapse

Reports >
Print

v

Actions > Import...
Search... Export...

Preferences...

Configure...

Remaowve archive

Log out

Image 123: Exporting records via the popup menu

After choosing the »Export« command, the user receives a dialog box for setting the export

parameters.

ide

Scope
02 Finance

Options
Recursive [ Export parents

Include
Classes Folders Documents Audit log

Include metadata file

Export folder
Ch\Temp\Export lz‘

Image 124: Export settings in the dialog box

In the »Scope« section, the user checks whether he wishes to export to the root class of the
archive, or an entity currently selected in the classification scheme. The default classification
code and title of the selected archive, class or folder means that, in addition to the selected

entity, all other contained entities are exported too.
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Print 4

Actions ] Status...

Search... Security class...
Authenticity evidence...
Move...
Import...
Export...

Image 129: Popup menu where the »Move« command is found

When selecting the »Move« command, you will receive the »Move entity« dialog box, where the
»Move to« field is used to enter the classification code of the new parent entity, and the
»Reason to movec« field is used to enter the reason for the move.

The move of the entity is confirmed using the »OK« button.

ﬂﬁ‘t Move entity x

Moveto: C=314C=08*C=01*F=2016-00001

Reason to move: Move to appropriate folded

| oK | | Cancel |

Image 130: Move entity dialog box

The classification code serves as a unique locator of the entity within the classification scheme
and appears in canonical form. It consists of the relative classification codes of the entities,
which are made of prefixes that specify the type of entity and its value, and are separated by
the character »”«. The prefixes are as follows:

e »C=«for classes.

e »F=«for folders.

e »D=« for documents.

Example: The canonical form of the classification code of document 0001 located inside folder 2074-01,
which is located inside class OO2, which is located inside class 01 looks like this: C=01"C=002"F=2014-
01'D=0001

For more information on classification codes in canonical form see the IMIS’ /ARChive user

manual chapter 3.5.5 Access.



When a moved entity is opened in the reading or editing mode, it has a new section called

»Move« under the »System properties« tab in the bottom right view of Windows Explorer.

The section »Move« shows the metadata of the moved entity (see chapter 4.3.3 Moved entity

attributes).

Warning: The following rules apply when a user is moving entities:
o Al entities can be moved, no matter if they are closed or open.

o Several entities can be moved simultaneously when they are selected together in the list of

entities.

e (lasses can be moved directly into the root of the archive by leaving the »Move to« field empty,

and only completing the »Reason to movec« field. When moving an entity, be careful that its

security class is not »Inherited« but always explicitly set.

o [Documents that are situated directly inside a class cannot be moved inside folders,

and documents situated in a folder cannot be moved directly inside a class.

4.2.14 Delete
The IMiS®/Client enables two ways of removing an entity from the classification scheme:
e |Immediate deletion.

¢ Marking an entity for later deletion (delete queue).

A user must have the appropriate access rights to execute any of these two actions.

4.2.14.1 Immediate deletion of an entity

To execute a delete action, the user must have the »Delete« right on the selected entity.

To learn how to check the effective rights of a user see chapter 4.1.3 Entity information.

Prior to deletion, the user has to make sure the classes or folders he is about to delete do not

contain entities.

Note: Classes or folders that contain entities cannot be deleted. The same is true for all closed entities

(the value of the »Status« attribute is »Closed«).
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Image 131: Deleting an entity via the command bar

To delete an entity, first select an archive server in the left view of Windows Explorer.
Find and select the entity you wish to delete. By choosing the »Delete« command in the top

command bar, or by pressing the »Delete« key, you will open the entity deletion dialog box.

ﬂﬁ Delete document 02,01.01-2016-000001,/000011 X

Reason te delete: | Mew version document in already archived|

Description:  Latest balance sheet [October 2016]

o ]

Cancel |

Image 132: Entity deletion dialog box
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Enter the »Reason to delete« into the appropriate field, which is mandatory. Since the entity's
description is an optional metadata that becomes mandatory when the entity is being deleted,
you are now able to change it. If the entity contains no description and you attempt to delete it,
the server will deny the request. Once the mandatory fields are completed, deletion is executed

by choosing »OKg, or it can be cancelled by choosing »Cancel«.

Following deletion, the entity is removed from its previous class or folder and goes into the
»Trash« system folder. The following attributes remain unchanged on the entity: classification
code, title and description. All other metadata is removed.
A deleted entity receives the following new attributes:

e »Date deleted«: date and time of deletion.

e »Agent«: the user who executed the delete action.

e »Reason«: reason for deletion as it was input by the agent.

Classification code Title Description Reasen Date deleted Agent Reference
3 02.01.01-2016-D00001/000010  FW: Seminars, Forums, Conferences Sub Group  Seminar 8 Forum  Invitation is not actual any 14,10, 2016 13:02:24  Administrator

Image 133: Display of a deleted entity's metadata

The entity is no longer accessible in the classification scheme, and remains visible only in the

»Trash« report.

4.2.14.2 Marking an entity for later deletion
If the user has the »Write« access right on the entity, but does not have the »Delete« access
right, user is able to mark the entity for later deletion. For the display of a user's current

effective access rights see chapter 4.1.3 Entity information.

All types of entities can be marked for later deletion. The procedure is as follows:
1. Find and select the entity you wish to mark for later deletion.
2. By choosing the »Edit« command or pressing the »F2« key, the selected entity is opened
in editing mode.
3. In the first tab »Attributes« in the section »Systemg, select the »Significance« attribute.
Change the value of this attribute to »Delete« in the pick list of possible attribute values.
4. When the value of the »Significance« attribute is changed, save the entity using the

»Save« command. The new value »Delete« is then stored to the server.
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Image 134: Marking an entity for later deletion

4.2.14.3 Managing the delete queue

Entities whose »Significance« attribute is set to »Delete« appear in the list of entities waiting

for deletion. This list is found in the »Queue« folder in the »Trash« folder in the »Administration«

system folder.

Note: User with appropriate rights can limit user access to the »Queue« folder by assigning explicit

Deny Read right to users in the configuration folder »Access Control« in the context »Deletedy.
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Image 135: List of entities marked for deletion in the »Queue« folder

By selecting the »Queue« folder, the bottom right view shows all the entities that were marked
for deletion by various users. In this overview, the classification code is expressed as an
absolute value. A user is responsible for checking the exact content of the entities and making
the final decision whether or not to delete them.

If deletion is warranted, the entity is deleted by choosing the »Delete« command in the top
command bar or pressing the »Delete« key. The deletion procedure is outlined in chapter

4.2.14.1 Immediate deletion of an entity.

If a user decides the entity should not be deleted, user can remove it from the delete queue.
This is done by changing the »Significance« attribute of the entity to a value other than the

»Delete« value.
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Image 136: Removing an entity from the delete queue list
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Once you refresh the delete queue list, the entity will no longer appear there. You can still find

it in its old location in the classification scheme.

4.2.15 Changing the status of an entity
To change the status of an entity, the user must have the »Change status« access right on the
entity. Changing the status of existing entities in the IMiS®/Client is done using the »Status«

command, which is available for the selected entity in the »Actions« section accessible in the:
e Command bar of Windows Explorer.
e Right-click popup menu in the classification scheme.

e Right-click popup menu in the list of contained entities.

Reports 3

Print 3

Actions 4 Status...
Search... Security class...

Authenticity evidence...
Move...
Import...
Export...

Image 137: Popup menu for choosing the »Status« command

In the »Set entity status« dialog box, the user selects the desired status from a pick list offered

in the »Status« field. The list only shows values other than the current status of the entity.

The following predefined status values are possible:

e »Inherited«: the status of the entity is implicitly inherited from the parent entity.

In the case of root classes, this status is equal to »Opened«.
e »0Opened«: the status of the entity becomes explicitly »Openedx«.

e »Closed«: the status of the entity becomes explicitly »Closed«.

The user writes a reason for the status change in the »Reason to change« field. The change of

status for the selected entity is confirmed using the »OK« button.



i Set entity status *

Status: | Closed =

Reason for change: |Document is not relevant any more

| oK | | Cancel |

Image 138: Status change dialog box

4.2.16 Changing the security class
To change an entity's security class, the user must have the »Change security class« access
right on the entity. Changing the security class of an entity in the IMiS°/Client is done using the
»Security class« command, which is available for the selected entity in the »Actions« section
accessible in the:

e Command bar of Windows Explorer.

e Right-click popup menu in the classification scheme.

¢ Right-click popup menu in the list of contained entities.

Reports 3

Print 4

Actions J Status...
Search... | Security class...

Authenticity evidence..
Move...
Import...
Export...

Image 139: Popup menu for choosing the »Security class« command

In the »Set entity security class« dialog box, the user selects the desired security class from a
pick list offered in the »Security class« field. The list only shows values lower or equal to the

user's own security class level.

The following predefined values are available (listed from lowest to highest):
¢ »Inherited«: the entity's security class is implicitly inherited from the parent entity.
In case of root classes, the security class value is removed.
e »Unclassified«: access to the entity is not limited.
e »Restricted«: the entity is an internal matter. It can only be accessed by users with a

clearance level »Restricted« or higher.



e »Confidential«: the entity is confidential. It can only be accessed by users with a
clearance level »Confidential« or higher.

e »Secret«: the entity is considered secret. It can only be accessed by users with a
clearance level »Secret« or higher.

e »Top Secret«: the entity is considered top secret. It can only be accessed by users with

the »Top Secret« clearance level.

The user enters the reason for the change of security class into the »Reason to changex field.

The change is confirmed by clicking the »OK« button.

i Set entity security class had

Security class: | Secret *

Reason for change: Document is classified as Secret

| OK | | Cancel |

Image 140: Dialog box for changing the security class

4.2.17 Acquiring authenticity evidence

Authenticity evidence is created on the IMiS®/ARChive Server for the entities, whose
properties correspond to at least one rule for generating proofs and have at least one
metadata or content that is intended for generating proofs.

For additional information on rules for generating and renewing proofs see the IMIS€/ARChive
Server user manual chapter 5.6.7 Rules.

Evidence is created in packets, according to predetermined time intervals.

In case authenticity evidence for the selected entity already exists on the archive,
the user can retrieve it by using the »Authenticity evidence« command.

This command is found in the »Actions« section accessible via the:
e Command bar of Windows Explorer.
e Right-click popup menu in the classification scheme.

e Right-click popup menu in the list of contained entities.



4.3 System attributes

System attributes are predefined. On the IMiS°/ARChive Server they are specified by the
attribute scheme and have prescribed properties.
Attributes can be:
e Publicly accessible (accessible to all users no matter what access rights and roles they
have).
e Required, which means that the attribute value has to be input before the entity can be
saved.

e Read-only.

Attributes can have multiple values, pick list values, and any combination of possible properties.

Attribute values can also be inherited. The table below describes the possible attribute

properties.

Name of attribute property Description

Public Attribute is publically accessible to all users.

Required Attribute value is mandatory.

Unigue Attribute value must be unique.

ReadOnly Attribute value cannot be changed.

MultiValue Attribute has multiple values.

PickList Attribute must have one of the values from the pick list.
Searchable Attribute is searchable.

Inherited Attribute values are inherited from the parent entity.
AppendOnly Attribute values may only be appended.

IncludelnAlP Attribute values are part of the archive information package.

Table B: Description of possible attribute properties

In addition to limitations that specify attribute properties, certain other system limitations also
apply. For example, some attributes are only available for specific types of entities, and some
only for entities in a specific location in the classification scheme, or after a specific action has
been executed, such as transfer or import.

All the system attributes of the IMiS°/ARChive Server are described below.

4.3.1 General system attributes
The general system attributes of an entity consist of various attributes such as »Titleg,

»Description« and »Classification code«.




General attributes contain mandatory as well as optional attributes. Most attributes are
available for all entities. The exceptions are »Status«, »Opened date« and »Closed date«, which
are present for classes, folders, and those documents that are located directly under a class.
Attribute »Significance« is available for folders and documents only.

The table below lists and describes all the general system attributes.

Name Description

Classification code Contains the entity's classification code within the classification scheme.

The classification code is generated automatically on the archive server.

Example: The classification code O7-2014-00004/00001 represents
document 00001, located inside folder 2014-00004, located inside class O1.
The classification code is a publically accessible type of metadata.

Title Saves/contains the title of the entity. The title is a required, public metadata
that enables search.

Description Saves/contains a short description of the entity.

The description is a public metadata.

Status Saves/contains the status of the entity. The status is a required metadata for
all entities that are either classes, folders, or documents directly under
classes. It is a public metadata that enables search.
The possible values are:
e »0Opened«: the entity can be edited by a user with the appropriate
effective access rights (the right to write)

e »Closed«: the entity cannot be edited.

Opened date Contains the date and time the status of the entity was changed to »Opened«.
The opened date is public metadata, is read-only and enables search.

Closed date Contains the date and time the status of the entity was changed to »Closedx«.
The closed date is public metadata, is read-only and enables search.

Significance Saves/contains the significance rating of the entity. Significance is a required
metadata for folders and documents. It is public metadata that enables
search. The possible values are:

o »Vital«: entity is vital.

e »Permanent«: entity is permanent.

o »Retain«: entity should be retained.

o »Delete«: entity is queued for deletion.




Name

Description

Security class

Saves/contains the security class of the entity. The security class is optional

metadata for all new entities. Once it is set, it cannot be modified without

stating a reason for change. The security class is a public metadata that

enables inheriting and enables search.

The possible predefined values are:

»Unclassified«: entity is freely accessible.

»Restricted«: entity is of an internal nature. Can only be accessed by
users with clearance level »Restricted« or higher.

»Confidential«: entity is confidential. Can only be accessed by users with
clearance level »Confidential« or higher.

»3ecret«: entity is secret. Can only be accessed by users with clearance
level »Secret« or higher.

»Top Secret«: entity is top secret. Can only be accessed by users with

clearance level »Top Secret«.

Creator

Contains the creator of the entity (name of user who created it). The value is

set when an entity is created on the IMiS®/ARChive Server and cannot be

changed. The creator is a public metadata, is read-only and enables search.

Owner

Saves/contains the owner of the entity. The value of the attribute is selected

from among the currently registered users of the archive server. The owner is

a public metadata that enables search.

Keywords

Saves/contains keywords related to the entity. This attribute can have

multiple values and is a public metadata that enables search.

External Ids

Saves/contains external identifiers of the entity. This attribute can have

multiple unique values and is a public metadata that enables search.

Warning: When entering values, keywords should be separated using the

»Enter« key or the semicolon character (; ).

Save log

Contains a report on the verification of the electronic signature for digitally

signed content. This attribute can have multiple, added values. It is a public

metadata that enables search

Table 7: Description of general system attributes

4.3.2 Security class change attributes

Security class change attributes are created by the IMiS°/ARChive Server when an entity's

security class is changed. They store the agent of the change, the reason and date of the

change, and the value before and after the security class change.




Name

Description

Agent

Reason
Modified date
Before change
After change

Contains the agent (user who changed the entity's security class).
Contains the reason for the security class change.

Contains the date and time the security class was changed.
Contains the security class value prior to the change.

Contains the security class value after the change.

Table 8: Description of security class change attributes

4.3.3 Moved entity attributes

Moved entity attributes are created by the server when an entity is moved. They store the

agent of the move, the reason and the date.

Name Description

Agent Contains the agent of the move.

Reason Contains the reason for the move.

Moved date Contains the date and time the entity was moved.

Table 9: Description of moved entity attributes

4.3.4 Deleted entity attributes

Deleted entity attributes are created by the server when an entity is deleted. They store the

agent of deletion, the classification code, the reason for the deletion and its date.

Name

Description

Agent
Classification code
Reason

Deleted date

Contains the agent of the delete action.
Contains the classification code of the deleted entity.
Contains the reason for the entity's deletion.

Contains the date and time the entity was deleted.

Table 10: Description of deleted entity attributes




4.3.5 Transferred entity attributes
Transferred entity attributes are created by the server when an entity is imported.
They store the system identifier, the classification code of the transferred entity, the audit log

and the date of import.

Name Description

System Id Contains the unique system identifier of the transferred entity.
Classification code Contains the classification code of the transferred entity.
Audit log Contains the audit log of the transferred entity.

Imported date Contains the date and time the entity was transferred.

Table 11: Description of moved entity attributes

4.3.6 Email attributes
Email attributes are only available for documents that have been created using an email
template. Email attributes store information about the email such as the sender, recipients,

and sent date.

Name Description

Message Id Contains the automatically generated message identifier.

From Contains the address of the sender. This metadata is mandatory.

To Contains the addresses of the email's recipients.

CC Contains the addresses of the email's CC recipients.

BCC Contains the addresses of the email's hidden recipients.

Subject Contains the subject of the email message.

Priority Contains the email priority status.

Signed Contains a value that registers if the email was electronically signed.

Date Contains the date and time the email was sent. This metadata is mandatory.

Table 12: Description of email attributes

4.3.7 Physical content attributes
Physical content attributes are only available for documents. The existence of physical content
is specified by the unique physical content identifier. The physical content has a home location,

which changes when it is checked out. The change of location is saved in the »status« attribute.




Description

Identifier
Description
Status

Status change date
Home location
Current location
Custodian

Return date

Contains the unique identifier of the physical content.

Contains a short description of the physical content.

Contains the current status of the physical content. Possible values are:

»CheckedIn«: the physical content is stored at its home location.

»CheckedQOut«: the physical content has been sent to another location.

Contains the date and time of the physical content's last status change.

Contains the home location of the physical content.

Contains the current location of the physical content.

Contains the name of the physical content's custodian.

Contains the expected return date of checked out content.

Table 13: Description of physical content attributes

4.3.8 Review process attributes

Review process attributes are available only during review processes.

Name Description
Members Users who perform review process.
Action By selecting one of the valid values, you influence the review process.
Valid values:
e »Reviewing«: the value represents the action of reviewing entities in the review
process and does not influence the server.
o »Complete«: the value represents the action of completing the review process
on the server.
e »Discard«: the value represents the action of canceling the review process on
the server.
Comments Optional attribute which is used for entering various comments, explanations and
other information that is in any way connected with the review process.
Message Short error description entered by IMiS®/ARChive Server.

In the event of an error during the preparation or implementation phase of the review

process. Also recorded in the attribute is the successful completion of the review

process.




Description

State

Scope

Query

This value is set by IMiS®/ARChive Server during the review process.
Valid values:
e »Unknown«: this value represents an invalid state of the review process.
e »Created«: this value is set by the server when the user creates a new review.
o »Preparing« this value is set by the server during the content creation phase
for the review process.
e »InReview«: this value is set by the server after successfully creating the
entities for the review process.
e »Completing«: this value is set by the server when beginning of the review
process.
e »Completed«: this value is set by the server after successfully implementing
the review process.
o »Discarded«: this value is set by the server after successfully canceling the
review process.
e »Failed«: this value is set by the server if an irreparable error occurred during
implementation or cancellation.
Represents the classification code of the entity under which the preparation phase of
the review process will be implemented. If this value is not present, the preparation is
implemented on the entire archive.
This value represents the query which will/has captured entities for the review
processes. This value is set if the »Ad hoc« function was selected for creating the

process.

Table 14: Description of review process attributes

4.3.9 Entity attributes in the decision-making process

Dcision-making entity attributes are available only to the entity undergoing the process.

Description

Classification code
Title
Action

Reason

Comment

Transfered

Transfer id

Contains the entity classification code in the classification scheme.

Title of the selected entity.

Contains the action which will be implemented over the selected entity during the
execution process. This value is copied from the effective retention policy.
Contains the reasons for the action to be implemented over the entities.

This value is copied from the effective retention policy.

Contains a random comment which is entered during the transfer process.

This attribute value states whether the entity transfer was successful or not.
Valid values: »true« or »false«.

Contains a value that represents a reference to the transferred entity.

Table 15:

Description of entity attributes in the decision-making process




4.4 Authenticity

The IMiS®/Client ensures the authenticity of stored electronic records for the lifelong duration

of storage.

4.4.1 Digital certificate

The digital certificate and the private key are issued by a trusted Certificate Authority (CA)

that manages the certificates. The certificate contains information that uniquely identifies the

person who owns it. In addition to the private key disclosed only to the holder, it also contains

a certified copy of the public key, which is used by third parties to verify the authenticity of

content electronically signed using the certificate.

The public key and electronic signature authenticate the identity of the private key's holder.

Qualified digital certificates are used for:

Secure internet communication using the SSL (Secure Sockets Layer) and TLS
(Transport Layer Security) protocols.

Secure email traffic using the S/MIME (Secure Multipurpose Internet Mail Extensions)
protocol.

Encryption and decryption of data in electronic form.

Digital signing of data in electronic form, and the verification of the key holder's identity.

Services or applications that require the use of qualified digital certificates.

Example: The image below shows the qualified digital certificate issued by SIGEN-CA (Slovenian General

Certification Authority).



n  Certificate e

General Detalls Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

* Proves your identity to a remote computer

» Protects e-mail messages

» Allows data to be signed with the current time
» Allows data on disk to be encrypted

* 1.3.6.1.4.1.152584.1.1.2.2.2.0

*Refer to the certification authority's statement for details.

Issued to: RN
Issued by: POSTArCA

valid from 12, 10, 2012 to 12, 10, 2017

'[.9 ‘fou have a private key that corresponds to this certificate.

Issuer Statement

Ok

Image 147: Qualified digital certificate information

Users can have several different digital certificates installed on their computer.

The choice of trusted certification authority is up to the user.

4.4.1.1 Digital certificate validity

The digital certificate has an expiration date. The validity of the electronic signature depends on
the validity of the digital certificate, which is limited to a maximum time period of 5 years
according to provisions of Article 32 of the Regulation on Electronic Business and Electronic
Signatures.

When a digital certificate expires, it becomes invalid and can no longer be used.

4.4.1.2 Checking the validity of the digital certificate

Each time it saves an electronically signed content in the PDF/A, TIFF or XML formats or an
email message in the EML format, the IMiS°/ARChive Server automatically checks the validity
of the digital certificate using the Certificate Revocation List (CRL) of the issuing authority.
During the validity checking procedure, the IMiS°/ARChive Server sends the serial number of
the certificate to the trusted authority's digital certificate server. The server, which frequently
updates certificate revocation lists, then sends electronically signed information about the

certificate's status to the user.



4.4.1.3 Installation of the digital certificate

A digital certificate is obtained from a trusted Certificate Authority (CA). The issuing
authority's website describes the procedure of installing the certificate on the computer.
If you wish to view all the currently installed digital certificates, use the following Windows

commands: »Tools« -> »Internet options« -> »Content« -> »Certificates«.

4.4.1.4 Revocation of the digital certificate

A trusted certificate authority can revoke their certificate(s), making them invalid.

The authority's digital certificate server contains lists of active and revoked certificates.

The Certificate Revocation List (CRL), based on the X.509 standard, shows a list of certificates
(ID code, date and time of revocation) that were revoked by the authority before having

expired.

4.4.2 Electronic signature

Electronic signatures are based on asymmetrical cryptography. Users signs content with their
own private key. The private key is only accessible to a particular user and is saved in their
digital certificate, protected by a password. The password is set by the user upon installation

and can also be changed later.

The public key is accessible to anyone, and the trusted certificate authority (CA) guarantees
it belongs to a particular organization. Anyone can verify the organization's digital signature by

processing it with the corresponding public key.

The electronic signature proves the authenticity and integrity of a signed document. It enables
recognition of the signer, confirms the content has not been modified, and provides a link

between the signer and the signed content.

Any change to the content of a document or its metadata will make the signature invalid.

4.4.2.1 Process of electronic signing

Using the electronic signature, the user integrates data from the digital certificate with the
content of the document. On the basis of a hash algorithm, the complete content of the
document is transformed into a unique string of data (digital fingerprint), which is encrypted
with the user's private key. The private key is stored in the digital certificate or in a separate

private key storage location, depending on the settings.



The digital fingerprint is integrated with the content of the document along with information
about the digital certificate and the corresponding public key, but not the private key.

By using the public key, anyone can then verify the user's electronic signature.

The IMiS®/Client enables the electronic signing of TIFF and PDF/A file types.
This requires the use of either the IMiS®/Scan or IMiS®/View software modules.

(see the IMIS’/Scan and IMIS’/View user manual chapter 6.21 Electronic signatures).

4.4.2.2 \Verifying the validity of the electronic signature

The recipient of a signed document uses the signer's public key to verify the validity of the
document. The public key is found in the signer's digital certificate, which is also stored in the
signed document. If the signature is valid, this confirms the document was saved by the signer
and was not modified since then. The validation procedure also checks the validity of the

signer's digital certificate.

The IMiS®/Client enables the verification of electronic signatures during document capture or
when documents are being saved. The entire procedure is performed on the IMiS®/ARChive
Server for the document formats PDF/A, TIFF, XML, and for EML email messages.

The server then communicates the verification results to the client.

The verification message is displayed as a popup window under the »Content« tab, in the

bottom right view of Windows Explorer.
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2016-000001

New * Edit

Classification code
Il 02.01.01-2016-000001/000001
Il 02.01.01-2016-000001/000002
Il 02.01.01-2016-000001/000003
Il 02.01.01-2016-000007 /000004
Il 02.01.01-2016-000007 /000005
Il 02.01.01-2016-00D00 /000006
Il 02.01.01-2016-00D00 /000007
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Delete Actions ¥ Search

Title
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What have you done to achieve the list?
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Mtg. w/ ). Smither, P. Genzales EB13C2
Management Report 02/29/00

National Retail Federation - Per SK 11/19/97
Breakfast meeting w/ Joe Hillings @ Hyatt
Focus Group mtg. per Mary Clark EB 459C4
FYl: BACC Event; Presentation/Reception; Charles Miller-Smith; London
Ballance sheet

Takok Invoice

Attributes | Content | Physical Content | Security | Activity Log | System Properties

Description
=] Takok Invoice 61_2016.tif
=] Takok Invoice 141/2016.tif
=] Takok Invoice 72/2016.tif

Content for selected entity

Modified
17.10. 2016 10:22:55
17.10. 2016 10:26:49
17.10. 2016 10:31:15

Inserted
17.10. 2016 10:22:55
17.10. 2016 10:26:49
17.10. 2016 10:31:15

Save report for entity
-2016-000001/000012 Takok I

02.01

Image 148: Example of a pop-up window containing the result of the document's electronic signature

verification.

The pop-up window automatically closes after a few seconds. By clicking on it in time, the user

is shown a pop-up window containing a report on the verification of the signed document.

The signature is automatically verified when a document is being archived to the server.

The archive server also saves documents with invalid electronic signatures.

i

Digital signature verification started: 2016-11-04T08:41:57.874+01:00

| Verifying Scan.next.project.Phase.2.valid.signed.tif :

Signature status: VALID

Certificate (subject: /DC=si/DC=imis/OU=IMi5/CMN=Marko Hren/emailAddress=marko.hren@imis.si) revocation status is "VALID'
| Signing certificate subject: '/DC=si/DC=imis/OU=IMiS/CMN=Marko Hren/emailAddress=marko.hren@imis.si'

Signing certificate issuer: /DC=si/DC=imis/CN=ImagingSystemsCA'

Valid from: '2016-03-21715:35:02+01:00"
| Valid to: '2018-03-21T15:45:02+ 01:00"

TDIgI

Close |
|

Image 149: Example of a report for a valid electronic signature of a document
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ﬂ&%]s e report for entity 06.01-2016-000001,/000003 Scan.next.project.Phase.2.valid.expired — O

Verifying Scan.next.project.Phase.2.signed.expired.pdf :

Signature status: VALID

Certificate (subject: /DC=si/DC=imis/OU=IMi5/CN=Robert Petek] verification: certificate has expired

Error occurred while checking certificate chain (Certificate verification failed. Reason: 'certificate has expired’.)

Digital signature verification ended: 2016-11-04T08:23:59.268+01:00

Close

Image 150: Example of a valid electronic signature and an expired digital certificate

ﬂ&‘&ffii.‘.‘f".‘ entity 06.01-2016-000001/000004 Scan.next research Part #4 — O

Verifying Scan.next.project.Phase 2.no.signer.certificate.pdf :
Signature status: VALID
Error eccurred while checking certificate chain (Can net find signer certificate in cache (/C=51/0=ACMLE").)

Digital signature verification ended: 2016-11-04T08:28:45.411+01:00

Close

Image 151: Example of a valid electronic signature
for which the certification authority could not be verified.

i Save report for entity 06.01-2016-000001/000002 Scan.next research Part £2 — O *
Digital signature verification started: 2016-11-04T08:09:10.620+01:00

Verifying Scan.next.project.Phase.2.invalid signed.pdf :

Signature status: INVALID

Certificate (subject: /DC=si/DC=imis/OU=IMi5/CN=Ales Vukman) revocation status is "VALID'
Signing certificate subject: '/DC=si/DC=imis/0U=IMi5/CN=Ales Vukman'

Signing certificate issuer: '/DC=si/DC=imis/CN=ImagingSysternsCA’

Valid from: '2014-12-24T0%:38:46+ 01:00"

Valid to: '2016-12-24T0%:48:46+01:00'

Digital signature verification ended: 2016-11-04T08:0%:16.592+01:00

Close

Image 152: Example of an invalid electronic signature due to a modification of the document after
signing.

4.5 Review process
Each entity in the classification scheme has its own life span. Each class, folder or document
classified directly under a class must have at least one retention period set, which specifies the

time frame for the retention of an individual entity in the archive.
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In addition to the time frame, the retention policy also contains the default action which will be
implemented in the review process. This action can be changed by the team members during a
controlled and planned process of implementation the transfer, disposition or permanent

retention of the content.

Status: Odprio Status: Odprio
State: / State: V pripravi

Da Status: Odprio
State: Postopek
Status: Zaprto

odloganja
Odlotanje @
State: Zavrzeno

\ Status: Zaprio <+
State: Neuspesno

Priprava
uspesna?

Status: Odprio
State: V izvedbi

Status: Zaprio
State: Uspeéna

streinik

Image 153: Schematic of the review process

IMiS°®/Client enables the user to:
e Prepare the review process.
e Review and select entities during the decision-making process.
¢ Implement the review process.
e Transfer selected entities.
e Review the content of documents.

e Review the selected retention periods.

The review process can be implemented by users with the »Review« role and the appropriate
access rights for reviewing. These access rights are set by the administrator when setting the
access rights in the »Configure« interface and the »Reviews« context.

More information on roles is available in the chapter 5.5.5.2.4 Roles in the IMIS’/ARChive
Server user manual,

All activities in the review process are implemented in the »Reviews« folder, classified under the

»Administration« system folder.

4.5.1 Preparation phase

In the left view of Windows Explorer the user selects the archive. Under the expanded list of
root classes the user expands the »Administration« system folder in which the »Reviews«
folder is located. By selecting the folder, the top right view shows the already prepared

»Reviewsk,
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15.09. 2016 14:08:58
15.09. 2016 14:32:41
15.09. 2016 15:0%:59
13.09. 2016 15:08:03

Search Ad... @

Image 154: Display of reviews created in the review processes

By selecting the »New« command in the top command bar, a pop-up menu appears,

which offers the following two modes for creating a review of selected entities:

e »Regular«. preparation of review based on selected retention periods.

e »Ad hoc«: preparation of review based on the query provided. It is used when

transferring entities to a third archive.

+ | Reviews

Home Share View

s

P d &b cut

Wi Copy path

New item

ﬂ Easy access =

X

Pinto Quick Copy Paste love Copy Delete Rename
access L horteut 45 to
Clipboard Organize New
« « A o> Archives » IMiS/ARChive Server > Administration > Reviews
New
st Quick access
Regular itle
& OneDrive Ad hoc eptember review - 10 years
[ This PC ) 2016-000002 October review - 10 years
2016-000003 January review - 5 years
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InReview
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Failed
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Closed
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Image 155: Creating a new regular review in the preparation phase
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»Policy/Hold«: represents the type of entry (retention policy or disposition hold).
»Name«: represents the name of the retention policy or disposition hold.
»Reason«: represents the reason for the retention policy or disposition hold.

»Description«: represents a description of the retention policy or disposition hold.

In the image below the report is open in the Microsoft Excel application, in which users can

view and edit retention information by selected columns.

A 8

Title

Farewell Dinner for Cliff Baxter
Mitg w/ John Thompson - EB3324.
CSFB: Energy Technology Bulletin
Energy Crisis Conference Call
EES VaR Report

Tax Review of California Senate
Mtg w/David Oxley - EB3324

9 |01.01.01-2016-000008 EES VaR Report for 05-17-01
01.01.01-2016-000009 ENE: Reiterate Buy
01.01.01-2016-000010 Pure-Play Energy Merchant
01.01.01-2016-000012 EES VaR Report
01.01.01-2016-000013 Mtg w/Rick Causey - EB3324
01.01.01-2016-000014 Global Investment Strategy

1 |ClassificationCode

2 |01.01.01-2016-000001
3 01.01.01-2016-000002
4 01.01.01-2016-000003
5 01.01.01-2016-000004
6 01.01.01-2016-000005
7 01.01.01-2016-000006
8 |01.01.01-2016-000007

—_—
October ®

Ready

c
Type
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder

D E
Template Policy/Hold

Case  Retention policy
Case  Retention policy
Case  Retention policy
Case  Retention policy
Case  Retention policy
Case Retention policy
Case  Retention policy
case  Retention policy
Case  Retention policy
Case  Retention policy
Case Retention policy
Case  Retention policy
Case  Retention policy

3
Name

5 Years

2 Years

2 Years
Permanent
3 Years
2Years
Permanent
Archives

3 Years

2 Years

3 Years
Permanent
Permanent

G

Reason

Records must be kept 5 years from the end of the year
Recards must be kept 2 years from the end of the year
Recards must be kept 2 years from the end of the year
Recards which need to be kept permanently

Records must be kept 3 years from the end of the year
Records must be kept 2 years from the end of the year
Records which need to be kept permanently
Documents of National importance

Recards must be kept 3 years from the end of the year
Recards must be kept 2 years fram the end of the year
Records must be kept 3 years from the end of the year
Records which need to be kept permanently

Recards which need to be kept parmanantly

[l

H
Description

Dispose after 5 years of retention

Dispose after 2 years of retention

Dispose after 2 years of retention

Materials of at most importance ta the Company

Dispose after 3 years of retention

Dispose after 2 years of retention

Materials of at most importance to the Company

Material of National significance transferred to National Archives
Dispose after 3 years of retention

Dispose after 2 years of retention

Dispose after 2 years of retention

Materials of at most importance to the Company

Materials of at most importance to the Company

i=:] mo- 1 + 100%

4.6.6.5 Access report

Image 204: Example of a retention report

The access report contains information about the access rights / permissions of users on all

the folders and documents inside a selected archive, class or folder. A report about a specific

user, or about all users of the archive, is created by using the »Access« command in the

»Reports« section after right-clicking the selected archive, class or folder.

Select a specific user you wish to create a report about, or select »All« in the dialog box to

create a report about all the users of the archive.

Expand

Reports
Print
Actions

Search...

Preferences...

Configure...
Remaove archive

Log out

> Audit log...

> Folders

> Documents
Contents
Retention
Access..,

Image 205: Creating an access report on the selected user




The »Select user« options window appears, in which the user with appropriate access rights

selects or wishes to create an access report about a specific user or about all the users of the

archive.

If you wish to create an entity access report on all the users of the archive, select the

command »All users« in the window. Otherwise select only a specific user.

Scoper () Allusers (@) Selected users
kearch o
Anonyrmous

Clay, Keira

grupal79

Irwin, Caroline

Jordan, Raul

Layton, Grace

Melson, Alex

EXIETIEY R YR VG Vs Y]

» Salazar, Ron

‘ 0K | ‘ Cancel |

Image 206: Selecting a user or all users

By selecting the »OK« command, the user confirms the creation of a report; by selecting the

»Cancel« command, he cancels it.

Information on the users' rights on individual folders and documents is listed in the following

columns:

»ClassificationCode«: the classification code of the entity in the classification scheme.
»Title«: the title of the entity.

»Type«: the type of the entity being described.

»Template«: the name of the template, on which the document was created.

»Status«: the status of the entity in the context of the archive.

Status dictates whether certain actions on the document are allowed or not.
»Significance«: the significance of the entity in the context of the archive.
»SecurityClass«: the security class of the entity. Security classes are used to hide
entities from users whose clearance level is not high enough to access them.
»CurrentLocation«: the current location of the entity's physical content.

»HomeLocation«: the home location of the entity's physical content.



e »User«: the name of the user the report is on.
e »Read«: this value tells if the user has a »Read« access right on the folder or document.
e »Write«: this value tells if the user has a »Write« access right on the folder or document.

e »Delete« this value tells if the user has a »Delete« access right on the folder or

document.

e »Move«: this value tells if the user has a »Move« access right on the folder or document.

o »CreateSubEntities«: this value tells if the user has a »Create entities« access right on
the folder or document.

e »ChangeRights«: this value tells if the user has a »Change permissions« access right on
the folder or document.

e »ChangeSecurityClass«: this value tells if the user has a »Change security class« access
right on the folder or document.

e »ChangeStatus«: this value tells if the user has a »Change status« access right on the
folder or document.

e »ChangeRetention«: this value tells if the user has a »Change retention« access right on

the folder or document.

The image below displays an example audit log report open in Microsoft Excel where users may

sort and calculate content data by columns.

A B C D E F G H I J K L M N o P Q R S -
1 [c] d Title Type Template Status. i urityClass Current Home User Read Write Delete Move CreateSub Ci cf cf |
2 |01.01.01-2016-000001/000004 Transmission Providers Document FiledDocument Opened Retain Undlassified Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
3 01.01.01-2016-000001/000007 Commission Meeting Document FiledDocument Opened Retain Restricted Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
4 |01.01.01-2016-000001/000010 Headcount File Document FiledDocument Opened Permanent Top Secret Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
5_|01.01.01-2016-000002/000008 Govt Affairs Update Document FiledDocument Opened Permanent Restricted Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
6 |01.01.01-2016-000002/000009 BIPAC Board meeting Document FiledDocument Opened  Vital Confidential Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
7 |01.01.01-2016-000003 Energy Technology Bulletin Folder Case Closed Retain Unclassified Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
& 01.01.01-2016-000004 Latin American Energy Crisis Folder Case Closed vital Restricted Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
9 |01.01.01-2016-000005/000003 Anonymous Reporting Facilities Document FiledDocument Opened Retain Undlassified Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
10 01.01.01-2016-000006 Tax Review of California Senate Folder Case Closed vital Confidential Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
11 01.01.01-2016-000006/000007 Wholesale Marketing Issues Document FiledDocument Opened Retain Unclassified Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
12 01.01.01-2016-000010/000002 PAC Contributions Document FiledDocument Opened Retain Restricted Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
13 |01.01.01-2016-000012/000005  Operating Committee Document FiledDocument Opened Permanent Top Secret Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
14 01.01.01-201 14 Global trateg) Folder Case Closed vital Confidential Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
15 01.01.01-2016-000015 NEPCO Project Folder Case Closed Permanent Top Secret Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
16|01.01.01-2016-000017/000006 _ Vision Focus Groups Document FiledDocument Opened Vital Secret Grace layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
17 |01.01.01-2016-000022 New Products and Countries Folder Case Closed vital Secret Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
18 |01.01.01-2016-000025/000004 National Retail Federation Document FiledDocument Opened Permanent Confidential Grace Layton TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
19
20 v
tmpB352 ® 1 3

Image 207: Example access report on the selected user




4.7 Roles

A server role is a set of access rights that allow users to execute specific operations on the
IMiS®/ARChive Server. An appropriately authorized user can open the »Directory«
configuration folder and grant the following roles to other users or groups:
e »AuditLogQuery«: allows access to the audit log.
Users with an »AuditLogQuery« role see the Activity Log tab in the entity information
overview and can access the audit trail through this tab.
User can also create audit log reports for the complete archive or for individual entities
by opening the appropriate Reports / AuditLog popup menu.
e »lmportExport«: this role enables the import and export of entities.
Users with the »ImportExport« role can execute »Import« and »Export« actions on the
archive or individual entities by opening the appropriate popup menu.
e »Reports« this role enables the display of system reports on imports, exports, access,
folders, documents, contents and retention periods.
User can also print the metadata of a class, folder or document, and the classes
(and folders) of the classification scheme.
e Review: this role allows the reviewing and editing of retention policies and dispaosition
holds on entities, and the review and implementation phases of review processes.
Users with a »Review« role may access the »Retention« tab when reviewing entity

information; while the »Reviews« folder is available in the »Administration« folder.

5 SYSTEM REQUIREMENTS

The following are system requirements for IMiS”/Client installation.

5.1 Hardware

Most current workstations and computers should be able to run the IMiS®/Client without

problems, as it requires few resources and operates smoothly in virtual environments.



5.1.1 Minimum requirements
e Must satisfy the minimum requirements of the installed operating system.
e Size of available work memory should be at least 256 MB larger than the operating
system's memoary requirements.
e Minimum free disk capacity for installing the IMiS®/Client is 200 MB.
e TCP/IP network access (IPv4 or IPvB).

5.1.2 Recommended hardware
e Size of available work memory should be about 1 GB larger than the operating system's
memory requirements.
e Minimum free disk capacity for installing the IMiS®/Client is 1 GB.
e TCP/IP network access (IPv4 or IPvB).

5.1.3 Hardware supervision
IMiS°®/Client requires no particular hardware supervision in addition to the platform's

requirements.

5.2 Software
5.2.1 Operating systems
IMiS°®/Client works on Windows 32-bit or 64-bit operating systems.
Below is a list of supported Windows versions:
e Windows 7 (32-bit or 64-hit)
e Windows 8 (32-bit or 64-bit)
e Windows 8.1 (32-bit or 64-hit)
e Windows 10 (32-bit or 64-bit).

5.2.2 Minimum requirements

IMiS°®/Client requires Microsoft .NET Framewaork 4.0.

6 INSTALLATION

This chapter describes the installation procedure. The IMiS®/Client can be installed by an
administrator or any other user with the appropriate software installation rights.

The installation is conducted step-by-step and is the same for everyone.
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Image 225: Uninstalling the IMiS°/Client

Image 226: Selecting the »Uninstall« command

If »Uninstall« command is confirmed, the uninstallation procedure will begin. The progress is

displayed in the progress bar window. Uninstallation can still be cancelled at this time,

by selecting the »Cancel« command.

Image 227: Uninstallation progress bar

In the next step the user with appropriate rights must ensure that all applications that affect

the process of removing the IMiS®/Client are closed.
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By choosing the default command »Automatically close applications and attempt to restart

them after setup is complete« and confirming the selection with »OK«, the applications from

the list are closed.

An alternative option is to select the command »Do not close applications. (A reboot may be

required.)«, which performs the removal even though the applications from the list remain

open. The process of removal continues.

IMIS/Client

installation:

The follewing applications should be closed before continuing the

Windows Explorer

@ Automatically clese applications and attempt to restart them after
setup is complete.

O Do not close applications. (A Reboot may be reguired. )

Image 228: A confirmation of the closure of applications due to IMiS®/Client removal

Installing the IMiS®/Client requires administrator rights. If during the installation a dialog box

»User Access Control« is shown, the user confirms that he agrees with the removal by

selecting »Yes«. Otherwise the removal will fail.

User Account Control

d.o.o.

Show more details

Yes

File origin: Hard drive on this computer

Do you want to allow this app to make
changes to your device?

IMiS/Client

Verified publisher: Imaging Systems, informacijski sistemi,

No

Image 229: Displaying security warning
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The process of IMiS®/Client removal begins. A progress bar shows the progress of file transfer
to the appropriate locations. The removal process removes all files and settings created by the

installation package. Removal takes a few seconds.

% Home Groove Music 16,0 KB
Microsoft Corporation 2.11.2016
| Find a setting L Mail and Calendar 4,03 MB
Microsoft Corporation 2.1.2016
System

Maps 8,00 KB
- Microsoft Corporation 2.1.2016

I Display P
Messaging 320KB
I ¥ Apps & features Microsoft Corporation 1.11.2016
i Default apps Microsoft Solitaire Collection 8,00 KB
- Microsoft Studios 2.1.2016
L1 Notifications & actions Microsoft Visual C++ 2008 Redistributable -... 1,04 MB

Microsoft Corporation 9.3.2016
(Y Power & sleep
Microsoft Visual C++ 2008 Redistributable -... 1,16 MB
Microsoft Corporation 9.3.2016
== Storage

Microsoft Visual C++ 2008 Redistributable -... 549 KB
04 Offline maps Microsoft Corporation 2.11.2016
Movies & TV 8,00 KB

C® Tablet mode ; ) -
Microsoft Corporation 2.1.2016

I Multitasking Network Speed Test 432 KB

Microsoft Research 1.11.2016

BOEEEO0D00R

Image 230: IMiS®/Client has been removed from the computer

IMiS°®/Client can also be removed using the »Modify« command.

Modify Uninstall

Image 231: Selecting the »Modify« command

It opens the initial window of the install wizard where modification, repair or removal of the

client can be started by selecting »Next«.
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]

i
L
L '
L

it
I

/

H
Welcome to the Installation Wizard for
IMiS/ Client

ll' .-1FIIIIII|

The InstallShicld(R) Wizard will allow you to modify, repair, or
remove IMiS/Client. To continue, dick Mext.

1
his
Hifi!

!

cont cocs

Image 232: Opening the IMiS®/Client program maintenance

command.

If the administrator continues the procedure, the next dialog box offers the option to modify,
repair or remove the client, which can be uninstalled using the »Remove« and then »Next«

12 IMis/Client - Installation

Program Maintenance

Modify, repair, or remove the program.

*
) Modify
Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way features are
installed.
(:) Repair
Repair installation errars in the program. This option fixes missing or
corrupt files, shortouts, and registry entries,
@ Remove
@ Remove IMiS/Client from your computer.
= |
Installshield
< Back

Image 233: Selecting a program maintenance action for the IMiS®/Client
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At the next step, uninstallation is confirmed by clicking »Remaove«.

# IMis/Client - Installation

Remove the Program

You have chosen to remaove the program from your system,

no longer be available for use.

If you want to review or change any settings, did: Back.

InstallShield

Click Remove to remove IMiS,/Client from your computer, After removal, this program will

<o

Cancel

Image 234: Confirming IMiS®/Client uninstallation

IMiS®/Client removal process has begun. A progress bar shows the progress of file removal

from the appropriate locations. Removal takes a few seconds.

12 IMiS/Client - Installation

Uninstalling IMiS/Client
The program features you selected are being uninstalled.

take several minutes.

Status:

Instalishield

Please wait while the InstallShield Wizard uninstalls IMiS/Client. This may

< Back MNext =

Canicel

Image 235: Selecting »Uninstall« comamnd
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If the »User Access Control« window appears during uninstallation, you must select »Yes« to

agree to the uninstallation or it will be aborted.

IMiS/Client

Verified publisher: Imaging Systems, informacijski sistemi,
d.o.o.
File origin: Hard drive on this computer

Show more details

Image 236: Security warning prompt

Uninstallation takes anywhere between a couple of seconds and a few minutes, depending on
the installed package and the speed of the computer. When the process is complete, a »Finish«

dialog box lets you know the client was successfully uninstalled.

152 IMiS/Client - Installation e

Installation Wizard Completed

The Installshield Wizard has successfully uninstalled
IMiS/Client. Click Finish to exit the wizard.

| <Back [ Fnsh || Cancel

Image 237: Uninstallation complete message
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8 PRODUCT MANAGEMENT

IMiS°®/Client can be managed by an administrator, as well as regular users.

8.1 Startup and closing

IMiS°®/Client starts up when you start the Windows Explorer. The user interface of the client is

integrated into the user interface of Explorer.

When you first start Windows Explorer once the client has been installed, the only new folder
appearing in the left view of explorer is the »Archives« folder.
To access an IMiS°/ARChive Server, you have to manually add it into the »Archives« folder.

For more information on this procedure see chapter 8.3.1 Adding an IMIS”/ARChive Server:

Users must log in before they can access the archive.

For more information see chapter 4.2.1 Login and logout.

IMiS°®/Client is closed by logging out of the archive using the »Log out« command.

Warning: closing the Windows Explorer window does not log you out of the client.

8.2 Event log

The IMiS®/Client event log is used to monitor activities, which is performed by the
administrator according to need. It is especially useful when something goes wrong and you

wish to pinpoint the cause of the error.

The client records operations in a rotating event log stored in the temporary system folder
»%TEMP%¢« accessible via the Windows Explorer. The name of the log file is IMiS.Client.NET.X.log ,
where X is the generation number that specifies the generation of the rotating log file.

The number of rotating log files is capped at 10, and each file is limited to a maximum size of
around 1MB. The newest event log is the one with the generation number O, into which events
are being currently recorded, and the oldest one is the one with the highest generation

number.

The log file records the following data:
e Date and time of the log entry.
e Process and Thread ID, separated by a colon.

e Name of the module or DLL library that recorded the entry.
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During normal operation, the entry continues with the:

Name of the method that was conducted during log entry, which appears inside the

characters < and >.

Operation message, which briefly describes the current operation or state of the client.

File

Edit

Format

) IMis.Client.MET.0 - Notepad

View Help

<
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1e.
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18.
18.
1e.
1e.
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18.
1.
18.
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1.
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18.
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1e.
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18.
1.
18.
18.
1.

2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
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2016
2016
2016
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2016
2016
2016
2016
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934
934
934
934
934
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934
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935
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935
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:13

w
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7932:13
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7932:13
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113

w

w
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:13

w

w

7932:13
7932:13
7932:13
7932:13
7932:13

113

w

w

7932:13
7932:13
:13

w

w

7932:13
7932:13

IMiS/ARC Client <IAServerChannel.ConnectionOpen> Reading server confirmation message... ~
IMiS/Storage Connector <Archive.GetRootClasses» Izstop iz metode z rezultatom (IMiS.StorageConnector.IMiSARChive.EntityColle
IMiS/Storage Connector <BaseCollection™1.GetEnumerator> Vstop v metodo brez parametrov.

IMiS/Storage Connector <BaseCollection™1.GetEnumerator> Izstop iz metode z rezultatom (IMiS.StorageConnector.IMiSARChive.Bas
<EntityCollection.GetPage> Vstop v metodo s parametroma (8, 64).

<IAServerChannel.EntityCollectionRead> Vstop v metodo s parametri (IMiS.IMiSARC.Client.EntityCollection, nul
<IAServerChannel.WriteGlRequest>
<IAServerChannel.WriteGlReguest:>
<IAServerChannel.WriteGlRequest>
<IAServerChannel.WriteGlRequest>
<IAServerChannel.ReadGlResponse>
<IAServerChannel.ConnectionOpen>
<IAServerChannel.ConnectionOpen>
<IAServerChannel.ConnectionOpen>
<IAServerChannel.ConnectionOpen>
<IAServerChannel.ConnectionOpen>
<IAServerChannel.ConnectionOpen>
<IAServerChannel.ReadGlResponse:
<IAServerChannel.ReadGlResponse>
<IAServerChannel.ReadGlResponse>
<IAServerChannel.ReadGlResponse:
<IAServerChannel.EntityCollectionRead> Izstop iz metode z rezultatom (System.Collections.Generic.lList™1[IMiS
<EntityCollection.GetPage> Izstop iz metode z rezultatom (System.Collections.Generic.list™1[IMiS.IMiSARC.C1i
IMiS/Client <ArchiveEntity.ArchiveEntity> Create
IMiS/Client <ArchiveEntity.ArchiveEntity> Create
IMiS/Client <ArchiveEntity.ArchiveEntity> Create
IMiS/Client <ArchiveEntity.ArchiveEntity> Create
IMiS/Client <ArchiveEntity.ArchiveEntity> Create
IMiS/Client <ArchiveEntity.ArchiveEntity> Create

IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client

IMiS/Storage Connector
IMiS/Storage Connector <IASessionPool.

IMiS/Storage Connector <IASessionPool
IMiS/Storage Connector <IASessionPool
IMiS/Storage Connector <IASessionPool
IMiS/Storage Connector <IASessionPool
IMiS/Storage Connector <IASessionPool

IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client
IMiS/ARC Client

Vstop v metodo s parametrom (IMiS.IMiSARC.Client.G1XmlTraffic.EntityInfoReg
Sending GlPacketHeader reguest... (rlen=148, reqld=G1_UNUSED, format=REQ G1
EntityInfoReq request message sent.

Izstop iz metode brez rezultata.

Vstop v metodo brez parametrov.

Server confirmation message (CS_CONN_OPEN:COPN_SERVERCHK) read (rlen=69, rs
Validating server confirmation data...

Server confirmation data is authentic.

Version above 9.x Server responded. Using v9.x capabilities.

Using SPR-6a session authentication and session key for encrypting session
Requesting an authentication using SRP-6a group Group2@48...

Reading server response for IMiS.IMiSARC.Client.G1XmlTraffic.EntityInfoRsp
GlPacketHeader response message received (rlen=1217, reqld=G1_UNUSED, forms
EntityInfoRsp response message received.

Izstop iz metode z rezultatom (IMiS.IMiSARC.Client.G1XmlTraffic.EntityInfoR

"class @1' object from entity stub.
‘class @2' object from entity stub.
"class @3' object from entity stub.
‘class @4' object from entity stub.
‘class @5' object from entity stub.
‘class @6' object from entity stub.

<Archive.ReadTemplates> Vstop v metodo brez parametrov.

GetSession» Vstop v metodo brez parametrov.

.GetSession> Sessions are available in the session pool (freeSessCnt=1).
.AcquireSession> Vstop v metodo s parametrom (IMiS.StorageConnector.IACSession).
.AcquireSession» Session 7 acquired (refCnt=1).

.AcquireSession> Session 7 successfully retrieved from the session pool (freeSessCnt=8)
.AcquireSession> Izstop iz metode brez rezultata.

IMiS/Storage Connector <IASessionPool.

GetSession> Izstop iz metode z rezultatom (IMiS.StorageConnector.IACSession).
<IASession.GetTemplates> Vstop v metodo s parametrom (null).

<IASession.GetTemplates> Pridobivanje zahtevanih predlog (anglesko: templates)...
<IAServerChannel.TemplateGetInfo> Vstop v metodo s parametrom (null).
<IAServerChannel.WriteGlRequest>
<IAServerChannel.WriteGlRequest>
<IAServerChannel.WriteGlRequest>
<IAServerChannel.WriteGlReguest:>
<IAServerChannel.ReadGlResponse>
<IAServerChannel.ReadGlResponse>

Vstop v metodo s parametrom (IMiS.IMiSARC.Client.G1XmlTraffic.TemplateInfoR

Sending GlPacketHeader request... (rlLen=1084, reqld=G1_UNUSED, format=REQ_G1

TemplateInfoReq request message sent.

Izstop iz metode brez rezultata.

Vstop v metodo brez parametrov.

Reading server response for IMiS.IMiSARC.Client.G1XmlTraffic.TemplateInfoRs w
>

Image 238: Example log file

If there is an error in the client's operation, the entry continues with the:

Error message, which briefly describes the error or issue.

Error stack trace, which contains a detailed description of the reason for error.
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1 IMiS.Client.NET 5 - Notepad - O x
File Edit Format View Help

29. 10. 2816 @9:46:16.562 2928:3 IMiS/Client
AuthenticationException: Configuration session token is invalid.
at IMiS.Client.Config.SaveltemCommand.Execute(Object parameter) in C:\IMiS_GIT\net\imisclient.net\Source\Config\ConfigCommands.cs:line 76
at IMiS.Client.Config.ConfigItem.Save() in C:\IMiS_GIT\net\imisclient.net\Source\Config\Configltem.cs:line 206
at IMiS.Client.Config.DirectoryEntity.AfterSave() in C:\IMiS_GIT\net\imisclient.net\Source\Config\DirectoryEntity.cs:1line 648
at IMiS.Client.SOAP.ConfigObject.Update() in C:\IMiS_GIT\net\imisclient.soap.net\Source\ConfigObject.cs:1line 129
at IMiS.Client.SOAP.DirectoryGroup.Execute(Operation operation) in C:\IMiS_GIT\net\imisclient.soap.net\Source\DirectoryGroup.cs:line 137
FaultException™1: An error occurred.
at IMiS.Client.SOAP.DirectoryGroup.Execute(Operation operation) in C:\IMiS GIT\net\imisclient.soap.net\Source\DirectoryGroup.cs:line 126
at IMiS.Client.SOAP.IMiSARChive.IMiSARChiveAdminServiceClient.DirectoryGroupUpdate(String SessionToken, DirecteoryGroupUpdate Group) in C
at IMiS.Client.SOAP.IMiSARChive.IMiSARChiveAdminServiceClient.IMiS.Client.S0OAP.IMiSARChive.IIMiSARChiveAdminService.DirectoryGroupUpdate
at IMiS.Client.SOAP.IMiSARChive.IIMiSARChiveAdminService.DirectoryGroupUpdate(DirectoryGroupUpdateRequest request)
at System.Runtime.Remoting.Proxies.RealProxy.PrivateInvoke(MessageData& msgData, Int32 type)
at System.Runtime.Remoting.Proxies.RealProxy.HandleReturnMessage(IMessage reqMsg, IMessage retMsg)
Exception rethrown at [8]:

at System.ServiceModel.Channels.ServiceChannelProxy.Invoke(IMessage message)

at System.ServiceModel.Channels.ServiceChannelProxy . InvokeService(IMethodCallMessage methodCall, ProxyOperationRuntime operation)

at System.ServiceModel.Channels.ServiceChannel.Call(String action, Boolean oneway, ProxyOperationRuntime operation, Object[] ins, Object
at System.ServiceModel.Channels.ServiceChannel.HandleReply (ProxyOperationRuntime operation, ProxyRpc& rpc)

Server stack trace:

20, 10. 2016 @9:47:26.507 2928:
20. 1. 2016 @9:47:30.801 2928:
20, 10. 2816 @9:47:30.801 2928:
20. 18. 2016 @9:47:33.162 2928:
20, 10. 2816 @9:47:33.167 2928:
20. 1@. 2016 @9:47:33.173 2928:
20. 1@. 2816 @9:47:33.173 2928:
20. 10. 2016 @9:47:33.173 2928:
20. 1@. 2816 @9:47:33.173 2928:
20. 10. 2016 @9:47:33.173 2928:
20. 10. 2016 @9:47:33.173 2928:
20. 10. 2016 @9:47:33.173 2928:
20. 19. 2016 @9:47:33.173 2928:
20, 10. 2016 @9:47:33.173 2928:
20. 10. 2016 @9:47:33.173 2928:
20, 10. 2016 @9:47:33.173 2928:
20. 1. 2016 @9:47:33.173 2928:
20, 10. 2016 @9:47:33.173 2928:
20. 1. 2016 @9:47:33.173 2928:
20, 10. 2816 @9:47:33.173 2928:

IMiS/Client <SaveItemCommand.Execute>» Izstop iz metede brez rezultata.

IMiS/Client <Archives.OnExecuteMenultem> Entering method with parameter (Log out).

IMiS/Client <LogOutConfigurationCommand.Invoke> Entering method with parameter (null)

IMiS/Client <CancelltemCommand.Execute> Entering method with parameter (False).

IMiS/Client <CancelIltemCommand.Execute> Izstop iz metode brez rezultata.

IMiS/Client <ConfigContainer.RaiseIltemChange> Raise item changed for 'null’.

IMiS/Client <ConfigView.ConfigViewWin_RefreshItem> Entering method with parameters (IMiS.Client.Config.Conf
IMiS/Client <ConfigView.ConfigViewWin_RefreshItem> parent selected.

IMiS/Client <ConfigView.ConfigViewWin_RefreshItem> Izstop iz metode brez rezultata.

IMiS/Client <Archive.ConfiglogOut> Vstop v metodo brez parametrov.

IMiS/Storage Connector <Archive.GetEntityInfo> Vstop v metodo s parametroma (ClassificationCode, C=sys"C=Tr
IMiS/Storage Connector <Archive.GetEntityInfo> Vstop v metodo s parametri (ClassificationCode, C=sys"C=Tras
IMiS/Storage Connector <Archive.GetEntityInfo> Pridobivanje informacij o entiti na arhivu 'iarc97.imis.si:1
IMiS/Storage Connector <IASessionPool.GetSession> Vstop v metodo brez parametrov.

IMiS/Storage Connector <IASessionPool.GetSession» Sessions are available in the session pool (freeSessCnt=2
IMiS/Storage Connector <IASessionPool.AcquireSession> Vstop v metodo s parametrom (IMiS.StorageConnector.IA
IMiS/Storage Connector <IASessionPool.AcquireSession» Session 1 acquired (refCnt=1)

IMiS/Storage Connector <IASessionPocl.AcquireSession» Session 1 successfully retrieved from the session poo
IMiS/Storage Connector <IASessionPool.AcquireSession> Izstop iz metode brez rezultata.

IMiS/Storage Connector <IASessionPool.GetSession» Izstop iz metode z rezultatom (IMiS.StorageConnector.IACS

L O Y Y Uy Y B YUY B P R Y R VY R PV R Y VY P R VI VY N PV OV}

£ >

Image 239: Example error record in the log file

If the administrator is unable to solve the issue using the log, administrator is advised to
forward it to the software developer for analysis, by sending an email with the issue's

description to support@imis.eu.

8.3 Configuring

Configuration is performed by the user versed in the operation of the IMiS°/Client in

connection with the IMiS*/ARChive Server and has appropriate access rights.

8.3.1 Adding an IMiS°/ARChive Server
After the first launch, Windows Explorer will only show the »Archives« folder in the left view.

To access an IMiS°/ARChive Server, it is necessary to add it into the »Archives« folder.


mailto:support@imis.eu
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Collapse

Open in new window

Add archive @
Utilities »

About

Image 240: Adding an archive via the popup menu

Archives are added by right-clicking the »Archives« folder, then choosing the »Add archive«
command in the upper command bar. The »Add archive« dialog box appears in which the user

enters the path to the IMiS®/ARChive Server in appropriate form (gle/ poglavje 8.5.2

Nastavitev streznika).

i Add archive >

Archive:

[iarc.imis.s| |

@ Options

| Add || Cancel |

Image 241: Add archive dialog box

The process is confirmed by clicking »Add« or pressing the »Enter« key, or cancelled by clicking
»Cancel«. The added server is recorded in an XML file located in a hidden system folder, which is

separate for each user (»Local application data«).

Note: When adding a server, you will not be asked to log into it. Access to server is checked when the

user logs in for the first time.
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When the server is added, it will appear in the »Archives« folder.

s | = | Archives — O *
Home Share View o

* IJ Ay Cut x Mew item Open BaSeIectall
w.] Copy path = fj Easy access Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties . .
access ‘:] Faste shortcut to to - folder = History DD Invert selection
Clipboard Organize Mew Open Select
&« v ﬂﬁ;‘g » Archives » v O Search Ar.. @
~
Host

7 Quick access
!! IMi5 main archive
f@ OneDrive
E Windows10_PC
|_ﬂ MNetwork

v ﬂﬁ;‘g Archives
!! IMiS rnain archive

Titem =

Image 242: Display of newly added archives

Users that wish to access the archive must first log into it (see chapter 4.2.1 Login and

logout).

8.3.2 Setting an IMiS°/ARChive Server
User can access the server settings by clicking the right mouse button over the folder

»Archives«. In the above command line select the command »Preferences«.

Expand

Login...
Preferences...
Configure... @

Remowve archive

Image 243: Setting the archive via the pop-up menu

A dialog box »Preferences« with IMiS®/ARChive Server settings is shown.
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11&1 Preferences *

Display name: | IMi5 main archive
Service URL: iarcs://iarc.acme.si
Cenfiguration URL:  https://iarc.acme.si: 16808/admin
Kerberos SPM:  |ARC/iarc.acmesi@IMIS.SI

550 username type: | Account name (SAM) &

0K | | Cancel

Image 244: Archive settings

The user has the following settings options for the selected server:

»Display name«: The user can name the server freely.
The default name when adding a new archive is »IMiS/ARChiveg;

»Service URL«: The user can edit the server path in a prescribed form as described

below.

»Configuration URL«: The user specifies the path to server configuration in a prescribed

form as described below.
»Kerberos SPN«: The user specifies the Kerberos SPN (Service Principal Name).

»SS0 username type«: The user chooses the form of the name to be used for simple

authentication.

Service URL must be given in the following form:

<scheme>://<host>:<port>

where:

»scheme«: Optional scheme for the connection type with the archive server.

Valid values are »iarcs« for a protected connection and »iarc« for an unprotected
connection.

If the scheme is not specified, the default scheme is used (unprotected connection).
»host«: The network name or IP address of the archive server.

»port«: Optional network port of the archive server. If the network port is not specified,
it is determined according to the selected scheme. The default network port for a

protected connection is16806, and 16807 for an unprotected connection.

Configuration URL must be given in the following form:

<scheme>://<host>:<port>/admin



where:

»scheme«: A scheme for the connection type with the archive server.

Valid values are »https« for a protected connection and »http« for an unprotected
connection.

»host«: The network name or IP address of the archive server.

»port«: The network port of the archive server. The default network port for connecting

with a configuration URL is 16808.

In the field »Kerberos SPN« the user specifies the Kerberos Service Principal Name in the following

form:

<prefix>/<host>/<realm>

where:

»prefix«: [dentifier of the Kerberos service with the default value »IARC«.
shost«: The network name or IP address of the archive server.

»realm«: The realm of the Kerberos service whose default value is the network realm in

capital letters.

SS0 username type refers to selecting a username for Single Sign-on authentication.

S50 name options are:

»Account name (SAM)«: The form of the name is the same as the account name which
corresponds to the value of the »sAMAccountName« attribute in the LDAP scheme
Active Directory Domain Services (example: »johnsmith«].

»Common name«: The form of the name is the same as the user's first and last name.
The name usually corresponds to the »cn« attribute in the LDAP scheme Active
Directory Domain Services (example: »John Smith«).

»User principal name«: The form of the name consists of the account name and DNS
domain name separated with »@«. The main name corresponds to the value of the
»userPrincipalName« attribute in the LDAP scheme Active Directory Domain Services
(example: »johnsmith@acme.si«).

»Distinguished name«: The form of the name corresponds to the value of the
»distinguishedName« attribute in the LDAP scheme Active Directory Domain Services

(example: "CN=John Smith,OU=ACME,DC=acme,DC=si").



e »Email address«: The form of the name is the same as the user's email address and
corresponds to the value of the »mail« attribute in the LDAP scheme Active Directory

Domain Services (example: »john.smith@acme.si«).

User completes the server setup by selecting the command »OK« or by pressing the »Enter«

button. By selecting the »Cancel« command the server setup is cancelled.

8.3.3 Removing an IMiS°/ARChive Server
Existing servers can be removed by selecting them in the left view of Windows Explorer, then

right-clicking to open the popup menu where the »Remove archive« command can be selected.

Expand
Laog in...

Remove archive @
Change settings

Log out

Image 245: Removing an archive via the popup menu

This will open a dialog box asking for confirmation to remove the selected IMiS®/ARChive

Server.

IMiS/Client

| . Doyouwant to remowve archive iarc.imis.si from list?

Yes MNe

Image 246: Remove archive dialog box

Removal is confirmed by clicking »Yes« or cancelled by clicking »No«. When the IMiS°/ARChive
Server is removed from the list, it will no longer appear in the »Archives« folder.

A new IMiS°/ARChive Server is added according to the procedure described in chapter 8.3
Configuring in the IMIS"/ARChive Server manual.
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8.4 Server configuration

Access to the configuration of the IMiS"/ARChive Server is only possible when the user has
activated the HTTP authentication and has generated a password. By right-clicking the

selected archive, the user selects the »Configure« command in the popup menu.

| = | Archives - O X
Home Share View 0

* u oy Cut x 7 New item Open BaSeIectall

w.| Copy path -~ ﬂ Easy access = Edit 10 Select none
Pinto Quick Copy Paste _ Move Copy Delete Rename Mew Properties
access E] Paste shortcut ta to - folder = History IjE_‘In\rert selection
Clipboard Organize MNew Open Select
“— v A ﬂﬁg‘x » Archives v | O Search Ar.. 2@
~
Host
3 Quick access
8 IMis/ARChive
f@ OneDrive
E Windows10_PC
|_j MNetwork
W ﬂﬁ;‘g Archives
> B IMiS/ARChive
Expand
Log in..
Preferences...
Configure...
Remnove archive

1item =

Image 247: Choosing the »Configure« command before the user has logged into the archive

The user can also configure the IMiS"/ARChive Server after he has already logged into the

archive.

Collapse

Reports >
Print
Actions >

'

Search...

Preferences...

Configure...

Remove archive

Log out

Image 248: Choosing the »Configure« command after the user has logged into the archive
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After choosing the »Configure« command, the »Configuration log in« dialog box appears,
where the user can enter his username into the »Usernamex« field and his password into the

»Passwordk« field. Login is confirmed by clicking »Log in« and cancelled by clicking »Cancel«.

il Configuration log in X

Archive:
iarc.imis.si
Username:
admin

Password:

| Login | | Cancel |

Image 249: Dialog box for entering username and password

Following a successful authentication, a list of configuration folders is displayed in the right

view:

S | = | IMiS/ARChive [Configuration] _ O %
Home Share View 0

* u oy Cut x Mew item Open Ba Select all
T f] Easy access = Edit Select none

w.| Copy path

Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties . .
access E] Paste shortcut to to - folder =) History DDII"I\I’EI'tSEIECtIOI"I
Clipboard Organize Mew Open Select
« ~ A Gh o+ Archives » IMIS/ARChive v O Search IM... 0@
-
Description

7 Quick access
G Access control

@ OneDrive Eﬁ Attributes
I Windows10_PC & Auditlog
- 1== Codelists
|_j MNetwork *& Counters
Direct:
W ﬂﬁ;‘g Archives & Directory
— - - . £ Retention
v L IMIS/ARChive [Configuration] H Storage
9 Access control j Templates
=] Attributes
L= Audit log
:== Codelists

sd Counters
23 Directory
v ) Retention
vlb Disposition holds
£ Retention policies
v H Storage
—u_j Profiles
- VOlumes

'_]_ Templates
9items =]

Image 250: List of available folders displayed after logging into the archive configuration
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The availahility of the configuration folders depends on the user's roles.

The following configuration folders can be displayed:

e »Access Control«: contains a list of users and user groups, for which the user with
appropriate access rights has set rights to entities and user entered attributes.

e »Attributes«: contains a list of system attributes and user entered attributes,
which are used for setting properties.

e »Audit log«: contains the audit log settings, including the parameters which must be
entered when establishing a connection to the archive, and the actions to be recorded in
the audit log.

e »Codelists«: contains a list of attributes, which are used to set the value range.

e »Counters«: the user sets tree depth of the entities in the classification scheme and
entry format of the classification code for an individual entity type on a specific level.

e »Directory«: contains a list of users and user groups of the server, including the
corresponding information about the user, authentication, roles and memberships in the
groups.

e »Retention«: contains two folders with settings for retention policies and disposition
holds:

- »Retention policies«: contains a list of retention policies for the archived content.
- »Disposition holds«: contains a list of disposition holds for the archived content.

e »Storage«: contains two folders for the profiles and volumes specified on the server.
- »Profiles«; contains a list of the profiles specified on the server.

- »Volumes«: contains a list of all volumes on the server.

e »Templates«: contains a list of templates for setting attributes.

The following commands are displayed in the command bar:
e »Edit«: the selected entity/objects opens in the editing mode.
This command is only available for the entities/objects, which can be set by the user.
e »Add«: allows the user to add the selected entities/objects from the list.
This command is only available for the entities/objects, which can be set by the user.
e »Remove«: allows the user to remove the selected entities/objects from the list.
This command is only available for the user defined entities/objects, when the selected

entity is opened in the edit mode.



For the selected configuration folders »Attributes«, »Codelists«, »Counters«, »Directory« or

»Templatesg, the »Filter« command is also displayed in the command bar.

The latter enables viewing of a specific set of objects only.

Edit Add Remove Filter [All] =

Image 251: Example of the command bar in the configuration folder with the »Filter« command

Advice: The user with appropriate access rights can save the default settings of the filter for the

individual configuration folders. Clicking the selected filter while pressing Left+Shift saves the default

setting.

When the »Access control« configuration folder is selected, the »Context« command is added
in the command bar. The latter enables viewing the entire archive or only individual system

entities.

Edit Add Remove Context [Global] *

Image 252: Command bar in the »Access control« configuration folder

8.4.1 »Access control« folder

The »Access Control« folder contains a list of users and user groups, for which rights for
accessing the entities and attributes are set by the user with appropriate access rights.
The basic information about users and user groups is listed in the columns.

To ensure clarity, users and user groups have their own icons.
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Image 253: List of users and user groups in the »Access control« configuration folder

access rights can set the view context.

Context [Global] «

Global
Import
Export
Deleted
Disposed
Policies
Holds

Reviews

By choosing the »Context« command in the upper command bar, the user with appropriate

Image 254: Choosing the context in the »Access control« configuration folder
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The user can choose between the following contexts:
e »Global«: contains rights for accessing the entities and attributes on the level of the
entire archive.
e »lmport«: contains rights for accessing the entities and attributes in the »Import«
system folder.
e »Export«: contains rights for accessing the entities and attributes in the »Export«
system folder.
e »Deleted« contains rights for accessing the entities and attributes in the »Deleted«
folder in the »Trash« system folder.
e »Disposed«: contains rights for accessing the entities and attributes in the »Disposed«
folder in the »Trash« system folder.
e »Policies«: include access rights to entities and attributes in the system folder »Paolicies«.
e »Holds«: include access rights to entities and attributes in the system folder »Holds«.
e »Reviews«: contains rights for accessing the reviews in the »Reviews«

system folder.

8.4.1.1 Selecting »Global«
The user with appropriate access rights can set rights for accessing the entities and

attributes for an individual user or user group on the level of the entire archive.

By selecting the »Add« command in the command bar and by choosing the appropriate user
from the available users and user groups, the user with appropriate access rights can add a
new user or user group. User can also set rights for accessing the entities and attributes for a

user or user group. The selected settings are saved by choosing the »Save« command.

By choosing the appropriate user from the available users and by selecting the »Remove«

command, the user with appropriate access rights can remove the new user.



»Entity rights« tab

By clicking the user on the list, the »Entity rights« tab is displayed in the lower right view of the
Windows Explorer. By clicking the »Add« command, the user with appropriate access rights
can allow the following actions over the entities, which are valid for the entire archive:
o »Read«: the user has permission to read data on the selected entity.
o »Write«; the user has permission to edit entity data.
e »Move«: the user has permission to move the entity within the classification scheme.
e »Delete«:. the user has permission to delete entity data.
e »Create entities«: the user has permission to create sub-entities under the selected
entity.
e »Change permissions«: the user has permission to change the effective permissions of
other users on the selected entity.
e »Change security class«: the user has permission to change the security class of the
selected entity.

e »Change status«: the user has permission to change the entity status.

Entity rights | Property rights

4 Allow Read, Write, Move, Delete, Create entities, Change status, Change retention [1. 06, 2016 00:00 - 31, 12, 2016 00:00]
Read True
Write True
Move True
Delete True
Create entities True

Change permissions  False
Change security class False
Change status True
Change retention True
Valid from 1. 06. 2016 00:00
Valid to 31.12. 2016 00:00

Create entities Specifies whether Create entities right is granted.

Image 255: Entities access rights

The rights are changed by choosing one of both options »True« and »False«. Time restriction
is set by choosing the date and time, by setting the permission expiration date in the calendar

for the »Valid from« and »Valid to« fields.

Warning: After changing the global rights, the current user rights are valid for the entire duration of his

session or until the user logs into the archive again.



»Property rights« tab

By clicking the »Property rights« tab in the lower right view of the Windows Explorer and the
»Add« tab, the user with appropriate access rights can allow the following actions over the

attributes, which are valid for the entire archive:
e »Read«: the user has permission to read the attribute value.
o »Whrite«; the user has permission to write the attribute value.
e »Create« the user has permission to create the attribute value.

e »Delete«. the user has permission to delete the attribute value.

Entity rights| Property rights

4 ContentlsVerified

4 Allow Read
Read True
Write False
Create False
Delete False
Valid from 29.6.2015 0:00
Valid to 1.7.2015 0:00

Create Specifies whether Create right is granted.

Image 256: Access rights to attributes

The rights are changed by choosing one of both options »True« and »False«. Time restriction is
set by choosing the date and time, by setting the permission expiration date in the calendar for

the »Valid from« and »Valid to« fields.

Warning: After changing the global rights, the current user rights are valid for the entire duration of his

session or until the user logs into the archive again.

Note: On the archive level, restrictions (»Deny«) of the access rights settings have no meaning, because

access right by default sittings are not allowed,

8.4.1.2 Selecting the rest contexts
Access rights to entities and attributes for an individual user or user group are set by the user
with appropriate access rights in the system folders: »import«, »Export«, »Deleted«, »Disposedk,

»Policies«, »Holds« and »Reviewsk«.

Rights are described in the chapter 8.4.1.7 Selecting »Globalk.




The user with appropriate access rights can »Allow« or »Deny« explicit permissions for each
right from the list.

In addition to explicit rights, inherited rights (»Allow [Inheritedl«), which are set on the level of
the entire archive, are also available in the »Entity rights« and »Property rights« tab.

The inherited rights cannot be changed; however, they can be replaced with the explicit rights.

8.4.2 »Attributes« folder

The »Attributes« folder contains a list of attributes described with their values.

The following attribute information is listed in the columns:

e »Name«: contains the name of the attribute.

e »Type«: contains the type of the attribute.

e »Description«: contains the description of the attribute.

e »Used by« contains titles of the templates, in which the attribute is used.
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= Codelists
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&« < 4 =+ Archives » IMiS/ARChive » Attributes
Add Filter [All] +
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I Windows10 PC sys:CommitLog StringMax
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sys:Creator DirectoryEntity
~ s Archives sys:del:Agent DirectoryEntity

sys:del: ClassificationCode String200
sys:del:DateTime DateTime
sys:del:Reason String200
sys:del:Reference String200
sys:Description String200
sys:eml:Date DateTime
sysieml:From String200
sysieml:Messageld String100
sys:eml:Priority Ulnt32
sys:eml:Signed Bool
sysieml:Subject String200
sysieml:To String200
sysieml:ToBCC String200
sys:ieml:ToCC String200
sys:Externallds String100
sys:Keywords String30

sysimovesAgent DirectoryEntity

sysmove:ClassificationCode  String200

T | Easy access -

Open Select

Description

Date and time when entity's status was set to
Contains verification steps logging during en
Binary content container

Entity creator

The user who carried out the deletion

Fully qualified classification code at deletion
Date and time of deletion

The reason for deletion

Reference to an entity (intemnal, external) whi
Entity brief description

Email date and time

Ernail sender address

Automatically generated message identifier
Email delivery priority

Specifies if email has been digitally signed
Email subject

Email recipient addresses

Email blind-copy-to recipient addresses
Email copy-to recipient addresses

Entity unique external ids

Entity keywords
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w 0 Search IM... @

Used by

sys:AutonomousDocument; «
sys:retPolicy; sys:ret:Review;
sysiret:Policy; sysiret:Review;

sysiEntityContainer; sysiret:Pe
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Image 257: Attribute list in the »Attribute« configuration folder




By choosing the »Filter« command in the upper command bar, the user with appropriate

access rights can set the view content.

Filter [All] -

All |
User defined |
System

Image 258: Selecting the filcer in the »Attribute« configuration folder

The user can choose between the following options:
e »All«: all attributes are shown on the list.
e »User defined«: only user defined attributes are shown on the list.

e »System«: only system attributes are shown on the list.

The system attributes cannot be changed.

»Attribute Properties« bar

By clicking the attribute on the list, the following value settings are shown in the "Properties"

tab in the lower right view of the Windows Explorer.

»Name«: contains the name of the attribute. In case of a system attribute, the attribute
type is shown at the beginning (sys:, eml;, prm;, trf:) and a short description follows.

For each new entry, the value for the attribute name has to be selected before saving.
Once the entry is saved, the value cannot be changed any more.

»Type«: specifies the attribute type (for example DirectoryEntity, Boolean, Int32, Double,
DateTime, String, Decimal, Binary or File). For each new entry, the value for the attribute
type has to be selected before saving. Once the entry is saved, the value cannot be
changed any more.

»Description«: contains a short description of the attribute.

»Validation Expression«: specifies the value that represents the regular expression used
to check the new or changed attribute values. Further information about the syntax and

rules: Attp.//en.wikipedia.org/wiki/Regular expression.

»Searchable«: specifies if search by its value is possible. »True« setting; marks that

search by the attribute value is possible using the search functions.


http://en.wikipedia.org/wiki/Regular_expression

e »Unique«: if the selected value is »True«, the attribute value is unique throughout the
whole archive. The user with appropriate access rights can select this value if he wants
to avoid entering the attribute value, which is already specified by a different entity.

e »PickList«: if the selected value is »True«, the values have been pre-set. It is not possible

to enter the values manually outside of the list of allowed values.

Properties | Used by

Narme sys:Title
Type String200
Description Entity title

Validation expression

Searchable True
Unique False
PickList False

Image 259: Attribute properties

Examples of validation formula:

On the IMIS®/ARChive Server a Per! syntax of regular expressions is implemented.
The whole value of the attribute must match the syntax of the validation formula. A user can check the

adequacy of the syntax on this web address http.//www.perifect.com/articles/regextutor.shtml.

Below are a few examples. Values are written in single quotes and are not a part of values.

Regular expression: A-Za-z'
Accepted value: value A-Za-z'

The value of the attribute must be equal to the value of the regular expression.

Regular expression: [A-Za-zl'
Accepted values: one letter that has values between A'and Z'or a'and z'

All other combinations lie.. ab, Ab, aB, '123a’' and so on.) are invalid.

Regular expression: a*b'

1,

aaaaab,

1,

Accepted values: combination of values ab, aaaaaaaaaaab, also only 'b. A star means that the
previous character a'isn't present or can be repeated multiple times. All other combinations that are a

partial match (i.e.. '123aaaab, aaab123’] or not a match li.e.. gbrtz, '12345'] are invalid.


http://www.perlfect.com/articles/regextutor.shtml

Regular expression: a+b’

1,

Accepted values: combination of values ‘ab, ‘aaaaab’'and so on. Character '+' demands a presence of a
previous character a, that can also be repeated. In this case value 'b'is invalid. For all other

combinations see the previous example.

Regular expression. .at’
Accepted values: all three character values ending with ‘at'(npr. cat, tat, pat, 5at, and so onJ.

All other values are invalid.

»Use under« tab

By clicking the »Use under« tab in the lower right view of the Windows Explorer, all templates,

in which the attribute is used are listed (see chapter 8.4.9 » Templates« folder).

Properties | Used by

¢ Temnplate sys:EntityContainer

b Template sys:ret:Policy

b Template sys:ret:Hold

b Template sys:ret:Review

» Template sys:ret:ReadOnlyPolicy
b Template sysiret:Document

Image 260: Templates, in which the attribute is used

8.4.3 »Audit log« folder

The »Audit log« folder contains the audit log parameters.

»Properties« tab

By clicking the »Audit log« folder, the right view of Windows Explorer shows the following value

settings under the »Properties« tab:
e »User name«: requires the entering of a user name for the audit log.
e »Computer name«: requires the entering of a computer name for the audit log.
e »Private address«: requires the entering of a private IP address for the audit log.
e »Reason«: requires the entering of a reason for the action which is recorded in the audit

log.
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Image 261: List of properties in the »Audit log« configuration folder

»Entity events« tab

By clicking the »Entity events« tab in the »Audit log« folder, the right view of Windows Explorer
shows the following value settings:

e »Audit log«: searching the audit log is recorded in the audit log.

e »Create« the action of creating an entity is recorded in the audit log.

e »0pen« the action of opening an entity in reading mode is recorded in the audit log.

e »Edit«: the action of opening an entity in writing mode is recorded in the audit log.

e »Save«: the action of saving an entity is recorded in the audit log.

e »Move«: the action of moving an entity is recorded in the audit log.

e »Delete«: the action of deleting an entity is recorded in the audit log.

e »Access control change«: the action of changing access control is recorded in the audit

log.
e »Attributes change«: the action of changing the values of entity attributes is recorded in

the audit log.
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e »Physical content change«: the action of changing the values of physical content
attributes is recorded in the audit log.

e »Security class change«: the action of changing the entity's security class is recorded in
the audit log.

e »Status change«: the action of changing the entity's status is recorded in the audit log.

e »Dispose«: the action of disposing an entity in the review process is recorded in the audit
log.

e »Permanent«: the action of marking an entity as permanent in the review process is
recorded in the audit log.

e »Transfer«: the action of transferring an entity in the review process is recorded in the
audit log.

e »Review«: the action of reviewing an entity in the review process is recorded in the audit

log.
E | = | Auditlog - O >
Home Share View o
gy Cut x : New item f:::e-* g
Pin to Quick Copy :‘le o mopeEn love Copy Delete Rename _' lew _IJ Fasy secess Properties i:: ’ .
access to to - folder ert sele
Clipboard Crganize Mew Cpen Select
&« « A 5 » Archives » IMIS/ARChive » Audit log v D Search IM... ©
# Quick access Properties | Entity events | Content events
@ OneDrive Audit log True
[ Windows10_PC Create True
=¥ Network Open True
Edit True
ﬂ&t Archives Save True
& IMiS/ARChive [Configuration] Move True
E; Access control Delete True
=] Attributes Access control change  True
= Audit log Attributes change True
1== Codelists Physical content change True
s Counters Security class change  True
21 Directory Status change True
I, Retention Retention change True
] Storage Dispose True
| Templates Permanent True
Transfer True
Review True
Giterns 1 item selected =

Image 262: List of entity events in the »Audit log« configuration folder
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»Content events« tab

By clicking the »Content events« tab in the »Audit log« folder, the right view of Windows

Explorer shows the following value settings:

»Create«: the action of creating content is recorded in the audit log.

»Open«: the action of opening an entity in reading mode is recorded in the audit log.

»Edit«: the action of opening an entity in writing mode is recorded in the audit log.

»Save«: the action of saving content changes is recorded in the audit log.

»Delete« the action of deleting content is recorded in the audit log.

»Attributes change«: the action of changing the values of content attributes is recorded

in the audit log.

IEgl = | Auditlog
Home Share View

,J % cut x

W Copy path
Pin to Quick Copy Paste Move Copy Delete Rename Mew
access [7] Paste shorteut to to -
Clipboard Organize
— « A 5 » Archives » IMIS/ARChive » Audit log

. Properties | Entity events | Content events
7 Quick access

f@ OneDrive

Create True
= Windows10_PC Open True
=¥ Network Edit True

Save True
i Archives Delete True

i IMiS/ARChive [Configuration] Attributes change False

®) Access control
=1 Attributes
= Audit log
-== Codelists
s Counters
23 Directory
) Retention
|| Storage
1 Templates

Gitems 1 itemn selected

folder

Mew item

ﬂ Easy access ©

New

Properties

Open

Open
Edit
History

Select all

Select none

nvert selection

Select

Search IM... 0@

Image 263: List of content events in the »Audit log« configuration folder
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8.4.4 »Codelists« folder
The »Codelists« folder contains a list of codelists, for which the user with appropriate access

rights sets the value range. The following codelist information is listed in the columns:
e »Attribute«: attribute, to which the codelist is tied.

e »Template«: template, to which the codelist is tied.

= = | Codelists - o X
Home Share View 0
* IJ 4 Cut x Mew item Open Select all
w.] Copy path . ﬂ Easy access ~ Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties
access d Paste shortcut to to o folder w8 History Invert selection
Clipboard Organize Mew Open Select
« v A Ezz » Archives » IMiS/ARChive » Codelists v O Search IM... @
Add Filter [All] +
3 Quick access
Attribute Template
‘& OneDrive sys:Status Any templates
I Windows10 PC sys:Significance Any templates
o sys:ecurityClass Any templates
¥ Metwork
- sys:iscc:From Any templates
-ﬂﬁ;‘g Archives sysiscciTo Any templates
L IMiS/ARChive [Configuration] sys:iprm:Status Any templates
& Access control sys:eml:Priority Any templates
=] Attributes sysiret:pol:Action Any templates
=f Auditleg sysiretrev:Action Any templates
-== Codelists sysiretirev:State Any templates

s} Counters

2 Directory

%), Retention
j Storage

__] Templates

Giterns 1 item selected =

Image 264: Attribute list in the »Codelists« folder

By choosing the »Filter« command in the upper command bar, the user with appropriate

access rights sets the view content.

Filter [All] =

All
User defined
System

Image 265: Selecting the filter in the »Codelists« folder
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The user can choose between the following options:
e »All«: all codelists are shown on the list.
e »User defined«: only user defined codelists are shown on the list.

e »System«: only system codelists are shown on the list.

»Properties« bar

By clicking the codelist on the list, the following value settings are shown in the »Properties«
tab in the lower right view of the Windows Explorer.
e »Attribute«: contains the name of the attribute. Specifying the field value is mandatory
for new entries. Once saved, the value can no longer be changed.
e »Template«: contains the value from the list of available templates, from which the user
will select one of the attribute values from the codelist. The user can select the name of

the individual template (for example Class, Case, Document...) or all templates.

Properties | Keywords

Attribute sys:Significance
Template Any termplates

Image 266: Codelist properties

»Keywords« tab

By clicking the »Keywords« tab in the lower right view of the Windows Explorer, the user with

appropriate access rights specifies the range of available attribute values.

Warning: It is important to ensure the correct syntax when adding values.

Attribute value can be written with or without quotes.

Properties | Keywords

1 1:falias=Vital}

2 2dalias=Permanent}
3 3dalias=Retain}

4 ddalias=Delete}

Image 267: Available attribute values without quotes



Properties | Keywords

1 {alias="Client documentation"}
2 {alias="Server documentation"}

3 {alias="Interface documentation"}

Image 268: Available attribute values with quotes

Warning: It is required to restart the IMIS*/ARChive Server in order to effect changes of the value

settings in the »Codelists« folder.

8.4.5 »Counters« folder
In the »Counters« folder the user with appropriate access rights can define counters, which
are used for generating values of the selected attributes. The following information about the
values of the selected attributes is listed in the columns:
e »Scope« defines the entity type, for which the counter is used. To ensure clarity,
individual counter types have their own icons.
e »lLevel« defines the entity level in the classification scheme.
e »lLevel aspect«: defines the entity position in the classification scheme according to its
parent entity.
e »Storage«: attribute, for which the value is generated using the counter.

e »Unique within«: defines the uniqueness of the counter within the selected context.
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of | = | Counters
Home Share View

* 4 Cut x Mew item Open
lJ W Copy path fj Easy access ~ Edit
Pinatiggick Copy Paste 11] e ltlg.'e Copy Delvete Rename fljllrl—l Properties - History
Clipboard Crganize Mew Open
« v od » Archives » IMiS/ARChive > Counters v O
Add Filter [All] *
7 Quick access
Scope Level Level aspect Storage Unigque within
‘& Onelrive  Class 1 Relative ClassificationCode Parent
I Windows10_PC 1 Class 2 Relative ClassificationCode Parent
o ) 1 Class 3 Relative ClassificationCode Parent
¥ Network . I
- r Class 4 Relative ClassificationCode Parent
v [ Archives i Class 5 Relative ClassificationCode Parent
v L5 IMIS/ARChive [Configuration]  Class 6 Relative ClassificationCode Parent
) Access control |l Decument 1 Relative ClassificationCode Parent
=] Attributes Folder 1 Relative ClassificationCode Parent
Ef Audit log Folder 2 Relative ClassificationCode Parent
== Codelists
o Counters
23 Directory
) Retention
j Storage
5] Templates
Giterns 1 item selected

Invert selection

Select

Search IM... 2

Image 269: Attribute list in the »Counters« folder

By choosing the »Filter« command in the upper command bar, the user with appropriate

access rights can set the view content.

Filter [All] *

All
User defined
System

Image 270: Selecting the filter in the »Counters« folder

The user can choose between the following options:

e »All«: all counters are shown on the list.

e »(Class«: only counters for classes are shown on the list.

e »Folder«: only counters for folders are shown on the list.

e »Document«: only counters for documents are shown on the list.
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It is defined for the class, folder and documents, until which level in the classification scheme

the user with rights for creating entities can create subentities.

»Properties« bar

By clicking the counter on the list, the following value settings are shown in the lower right

view of the Windows Explorer:

»Scope«: defines the entity type. The user with appropriate access rights can choose
between the class, folder or document. Specifying the field value is mandatory for new
entries. It cannot be changed for the existing entries.

»Level«: defines the entity level in the classification scheme.

When defining a new level of the class, folder or document, the user with access rights
for creating entities can create a new subentity of this type. Specifying the field value is
mandatory for new entries. It cannot be changed for the existing entries.

»Level aspect«: defines the entity position in the classification scheme according to its
parent entity. The user with appropriate access rights can choose between the
»Relative« or »Absolute« value. When the selected value is »Relative, the uniqueness of
counting is set in the »Unique within« field. When the selected value is »Absolute«, the
counting is unigue on the level of the entire archive.

»Attribute«; attribute, for which the value is generated using the counter.

The user with appropriate access rights can choose between the »Classification code«
and user-defined attributes. Specifying the field value is mandatory for new entries.

It cannot be changed for the existing entries.

»Unique within«: defines the uniqueness of the counter within the selected context.
The user with appropriate access rights can choose between the following contexts:

- »Archive«: uniqueness applies to the entire archive.

- »Parent« uniqueness applies to the parent class.

- »Root class«: uniqueness applies to the first class in the chain of parent classes.

- »Leaf class«: uniqueness applies to the last class in the chain of parent classes.
»Initial value«: defines the initial value of the attribute value counter, which is selected in
the »Storage« field.

»Increment«: defines, in which steps the counter will increase for the attribute level
selected in the »Storage« field.

»Format«: defines the attribute value entry selected in the »Storage« field.



Properties

Scope Class

Level 1

Level aspect Relative

Sterage ClassificationCode
Unigue within Parent

Initial value 1

Increment 1

Format 2@ count@

Image 271: Counter properties for the class on the first level

Warning: Archive administrator must carefully plan the entity tree structure. For correct sorting of
entities in the classification scheme it is advisable to anticipate the number of root classes.

Based on their number the format is determined accordingly.

Example: The value » %02@count@« of the attribute Format in the image above determines that the
class classification codes are recorded from 1 to 99. With this setting the classes with a classification
code between 100 and 199 would be sorted between 10 and 20, which would lead to the lack of clarity in
classification scheme. If the anticipated number of classes is around 100, the necessary value of the

attribute »Format« must be set to » %03@count@z«,

8.4.6 »Directory« folder
The »Directory« folder contains a list of users and user groups of the archive.
The following information about users or user groups is listed in the columns:
e »Subject«: a unique code for the user or user group in the archive.
To ensure clarity, the users and user groups have their own icons.
e »First Name«: name of the user or user group.
e »lLast name«: last name of the user or user group.

e »Description«: a short description of the user or user group.
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| = | Directory - O *
Home Share View o

* IJ Ay Cut x Mew item Cpen
w-] Copy path - fj Easy access ~ Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties . .
access ‘1] Paste shortcut to to o falder = History Invert selection
Clipboard Organize Mew Open Select
&« “ @ » Archives » IMiS/ARChive » Directory v D Search IM... 0@
Add Filter [User] *
7 Quick access
Subject First name Last name Description
@& OneDrive & admin Administrator Archive administrator
E Windows10_PC a anelson Alex Melson Sales - Controlling
a Anonymous Anonymous Sessions authenticated by legacy protocols
¥ Network L . . - .
- a cirwin Caroline Irwin IT - System Administration
i Archives & eyoung Elwyn Young Maintenance
. IMi5/ARChive [Configuration] & glayton Grace Layton Controlling - Internal audits
& Access control & jsmith John Smith Human Resources
=] Attributes & jsmith1 John Smith Manufacturing
=] Auditlog & jtumner Jerry Turner CEO
:== Codelists & kclay Keira Clay IT - Human Resources assistance
*§ Counters a mwelch Marco Welch Sales
22 Directory & rjordan Raul Jordan Maintenance
), Retention & rsalazar Ron Salazar Sales - IT support
j Storage
5] Ternplates
Gitems 1 item selected =

Image 272: List of users and user groups in the »Directory« folder

By choosing the »Filter« command in the upper command bar, the user with appropriate

access rights can set the view content.

Filter [All] =

All

User
Group
System
Disabled
Deleted

Image 273: Selecting the filter in the »Directory« folder

The following groups are available in the filter:
e »All«: all users and user groups are shown on the user list.
e »User«: all active users are shown on the list.
e »Group«: all active user groups are shown on the list.

e »System«: all active system users and groups are shown on the list.
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»Disabled«: all inactive system users and groups are shown on the list.

To activate the users and user groups again, the »Enabled« value in the »Properties« tab
must be changed to »True«.

»Deleted«: all deleted users and groups are shown on the list.

Once the users and user groups are deleted, they cannot be activated again.

»Properties« bar

By clicking the individual entry on the list, the following value settings are displayed in the lower

right view of the Windows Explorer.

»Subject«: contains a unique user code - his username. The user can access the archive
using this username (and set password). It is required to define the field value for all new
entries. It cannot be changed for the existing entries.

»Type«: contains the user type. The user with appropriate access rights can choose
between the »User« and »Groupc. It is required to define the field value for all new entries.
It cannot be changed for the existing entries.

»Name«: contains the name of the user or first name of the user group.

»Last name«: contains the last name of the user or the second name of the user group.
It is required to define the field value for all new entries. It is possible to change the value
of the existing entries; however, empty value is not permitted.

»Description«: can contain a description of the user's position in the company.

»Email«; contains the user's email address.

»Aliases«: contains alternative usernames for the users to access the archive.

»Security class level«: defines until which security class level the user can view the
entities. The user can only view the entities if the security class of the entities is lower or
the same as his clearance level.

»Enabled«: if the selected value is »True, the user is active. When changing the value to
»Falses, the user with appropriate access rights can deny access to the archive.

»Member in groups«: contains a list of groups, in which the user is a member.



Properties | Effective roles | Roles | Members

Subject beard

Type Group

First name Board

Last name Chairman and Members

Description The Chairman and the Members of the Board

Email board@acme.com

Aliases El
Security class level Top Secret

Enabled True

Member of groups Users El

Image 274: User group properties

The fields listed above are available for users as well as for user groups. The additional value

settings are displayed for the users:

»Log on Hours«: contains an expression representing hours of the day, when the user

can access the archive.

»Authentication«: the user with appropriate access rights can set the following

authentication options:

- »User name/password«: authentication is done using the SRP-6a protocol.

- »User Credentials over http«: authentication is done using the HTTP protocol.

- »Pre-shared key«: authentication is done using the shared pre-set key.

- »Advanced« authentication is done by establishing a session with the server that
foresees mandatory and optional client metadata.

The values can be set to »True« or »Falsex.

Properties | Effective roles | Roles

Subject anelsen
Type User
First name Alex
Last name Melson
Description Sales - Controlling
Ernail alex.nelson@acme.com
Aliases E|
Security class level Restricted
Enabled True
Member of groups Controlling: Sales; sys:Everyone; Users E|
“ Authentication User credentials, User credentials owver HTTP
User credentials True

User credentials over } True
Pre-shared key False

Advanced False
Authentication Directory entity authentication types.

Image 275: User properties



»Effective roles« tab

By clicking the »Effective roles« tab, the effective roles for the individual users or user groups
appear in the lower right view of the Windows Explorer. The displayed roles are informative;
therefore, they cannot be changed. They include the current roles, which can be replaced with

explicit roles in the »Roles« tab by the user with appropriate access rights.

Properties | Effective roles | Roles

4 System
AuditLogQuery True
ImportExport True
Reports True
Review True
4 Configuration
AccessControlRead True

AccessControlUpdate  True
AuditlogSettingsRead  True
AuditLogSettingsUpdate True
DirectoryEntitiesRead ~ True
DirectoryEntityUpdate  True
DirectoryGroupRead True
DirectoryGroupUpdate  True

Image 276: Effective roles of the user

»Roles« tab
By clicking the »Roles« tab in the lower right view of the Windows Explorer, the user with
appropriate access rights can define the following system roles for the users or user groups:
e AuditLogQuery
e ImportExport
e Reports

e Review.

The user can set effective roles for server configuration in the »Configuration« section.

They define rights for accessing and changing entries in the individual configuration folders.



Properties | Effective roles | Roles

4 System
AuditlogQuery True
ImportExport True
Reports True
Review True
4 Configuration
AccessControlRead True

AccessControlUpdate  True
AttributesRead False
AttributeUpdate False
AuditLogSettingsRead  True
AuditLogSettingsUpdate True

CodelistsRead False
CodelistUpdate False
CountersRead False
Counterlpdate False

DirectoryEntitiesRead True
DirectoryEntityUpdate  True
DirectoryGroeupRead True
DirectoryGroupUpdate  True

ProfilesRead False
ProfileUpdate False
RetenticnRead False
RetentionUpdate False
TemplatesRead False
TemplateUpdate False
VolumesRead False
Volumelpdate False

Reports Specifies whether Reports role is enabled

Image 277: Explicit roles for the user

Users can access and change the following configuration folders in the »Configuration« folder:

e Access Control

e Attributes

e Codelists

e Counters

e [Directory

e Profiles

e Templates

e \olumes.



The user with appropriate access rights can set the role or right of reading and changing
values in the configuration folder. The rights are set by selecting »True« or »False« for each

right.

Warning: After changing the roles, the current user roles are valid for the entire duration of his session

or until the user logs into the archive again.

»Members« tab

The »Members« tab is visible only to user groups. By clicking the »Members« tab in the bottom
right view of Windows Explorer, the user with appropriate access rights is shown all the

members of the user group.

Properties | Effective roles | Roles | Members

Edit

b Layten, Grace glayton
¥ Turner, lerry Jturner
F Welch, Marco mwelch

Image 1: Displaying of users in a group

A user can add group members with the »Add« command or remove them with the »Remove«

command.

8.4.7 »Retention« folder

The »Retention« folder contains the »Retention policies« and the »Disposition holds« subfolders.

8.4.7.1 »Retention policies«
The »Retention policies« subfolder contains a list of retention policies. The retention policies list
shows the following information on retention policies in columns:

e »Name«: the unique name of the retention policy.

e »Description«: short description of the retention policy.

e »Action«: the default action in the implementation phase of the review process.

e »Reason«: the default reason for the existence of the retention policy which is used in

the decision-making phase of the review process.



=

2 Di

Gitems

= | Retention policies

% IMiS/ARChive [Configuration] €3 2 Vears
&) Access control

=] Attributes

=] Auditlog

== Codelists

»d Counters

rectory

), Retention
#g Disposition holds
£ Retention policies

[2] storage

| Templates

Home  Share  View
d .. X s
Pinto Quick Copy Paste _ Delete Rename ew
acecess | R I - olde o
Clipboard Organize New Open Select
<« « A 4 s Archives > IMiS/ARChive » Retention > Retention policies
Add
# Quick access
Name Description
7@ OneDrive € Archives  Documents of National importance which need to be permanently archived by National Archives
0 Windows10_PC € Permanent  Records which need to be kept permanently by this Archive
€ 10Years  Records must be kept 10 years from the end of the year when they were closed
Metwork
* @ 5vears Records must be kept 5 years from the end of the year when they were closed
i Archives € 3 Vears Records must be kept 3 years from the end of the year when they were closed

Records must be kept 2 years from the end of the year when they were closed

Action
Transfer
Permanent
Dispose
Dispose
Dispose

Dispose

v O Search IM... o

Reason

Material of National significance transferred to National Archives
Materials of 3t most importance to the Company

Dispose after 10 years of retention

Dispose after 5 years of retention

Dispose after 3 years of retention

Dispose after 2 years of retention

Image 278: List of retention policies in the »Retention policies« folder

»Properties« tab

By clicking on an individual retention policy on the list, the following value settings appear in the

bottom right view of Windows Explorer, under the »Properties« tab:

»Name«: the unigue name of the retention policy. The field value must be entered for new

entries before saving. The value can be modified after saving, but it must not be empty.

»Description«: short description of the retention policy.

»Detailed description«: a detailed description of the retention policy.

»Action«: the default action from the list of actions for entities which are available in the

implementation phase of the review process.

»Trigger«: a query which executes the search for entities in the implementation phase of

the review process.

»Reason«: the default reason for actions to be implemented in the implementation phase

of the review process.




Properties | Mandates

Name

Description
Detailed description
Action

Trigger

Reason

10 Years

Records must be kept 10 years from the end of the year when they were closed

Dispose
[sysiClosed] + 10Y <= @YEAR@-01-01T00:00:00+00:00

Dispose after 10 years of retention

Image 279: Display of retention policy properties

»Mandates« tab

By clicking on an individual retention policy on the list, the contents (files) of mandates for an

individual retention policy appear in the bottom right view of Windows Explorer, under the

»Mandates« tab.

Properties | Mandates

Description Inserted Modified

"L Company policy

"L Retention law

20,10, 2016 10:0%:06 20,10, 2016 10:0%:06
20.10. 2016 10:0%:06 20. 10. 2016 10:0%:06

Content for selected retention policy

Image 280: Display of retention policy mandates

In the bottom command bar, under the »Mandates« tab, the following commands are located:

e »Add«: allows you to add mandate content to the selected retention policy.

The source can either be existing files in the file system or files scanned using the

separate IMiS°/Scan application. The command is available when the selected retention

policy is open in editing mode.

e »Save«: becomes active when the mandates for the selected retention policy are

modified, if the policy is open in editing mode (when content is added or deleted).

The »Save« command saves changes to the archive. Unsaved changes will be discarded.

e »0pen« opens the selected file in the application associated with the content type,

as it was specified when the content was saved to the archive.

The command is available when the selected retention policy is open in editing mode.

Note: The selected content can be opened by a user even if it has not been saved yet.
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e »Remove«: allows you to remove content from the selected retention policy.

The command is available when the selected retention policy is open in editing mode.

8.4.7.2 »Disposition holds«

The »Disposition holds« folder contains a list of disposition holds.

The disposition holds list shows the following information on retention policies in columns:
e »Name«: the unique name of disposition holds.
e »Description«: short description of disposition holds.

e »Reason«: the default reason for the existence of disposition holds to be implemented in

the implementation phase of the review process.

% | = | Disposition holds - O *
Home Share View o

J Ay Cut x Mew item Open Select all
W Co elect none

-Tj Easy access = Edit

Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties

access _| Paste shortcut to to - folder History nvert selection

Clipboard Organize Mew Open Select
&« v 4 v(b » Archives » IMi5/ARChive » Retention » Disposition holds v | O Search IM... Q@
Add
# Quick access
MName Description Reason

& OneDrive @ Legal procedure  Legal procedure in progress, material must be preserved  Active legal procedure

I Windows10 PC ¥ Hold Disposition hold Dispose is on hold

¥ Network

ﬂ&t Archives

o IMiS/ARChive [Configuration]
) Access contral
=] Attributes
=] Audit log
== Codelists
o4 Counters
21 Directory
=, Retention
v(b Disposition holds
€ Retention policies
|| Storage
1 Templates

G items =

Image 281: List of disposition holds in the »Disposition holds« folder
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»Properties« tab

By clicking on an individual dispaosition hold on the list, the following value settings appear in the

bottom right view of Windows Explorer, under the »Properties« tab:

8.4.8

»Name«: the unique name of the disposition hold. The field value must be entered for new
entries before saving. The value can be modified after saving, but it must not be empty.
»Description«: short description of the disposition hold.

»Reason«: the default reason for the disposition hold in the implementation phase of the
review process.

»Author«: user (author) of the disposition hold.

»Created«: the date and time when the disposition hold was created.

Properties
Mame Hold
Description Disposition hold
Reason Dispose is on hold
Author admin

Created 20,10, 2016 08:12:32

Image 282: Display of disposition hold mandates

nStorage« folder

The »Storage« folder contains the »Profiles« and »Volumes« subfolders.

8.4.8.1 »Profiles« subfolder

The »Profiles« subfolder contains a list of profiles. The following profile information is listed in

the columns:

»Name«: contains the unique profile name.

»Description«: contains a short description of the profile.

»Object count«: shows the number of archived objects in the individual profiles.

»Used [bytesl«: shows the size of used space and the percentage of used space for the
individual profiles in kilobytes (KB).

»Size [bytesl«: shows the size of free space for the individual profiles in kilobytes (KB).
»Read only«; if the selected value is »Trueg, settings can not be changed. When changing

the value to »False«, the user with appropriate access rights can change the settings.
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Home Share Wiew
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Clipboard Organize
& v A Ef s Archives » IMiS/ARChive » Storage » Profiles
Add
7+ Quick access
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@ OneDrive | Dokumenti

[ Windows10_PC
=¥ Network
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o IMiS/ARChive [Configuration]
) Access contral
=1 Attributes
=f Audit log
A== Codelists
o§ Counters
2 Directory
) Retention
J Storage
=7 Profiles
- Volumes

| Templates

2items  1item selected

- O *
7]
T | Easy access - Ed
Mew Open Select
v | O Search St.. @
Object count Used Size
8693 2.907.804 KB [17,33% 16.777.216 KB

»Properties« tab

Image 283: Attribute list in the »Profiles« folder

By clicking the individual profile on the list, the user with appropriate access rights can see the

following profile properties in the »Properties« tab in the lower right view of the Windows

Explorer:

e »Name«: represents the unigue profile name. Specifying the field value is mandatory for

new entries. It cannot be changed for the existing entries.

e »Description«: represents a short description of the profile.

e »0bject count«: shows the number of archived objects in the profiles.

e »Used [bytesl«: shows the size of used space for the profile in bytes.

e »Size [bytesl«: shows the size of free space for the profile in bytes.

e »Read only«: if the selected value is »True«, new objects cannot be created into the profile

and the existing objects can only be read. The user with appropriate access rights can

select this value to prevent changes of the profile content.
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Properties  Volumes | Used by

MName
Description
Object count
Used [bytes]
Size [bytes]
Read only

»Volumes« tab

Dokumenti

8693
2977591296
17179869134

False

Image 284 Profile properties

In the »Volumes« tab the user with appropriate access rights can view the attribute values,

which are tied to the profile in the lower right view of the Windows Explorer; however,

he cannot change the values. The »Volumes« tab content is the same as the content of the

»Properties« tab in the »Volumes« configuration subfolder.

Properties | Volumes | Used by

4 Volume
MName
Description
Location
b Profile
Object count
Used [bytes]
Size [bytes]
Read only
Mounted

b Volume

Volume

wol()
vol()

fiarc/vol/velOD
Dokumenti
8693
2077587200
8589934582
False

True

vol01

Image 285: Volumes, which are tied to the profile

»Use under« tab

In the »Used by« tab the user with appropriate access rights can set in the lower right view of

the Windows Explorer under which class the selected profile is used. If the value is not set,

the profile is used under the root class.

| Properties | Volumes| Used by |

» Class

Root [ClassificationCode]

Image 286: Using the profile under the root class of the archive

2016 © Imaging Systems Inc., All rights reserved. 262



The user with appropriate access rights can add a new class by selecting the »Add« command
in the command bar and by setting the class identifier accordingly. When the identifier value is
not set, the profile is used on the level of the archive. Otherwise the profile is used only under
the selected class. The user can enter either the classification code, the internal or external

class identifier. The new class is saved by choosing the »Save« command.

The class is removed by choosing the »Remove command«.

Properties | Volumes | Used by

4 Class Root [ClassificationCode]
Type ClassificationCode

Value
Class

Image 287: Entering the class for profile

Warning: It is required to restart the IMIS*/ARChive Server in order to effect changes of the value

settings in the »Storage« folder.

8.4.8.2 »Volumes« subfolder

In the »Volumes« subfolder the user with appropriate access rights can view the attribute
values, which are tied to the profile in the lower right view of the Windows Explorer.

The »Properties« tab content is the same as the content of the »Volumes« tab in the

»Properties« configuration subfolder.



a | = | Volumes - O X
Home Share View o

Pinto Quick Copy Paste

“- v P am * Archives » IMiS/ARChive » Storage » Volumes v | Search 5t.. 0@

v ﬂ&t Archives
v L5 IMiS/ARChive [Configuration]

Zitems  1item selected =

9%, BB XS R @R

1 | Easy access =
Copy Delete Rename

access

Clipboard Organize Mew Open Select

Add
3 Quick access
Mame Description Location Object count  Used Size

@& OneDrive wa voOI0D  IMiS/ARChive Server Volume 00 fiarc/vol/vol00 8693 2.907.800 KB [34,66%] 8.388.608 KB
[ Windows10 PC wa vol0T  IMiS/ARChive Server Volume 01 fiarc/vol/vol0l 0 4 KB [0,00%] 8.388.608 KB

¥ Network

G Access control
=] Attributes
E[ Audit log
== Codelists
o4 Counters
3 Directory
€l Retention
v J Storage
_E] Profiles
- Volumes

| Templates

Image 288: Volumes, which are tied to the profile

»Properties« tab

By clicking the individual volume on the list, the following value settings are shown in the

»Properties« tab in lower right view of the Windows Explorer.

»Name«: contains the unique volume name. After the value has been saved for the first
time, it becomes immutable.

»Description«: contains a short description of the volume.

»Location«: contains logical path to the volume in the file system. After the value has
been saved for the first time, it becomes immutable.

»Profiles«: contains a link to the profile, in which the volumes are situated.

For a new entry the user has to choose the profile name that he wants to link to the
volume in the »Namex« field. In the »Used after« field the user has to set the position in the
gueue of profile volumes. By selecting »First«, the profile is placed at the beginning of the
gueue. Alternatively, the user can select the existing volume name, after which the
volume should be placed. When there are no objects on the volume, the profile name and
position can be changed. Otherwise, the values become immutable after they are saved

for the first time.



»Object count«: shows the number of archived objects on the volume.

»Used [bytesl«: shows the size of used space on the volumes in bytes.

»Size [bytesl«: shows the size of free space on the volumes in bytes. The user with
appropriate access rights can grant the volume more space by entering a new value or
by increasing the value with 1024 byte increments. When the user wants to prevent
further archiving of objects into the volume, he must set the size of available space to be
the same as the value of the »Used« attribute.

»Read only«: changing the default values from »False« to »True« can also prevent saving
of objects into the volume.

»Mounted«: by changing the default value from »True« to »False«, the volume is marked

as unavailable for use.

Properties

MName vol0D

Description IMiS/ARChive Server Volume 00
Location fiarc/volfvol0D

¥ Profile Dokumenti

Object count 8693

Used [bytes] 2977587200

Size [bytes] 8389934592

Read only False

Mounted True

Image 2889: Volume properties

Warning: The user with appropriate access rights can increase or decrease available space of the

volume in bytes. When the »Size« attribute level is the same or smaller than the »Used« attribute level,

the volurme cannot be accessed.

Warning: It is required to restart the IMIS*/ARChive Server in order to effect changes of the value

settings in the »Volumes« subfolder.

nTemplates« folder

The »Templates« folder contains a list of templates. The following profile information is listed in

the templates list:

»Name«: unique template name. To ensure clarity, individual template types have their

own icons.
»Description«: a short description of the template.

»Inherited from«: a list of templates, from which the template is inherited.
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5 | = | Templates — O *
Home Share View 0

* |_] 4y Cut x Mew item Open Select all
w.] Copy path T:] Easy access = Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties
access d Paste shortcut ta ta - folder History Invert selection
Clipboard Organize Mew Open Select
<« v P 1 > Archives » IMiS/ARChive » Templates v b Search IM... ©
Add Filter [User defined] «
7 Quick access
Mame Description Inherited from
¢@& OneDrive Case Folder/Case entity Generic Folder
[ Windows10 PC i Class Class entity Generic Class
| )l Document Standalone document entity Generic Autonomous Doc
¥ Metwork X i . .
[ Ernail Standalone e-mail entity Generic Autonomous Ema
m Archives |l FiledDocument Document filed into a folder/case entity Generic Document
& IMi5/ARChive [Configuration] |l FiledEmail E-mail filed into a folder/case entity Generic Email

) Access control
=] Attributes

=] Audit leg

:== Codelists

" Counters

23 Directory

=) Retention

j Storage

_] Templates

% items =

Image 290: Attribute list in the »Templates« folder

By choosing the »Filter« command in the upper command bar, the user with appropriate

access rights can set the view content.

Filter [Al] «

All
User defined
Systemn

Image 291: Selecting the filter in the »Templates« configuration folder

The user can choose between the following options:
e »All«: all templates are shown on the list.
e »User defined«: only user-defined templates are shown on the list.

e »System«: only system templates are shown on the list.
The user-defined templates can only be set by the user with appropriate access rights.

Based on these templates, the users create new entities according to the settings.
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»Properties« tab

By clicking the individual template on the list, the following value settings are shown in the
»Properties« tab in the lower right view of the Windows Explorer:

e »Name«: unique template name. After the value has been saved for the first time,
it becomes immutable.

e »Type«: the user with appropriate access rights can choose between the following
values: Class, Folder, Document. After the value has been saved for the first time,
it becomes immutable.

e »Description«: a short description of the template.

e »Inherited from«: the user with appropriate access rights can define from which
template the created template is inherited. The latter takes over all attributes from the
inherited template. After the value has been saved for the first time, it becomes
immutable.

e »Entity count«: number of entities, in which the template is used.

Properties | Attributes | Use under

MName Case

Type Folder

Description Folder/Case entity
Inherited from Generic Folder
Entity count 864

Image 292: Template properties

»Attributes« tab

All attributes tied to the template, including their properties are listed in the »Attributes« tab

in the lower right view of the Windows Explorer.

The attributes are shown in two groups, in the system group and in the custom group.
There are different types of attributes, depending on whether they are inherited and therefore

especially marked or not. Only attributes that have not been inherited can be edited.



The following properties of the attribute that have not been inherited can be edited:

e »Public«: if the selected value is »Truek, the attribute is accessible for all users
regardless of their rights.

e »MultiValue«: if the selected value is »True«, the attribute can have multiple values.

e »Required«: if the selected value is »True«, the attribute value is mandatory.

e »Read only«: if the selected value is »Trueg, the attribute value cannot be changed.

e »Inherited«: if the selected value is »True«, the attribute values are inherited from the
parent hierarchy.

¢ »AppendOnly«: if the selected value is »True«, the attribute value can only be added to the
existing values.

¢ »IncludedInAlP«: if the selected value is »Truek, the attribute values are part of the
archival information package.

e »Validation Expression«: specifies the value that represents the regular expression used
to check the new or changed attribute values. Further information about the syntax and

rules: http.//en wikipedia.org/wiki/Regular expression.

Properties | Attributes | Use under

4 System
b sys:Externallds Public, MultiValue, NonEmpty [Defined in parent template]
b sysTitle Public, Required, NonEmpty [Defined in parent template]
b sys:Description Public [Defined in parent template]
b sys:Keywords Public, MultiValue, NonEmpty [Defined in parent template]
b sys:Creator Public, Required, MonEmpty, ReadOnly [Defined in parent ternplate]
b sys:Owner Public, NonEmpty [Defined in parent template]
b sys:Significance Public, NonEmpty, Inherited [Defined in parent template]
b sys:Commitlog MultiValue, ReadOnly, AppendOnly, IncludedIinAIP [Defined in parent template]

-

sys:SecurityClass Public, NonEmpty, ReadOnly, Inherited [Defined in parent template]

-

sysimove:Reason MultiValue, MonEmpty, ReadOnly, AppendOnly [Defined in parent template]

-

sysimoveAgent MultiValue, MonEmpty, ReadOnly, AppendOnly [Defined in parent template]

-

sys:move:DateTime  MultiValue, NonEmpty, ReadOnly, AppendOnly [Defined in parent template]

-

sysimove:Classification MultiValue, NonEmpty, ReadOnly, AppendOnly [Defined in parent template]

-

sysiscciReason MultiValue, MonEmpty, ReadOnly, AppendOnly [Defined in parent template]

-

sysisccAgent MultiValue, MonEmpty, ReadOnly, AppendOnly [Defined in parent template]

-

sys:iscc:DateTime MultiValue, MonEmpty, ReadOnly, AppendOnly [Defined in parent template]

-

sysiscc:From MultiValue, ReadOnly, AppendOnly [Defined in parent template]

Image 293: List of attributes used in the template

Warning: The user with appropriate access rights can only add user-defined attributes.

System attributes are inherited from the template, which can be set in the »Properties« tab.


http://en.wikipedia.org/wiki/Regular_expression

»Use under« tab

In the »Use under« tab in the lower right view of the Windows Explorer, templates and entities,

in which a certain template is used are listed.

Properties | Attributes | Use under

Template Class

Template Case

Image 294: Templates and entities, where the template is used

The user with appropriate access rights can add a new template or entity by selecting the
»Add« command in the command bar and by choosing the »Template« or »Entity« command.
When adding a template, the user has to select the desired template from the generic system
and user defined templates. The new template or entity is saved by choosing the »Save«

command.

When adding the entity, the user has to set the entity identifier accordingly.
When the identifier value is not set, the template is used on the level of the archive.
Otherwise the template is used only under the selected entity. The user can enter either the

classification code, the internal or external entity identifier.

The template or entity is removed by choosing and using the »Remove« command.

9 TROUBLESHOOTING

Users of the IMiS®"/Client must know how to handle the product correctly and are advised to
follow instructions provided by documentation. If you encounter issues or errors,
it is important to follow proper procedures. The first thing that is advised is to contact the IT

expert or system administrator of your company.

Administrators are advised to troubleshoot errors with the help of the appropriate manual.
If you cannot discover the cause of the issue or find the appropriate fix, feel free to contact
IMiS® software support and we'll be glad to offer assistance. Be advised that a layperson's

interference can make things worse and further destabilize the system.



9.1 How to avoid problems

Regular updating of the IMiS°/Client is essential to keep issues at a minimum.

Every new version of IMiS® software fixes known bugs and errors.

If you want to make sure things run smoothly, a highly recommended choice is our optional
maintenance contract. A valid maintenance contract will protect you from serious errors
or system outage. Several kinds of maintenance contracts are available:
¢ Primary, where the developer takes over the complete process of system maintenance.
e Secondary, where the developer fixes serious or less frequent errors, while users and

their IT service perform regular maintenance and troubleshooting.

Maintenance contracts can be tailored to the specific needs of IMiS® software users.

Ask for a deal and we'll be happy to assist you.

9.2 Frequent errors

This chapter describes errors that may be frequently encountered while using the IMiS°/Client.

Each error is paired with the possible reasons and the steps that should allow you to fix it.

Error when accessing an archive
Likely cause: There was an error in establishing a connection with the IMiS®/ARChive Server,
which can be due to:

e Wrong IP address.

¢ Invalid network port.

e Firewall on the client, or on the network between the client and the server, that prevents

communication between the client and the server.

Solution: First, check the validity of the IP address and the network port. If that's not the
cause, check if communication between the client and the server is open, and reconfigure any

firewalls as necessary.

Error during user login (»rAuthentication was unsuccessful«)

Likely cause: Unregistered or invalid username, or wrong password.



Likely cause 2: The MIME type of content files cannot be recognized by the IMiS®/Client or the
IMiS®/ARChive Server.

Solution 2: Try to convert the file to another format, change the extension of the file manually,

or contact IMiS® support at: support@imis.eu.

Error when moving an entity. (»[Class, Folder, document] <classification code> cannot
be moved.«)

Error description: An error occurred while trying to move the entity.

Likely cause 1: The user does not have sufficient rights to move the entity.

Solution 1: A user with sufficient rights grants the current user rights to move the entity.

Likely cause 2: The user does not have a »move« permission on the server.

Solution 2: An IMiS°/ARChive Server user with sufficient rights grants the current user a

»move« permission on the server.



